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Abstract - In this project, we explored the task of detecting
fraudulent reviews in text data using various machine learning
algorithms. The dataset consisted of reviews categorized into two
labels: 'CG' (genuine reviews) and 'OR' (potentially fraudulent
reviews). We began by preprocessing the text data, which
involved tasks such as removing punctuation, stop words, and
applying stemming or lemmatization techniques. After
preprocessing, we utilized different machine learning models
including Logistic Regression, Decision Tree Classifier, Random
Forest Classifier, Support Vector Machines (SVM), Multinomial
Naive Bayes and LSTM-CNN model to classify the reviews.
Overall, our study showcases the effectiveness of machine
learning, Deep learning algorithms in identifying fraudulent
reviews from textual data. The findings provide valuable insights
for applications in e-commerce platforms and online review
systems to enhance the reliability and trustworthiness of user-
generated content.

Keywords: Fraudulent reviews, Text classification, Machine
Learning, Preprocessing, Logistic Regression, Support Vector
Machines, Evaluation metrics.

I. INTRODUCTION

In today's world where everything is online, reviews really
matter when people are deciding what to buy or where to go.
Reviews give us important information when we are looking
for something. But fraudulent reviews are a big problem
because they make it hard to trust reviews.

In this paper, we're trying to find fraudulent reviews using
advanced machine learning techniques. Our data has a bunch
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of reviews labelled as either "CG" for real reviews or "OR" for
possibly fraudulent reviews.

First, we did some cleaning of the text data. This included
taking out punctuation, common words, and standardizing the
text using things like stemming.

After getting the data ready, we looked at different machine
learning algorithms that could classify the reviews as real or
fake. We tried Logistic Regression, Decision Trees, Random
Forests, Support Vector Machines (SVM), Naive Bayes, and
LSTM-CNN. We wanted to see which worked best at
detecting fakes. To figure that out, we evaluated the models in
many ways using things like precision, recall, accuracy, and
confusion matrices. These helped us understand how well
each model correctly labelled the reviews. The LSTM-CNN
model did the best, getting an accuracy of around 92%, SVM
with 88%, Logistic Regression also perform well at 86%
accuracy. Decision Trees, Random Forests, and Naive Bayes
got around 73%, 84%, and 84% accuracy. In the end, this
project shows that machine learning, Deep learning can help
identify fraudulent reviews in text data. Finding fakes is
important so reviews can be trusted and help people make
better buying choices in today's digital world.

II. LITERATURE REVIEW

Asaad, Allami, and Ali (2023) introduced a technique for
classifying and identifying fraudulent reviews in online
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platforms using machine learning methodologies.[2] Their
study focused on the detection of fraudulent reviews in the
context of hotel services, utilizing TFIDF techniques and three
machine learning algorithms: Xgboost, support vector
classifier, and stochastic gradient descent. The proposed
model was evaluated on balanced and imbalanced datasets,
demonstrating promise in enhancing the credibility of online
reviews.

[3] Thirunavukkarasu et al. (2023) presented an approach
based on supervised learning for identifying fraudulent
reviews in online datasets. Their study utilized machine
learning methods such as KNN, Naive Bayes, and logistic

regression to distinguish between false and real reviews. By
leveraging labelled datasets and traditional machine learning
algorithms, the authors aimed to combat the spread of false
reviews that deceive online shoppers and impact the reputation
of businesses.

Other than these there are many studies which also specify the
accuracy scores of the models which they have used. Some of
those studies are listed in the table -1.

S. Paper Authors Method Accuracy
No Number Score
1 1 A. M. | Supervised | 82.40%
Elmogy, Machine
U. Tariq, Learning
2 6 Ahsan, Ensemble Above
M.N.L, Learning 95%
Nabhian, T.,
Kafi,
AA.,
Hossain,
M.d.1.,
Shah, F.M.
3 8 Bali, Machine 88%
APS., Learning
Fernandes | (Gradient
Boosting)
4 10 M. S. | Supervised | Optimal
Jacob, S. | Machine Accuracy.
Rajendran, | Learning
V. M. | (Logistic
Mario, K. | Regression,
T. Sai, D. | Linear
Logesh Regression,
CNN,
RNN)

Table-1: Similar studies

[4] A. Moqueem, F. Moqueem, Reddy, Jayanth, and Brahma
(2023) proposed various machine learning models for
detecting fraudulent reviews in online shopping platforms.
Their work emphasized the importance of online reviews in
influencing purchasing decisions and highlighted the

prevalence of fraudulent reviews in misleading consumers. By
comparing and analysing different machine learning
algorithms, the authors aimed to contribute to reducing and
checking the spread of fraudulent reviews.

[5] In their study, Mohawesh and colleagues (2021) undertook
a thorough examination of methods for identifying fraudulent
reviews, delving into various datasets, techniques for
extracting features, and strategies for detection. Their research
underscored the critical role of fraudulent review detection in
upholding the trustworthiness of online platforms and
safeguarding the interests of consumers. Moreover, they
carried out benchmark assessments to gauge how well
different neural network models and transformers performed,
shedding light on potential avenues for future investigation in
this field.

[7] Liu, He, Han, Cai, Yang, and Zhu (2019) proposed a
method for detecting fraudulent reviews based on temporal
features of reviews and comments. Their study focused on
analysing review records associated with products, utilizing
an isolation forest algorithm to detect outlier reviews. By
investigating the differences between patterns of product
reviews, the authors aimed to provide a new perspective on
outlier review detection and enhance the effectiveness of
fraudulent review detection methods.

[9] Bhat, Jayalakshmi, Mallegowda, and Geetha (2024)
presented a comprehensive approach to detecting fraudulent
reviews using both supervised and unsupervised learning
techniques. Their study leveraged classic machine learning
algorithms, deep learning techniques such as RNN and
attention networks, as well as state-of-the-art models like
BERT and GPT. By comparing the performance of different
models and interpreting their results, the authors aimed to
provide practical solutions for combating fraudulent reviews
and ensuring the integrity of online platforms.

After reviewing the literature on fraudulent review detection,
it is evident that researchers have employed various
methodologies to address this pressing issue in online
platforms. Studies have emphasized the importance of
accurately identifying fraudulent reviews to maintain the
credibility of e-commerce platforms and protect consumer
interests. Approaches range from traditional machine learning
algorithms to advanced deep learning techniques, each
offering unique insights into the detection process. Benchmark
studies have provided valuable comparisons of different
models, highlighting their strengths and limitations. Overall,
this body of research contributes to the ongoing efforts to
combat fraudulent reviews and offers avenues for further
exploration in the field of online review integrity.
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1I. ABOUT THE DATA
Size: The dataset contains 40,432 entries. b. plotting pie chart for knowing the proportion of each rating.
Columns: 5.0

e category: Indicates the category of the product or
service associated with each review.

e rating: Represents the rating given to each review,
ranging from 1 to 5.

e label: Indicates a label associated with each review.
(e.g., "CG" or "OR")

e text : Contains the text data of the reviews.

The dataset is pre-processed for analysis, including text
cleaning, preprocessing, and feature extraction. The ratings
and labels provide additional context for the reviews, which
can be useful for sentiment analysis or classification tasks.

The dataset's primary purpose appears to be the development
of a model for fraudulent reviews detection, utilizing various
machine learning algorithms to classify reviews based on their
authenticity or sentiment.

Figure -1: The division of ratings in the data

We see that 5.0 rating is dominating the chart.

IV. DATA EXPLORATION c. Plotting line graph for checking the relation between Length

Data exploration is important as we need to know about the of the review and Index.

data set and the relations between the data but in this project,

we will be going to do a basic data exploration which includes Length Variation
the following:
2000
a. knowing about the data set by printing it.
1500
: £ 10004
category rating label toxt_ o
0 Home_and Kichen & 60 GG Love this! Well made, sturdy andvery comfar.. 500
1 Home and Kitthen & 80 GG lovedt 2 oreatupgrade from the original. 1. N
2 Home_and Kitthen & 50 GG This pillow saved rry hack. ove the laok and.. 0 5000 10000 15000 20909 25000 30000 35000 40000

, C , R Figure-2: Line graph for Length and Index of the data
3 Home_and Kithen 5 10 CG Missing infomnation on howto use it hutt s grap £

We see that near index value 15000 to 25000 the length of the
§ Home_and Kichen & 60 CG Verynice set Good qualy We have had the . words is high.

Table-2: The raw data present in the data set
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Figure-3a: Bar graph for Distribution of length by label in
CG and OR

We observe from Figure-3a that at 0 length the frequency is
highest in OR

Box Plot of Length

20001

1500 1
£
g
4 10001

500 1

0_ —1—

1

Figure-3b: Box Plot for the Length of the review

These was no use of the box plot because length of reviews
was having different lent. Thats the reason there are many
outliers in the boxplot.

V. PROPOSED MODEL OVERVIEW

?

Raw Data Input

v

Data Preprocessing
(Text standardization,
Stopwords removal,
StemmingfLemmatization)
Machine Learning/Deep Learning Madels
{ Legistic Regression,
Decision Tree Classifier,
Random Forest Classifier,
Suppert Vector Machine,

Multinomial Naive Bayes,
LSTM-CMNMN)

Evaluation
(Precision,
Recall,

Fl-zcore,
Accuracy,
Confusion Matrix)

v

| Best Model| Training |

v :

| Final Fredictions Output '_

®

Figure -4: Proposed Model

From Figure-4 We can see the basic structure of the proposed
model. The flow chart goes as below:

Input: This initial step represents the input which is given to
the model so that it can detect fraudulent reviews.

1. Data Preprocessing:

a. Text Standardization: The data which is given in raw
form is converted into consistent form, such as
lowercasing all letters.

b. Stop words Removal: Then we have removed all the
stop words such as “the”, “and”, “is” from the text
data, as they don’t carry significant meaning for
analysis.

c. Stemming/ Lemmatization: In this step we have
converted the word into their root form by removing
the suffixes.
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2. Machine Learning Models:

a. Logistic Regression: This algorithm used for binary
classification tasks. We used it in our model, and we
received an accuracy of 86.11%.

b. Decision Tree Classifier: This Model is a tree type
classifier which splits the data according to the
features. By using this model, we received 72.79 %
of accuracy.

c. Random Forest Classifier: This classifier ensembles
number of random forest tress together to predict the
overall output. As we have used this model in our
project, we have gained 83.85% of accuracy.

d. Support Vector Machines (SVM): A supervised
algorithm, which is generally used for classification,
after using this model we have received the highest
accuracy of 87.99%.

e. Multinomial Naive Bayes: This classifier uses
probability as its base for predictions. It uses Bayes’
theorem for getting probability score. By using this
model, we have received 84.43% of accuracy.

f. LSTM-CNN: This combination of Deep learning
model performed well when compared to other
models. Overall accuracy of the model was 92%
which was better than any other model.

We did use five kinds of machine learning algorithm with one
kind of Deep learning algorithm to know which model
performs better in the field. From the output of the models, we
can easily tell that LSTM-CNN has performed better than any
other model in our project, as LSTM-CNN model uses a
combination of Machine and Deep learning model. It has

Model Precision | Recall | F1-
Score

Accuracy

Logistic
Regression | 0.86 0.84 0.86 | 0.86
Decision
Tree
Classifier 0.73 0.73 0.73 | 0.73
Random
Forest
Classifier 0.83 0.80 0.83 | 0.83
Support
Vector
Machines
(SVM) 0.88 0.90 0.88 | 0.88
Multinomial
Naive
Bayes 0.84 0.81 0.84 0.84
LSTM
- CNN 0.92 0.94 0.92 0.92

given us the best output.

VI. RESULTS

Evaluation of the model:

To evaluate the models, we have used precision score, Recall
score, F1-Score, Accuracy of the model, Confusion Matrix for
each model.

Precision and Recall score of the model

Table -3: Accuracy score, Precision, Recall, F1-Score of the
models used

Among the machine learning models in the table, Support
Vector Machines (SVM) emerged as the top performer,
achieving the highest accuracy of 88%. SVM also exhibited
excellent Precision and Recall scores, indicating its robustness
in correctly classifying instances and minimizing false
positives and false negatives. On the other hand, Decision Tree
Classifier showed relatively lower performance, with an
accuracy of 73% and comparable Precision and Recall scores.
The model with the best F1 score, a harmonic mean of
Precision and Recall, has a crucial impact on the accuracy
score as it represents the balance between precision and recall.
In this project, SVM likely contributed significantly to the
overall accuracy due to its ability to maintain high precision
and recall simultaneously, resulting in a more reliable
classification of instances compared to other models.

Other than these Machine Learning Models LSTM-CNN
which we have used had given us the best accuracy score of
92%.

Confusion Matrix for the models used:

Using these matrices, we can identify how many inputs were
miss classified and how many were correctly classified.

Confusion Matrix
6000

True Label

- 2000

- 1000

Predicted Label

Figure-5: Confusion Matrix for Logistic Regression
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Figure- 6: Confusion Matrix for Decision Tree Classifier
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Figure-7: Confusion Matrix for Random Forests Classifier

6000
1030 5000
4000

- 3000

Confusion Matrix

True Label

- 2000

- 1000

CG OR
Predicted Label

Figure-8: Confusion Matrix for Support Vector machines
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Figure-9: Confusion Matrix for Multinomial Naive Bayes

Confusion Matrix
4000

3500
3000
2500
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Figure-10: Confusion Matrix for LSTM-CNN

As aresult, the LSTM-CNN model had worked better than any
other model we happen to perform K-folds method so that the
model can perform good with unseen data.

© 2024, IJSREM | www.ijsrem.com

DOI: 10.55041/IJSREM31399 |  Page6


http://www.ijsrem.com/

ggg ‘3;%9

e-Journal

W Volume: 08 Issue: 04 | April - 2024

: ”5";@ International Journal of Scientific Research in Engineering and Management (IJSREM)

SJIF Rating: 8.448 ISSN: 2582-3930

Training and Validation Accuracy

11— Training Accuracy
Validation Accuracy

0.90 4

T T T T T T T T T
0.0 0.5 1.0 15 2.0 2.5 3.0 3.5 4.0
Epoch

Figure-11: Training and Validation Accuracy graph

From Figure-11 we see that the model had the Validation
accuracy of 92% and the Training accuracy of 98%.

VII. CONCLUSION

In conclusion, we have developed a comprehensive model for
detecting fraudulent reviews using various machine learning
algorithms. Through extensive data preprocessing, including
text standardization, stopwords removal, and
stemming/lemmatization, we prepared the dataset for analysis.
We then employed several machine learning models,
including Logistic Regression, Decision Tree Classifier,
Random Forest Classifier, Support Vector Machines (SVM),
Multinomial Naive Bayes, and LSTM-CNN to classify
reviews into different categories.

We evaluated the performance of each model using precision,
recall, Fl-score, and accuracy metrics. The LSTM-CNN
model exhibited the highest accuracy, achieving an accuracy
score of 92%. However, it's worth noting that the Support
Vector Machine also performed well, with an accuracy score
of 87.99%.

VIII. FUTURE PERSPECTIVES

Looking forward, there are multiple exciting opportunities for
enhancing the fraudulent review detection model and its
applications. One such opportunity could be to improve data
preprocessing techniques by utilizing more sophisticated
natural language processing (NLP) methods. For example,
integrating word embeddings or transformer-based models
like BERT could help in capturing subtle semantic meanings
and enhance the model's comprehension of review texts.

Additionally, improving the model's structure with the latest
machine learning and deep learning algorithms could result in
superior performance. Strategies such as ensemble learning,
attention mechanisms, and neural network designs specifically

for text classification tasks could be investigated to increase
precision and generalizability.

Also, given the ever-evolving nature of online platforms and
user behaviour, it's crucial to continuously retrain and adapt
the model. Implementing strategies for incremental learning
and active learning can help the model stay effective in
identifying changing patterns of fraudulent reviews. Besides
improving the model, incorporating specific features from the
domain and external data sources like user profiles, review
metadata, and contextual data can deepen the model's
understanding and boost its predictive capabilities.

Moreover, for the model to be deployed in real-world
situations, it needs to integrate smoothly with existing online
platforms and review systems. The creation of intuitive
interfaces and APIs for easy integration and scalability is vital
for its widespread use and functionality.

Lastly, maintaining ongoing collaboration with industry
stakeholders, regulatory bodies, and academic institutions is
crucial to keep up with the emerging challenges and
opportunities in the field of online review authenticity. By
tackling these challenges and utilizing emerging technologies,
the fraudulent review detection model can significantly
contribute to promoting trust and integrity in online review
ecosystems.
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