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Abstract:-Elliptic curve cryptography has paved the way for making a communication system robust and highly
secure with extremely small key size. It offers equivalent safety in contrast to RSA with only short key size. The
present project focuses on amalgamating the ECC (Elliptic curve cryptography) with a global search metaheuristic
named PSO (Particle Swarm Optimization) and then calculating the ECC curve points. Further the correlation among
the points is calculated and is compared with other correlation work involving encryption without PSO. As the
correlation factor tends to minus one value, a sense of randomization in key is induced which makes the system less
prone to any adversary’s attack.

Introduction

1.1 Overview

Elliptic curve cryptography (ECC) give a quicker option in contrast to open key cryptography. Smaller
keysizes are needed with ECC to give an ideal dimension of security, which implies more rapidly key
trade, client validation, signature age and check, notwithstanding littler key stockpiling needs. The well-
being of ECC has not been certified nevertheless rather it relies on the trouble of reckoning “Elliptic curve
discrete logarithm Problem™ in the elliptic curve gathering. Metaheuristics are structured as well as
assume significant job by means of complex enhancement issues.

The present elliptic curve cryptographic approach is mugged up with a population-based metaheuristic
algorithm named as Particle Swarm Optimization or simply PSO.PSO belongs to a class of stochastic
algorithm. It was first developed by James Kennedy and Russel Eberhart in 1995.1t is basically used in
combinatorial problem optimization and is an iteration-based method. The method tries to remove some
pitfalls in the the candidate solution in regard to some level of quality based on the context in which the
method needs to be applied. In the present scenarios, the whole algorithm has been amalgamated with
elliptic curve points generated and the main goal is to minimize the correlation coefficient amongst elliptic
curve points by applying PSO on the elliptic curve equation treating the same as an objective function or
fitness function. The entire approach has been implemented on Spyder (Python 3.7) as platform.

The entire approach of Particle Swarm Optimization can be depicted with the given steps: -
1.First step of Particle swarm optimization deals with initialisation of position, pi of each particle as PSO
algorithm keeps multiple solution of a problem at a time depending on the context

2.The PSO algorithm is an iterative approach. In each iteration, the solution of the problem is evaluated
using an objective function which in turn gives its fitness value

3.The solutions are basically the particles in the fitness graph.

4.The particle move in the search space to determine the maximum or optimal value returned by the
objective function

Each particle in PSO adheres to these parameters: -
1.Position
2Velocity
3.Individual best position

Apart from these, the particle also maintains its global best in the record

In nutshell entire PSO algorithm can be summed up in three steps.
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1.Calculate fitness of each particle
2.Update particle individual and global best.
3.Update particle velocity and position after each iteration.
These three steps keep on running until some stopping condition is achieved
Each particle’s velocity is updated using this equation
vi(t+1)=wvi(t)+c1rl [x*i(t)-xi(t) [ +c2r2[g(t)-Xi1(t)]. oo eeeeeeee e 1.1
Where, vi(t) is the velocity of particle at time t
xi(t) is the position of particle at time t
x*i(t) is the particle individual best solution as of time t
g(t) is best solution of swarm as of time t
iis the particle index
w is the inertial coefficient
cl and c2 are the acceleration coefficient where 0<cl,c2<2
rl and r2 are random values where,0<r1,r2<1

Each particle position is updated using this equation
xi(t+1)=xi(t)+vi(t+1).........oooeeee. 1.2
After applying Particle Swarm Optimization and seeing gbest and pbest on elliptic curve, a set of points is
obtained as X values and Y values.
X values={xi}
Y values={yi}
The correlation between X values and Y values for each large prime number is computed using

general Karl Pearson correlation coefficient formulae as given below: -

o Cov(x,y)
o xy T SX XSY
OR
TX-X)(Y-Y)

r=

IZ(X—YF f(Y—?)Z

Where, X-mean of X variable
y-mean of Y variable

It is observed from the calculated correlation coefficient, r valued considering different prime numbers
that a level of improvement has been made when ECC generated were clubbed with PSO algorithms in
comparison to alone ECC points correlation coefficient. This is the major Autocorrelation test for
checking randomness amongst the elliptic curve points. Lesser the correlation value, more will be the
degree of randomness in the key and lesser it will susceptible of any adversaries’ attack.
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Flowchart

Proposed Approach is as under

Calculate ECC Points

~~

Amalgamation of PSO with ECC
curve points

~ -

Generation of Symmetric
Mask Key

N~

Evaluation of Correlation factor

v

Result Analysis

STEPS OF PROPOSED APPROACH: -

1. First and foremost step of proposed approach focuses on calculation of elliptic curve points based on following
cubic equation with different prime number set.

yM2=x"3+a.x+bmod p.....c..ooiiiiiiiiiiiii 3.1
Where a=1.b=1 and p= {251,457,593,929}

2.0n generating the elliptic curve points, it is amalgamated with global search metaheuristic named Particle Swarm
Optimization [11] Algorithm to induce a sense of improvement.

3.Third step generates a symmetric mask key which is used for encryption and decryption. Here symmetric term is a
misnomer as the cryptographic algorithm is using the symmetric property of elliptic curve. The key is used for
signing as well as verifying purpose.
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4.. Fourth step deals with calculation of correlation [8] factors of generated elliptic points and points obtained after
applying PSO (Particle Swarm Optimization)

5.Last step deals with result analysis check from by comparing the correlation values of elliptic points generated and
the points obtained after PSO has been applied to them and further comparsion of results with earlier work of genetic
algorithm based DES,Data Encryption Standard Cryptosystem

IMPLEMENTATION

4.1 Minimum Hardware and Software prerequisites: -
Processor: Intel i3 2.10 GHz

Working System: Windows 10.

Hard Disk: 320 GB

RAM: 4 GB

Programming: Anaconda (Spyder) version 3.7

4.2Python code for computing ECC Points with different prime numbers,Pon Spyder(Python 3.7)

a) P=251

sim - Spyder (Python 3.7)

File Edit Search Source Run Debug Conmsoles Projects Tools View Help

m e = ¢ = =
NBEBLEQC PIHEDG HEEEHE BX F2 € 9w 4 X
Project explorer B X Editor - C:\JsersIMAKF \ecceccpoints.py B X Hep 8 X
v & asim 0 ecpontspy @ spyderastomzepy [ mitpy ] keypy Bl epontspy [ £ Source Console ¥ UbjECt| "| ]

B cRupy 1 from tinyec.ec import SubGroup, Curve

[ epoints.py 2

Bk 3ield = SubGroup(p=251, g=(8,1), n=18, h=1) Usage

€yfy 4 curve = Curve(g=1, b=1, field=field, name='pl787')
It 5 print(curve:', )
B mutpy : PRI ATIE'y CimE) Here you can get help of any object by
7 for k in rangz(8, 25): pressing Ctrl+] in front of i, efther on the
p=k* curve.g Editor or the Cansale.

print(f*{k} * @ = ({p.x}, {p.¥})")

= o oo

Help can also be shown automatically after
writing a left parenthesis next to an object.
You can activate this behavior in
Freferences > Help.

New to Spyder? Read our futorial

Help  Variable explorer  File explorer  Profiler
IPythan console 8 X
(3 Console /4 B e

7
curve: "pl7@7" =» y"2 = x"3 + 1x + 1 (mod 251)
8 * G = (None, None)

1*6=(0, 1)

2% 6= (63, 93)

3% 6= (72, 109)

4% G = (244, 139)

5 * G = (20, 95)

6 * 6= (165, 133)

7% 6= (48, 204)

8 * G = (204, 263)

9*G= (4, 123)

10 * G = (236, 89)

11 * 6 = (248, 184)

12 * G = (218, 8) v
IPython console ~ History log
Permissions: RW ~ End-of-lines: CRLF Encoding: ASCIT Line: 3 Column: 23 Memory: 71%

%

&51PM

B DY o
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Fig.4.1.1.1 Python code for computing ECC Points with prime numbers,P=251 on Spyder(Python 3.7)

M bax (3618 - kamalle3d@: X ‘ 0 [25) Sy Begioner's uide | X ‘ mNPTEL::Management-NOC X ‘ & npteaci X ‘ Q ipythonkinl X ‘ t

3 O () File| CyUsers/MAKF/feccfipythonitml N CICE

o ohs @ Rt Aoy [ GdtPofle|Linkedn  Carrs|JOBSEAR, ) 1T and I i @ WhenlsDefmatio, @ Jovaprograms | Pro. (5 Bechresume forf, | Other bookmaks

cure:
(A
1%G=
AR
EARE
446
A

In [20]: runfile('C: /Users/MAKF/zcc/eccpoints.py’, whir="Ct/Users/MAKF/ecc')

AR

AT

§*i-

§*G=

0*g-
n*g-
%G
ERE
“*g-
15%G-
16*G-
17%6-
1B*6-
19*g-
B*e-
AT
0*G-
B*G-
AT

In [U]:

"pI7ET" = ¢t = w43 4 1 + 1 (nod 251)
(None, Nane)
01

(63, %)
(72, 189)
(24, 135)
(2, %)
(165, 133)
(48, 104)
(24, 263)
(4, 13)
(236, 8)
(248, 184)
(210, §)
(2, 2)
(15, 7)
(113, 152)
(202, 149)
(3, %)
(Nane, None)
(167, 1)
(23, 141)
(121, 80)
(151, 53)
(14, 160)
(47, 1)

2
1

: ‘ ‘ TSI
HOTypeheremsear[h 9 i) . |;|§I Fowl BIn W’WW} B

Fig. 4.1.1.2 ECC points output with P= 251
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a) P=457

\asim - Spyder (Python 3.7)

File Edit Search Source Run Debug Consoles Projects Took View Help

N L%E0 pOEBG >|1t-‘-s-»l BYFP €9 cmmea I 4

Praject explorer E‘ X Editor - C2\Users\MAKF ‘ecc eccpaints.py B X Heb B X
v & aim 0 eaportspy @ oydernstomizgy D mity [ keymy D epontspy [ 4 Source Consle UbJE¢| "’|G t
@ CRVPY 1from tinyec.ec import SubGroup, Curve
B epaintsgy 2
2 A
&y 4 curve = Curve(a=1, b=1, field=field, name='pl77')
mutt, 5 print('curve:', curve .
B mitgy Gp ( ) Here you can get help of any object by
740 k in range(8, 25): pressing Ctr+/infont of . etheron the
Iop=ktoureg Editor or the Console.
9 rint(f'{k} * 6 = ({p.x}, {p.y})"
19 L Lot Help can also be shoun automaticall after
writing a left parenthesis next to an abject
You can activate this beavior n
Preferences > Help.
New to Spyder? Read our futorial
Heb  Varisbleexplorer  Fleexplorer  Profilr
IPython console g X
[} Corsole 14 6 L]
A
In [22]: runfile('C:/Users/MAKF /ecc/eccpoints.py', wdir='C:/Users/MAKF/
ecc')
curve: "pl787" = y°2 = %3 + 1x 4 1 (mod 457)
8% G = (None, None)
146 (0, 1
2%6= (343, %)
3%6= (72, 158)
4% 6= (21, 179)
5= (173, 9)
6% 6= (29, 377)
7% 6= (45, 109)
8% 6= (40, 377) v
TPython consale  History log
Permissions: RW ~ End-of-ines: CRLF Encoding: ASCIT Line: 3 Column: 23 Memory: 67%
A i . 4 HiZMM
H O Type here to search ) B b £ SBaegsBB00Y 0 B

Fig.4.1.1.3 Python code for computing ECC Points with primenumber,P=457 on Spyder(Python 3.7)
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NewTob X | @ intort i X 4
O Fle | yUsers/MAK fcefpthont himi Y E08
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In [22]: runfile('C:/Users/MAKF/ecc/eccpoints.py’, udir="C:/Users/MAKF/ecc')
curve: "pl767" => y*2 = xA3 + 1x + 1 (nod 457)

2% 6= (None, None)
146+ (3, 1)

2% 6= (343, 5)
3t 6= (72, 134)
4% G= (01, 178)
5% 6= (173, 9)
§%6= (09,31
AT
BrG=(
A
1B*a=
Hetgi=
11*q=
13% =
1B*g=

)
456, 109)
48, 307)
131, 45)
(255, 37)
(359, 255)
(44, 169)
(85, 374)
(455, 130)
15 % G = (392, 1)
16 * 6 = (53, 320)
174 6= (315, 13)
18 * & = (Nane, None)
18 % G = (365, 317)
2% 6= (20, 36
21t 6= (44, %)
2% 6= (36, %)
2% 6= (284, 266)
M * 6= (207, 184)

In [B]:

! r TS
HOTypeheretosearch 9 % B £ 8l - ]))t)ﬂgm?g &

Fig. 4.1.1.4 ECC points output with P= 457
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- pyer (Python 37

Fle Bt Seach Sorce Rum Debug Conoles Projects Tools View Hep

Dhﬁ l“ E@ ’ﬂ‘ﬂ"}c Nl [:EEEE» lx ,('F é-HC:\Users\MAKFkrc v

Projecteilorer B X! Ehor-C: ses AP e ecpart py B X Hp g ¥
v I ain 0 emnsyl opesmzg mtwl wpl aisy QSUUTCEiCW‘E ! Ubj"-d‘ LR
B oy

1 from tinyec.ec inport SubGroup, Curve

B pointsy L
By 3field = SubGroup(p=3%3, g=(6,1), n=18, hel)
4 deurve = Curve(a=1, bel, field=fizld, name="pl767')

E multgy S print('curve:, curve)
]

Here you can get help of any bject by
ek in rngel, 35 pessing ot n ot f . iteron e
Dopektaneg Ediororhe Console

9 print(fk) * 6= (fpx), fp})"

] PRI 6= a1 Help can 5o be showm automafcaly after
wring a ef parenthess next o an ot
You can gctvatetis behavor i
Frefeences » el

]

New o Spyder? Read aur utora

bep labeegow  Feepow  Pofe
Python corsce A X
0 Corse i A

In [M]: runfile('C: /Users/WAKF fecc feccpoints.py’, whir="C:/Users/HAE/ A
')
curve: "pLIET" = y*2 = 3 4 I+ 1 mod 593)
846+
146=
276+
346 (1, 18)

(

(

(

(

4*4=
e
f*6=
s
§¥06=(2%, W)

%= (3, W)

10% 6= (2, 512) v
Pythonconece  Hstrylog

Permizgions, W~ End-of-fnes: CRLF Encading: ASCI line: 3 Colurn: 8- Memory: 8%
1 oy o AR
H 0 Type here to search b : ol il Fﬂ

Fig.4.1.1.5 Python code for computing ECC Points with primenumber,P=593 on Spyder(Python 3.7)
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3 0 O Fle | Cflsers/MAKFeccfpython2html '-CHCE
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In [24]: runfile("C:/Users/AKF /ecc/eccpoints.py’, wdir="C:/Users/MAkFfecc')

curve: "pLM7" =y y2 = 3 4 1x 4 1 (od 593)

8% = (Hone, Nog)

1462 3, 1)

26 (M5, 73)

346 (7, 1)

44 6= (58, 528)

5= (3, 1)

56 = (42, 137)
(338, 47)
(236, 49
(3, %7

E
ERVE
gHE= (3
*g-
n#g-
n*g-
ERAE
1H*g-
15%G= b}

]
Ji
]
(208, 512)
(321, 2%7)
(323, 166)
(484, 208)
(201, 4)
(176, 512)
16% 6= (333, 446)
(575, 38)
( I
(37, 4)
(462, 45t)
(342, 5)
(488, 423)
(194, 55%)
(

n
3, lo
484, 20

=

)
)
it
i
g
§
4
!

~

7%6= (57

1B*6- NoneJ flong)
18% 6= (37, 408
0% 6= (462, 458
L*G= (M2, M
07 6= (480, 45
B*G= (104, 559
WEe= (39, 10)

In [B]:

: T
HOWDEhﬂem searh ) ¥ B Fowl 1Y o B

Fig. 4.1.1.6 ECC points output with P= 593

© 2020, IJSREM | www.ijsrem.com

Page 9


http://www.ijsrem.com/

‘ International Journal of Scientific Research in Engineering and Management (IJSREM)
Volume: 04 Issue: 10 | Oct -2020 ISSN: 2582-3930

d) P=929

@ Spyder (Python 3.7)

- o X
File Edit Search Source Run Debug Consoles Projects Tools View Help
OEZ2%E0 pOORG HCEERE BY £2 €)= s 4
Editor - D:\ecc\eccpoints.py B X Help 8 X
0 tempy D eopomspy @ GreedRandomizedtdepiveSearchpy O menpy 0 onpy@d ompy D ey D B D afih gy SwrceConsdle v Objedt VA
g e - _
3field = SubGroup(p=929, g=(8,1), n=18, h=1)
farve f‘[UWlEsﬁ:l, b=l, field=field, name="pl747') Here you can get help of any object by pressing Ctri+l in
ip“m( curve:', curve) front of i, either on the Editor or the Console
7for k in range(8, 25): Help can also be shown automafically after wriling a left
8 p=k*curveg parenthesis next to an object. You can activate this
9 print(f'{k} * G = ({p.x}, behavior in Preferences > Help
18
New fo Spyder? Read our futorial
Veriable explorer  File eplorer  Help
Pythan console B x
[3 Console 184 | XY
Python 3.7.3 (default, Apr 24 2619, 15:29:51) [MSC v.1915 64 bit (AMD64)] A
Type "copyright”, "credits” or "license" for more information.
IPython 7.6.1 - An enhanced Interactive Python.
In [1]: runfile('D:/ecc/eccpoints.py’, wdir=
curve: "pl707" => y*2 = x*3 + Ix + 1 (mod 92
* 6 = (None, Mone)
1%G= (0, 1)
2% 6= (697, 115)
3% 6= (72, 611)
4% 6 = (22, 690)
5 * 6 = (738, 916)
6% 6= (212, 160)
7%6 = (195, 85)
8% G = (856, 302)
9+ G = (813, 963)
10 * G = (438, 497)
1% 6 = (333, 505)
12 % G = (468, 205)
13 % G = (85, 291)
14 %G = (891, 74)
15 % 6 = (73, 199)
16 * 6 = (295, 662) v
L Python console History log
Permissions: KW End-of-lines: CRIF  Encoding: ASCIL line: 10 Columr 1 Memory: 79%
. o ~n
H P Type heretosearch i J W @ ~ oy m B 0l me

Fig.4.1.1.7 Python code for computing ECC Points with primenumber,P=929 on Spyder(Python 3.7)
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In [26]: runfile('C:/Users/MAKF/ecc/eccpoints.py’, wdir="C:/Users/MAKFfecc')
curve: "pl787" => y*2 = %3 4 1x 4 1 (mod 929)

8 *G= (None, None)
1*6=(0, 1)
1%6= (507, 105)
3%6= (72, 611)
476 = (1, 690)
5 %G = (788, 910)
6% 6= (202, 160)
7%6= (195, 55)
B %6 = (356, 302)
¢ ¥ 6= (318, 903)
10°% 6 = (430, 47)
1% 6 = (333, 55)
12% G = (468, 25)
13% 6 = (85, 201)
14% 6= (801, 74)
15 % G = (723, 196)
16 % 6 = (295, 662)
17% 6 = (345, 433)
18 * 6 = (None, None)
19% 6 = (437, 372)
2% 6= (338, 630)
¥ 6= (471, 512)
2% 6 = (839, 357)
3% = (658, 207)
4 6= (438, 5)
In [27]:

; ; 157PM
H 0 Type here to search 9 % B AW 104l v 476”1!;9 F

Fig.4.1.1.8 ECC points output with P= 929
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4.3Python code for amalgamation of ECC points with PSO in Spyder(Python 3.7)

a) P=251

& Spyder Python 3.7) - g X
File Edit Search Source Run Debug Consoles Projects Tools View Help

OB22E0 pIERG HEEEHE BY F2 €9 [cien X3
Edifor - C:\Usersihy|Desitupleccpso.py B X Help B X
0 tmppyd  eopoipy D Cecdfordomzedidopesearcipy ) menpy D vy @ ompy D epoy@ D@ o) @ Sl v Obed BIE:?

1import random Al

‘i
Here you can get help of any object by pressing Ctri+l in
front of it, either on the Editor or ihe Consale.
Help can also be shown automatically afler writing a left

parenthesis next fo an object. You can aclivate this
behavior in Preferences > Help.

Inform the number
he target er

e number o

8 target_error =
18n_particles = int(input(
1 New to Spyder? Read our fuonal
lass Particle():

def __init_ (self):
self.position = np.array([(3) ** (bool(random.getrandbits(258))) * random.random()*38, (3)**(bool(random. | | Varible eplrer e exporer Help
self.pbest_position = self.position

16 self.pbest_value = float( Python cansole B X
17 self.velocity = np.array([3,328]) SR Bra
||Python 3.7.3 (default, Apr 24 2619, 15:29:51) [MSC v.1915 64 bit (ANDE4)] ~

Type "copyright”, "credits” or "license" for more information.

, self.pbest position)

TPython 7.6.1 -- An enhanced Interactive Python.

def move(self):
self.position = self.position + self.velocity

In [1]: runfile('C: Desktop/eccpso.py', wdir="C:/Users/hp/Desktop")

ass Space(): Inform the number of iterations: 355687428096800

def _init_ (self, target, target error, n_particles): Inform the terget error: &
self.target = target

self.target_error = target_error

self.n_particles = n_particles

self.particles = []

self.gbest value = float('inf")

self.gbest_position = np.array([random.randon()*58, random.random()*58])

Inform the number of particles: 17

Iamat [ 64.81991372 113.52799525] meu pbest is [ 64.81991372 113.52799525]
Iamat [133.3286782 53.4236116] meu pbest is [133.3206782 53.4236116]
Iamat [107.47241001 14.21559742] meu pbest is [107.47241001 14.21559742]
1 amat [115.32261396 12.39733903] meu pbest is [115.3226139% 12.39733963]
1 amat [72.69794998 26.36478167] meu phest is [72.69794998 26.36476187]

1 am at [34.68545163 13.83745334] meu phest is [34.60545163 13.83745334]

1 am at [10.79759931 11.88567537] meu pbest is [10.79753931 11.88567537]

1 am at [51.89912392 13.52124584] meu pbest is [51.09912392 13.52124584]

[
def print_particles(self): %
[

1 am at [99.58332577 12.35121282] meu phest is [99.58332577 12.35121282]
[
4
[

for perticle in self.particles:
particle._str_ ()

Iamat [77.81241751 50.81571747] meu phest is [77.41241751 50.81571747]
Iam at [92.98397899 13.39315162] meu phest is [92.98397899 13.39315162]
v|[Iam at [93.19974134 18.90842443] meu phest is [93.19974134 18.90842443] o

def fitness(self, particle):
return (particle.position[8] ** 3 + particle.position[1] + 1)**8.5

H P Type here to search

Fig.4.1.1.9 Python code for computing ECC Points with PSO with prime number,P=251 on Spyder(Python 3.7)

¥ | ythonconsole  Hislory log
Permissions: RW  End-of-fines: CRUF  Encoding: ASCIT Line: 14 Column: 70 Memory: 88%
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i \ Gmal X | B Factoral Caoultor X @ st x 4+ =
C O File | CyUsersihp/Pictures/251.himl fr &=

Python 3.7.3 (default, Apr 24 2019, 15:29:51) [MSC v.1915 64 bit (AMD64)]
Type "copyright”, "credits” or "license” for more information.

IPython 7.6.1 -- An enhanced Interactive Python.

In [1]: runfile('C:/Users/hp/Desktop/eccpso.py”, wdir="C:/Users/hp/Desktop’)
Inform the number of iterations: 355687428096000

Inform the target error: 6

Inform the number of particles: 17
Iamat [ 64.81991372 113.52799525] meu pbest is [ 64.81991372 113.52799525]
am at [133.3206782 53.4236116] meu pbest is [133.3206782 53.4236116]
am at [107.47241081 14.21558742] meu pbest is [107.47241881 14.21559742]
am at [115.32261396 12.39733903] meu pbest is [115.32261396 12.39733903]
am at [72.69794998 26.36476187] meu pbest is [72.60794998 26.36476107]
am at [34.6@545163 13.03745334] meu pbest is [34.60545163 13.03745334]
am at [10.79759931 11.88567537] meu pbest is [10.79759931 11.88567537]
am at [51.89912392 13.52124584] meu pbest is [51.09912392 13.52124584]
am at [99.58332577 12.35121282] meu pbest is [99.58332577 12.35121282]
[ ] [ ]
[ ] [ ]
[ i
[
[
I
[

-

at [77.81241751 50.81571747] meu pbest is [77.81241751 50.81571747

am at [92.98397899 13.39315162] meu pbest is [92.98397899 13.39315162

am at [93.19974134 18.90842443] meu pbest is [93.19974134 18.98842443]

am at [142.84494672 56.50705039] meu pbest is [142.84494672 56.5870503%]

am at [ 65.78232477 126.65532477] meu pbest is [ 65.78232477 126.65532477]

am at 2.10659649 143.25315481] meu pbest is [ 2.18659649 143.25315481]

am & 105.6241311  39.42455596] meu pbest is [105.6241311  39.42455596]

am at [84.35197363 26.14328493] meu pbest is [84.35197363 26.14328493]

JUsers/hp/Desktop/eccpso.py:41: RuntimeWarning: overflow encountered in double_scalars

return (particle.position[8] ** 3 + particle.position[1] + 1)**0.5

:fUsers/hp/Desktop/eccpso.py:61: Runtimedarning: overflow encountered in multiply

new velocity = (Wparticle.velocity) + (cI*random.random()) * (particle.pbest position - particle.position) + \
: [Users/hp/Desktop/eccpso.py:61: Runtimedarning: invalid value encountered in add

new_velocity = (Wparticle.velocity) + (c1*random.random({)) * (particle.pbest_position - particle.position) + \

B

i

e
E
K

H P Type heretosearch

Fig.4.1.2.0 PSO output for P=251
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@ Spyder Python 37)

- o X
File Edit Search Source Run Debug Consales Projects Tools View Help
OBE%E0 pOEBRG HEEERE BX £2 ¢ 3 [clsmisms Ve 4
Editor - C:\lsers|hp|Desitopleccpsn.py B X Hep B x
[3 temppy 0 eopontspy O GreedyRandomizedAdaptveSearchoy O mesngy 0 oowpy @ ompy D) ecpsogy @ By @ afib gy SwrceConsle v Objedt Ve
1 import random Af
Tid Here you can get help of any object by pressing Ctri+l in
front of it, either on the: Editor or the Console.
Help can also be shown automatically after writing a left
parenthesis next to an object. You can activate this
behavior in Preferences > Help
10n_particles = int(input(
1 New to Spyder? Read our
17 class Particle():
def _init_ (self)
Lf.position = np.array([(3) ** (bool(rendom.getrandbits(456))) * random.random()*58, (3)**(bool(random TS Ny
t self.position |
16 F.pbest_value = float("inf’ Python console 8x
1'!' elf.velocity = np.array([3,456]) 'u Consale 11/4 B [ XY
o ot ||Python 3.7.3 (default, Apr 24 2019, 15:29:51) [MSC v.1915 64 bit (AWD64)] ~
it " self.position, " eLf. pbest._position) Type "copyright”, "credits” or "license” for more infornation.
Python 7.6.1 -- An enhanced Interactive Python.
f.position = self.position + s . .
In [1]: runfile('C:/Use ktop/eccpso.py’, wdir='C: Users/hp/Desktop’)
; class Space(): Inform the number of iterations: 355687428096000
27
2 def _init_(self, target, target_error, n_perticles) Inforn the terget error: 6
2 self.target = target .
col target_orror = target error Tnforn the nusber of particles: 17
S el Rl Iamat [ 6.54136343 114.33178703] meu phest is [ 6.54136343 114.33178703]
Fopsrticles = [] I am a2t [116.58980066 41.41295165] meu pbest is [116.58980066 41.41295165]
F.gbest_value = float( ) I amat [142.4653789 17.12430093] wmeu pbest is [142.4653709  17.12438893]
_gbest_position = np_array([randon. randon(}*58, rendom.random()*58]) Temat [138.42670746 28.86367891] meu pbest is [130.42670746 28.86367891]
C Temat [ 7.90189609 37.56738483] meu phest is [ 7.90189669 37.56738483]
def print_particles(se! T am 2t [120.17264072 63.2445843 ] meu pbest is [120.17264072 63.2445843 |
S0 RPUTETE T A PETEI Iamat [ 5.50380871 28.45202585] meu phest is [ 5.58389871 28.45202585]
particle. st )() I amat [ 50.48911358 140.86413732] meu pbest is [ 50.48911358 140.88413732]
- I am 2t [14.94154539 14.06148246] meu phest is [14.94154539 14.86140245]
def Fitness(seLf, particle): I amat [ 61.41132577 119.38245575] meu pbest is [ 61.41132577 119.38245575]
et (parﬁde.pusition[ag * 3+ particle position[1] + 1)*%0.5 Tamat [55.98368333 12.89682142] meu phest is [55.98368333 12.89682142]
v||T am at [38.37472686 82.91954351] meu phest is [38.374726@6 82.91954951] ¥
> | Pncnsle  Hisorylog
Permissions RW  End-of-lines CRIF  Encoding: ASCI Line: 17 Column: 40 Memory: 94 %
H P Type here to search i : } j \ ) 2

Fig.4.1.2.1 Python code for computing ECC Points with PSO with prime number,P=457 on Spyder(Python 3.7)
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© Miecht X | @ Pt X | B Agetre x | @ 192166 X | @ Soue X | @ 19216 X | G Prctic X | @amhesh X [ (207 x| @St x | @ 457hm X Q47 x4 = 0 X
C @ File | Dymetaheuristicpso/457 html * =0

Python 3.7.3 (default, Apr 24 2019, 15:20:51) [MSC v.1915 64 bit (AWDE4)]

Type “copyright”, "credits” or "license” for more information.

IPython 7.6.1 -- An enhanced Interactive Python.

In [1]: runfile('C:/Users/hp/Desktop/eccpso.py’, wdir="C:/Users/hp/Desktop’)
Inforn the number of iterations: 353687428096000

Inform the target error: 6

Inform the number of particles: 17
Tamat [ 6.54136343 114.33178703] meu pbest is [ 6.54136343 114.33178763]
Tamat [116.58930066 41.41295165] meu pbest is [116.58980066 41.41295165]
Tamat [142.4653709 17.12430093] meu pbest is [142.4653709 17.12430093]
Tamat [130.42070746 28.86367891] meu pbest is [130.42076746 28.85367891]

an at [ 7.90189609 37.56738483] meu pbest is [ 7.58189609 37.56738483]

an at [120.17264072 63.2445843 ] meu pbest is [120.17264070 63.2445843 |

am at [ 5.50389871 28.45202585] meu pbest is [ 5.58389871 28.45202585]

am at [ 50.48911358 149.88413732] meu pbest is [ 58.48911358 149.88413732]
am gt [14.94154539 14.96148246] meu pbest is [14.84154539 14.06148246]
[
[
[
[
[
[
[

.

I

I

I

I

I

Iama 61.41132577 119.38245575] meu pbest is [ 61.41132577 119.38245575]
Tamat [55.98368333 12.89682142] meu pbest is [55.98368333 12.89682142]
I
I
I
I
I
I

e

am gt [38.37472686 82.91954951] meu pbest is [38.37472686 82.91954951]
73.00308689 74.33681083] meu pbest is [73.80308689 74.33681003]
103.60302569 186.55737896] meu pbest is [163.66302569 106.55737896]
77.46542836 30.90924188] meu pbest is [77.46542836 38.90924108]
am at [ 13.27199352 140.45797161] meu pbest is [ 13.27190352 148.45797161]
an at [98.82998776 99.70156727] meu pbest is [98.02998776 99.70156727]
C:/Users/hp/Desktop/eccpso.py:41: RuntimeWarning: overflow encountered in double scalars
return (particle.position[8] ** 3 + particle.position[1] + 1)¥%0.5
C:/Users/hp/Desktop/eccpso.py:61: RuntimeHarning: overflow encountered in multiply
new_velocity = (Wparticle.velocity) + (c1*random.random()) * (particle.pbest position - particle.position) + \
C:/Users/hp/Desktop/eccpso.py:61: RuntimeWarning: invalid velue encountered in add
new_velocity = (Wparticle.velocity) + (c1*random.random()) * (particle.pbest position - particle.position) +

5

am &
an &
an &

A

=

A Showall | X

bitcoin (1)py

H P Type here to search

11E BD..pdf ~ = 9366043 11E BD..pdf =l 936 6043 1LE BD...pdf A &

Fig.4.1.2.2 PSO output for P=457
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c)P=593

& Spyder Python 37) - 8 X
File Edit Search Source Run Debug Consoles Projects Tools View Help

DeE2Ee pODRG HEEENE BY F2 €3 [Cmhoom s 4
Edior - C:|Usersthp!Desidopleccpso.py 8 % help B x
0O emppy D eponspy D Gecdfendomizedsdpesercipy 0 menpy D oD arpD egupy@ Bp0 ol @ SwrceConsk - Obed va &

1import rendom |

ot uapyasag _
Here you can get help of any object by pressing Ctri+l in
front of it either on the Editor or the Console.

Help can also be shown automatically after writing a left
iterations = int(input("Inform the f ions: ")) parenthesis next to an object. You can activate this
rget_error = float(inp behavior in Preferences > Help.

in_particles = int(input(“Inf

New to Spyder? Read our futorial

class Particle():
def _init_(self): |
self.position = np.array([(3) ** (bool(random.getrandbits(592))) * randow.random()¥58, (3)**(bool(random. Varible eplorer  Fleeplorer  Help

self.target = target

self.target _error = target_error

self.n particles = n_particles

self.particles = []

self.gbest_value = float('inf")

self.gbest_position = np.array([randon.randon()*58, rendom.random()*58])

T am at [183.71661359 114.72957956] meu phest is [103.71681359 114.72957956]
Tamat [31.88548573 5.64499238] meu pbest is [31.88548573 5.54499238]

T amat [B5.74322818 19.04022028] meu pbest is [85.74322818 19.64822028]
C:fUsers/hp/Desktop/eccpso.py:41: RuntimeWarning: overflow encountered in
double_scalars

return (particle.position[@] ** 3 + particle.position[1] + 1)¥%0.5
C:fUsers/hp/Desktop/eccpso.py:61: Runtimeiarning: averflow encountered in multiply
new velocity = (W¥particle.velocity) + (c1*random.random()) *

(particle.pbest position - particle.position) +

(: fUsers/hp/Desktop/eccpso.py:6l: Runtimearning: invalid velue encountered in add
new velocity = (W¥particle.velocity) + (c1®random.random()) *

(particle.pbest position - particle.position) + \

self.pbest position = self.position |
self.pbest_value = float('inf") ython console Bx
self.velocity = np.array([3,592]) | 3 Constlerzis @ XY
Tamat [43.35042624 21.919124 ] neu phest is [43.35842624 21919120 | ~
def —?"—HESEW: e ) . Tamat [ 74.6271495 147.73469984] meu pbest is [ 74.62714956 147.73459084]
print{"I as ot *, self.position, " seu self.pbest_position) Tamat [ 65.27651004 131.53908400] mew phest is [ 65.37851004 131.53008400]
" 5. Tamat [81.75058751 36.82853038] meu pbest is [81.75458751 36.82858038)
de "’fﬁ““‘{}: . o Tamat [101.84939673 3.41844932] meu phest is [101.84039673 3.41844932]
self.position = self.position + self.velocity Tamat [ 9.98159746 364660095 | meu phest is [ 988189745 36.4669206 |
Tamat [124.00836625 45.8099284 | meu phest is [124.00885625 45.8999284 |
Tamat [139.00437919 53.753MI161] meu phest is [139.09437919 53.75344161]
ass Space(): Temet [42.60822191 32.20682529] nmeu phest is [42.66822191 32.20602529]
it . Tamat [143.17856272 126.57676878] meu pest is [143.17856272 126.57676878]
def _init_(self, target, target error, n perticles): Tamat [39.10739831 51.2911208] meu phest is [39.18729881 51.22911238)
I
I

def print_particles(se(f):
for particle in self.particles:
particle._str_()

def fitness(self, particle):
return (particle.position[8] ** 3 + particle.position[1] + 1)**0.5 ‘

2
H P Type here o search

Fig.4.1.2.3 Python code for computing ECC Points with PSO with prime number,P=593 on Spyder(Python 3.7)

¥ |]Py|hnntmm\5 History log

Permissions: RW  End-of-lines: CRIF  Encoding: ASCT Line: 14 Column: 70 Memory; 94 %
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@ Mlect x | @ Projec x | B Ngetr x | @ 19216 % | @ SoHU X | @ 19276 X | G Pt X | @ anhe X | Gr W7 x | @ 251ht x | @ 457h0 %

C  © File | Dymetaheuristicpso/593.html

Python 3.7.3 (default, Apr 24 2019, 15:29:51) [MSC v.1915 64 bit (AMD62)]
Type "copyright”, "credits” or "license” for more information.

IPython 7.6.1 -- An enhanced Interactive Python.

In [1]: runfile('C:/Users/hp/Desktop/eccpso.py’, wdir="C:/Users/hp/Desktop’)
Inform the number of iterations: 355687428096000

Inform the target error: 6

Inform the number of particles: 1
t [ 33.66601707 136.92770293] meu pbest is [ 33.66601707 136.92779293]

Iamat [71.31911887 6.44930963] meu pbest is [71.31911887 6.44930963]

Iamoat [63.941363  5.88514816] meu pbest is [83.541363 88514816]

Iamat [43.35442624 21.919124 ] meu pbest is [43.35442624 21.919124 ]

Iamat [ 74.62714956 147.78469084] meu pbest is [ 74.62714956 147.78468084]

Iamat [ 65.37051004 131,53908499] mew pbest is [ 65.37051004 131.53568499]

I am at [81.75458751 36.82858038] meu pbest is [81.75458751 36.82858038]

Iam et [101.84939673 3.41844932] meu pbest is [101,84939673  3.41844932]

Iamat [ 9.88189746 36.4669206 | meu pbest is [ 9.88189746 36.4669296 |

Iamat [124.08886625 458999284 ] meu pbest is [124.00886625 45.8999284 ]

I

1

I

I

I

I

I

.

am at [139.09437919 53.75344161] meu pbest is [139.89437919 53.75344161]

am at [42.60822191 32.20602529] meu pbest is [42.66822191 32.20602529]

am at [143.17056272 126.57676878] meu pbest is [143.17056272 126.57676878]

am at [39.10739881 51.22911228] meu pbest is [39.18739881 51.22911228]

am at [183.71601359 114,72957956] meu pbest is [103.71681359 114.72957956]

am at [31.88548573 5.64499238] wmeu pbest is [31.88548573 5.54499238]

am at [B5.74322818 19.04022028] meu pbest is [B85.74322818 19.040822028)

{Users/hp/Desktop/eccpso.py:41: RuntimeWarning: overflow encountered in double_scalars

return (particle.position[@] ** 3 + particle.position(1] + 1)*"@.5

: fUsers/hp/Desktop/eccpso.py:61: RuntimeWarning: overflow encountered in multiply

new_velocity = (W*particle.velocity) + (cl*random.random()) * (particle.pbest_position - particle.position) + \
: fUsers/hp/Desktop/eccpso.py:61: Runtimearning: invalid value encountered in add

new_velocity = (W*particle.velocity) + (cl¥random.random()) * (particle.pbest_position - particle.position) + \

bitcoin [1hpy = &

Fig.4.1.2.4 PSO output with P=593
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d) P=929

@ Spyder (Python 3.7)
File Edit Search Source Run Debug Consoles Projects Tools View Help

OBz Ee pHBERE Hue=cEnp B BX F£& € [Curhnem
Editor - C:\Users|hp\Desktopteccpso.py.

&% Help 8 x

03| tempgy sccpoints.py GreedyRandormizedidaptivesescch. oy masn.py anpp corrpy scpsopy 0 EDgy ik g Sourcs Console = Object Ve

1 import random
2 import. numpy as np

20 =929
-1
6cz =1
dn_iterations = int(input the numbe "))
S target_error = float(input(“Inform the target e
"M

19n_particles = int(input(“Inform the number of pa

2class Particle()

def __init_(self):
self.position = np.array([(3) ** (bool(rendom.getrandbits(928))) * random.random()*s8, (3)**(bool(random.
seLf.pbest_position - ition
seif.pbest_value = float )
self.velocity = np.array([3,228])

def __ste__(self):
print(“I am at *, self.position, “ meu pbest is *, self.pbest_position)

self):

position = self.position + self.velocity

class Space():

def _init_ (self, target, target_error, n_particles)

Ltarget = target

self.target_error = target_error

(7.n_particles = n_particles

_particles = []

self.gbest_value = float( inf')

self.gbest_position = np.array([randon.randos()*5¢, random.random()*5a])

def print_particles(sc(f):
for particle in self.particles:
particle._str_ ()

def fitness(self, particle):
return (particle.position[a] ** 3 + particle.position[1] + 1)**0.5

Here you can get help of any object by pressing Ctri+l in
front of it, either on the Editor or the Console

Help can also be shown automatically after writing a left
parenthesis next to an object. You can activate this
behavior in Preferences > Heip

New to Spyder? Read our lutorial

Variabic xplorer | Fle explarer  belp

Pyton canscle 8 x
[3 Console 14/4 0 Py
Python 3.7.3 (default, Apr 24 2819, 15:29:51) [MSC v.1915 64 bit (AMDG4)] A

Type "copyright”, "credits” or "license” for more information.

IPython 7.6.1 -- An enhanced Interactive Python.

In [1]: runfile(C: /Users/hp/Desktop C: fUsers /hp/Desktop* )

Inform the number of iterations: 355687428096000
Inform the target error: 6

Inform the nusber of particles: 17
am at [5.51136806 7.66433591] meu pbest is [5.51136806 7.66433591]
am at [50.86581755 15.69365229] meu pbest is [50.86581755 15.69365229]
am ot [104.66222722 30.95338468] meu pbest is [104.66222722 30.95338468]
am at [117.94189474  ©9.16244323] meu pbest is [117.94189474  0.16244323]
am at [129.01820322 4.61356475] meu pbest is [129.091820322 4.61356475]
am et [ 34.81128612 108.45573776] meu pbest is [ 34.81128612 108.45573776]
at [127.92048227 72.08712458] meu pbest is [127.02048227 72.08712458]
am at [21.8746054 77.42793137] neu pbest is [21.8746054 77.42793137]
am at [58.76857748 09.66157818] meu pbest is [S8.76057748 99.66157818]
am at [115.40349306 107.184486 ] meu pbest is [115.40349306 107.134486 |
am at [97.48716838 27.81187134] meu pbest is [97.48716838 27.81187134]
am at [39.48743268 98.84645582] meu pbest is [39.48743268 98.84545582] ]

B
H

Fython console_ Hitory og

40 Memory: 95 %

Permissions: RW  End-of-lines. CRLF  Encoding: ASEI Line: 17 Colum:

Fig.4.1.2.5 Python code for computing ECC Points with PSO with prime number,P=929 on Spyder(Python 3.7)
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© Mec x

Python 3.7.3 (default, Apr 24 2019, 15:

C O File | Dymetaheuristicpso/929.html

51) [MSC v.1915 64 bit (ADG2)]

Type "copyright”, "credits” or "license” for more information.

IPython 7.6.1 -- An enhanced Interactive Python.

In [1]: runfile('C:/Users/hp/Desktop/eccpso.py’, wdir="C:/Users/hp/Desktop’)

Inform the number of iterations: 355687428096000

Inform the target error: 6

Inform the number of particles: 17

I

1

I

I

I

I

I

1

I
Iam
I

I

I

I

I

I
Iam
C:

at
at
at
at
at
at
at
at

[5.51136806 7.66433591] meu pbest is [5.51136886 7.66433501]
[58.86581755 15.69365229] meu pbest is [50.86581755 15.69365229]
[104.66222722 30.95338468] meu pbest is [184.66222722 20.95338468]
[117.94189474  9.16244323] meu pbest is [117.94189474 9.16244323]
[129.01620322  4.61356475] meu pbest is [129.81820322 4.61356475]
[ 34.81128612 108.45573776] meu pbest is [ 34.81128612 188.45573776]
[127.92948227 72.88712458] meu phest is [127.02948227 72.08712458]
[21.8746054 77.42793137] meu pbest is [21.8746854 77.42793137]
[58.76857748 99.66157818] meu pbest is [58.76057748 99.66157818]
[115.40349306 107.184486 ] meu pbest is [115.48349386 107.184486 |
[97.48716838 27.81187134] meu pbest is [97.48716838 27.81187134]
[39.46743268 98.84645582] meu pbest is [39.46743268 98.84545582]
[15.76689235 47.76358666] meu pbest is [15.76689235 47.78358666]
[55.24860684 29.29279562] meu pbest is [55.24800684 29.29279562]
[143.29994672 24.72522159] meu phest is [143.23994672 24.72522153]
[101.89328987 127.21199668] meu pbest is [101.89320987 127.21193668]
[66.16833069 15.88815323] meu pbest is [66.16833869 15.88815323]

return (particle.position[8] ** 3 + particle.position[1] + 1)**0.5

: fUsers/hp/Desktop/eccpso.py:61: RuntimeWarning: overflow encountered in multiply

Oroe X |Eage x| @121 % | S5 x| @121 X | Grre X | @ahex |17 x| @suhx|@aonx|@ex|@mx @

fUsers/hp/Desktop/eccpso.py:41: RuntimeWarning: overflow encountered in double_scalars

new_velocity = (Wparticle.velocity) + (cLrandom.randon()) * (particle.pbest position - particle.position) + \

: fUsers/hp/Desktop/eccpso.py:61: RuntimeWarning: invalid value encountered in add

new_velocity = (W*particle.velocity) + (cl*random.random()) * (particle.pbest_position - particle.position) + \

H L Type here to search

A

L)

bitcoin (1}py

=l 9366043 1LEBD..pdf ~ =

Fig.4.1.2.6 PSO output with P=929
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4.4 CORRELATION OUTPUT:-
4.4.1 WITHOUT PSO

a) P=251

& Spyder Python 37) - o X
File Edit Search Source Run Debug Consoles Projects Tools View Help
DEEZ2E0 pOERG HEEERE BE 2 €930 & 4
Eitor - D:\ec|coroode.py B X Hep X
Owd mewD oD orwd  egopD oD orboodicnty D odeooeiy D amiepy B (4@ SwreCorse v Object B
. _
3¥=[0,63,72,244,26,105,48,204,4, 236,248, 210,222,183, 113,262, 3]
& =[1,93,109,135,95,133,204,263,123,80,184,8,92,2,152,149, 28] Here you can get help of any object by pressing Ctri+l in
2 front of it, either on the Editor or the Console.
6 Xmean = sum(X)/len(X)
7¥mean = sun(Y)/len(Y) Help can also be shown automaticaly after writing a left
8 parenthesis next to an object. You can activate this
= [var-Xmean for var in X] behavior in Preferences > Help
18y = [var-Ymean for var in Y]
11 New to Spyder? Read our futorial
12xy =[a*b for a,b in list(zip(x,y))]
3 sum xy = sum(xy)
Varicbeaplorer  Fleeplorer  Help
5x_square = [a*a for a in x]
square = [b*h for b in y] PPython console 8 x
1 ] Cosoleta@ | &1
18 sum_x_square = sun(x_square) .
e S g ) Python 3.7.3 (default, Apr 20 2619, 15:29:51) [MSC v.1915 64 bit (AD64)] al
- - Type "copyright”, "credits” or "license" for more information.
1 sum_x_square_sum_y_square = sum_x_square¥sum_y_square .
2 sqrt_sum_x_square_sum_y_square = math.sqri(sum_x_sguare_sum y_square) Tython 7.6.1 - An enhanced Interactive Python.
_ In [1]: runfile('D:/ecc/corcode.py’, wdir="D:/
= sum_xy/sqrt_sus x_square_sum_y_square v
e R 8.1867172677353741
rint(r
) In [2]:
v
Tython consale  History log
Permissions: RW  End-of-fines: CRLF  Encoding: ASCI Line 4 Columm 61 Memory: 83%

H P Type here to search

Fig.4.1.2.7 Python code for calculating correlation coefficient with P=251
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l ™ Temporary Error % | @ Factorial Calculator X | @ 25thmi X | @ sthmi X | @ corz5thmi X @ 251html X+ SRR
ﬁ -

C O File | Dy/correlationvalues/withpoupso/251.html

Python 3.7.3 (default, Apr 24 2019, 15:29:51) [MSC v.1915 64 bit (AMDG4)]
Type "copyright”, "credits” or "license” for more information.

IPython 7.6.1 -- An enhanced Interactive Python.

In [1): runfile('D:/ecc/corcode.py’, wdir="D:/ecc')
8.1867172677353741

In [2):

Fig.4.1.2.8 Correlation Coefficient output with P=251
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b)P=457

& Spyder [Python 37) X
Fle Edit Search Source Run Debug Conmsoles Projects Tools View Help
O& @ rEERG HEEEnE BX F2 ¢ 9 s 4
dior - -\ecclcoroode.py 7 x help 5x
Ol meapyD ol oyl egopD gD ombocdcety D oredtomefpy D ormdepy @ (4P gy SourceConsole v Object B
. _
2X=[8,343,72, 211,173, 219,456, 248, 231,255, 359,44, 65,455, 392,58, 315]
fV =[1,56,154,179,9,327,189,327, 465,378, 255,169, 374,130,148, 326,323] Here you can get help of any object by pressing Ctri#l in
2 front of it, either on the Editor or the Consale.
6 Xmean = sun(X)/len(X)
7¥mean = sun(Y)/Ien(Y) Help can also be shown automafically after writing a left
8 parenthesis next fo an object. You can acfivate this
9x = [var-Xnean for var in X] behavior in Preferences > Help
10y = [var-Ymean for var in Y]
11 New to Spyder? Read our tutorial
12xy =[a*b for a,b in list(zip(x,y)}]
13 sum_xy = sum(xy)
14 Variabe eplver _ Fleexphrer Help
x_square = [a*a for a in x]
16y_square = [b*b for b in y] Python console B X
17 (O Console A B nrs
18 sum_x_square = sum(x_square) =
19 sum_y_square = sun(y_square) |
21 sum X_square_Sum y_square = Sum X square®sum y square TR 3] - rinel Derclonend 4 WHF-T8: e
27 sgrt_sum_x_square_sum y_squére = math.sqrt(sum x_sguare sum y sguare) -8.85791204798097779
sum_xy/sqrt_sum X _sguare_sum y square In [4]:
26 print(r)

Tython onsole  History fog

H P Type hereto search

Permissions: RW  End-of-lines: CRLF  Encoding: ASCIL

Line: 4 Column: 67 Memory: 83%

Fig.4.1.2.9 Python code for calculating correlation coefficient with P=457
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Reisads  Volume: 04 Issue: 10 | Oct -2020 ISSN: 2582-3930
I M Temporary Error x| [ Foctorial Calolator X | @ 251 bt x | @ thimi x| @ costhimi x| @ thtml X @ 4Thim X+ = A
C O File | Dycorrelationvalues/withpoupso/457.htm o

In [3]: runfile('D:/ecc/corcode.py’, wdir="D:fecc’)
-0.05791204798097779

In [4]:

Fig.4.1.3.0 Correlation Coefficient output with P=457
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c)P=593
@ Spyder (Python 37) - o X
File Edit Searcn Source Run Debug Consoles Projects Tools View Help
OBEZE0 pODRC HEEEnl BEX #2 ¢9h= X
Edifor - D:)ecclcocoode.py B X ke Bx
OwE mapl opf ol egopl Bpd  odboodioty D ooty D oodey@ 4 g Swcetnsle ~ Objed Je 8
1 import math
3%<[8, 45, 72,585, 30,436, 338,235, 312, 200, 321 513,484, 91, 276, 33, 575]
Y {1,T3,18,528,72,157,87,408, 37,512,267 165,18,4,512, 6,524 i g

o front of f, either on the Editor or the Console.
6 Xmean = sun(X)/len(X)

7¥nean = sun(Y)/len(Y) Help can also be shown automafically after wrifing a left
parenihesis next to an object. You can acfivate this
Ax = [var-Xnean for var in X] behavior in Preferances > Help

18y = [var-Ymean for var in Y]
11 New to Spyder? Read our futonal

1y <[4t for a,b in Tist(zip(ay))]
13 sum xy = sun(xy)

| . Veriable oghrer  Hleephrer  Help
15 square = [a*z for 3 in x|
square = [b*h for b in y] Python console Ax
o (] Console 6/A (A
18 sum_x_square = sun(x_square) 5
19 sum_y_square = sun(y_square)

In [3]: runfile('D:/2
-0.85791204798097770

GGer s e
| X_SqUare_SUm_y_Square = Sum X_square*sum y square corcode.gy’, wir="D: fecc’)

rt_sum_x_square_sumy_square = math.sqrt(sun x_square_sua_y_square)

- In [4]: runfile('D:/ecc/corcode.py’, wdir="D: fecc')
= sum_xy/sqrt_sum_X_square_sun_y_square i
st s spare S5 0.3401778672051119

Jprint(r) s

Python consale  Historylog

Permissions: W End-otlines: GRIF  Encoding: ASCI Line: 4 Column: 67 Memory: 33%

H P Type here fo search

Fig.4.1.3.1 Python code for calculating correlation coefficient with P=593
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Q 5%3html X+ = [0) )
C O File | Dycomelationvalues/withpoupso/593 html e

Python 3.7.3 (default, Apr 24 2019, 15:29:51) [MSC v.1915 64 bit (AHD6)]
Type "copyright”, "credits” or "license” for more information.

IPython 7.6.1 -- An enhanced Interactive Python.

In [1]: runfile('D:/ecc/corcode.py’, wdir="D:/ecc’)
0.3401778672051119

In [2]:

H P Typehereto search i ) Y Qremioec

Fig.4.1.3.2 Correlation Coefficient Output with P=593
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d)929

& Spyder (Python 37) =il X
File Edit Search Source Run Debug Consoles Projects Tools View Help
OF2220 PEERG HUEENE BY F0 ¢ 9 iz
Ediftor - D:\eoctcoroode.py B X Help B X
wyl oyl egopD BpE  ordocdety D sy [ omiepr @ [4:b g Source Consvie ': Object BrE-S
3X=[8,697,72,22,788, 212,195,856, 818,430, 333, 468, 85, 891,723, 295, 345] _
4Y =[1,115,11,690, 918, 160,85, 302,903,497, 565,095,191, 74,190, 662,433] Here you can get help f any objectby pressing Cii#ln
2 front of it, either on the Editor or the Consale.
& Xmean = sun(X)/Ien(X)
7Ymean = sun(Y)/Ien(Y) Help can also be shown automatically after wrifing a left
parenthesis next to an object. You can activate this
[var-Xmean for var in X] behavior in Preferences > Hefp.
[var-Ymean for var in Y]
New to Spyder? Read our futorial
=[a*b for a,b in list(zip(x,y)}]
3 sum_xy = sun(xy)
4 Varisble eplorer ~ Fleeplorer  Help
square = [a*a for a in x]
square = [b*b for b in y] ython corsole B x
0 Constle7s B nra
18 sum_x_square = sum(x_square) T . . |
e Pj;thoﬂ 313 (d‘faf!“' for 24 2018, 15.39.51) [HC v.1915 64 bit (064)]
: Type "copyright”, "credits” or "license” for more information.
1 sum_X_square_sum_y_square = Sul_X_square*sum_y_square .
2 srt_sum_x_square_sum_y_square = math.sqrt(sum x_square_sum y_square) Ipython 7.6.1 - in enhanced Interactive Python.
_ In [1]: runfile('D:/ecc/corcode.py’, wdir="D:/ecc')
= sum sqrt_sum_x_square_sum_y_square L
oy fsartsumx_square sy 5o 0.00561487926157103
26print(r
" In [2]:
b
Tython console  History fog
Run file Permissions: RN End-of-lines: CRIF  Encoding: ASCI Line: 4 Column: 68 Memory: 34 %

P Type hereto search

Fig.2.1.3.3 Python code for calculating correlation coefficient with P=929
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@ saatm X @ X + - 0 X
ﬁ =

C O file | Dfcorrelationvalues/withpoupso/929 html

Python 3.7.3 (default, Apr 24 2019, 15:29:51) [MSC v.1915 64 bit (AMDG4)]
Type "copyright”, "credits” or "license” for more information.

IPython 7.6.1 -- An enhanced Interactive Python.

In [1]: runfile('D:/ecc/corcode.py’, wdir="D:/ecc')
0.09561487026157105

In [2]:

H P Type here to search

Fig.4.1.3.4 Correlation Coefficient output with P=929
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4.4.2 WITH PSO

a)P=251

@ Spyder (Python 3.7)

o X
file Edit Search Source Run Debug Consoles Projects Tools View Help
OB8F POERG HUEERE BY @ €930 & 4
Edtor - D:lecccoecode.py B % Help B x
Owd megyD oD oryd  eopopD  ©p D comtowefcetpy D) corelstiooefpy D crmdepy @ (4P @ Source Consde v Object Ve
. _
3X=[64,133,167,115,72,34,19,51,99,77,92,93,142,65,2,185,84]
4Y <{113,53,14,12,26,13,11,13,12,56, 13,18, 56,126, 143,39, 26] Here you can get help of any objéct by pressing Ctrtelin
E front of it, either on the Editor or the Console.
6 Xmean = sum(X)/len(X)
7Ymean = sum(Y)/len(Y) Help can also be shown automatically after writing a left
8 parenthesis next o an object. You can activate this
9x = [var-Xmean for var in X] behavior in Preferences > Help.
[var-¥mean for var in Y]
New to Spyder? Read our futorial
12xy =[a*h for a,b in list(zip(x,y))]
sum_xy = sun(xy)
£ Varible oglorer  Fle eplorer  elp
x_square = [a*a for a in x]
y_square = [b*b for b in y] Python console L
0 Consdesa @ XY
18 sum x_square = sum(x_square) B
B I Pythan 3.7.3 (default, Apr 24 2019, 15:20:51) [MSC v.1915 64 bit (AMD64)] Al
% - - Type "copyright”, "credits” or "license” for more information.
sum_x_square_sum_y_sguare = sum_x_sguare*sum_y_square .
sqrt_sum_x_square_sum y_square = math.sqrt(sum x_square_sum y square) TPython 7.6.1 -- An enhanced Interactive Python.
sum_xy/sqrt_sum_x_square_sum_y_square In [1]:
26 printfr] In [1]: runfile('D: corcode.py’, wdir="
-8.27989957175455485
In [2]:
| v
Fytun consale_ History log

H B Type here to search

Permissions: RW  End-of-lines: GRIF  Encoding: ASCIL

Line: 26 Colum 9 Memory: 81%

Fig.4.1.3.5 Python code for calculating correlation coefficient of obtained PSO points with P=251
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G Google X @ 5ihml X+ - 0 X
C O File| Dfcorrelationvalues/withpso/251 html o=

Python 3.7.3 (default, Apr 24 2019, 15:29:51) [MSC v.1915 64 bit (MD64)]
Type "copyright”, "credits” or "license™ for more information.

IPython 7.6.1 -- An enhanced Interactive Python.
In [1]:

In [1]: runfile('D:/ecc/corcode.py’, wdir='D:/ecc")
-0.27909957175455485

In [2]:

H P Type here to search

Fig.4.1.3.6 Correlation Coefficient of PSO applied elliptic points with P=251
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b)P=457

& Spyder (Python 3.7) e il X
File Edit Search Source Run Debug Consoles Projects Tools View Help
LN PEBRG HEEENE BX 2 €= s 4
Edifor - D:|eccicoccode.py B % Help 8 x
OwE mengyD ovpyD oD  expopD BB corelborcoefidertpy B corelationcaeff.py £ 4:): gy SourceConstle v Object V& &
e _
3X<[6,116,142,138,7,128,5, 50, 14,61,55, 38, 73,103, 77,13, 98]
aY =[114,41,17,28,37,63,28,149,1¢,119,12,62, 74, 106,30, 148,39 Here you can get help af any object by pressing Chriélin
2 front of it, either on the Editor or the Console.
6 Xmean = sum(X)/len(X)
7Ymean = sum(¥)/len(Y) Help can also be shown automatically after writing a left
8 parenthesis next o an object. You can acfivate this
[var-¥mean for var in X] behavior in Preferences > Help
[var-Ymean for var in Y]
New to Spyder? Read our tutorial
xy =[a*b for a,b in list(zip(x,y))]
sum_xy = sum{xy)
Varible oglorer | Fleeplorer  elp
x_square = [a*a for a in x]
y_sguare = [b*b for b in y] ythan console 24
[ Console1gin@ L X3
sum_x_square = sum(x_square) B =
S 2 waly qi) Pythan 3.7.3 (default, Apr 24 2819, 15:29:51) [MSC v.1915 64 bit (AD64)]
- - Type "copyright”, "credits" or "license” for more information.
Sum_x_square_sum_y_square = sum_X_sguare*sum_y_square .
sqrt_sum_x_square_sum_y_square = math.sqrt{sum_x_square_sum_y_square) Thython 7.6.1 -~ An enhanced Interactive Python.
In [1]: runfile('D:/ecc/corcode.py’, wdir="D:
sum_xy//sqrt_sum_x_square_sum_y_square e
e e -8.206596232167304
26 print(r
) In [2]:
v
Pytun console  History log

Permissions: KW End-ol-lines: CRIF _ Encading: ASCIL Line 4 Columm: 60 Memory: 71%

H B Type here to search F A b S S g

Fig.4.1.3.7 Python code for calculating correlation coefficient of obtained PSO points with P=251
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G Google X | @ 25thtm X @ sihtml x 4+ - 0o X
C O File | Dy/correlationvalues/withpso/457 html fr &

Python 3.7.3 (default, Apr 24 2019, 15:29:51) [MSC v.1915 64 bit (AMDG4)]
Type "copyright”, "credits" or "license" for more information.

IPython 7.6.1 -- An enhanced Interactive Python.

In [1]: runfile('D:/ecc/corcode.py', wdir="D:/ecc’)
-0.206596232167804

In [2:

o _ 01:54
H P Type here to search i / @ AGEEU) NG oo E

Fig.4.1.3.8 Correlation Coefficient of PSO applied elliptic points with P=457
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b) P=593

& Spyder (Python 3.7)
File Edit Search Source Run Debug Consoles Projects Tools View Help
DEE%E0 PEBRG HEEEDE BX F2 €9 s 4
8% Help A
~| @ a

Ediftor - D:\eoc|coroode.py
LD menyD oD oryD  epopD  opD  orhcdcety D oeooeiy D aofepy @ (b gy S G - ed
b _
3X=[5,50,104,117,129,34,127,21,58, 115,97, 39,15,55,143,101,66]
ay =[7,15,30,9,4,108,72,71,%,101,77,98,47,29,24,127,15] Here you can get help of any object by pressing Ctri+ in
EXm X/ 1en() front of it, either on the Editor or the Consale.
6 Xmean = sun en
7Ymean = sum(Y)/len(Y) Help can also be shown automatically after writing a left
8 parenthesis next o an object. You can activate this
[var-Xmean for var in X] behavior in Preferences > Help.
[var-¥Ymean for var in Y]
New to Spyder? Read our tutorial
xy =[a*b for a,b in list(zip(x,y)}]
um_xy = sum(xy) |
Voriabie explorer  Flle eplorer  Help
¢_square = [a*a for a in x]
_square = [b*b for b in y] ythan console L4
(3 Console /4 @ X
um_x_square = sum(x_square) B
B Python 3.7.3 (default, Apr 24 2019, 15:29:51) [MSC v.1915 64 bit (AD64)] A
- - Type "copyright”, "credits” or "license” for more information.
um_X_SQUare_sum_y_SqUare = Sum_X_square*sum_y_square .
qrt_sum_x_square_sum_y_square = math.sqrt(sum_x_square_sus_y_square) Tpython 7.6.1 — An enhanced Interactive Python.
_ In [1]: runfile('D:/ orcode.py’, wdir="D:fecc')
= sum_xy/sqrt_sum_x_square_sum y_square L
2 lsart s i sa R -8.10811568317509375
26 print(r
Y In [2]:
| v
Fithonconsole _ History log
Permissions: AW End-of-lines: CRIF  Encoding: ASCIL Line: 4 Column: 55 Memory: 69 %

H B Type here to search I : b+ T S 9

Fig.4.1.3.9 Python code for calculating correlation coefficient of obtained PSO points with P=593
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G Google X | @ 5thml X | @ #57hmi X | @ 593html X @ 593hm X +
C O File | D/correlationvalues/withpso/593 himl

Python 3.7.3 (default, Apr 24 2019, 15:29:51) [MSC v.1915 64 bit (AD64)]
Type "copyright”, "credits” or "license™ for more information.

IPython 7.6.1 -- An enhanced Interactive Python.

In [1]: runfile('D:/ecc/corcode.py’, wdir='D:/ecc')
0.1553613037753359

In [2]:

H P Type here to search

Fig.4.1.4.0 Correlation Coefficient of PSO applied elliptic points with P=593
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C)

P=929

@ Spyder (Python 3.7)

X
File Edit Search Source Run Debug Comsoles Projects Tools View Help
OB22E0 pEEBRG HEEEpE BY £2 €90 = 4
Edifor - :)eacicoronde.gy & x | help 8x
Owl mewD ovyD  orpd  epopD gD comelationcoeficentpy £ arotepy@ |4}, &, SourceConsde ~ bject V6@
e _
3%=[5,50,184,117,129,34,127, 21,58, 115,97,39,15, 55, 143,161, 66]
fv =[7,15,30,9,4,108,72,77,99,107,27,%8,47,29,24, 127, 15“ Here you can gef help of any object by pressing Ctrl+ in
front of it, either on the Editor or the Console.
6 Xmean = sum(X)/len(X)
7Ymean = sum(Y)/len(Y) Help can also be shown automatically after writing a left
8 parenthesis next to an object. You can activate this
[var-Xnean for var in X] behavior in Preferences > Help.
[var-Ynean for var in Y]
New to Spyder? Read our futorial
[a*b for a,b in list(zip(x,y))]
13 sum_xy = sum(xy)
Voriable explorer  File explarer  1elp
_square = [a*a for a in x]
_square = [b* for b in y] Fython corsole B x
03 Conslets/a B | 243
um_X_square = sum(x_square) T -
S Python 3.7.3 (default, Apr 24 2819, 15:29:51) [MSC v.1915 64 bit (AMD64)] ~
- - Type "copyright”, "credits” or "license” for more information.
um_X_SQUare_sum y_square = SUm_X_square*sum_y_square .
qrt_sum_x_square_sum_y_square = math.sqrt({sum_x_square_sum_y_square) Tpython 7.6.1 - An enhanced Interactive Python.
In [1]: runfile('D:/ orcode.py’, wdir="D:fecc')
sum IS rt_sum_x_square_sum Square <F
el e -8.18811568317509375
26print(r
print(r) n 2
v
Fythonconsole  Histary log
Permissions: KW End-of-lines: ORI Encoding: ASCIL line 4 Column: 55 Memory: 69%

H P Type here to search

Fig.4.1.4.1 Python code for calculating correlation coefficient of obtained PSO points with P=929
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G Google % | @ Bihtml X | @ 47htmi X | @ 593himl X | @ 593himl X @ s2html X 4+ = 3
C O File | Dycorelationvalues/withpso/929.html v &

Python 3.7.3 (default, Apr 24 2019, 15:29:51) [MSC v.1915 64 bit (MD6A)]
Type "copyright", "credits” or "license” for more information.

IPython 7.6.1 -- An enhanced Interactive Python.

In [1]: runfile('D:/ecc/corcode.py’, wdir='D:/ecc’)
-0.10811560317500375

In [2]:

Fig.4.1.4.2 Correlation Coefficient of PSO applied elliptic points with P=929
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RESULT ANALYSIS

5.1 TABLE SHOWING IMPROVEMENT OF CORRELATION AMONGST ELLIPTIC POINTS AFTER
APPLYING METAHEURISTIC ALGORITHM VIZ.PSO

S Prime Correlation coefficient between X | Correlation coefficient after applying Metaheuristics
No. | number and Y viz.PSO on elliptic points
Coordinates of elliptic points
1 251 0.1867172677353741 -0.27909957175455485
2 457 -0.05791204798097779 -0.206596232167804
3 593 0.3401778672051119 -0.06280917543035339
4 929 0.09561487026157105 -0.10811560317509375

TABLE 5.1 SHOWING IMPROVEMENT OF CORRELATION AMONGST ELLIPTIC POINTS AFTER
APPLYING METAHEURISTIC ALGORITHM VIZ.PSO

5.2 GRAPH SHOWING CORRELATION VALUES VERSUS PRIME NUMBERS

1.CORRELATION VERSUS PRIME NUMBER WITHOUT PSO

¥ - axis

Correlation values of elliptic points versus prime numbers!

0.35 1
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—0.05 1
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Fig.5.1.1.1 GRAPH SHOWING CORRELATION VERSUS PRIME NUMBER WITHOUT PSO
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2.CORRELATION VALUES VERSUS PRIME NUMBERS AFTER APPLYING PSO

Correlation wvalues obtained after applying PSO on elliptic points versus prime numbers!

01

0.0 1

¥ - axis

-0.1 +

_U . 3 T T 1 U T T I
300 400 500 &00 700 800 900
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Fig.5.1.1.2 GRAPH SHOWING CORRELATION VALUES VERSUS PRIME NUMBERS AFTER
APPLYING PSO

The above obtained correlation values are compared and contrasted with the earlier work of
“Selection of Fittest Key Using Genetic Algorithm and Autocorrelation in Cryptography”[12] based on the following
results.

Table 5.2: - Table showing autocorrelation values of different keys when Genetic Algorithm is applied on DES to
find the fittest key

Antocorrelation values
Iteration 1 Crossowver set 00077530468
Iteration 2 Population Generation set 005335485376
Iteration 3 Crossowver set 00111042183

It is observed that the values of correlation are much better when Elliptic Curve Cryptography is amalgamated with a
metaheuristic algorithm named Particle Swarm Optimization as almost all correlation values are negative and less
than Table 5.2 values
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Conclusion and Future Scope

6.1 Conclusion
e Proximity of correlation value to -1 guarantees randomness in the key

e The key may be less susceptible to any adversaries attack.

e From Fig.5.1.1.2 graph, it is inferred that with large prime numbers, correlation values decrease increasing
randomness in the key when PSO is applied on elliptic curve points

6.2 Future Scope
. The venture can be conveyed on asset obliged gadgets like versatile phones, IoT and so on

» The symmetric cover key offers greater security when contrasted with RSA with little key size
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