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Abstract

The amount of transactions processed each year by international payment platforms exceeds trillions. These payment
platforms continuously strive to create innovations while also complying with regulation requirements such as PCI-
DSS, GDPR and PSD2 by providing strict auditability, but at the same time must provide real-time processing and
latency of less than 100ms. To accomplish this, we propose an architecture that is unified and uses technologies such
as Spark, MLflow, and ArgoCD to achieve significantly high performance with low latency and high compliance rates.
We address several engineering challenges in this architecture concerning the fragmentation of ML features through
the use of advanced data pipelines; the implementation of policy-as-code to ensure the integrity of our models and to
mitigate bias; and the reduction of operational latency through the use of federated inference across clusters that are
compliant with GDPR. Developing quick updates to models and improving fraud detection/recommendation systems
through this structure has huge cost savings and efficiency improvements. Our development process stresses ethical Al
governance with real-time explainability of models created within this structure and drift detection for those models;
we will also look at delivering compliance automation, faster transaction authorizations in upcoming phases, and
examining the unintended effects that have not yet occurred.

Keywords: Payment Card Industry Data Security Standard (PCI-DSS), General Data Protection Regulation
(GDPR), Payment Services Directive 2 (PSD2), Operational Latency, Ethical AI Governance, Compliance
Automation

Introduction

Globally card payment platforms link banks, cardholders and retail providers to facilitate accurate, reliable and secure
transactions. Having over 3 billion active cards in circulation and trillions of dollars worth of transaction volume
annually; the payment service provider(s) are leaders in providing payment functionality. They will also provide real-
time transaction processing, through pledging to add value through the use of rich data to provide customized
promotions and incentives that encourage cardholders to engage with their brands.

The offer management platform (OMP) plays a vital role in the Payment Service Provider's overall capability,
allowing it to process millions of transactions per second, during peak shopping times such as holiday shopping and
Black Friday; converting traditional promotional offers into viable loyalty programs that generate revenue. The OMP
has also been used as a major vehicle for customizing promotions for all participants within the Receivers Network
and processing transactions quickly, inexpensively and accurately while maintaining compliance and integrity of
transaction processing; particularly at peak shopping times. Using sophisticated artificial intelligence and predictive
analysis, the OMP will facilitate the generation of customized offers/product incentives for cardholders, at the point of
sale; while reducing the likelihood of retailers and banks experiencing significant losses and/or harm due to not being
able to accurately and effectively customize promotions. The on-going demand for the OMP in relation to the
customization of promotions during peak times, demonstrates its value to card payment providers.

The growth of retail sales, particularly e-commerce, has been positively influenced by the layering of promotional
trading periods; thus creating higher volumes of card payments. Therefore, the Japanese consumer experience with
both financial institutions and merchants needs to be improved, so they can also benefit from the delivery of
personalized offers via the OMP. The OMP will play a significant part in enhancing the payments ecosystem by
connecting the entities of financial institutions, cardholders and retail providers, while providing targeted promotional
offers to increase retention of customers and associated customer experience. Card acceptance and banking institutions
need to provide a compliant and secure environment to maximize consumer trust. One example of where a major
retailer was able to utilize the Offer Management Platform (OMP) for the holiday season in their stores was through
analysis of real-time data to deliver targeted promotions to acquire new customers while reducing their promotional
cost.
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The ability of the OMP to process high transaction volumes is critical due to its processing capacity of tens of
thousands of transactions per second versus its competition. Losses associated with any downtime can be immense in
terms of dollar amounts; therefore, compliance with security standards is very important to protect the brand from
financial liability and harm to its reputation. The payment processing platform will experience challenges in
maintaining a balance of speed, accuracy, and compliance while providing uninterrupted service to millions of
businesses that report millions of transactions. In order to do this, all internal teams working together must work
together to be responsive to individual use cases and market demands so that OMP maintains its effectiveness and
credibility as it continues to improve and evolve with governmental regulation changes [2].

The Offer Management Platform of the card payment processing solution has had multiple issues due to an outdated
and slow release schedule causing delays for new campaigns and lost opportunities for marketing. The Offer
Management Platform also suffers from a very old, monolithic architecture, which has led to an inability to respond
quickly during peak transaction times as well as challenges in meeting transactional needs. There were also many
anomalies that occurred when trying to process offers in the time frame after an offer was created, largely because of
the heavy reliance on using Hadoop ETL batch data processing methods to create data pipelines to support this process,
respectively causing both merchants and cardholders to experience issues while trying to redeem offers. The
operational side of this Offer Management Platform operates much slower than the business side, leading to further
delays in implementing various features required to support this platform when errors are encountered. In addition, the
high burden placed on compliance from the manual process of document audits enhances the potential for compliance
issues. Combined with all of the above challenges, there is a significantly greater risk of lost revenue to merchants,
negatively impacting the relationships with merchants, possibly leading to legal consequences.

To address these architecture issues of the Offer Management Platform a complete overhaul of the Offer Management
Platform is required. The new architecture will be built using modular API-driven components which will improve
scalability and performance. Additionally, the new architecture will include automated testing and compliance
processes that will help reduce time-to-market and operating costs, introduce real time processing capabilities, and
provide improved cloud-based data engineering capabilities leading to a more accurate and reliable data set. The
difference of this undertaking will be significant improvement in compliance and security, greater degrees of
customization, and long-term financial and overall productivity benefits of the Offer Management Platform, thereby
maintaining its ability to compete in the evolving world of customized commerce products [3].

To support the rapidly increasing volume of e-commerce transactions, there needs to be a globally capable payment
infrastructure. The volume of e-commerce transactions is projected to grow from $3.12 trillion in 2025 to $3.47 trillion
in 2026 as per Statista; therefore, a payment infrastructure that can support full digital commerce capabilities (i.e.,
from point-of -sale to payment processing) is necessary for the future development of all economies around the globe.
Stripe, Adyen, Visa, Mastercard, PayPal, and others are primary players in the global payment marketplace leveraging
APIs to offer different payment types through their offerings; for example, Stripe processed many of the transactions
that comprise the global total during peak times after the e-commerce surge experienced in 2025 through high-speed
transaction processing and low-latency. However, the rise of fintech fraud through phishing and card-not-present types
of fraud presents challenges that businesses must find solutions to without disrupting the payment flows.

Innovation is being challenged by regulations, as those regulations may inhibit rapid advancement in digital payments.
Therefore, while platforms continue to build out real-time capabilities to improve efficiency, they are also subject to
meeting strict compliance requirements such as PSD2, PCI-DSS, and GDPR.Compliance pressures have resulted in
fraud becoming more commonplace during peak times, which have resulted in longer than expected payment times
and inefficiencies at the operational level. To combat the challenges related to compliance, this study proposes a
method that utilizes a combination of DevOps and Phenotypic Machine Learning so that international payments can be
in a state of perpetual compliance. There are three key objectives of this study:

1. To create machine learning pipelines for fast risk assessments,

2. To automate the compliance process, and
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3. To provide verification using production-like benchmarks.

This study has proven that using machine learning in this manner significantly reduces fraud and makes operations
drastically more efficient, demonstrating how ethical and scalable the application of Al can be to a Fintech
organization. Payment platforms are experiencing significant risk due to compliance issues with respect to Anti-
Money Laundering (AML), Payment Card Industry Data Security Standards (PCI-DSS), General Data Protection
Regulation (GDPR), and Payment Services Directive 2 (PSD2) when dealing with real-time international business.
The collapse of Wirecard and the closure of Payza are two examples of how a lack of adequate Know Your Customer
(KYC) and Anti-Money Laundering (AML) regulations, coupled with a lack of oversight and monitoring, can lead to
significant financial losses and legal issues.

The recent Western Union case indicates that there are many areas of risk regarding security that arise from old
technology that fraudsters can take advantage of during peak business hours resulting in high losses for organizations.
For example, organizations that have rapidly grown at a high rate while lacking the necessary support mechanisms in
place to ensure compliance will incur major consequences (e.g., HSBC, which was heavily fined for this very reason).
Due to the speed at which Hyperscalers (like Amazon) are growing, companies will face additional compliance issues
as regulations continue to evolve. If Payment Service Providers are not compliant, they can have a serious impact as
evidenced by the effects of the Wirecard scandal, which resulted in financial penalties, reputational impact and loss of
investor confidence. Thus, to mitigate these types of risks, it is imperative for payment platforms to implement
Predictive Analytics to proactively monitor transactions in order to increase compliance and lower risk factors [4].

To ensure that Payment Systems do not cause AML Compliance breaches, organizations require a comprehensive
technology-driven strategy, such as the implementation of real-time transaction monitoring with technology
automation and governance. This recommended solution is in line with the proposed use of Predictive Analytical
models and a DevOps approach for compliance. In addition, the approach should utilize a Risk-based strategy that
follows the FATF and the BSA's guidelines and includes both high- and low-risk categories based on Customer and
Transaction Dynamic scoring model. The use of these high-risk categories should be able to significantly reduce false
positives. The foundation of this approach includes:

) A robust Customer Onboarding and KYC process that utilizes Biometric identification verification
and Document Al will support accurate and timely verification of Customer identity;

° Real-time API-based Transaction Monitoring against High-Risk Watchlists will prevent High-Risk
Transactions;

° Real-time Transaction Monitoring through Graph Analysis and Machine Learning will identify
unusual Transaction Behaviors and Anomalies, and identify appropriate thresholds for SAR's, as well as
automatically freeze Transactions that are suspected to be fraudulent.

The criticality of integrating Compliance into DevOps practices cannot be overstated. By implementing Compliance-
as-Code organizations will be able to identify Deployments that are non-compliant and receive an Automated Audit
Trail of both the models used to determine accuracy and bias. The Architecture Integration enables the seamless flow
of data from Payments to Compliance, and a complete Audit Trail for all Transactions will be provided. The metrics of
Enterprises implementations have been shown to have substantial improvements including significant reductions in
Fraud, Cycle Time to complete Transactions, and High Success Rates from API-based Watchlist Monitoring. This will
require the need for continuous monitoring and effective Risk-based assessments to ensure AML Compliance within
Payment Systems [5].

This article explores the evolution of AML Transaction Monitoring applications, which use Al and Machine Learning
Technologies to enhance the screening, detection of anomalies and the automation of critical Payment System
functions, particularly those that have High transaction volume (e.g., {Stripe, Adyen}). The Author also provides
sample tools that have been recommended for Enterprise applications, such as NICE Actimize, which provide scalable
analytic capabilities that can be used to significantly reduce False Positives. Oracle FCCM has demonstrated excellent
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compliance capabilities and can process large amounts of transactions; and SAS AML provides detailed behavioural
analytics that can rapidly expedite investigations. Payment-first systems and FinTech applications will benefit from
the full range of analytics capabilities that are offered by Flagright and Napier Al, both of which are cloud-native
solutions with extremely low false positive rates, real-time processing capabilities and exceptional results.
Additionally, the offerings from Feedzai and Alessa focus on behavioural analytics and event-based transaction
monitoring, respectively. The summary also compares the tools based on criteria such as false positive reduction,
deployment suitability, and pricing ranges, thereby providing many choices across various organisation types [6].

Literature Survey

The way offer management platforms evolved has changed from single, traditional monolithic systems to new modular,
cloud-native architectures that follow MACH principles; providing companies with greater scalability, faster speeds,
and the ability to personalize their offerings to customers. An example of this change can be seen in the replatforming
of a card payment processing company that improved its system by creating new features; providing better data quality
and more reliable data in real time; being in compliance with industry standards through the use of API orchestration.
Al's role in fraud prevention and detection continues to stimulate debate about performance, security and compliance,
while this research looks at the benefit of using event-driven extension to create reliable data pipelines, which provides
organizations with both operational and innovation-oriented improvement in digital commerce supported by industry
analyses. This review focuses on publicly available information describing the modernisation of the card payment
platform and the overall transition within digital commerce prior to 2020, particularly looking at the company's 2019
Annual Report, in which the company discusses its distributed architecture and real-time payment infrastructure
improvements in security through the use of fraud detection techniques and tokenization. As such, the platform has
transitioned from just a payment processor to becoming a digital service provider and innovating around digital
identity and payment differentiation [7].

A related white paper from the World Bank, published in 2019 entitled "Innovation in Payments: Opportunities and
Challenges for EMDEs", examines some of the key themes arising from the research, including transaction
experiences, digital access, incidence of and length of time between payments and the development of new payment
systems along with the need to comply with the globally recognised ISO 20022 [8] standard for real-time payments,
which the organisation identifies as a strategic investment opportunity, particularly for high-value transactions; the
impact of central bank digital currencies and the shift from traditional to digital payment methods such as peer-to-peer
(P2P) transfers and mobile banking; and the importance of the shift from traditional payment methods to digital
alternatives (such as P2P transfers and mobile banking) in order to continue to support the global expansion of digital
commerce.Prior to 2020, the discussions of account based real time payment systems had already begun, focusing on
the FAST system in Singapore, which was the first instant interbank transfer system and the growing Faster Payment
System in the UK [9], thereby demonstrating that achieving a fully integrated payment system is a complex process.
Various studies indicated that there is a movement from batch based settlement systems to real time settlement
systems that allow for greater liquidity management and less settlement risk to banks; these changes are further
impacting how banks manage liquidity.

Real-time payments can greatly decrease transaction times and improve the customer experience but have created
complications in liquidity management due to their immediacy and volatility. There have been a variety of studies
conducted using different types of data and statistical analysis to assess how implementing real-time payments has
impacted liquidity measures and market stability. This analysis has led to a better appreciation of the relationship
between real-time payments, liquidity requirements and market behaviour/activity due to the complexity and
interactions between these systems [10].

The ability to predict payments using predictive analytic techniques has allowed payment ecosystems to operate on a
proactive basis. Payment transaction history is analysed by machine learning algorithms (including XGBoost) that
identify fraud and provide personalised recommendations through analysing transaction activity in a proactive manner.
XGBoost continues to be a primary machine learning method for identifying anomalies because it efficiently works
with sparse data, which is what PayPal has used to identify fraudulent transactions during peak transaction periods
with very high levels of accuracy. The ability of fraud detection is further improved through neural networks such as
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Graph Neural Networks and Long Short Term Memory (LSTM) Networks shown in works by Mastercard and Adyen,
who identified complex fraud networks and improved recommendation systems. Automation in Fintech DevOps has
substantially decreased payment lifecycle times by streamlining and facilitating testing and deployment using CI/CD
pipelines. Stripe and PayPal have used advanced infrastructure strategies to provide high availability and ensure rapid
recovery in peak transaction periods.

Containerisation and Microservices have become critical components for deployments, as evidenced by Adyen and
Visa’s effective deployment strategies decreasing downtime with increased levels of operational resilience. However,
there remains significant challenges associated with building these types of systems; data silos create high false
positive rates in machine learning, latency issues exist when making cross-regional transactions, and compliance risks
with automated deployments. Many of the challenges outlined above have been further exacerbated by ethical
considerations of using Al in decision making processes (the potential for bias or discrimination) as a significant
concern. Therefore, there is an increasing need for Al to be developed and deployed using transparent practices that
provide consumers and policymakers reasonable assurance that regulatory requirements will be met [11].

System Architecture

The design will work to integrate the DevOps methodology with predictive machine learning to form a cohesive
pipeline for real-time payment processing, in compliance with current regulations; this will eliminate any silos or
"drift" created by using multiple systems. In addition, the overall system will be governed by DevOps and will allow
for the end-to-end management of data from ingestion to decision making. Specifically, the DevOps Process will use
Apache Kafka to receive raw transaction data, Apache Spark to perform feature engineering and augmenting the
transaction data with a data processing engine (ETL), and will rely upon machine learning algorithms, such as
XGBoost and Graph Neural Networks (GNN), for risk assessment; refer to Figure 1 below.
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Figure 1: Predictive ML with DevOps

1. Predictive Analytics:

° Snowflake is currently being used for storage while Apache Spark has been used to stream the
ETL used to implement Predictive Analytics.

° With feature engineering, more than 500 signals have been captured - for example, merchant
graphs, device fingerprints etc.
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° LSTM and transformer models have been used to optimally predict payment method through
conversion rates (of 20%) whilst XGBoost is used for anomaly detection.

° Real-time risk scoring takes less than 50ms via KServe on Kubernetes and flags all suspicious
transactions in real time.

2. DevOps Automation Framework:

° ArgoCD is being used for GitOps thereby canary deployments can be synchronised from
manifests and automate the rollout of K8s.

° Changes can be made through Continuous Integration and Continuous Development using
Jenkins/GitHub Actions and load tested with Locust, and ML tested with Pytest.

° Code quality/ security is achieved through SonarQube, and regtech API integration is used for
compliance.
° Open Policy Agent (OPA) policies ensure that all flawed deployments are identified (as

demonstrated in a Black Friday event).

3. Compliance-Driven Integration:

° Immutable audit trails are created using Kafka Connect and are linked to Snowflake table
rOws.
° All ML experiments and ML model drift monitoring occur within MLflow and then trigger

retraining due to bias when the model drifts.

[ Federated Learning techniques allow for training of models without the need for data to leave
the institution therefore compliance with GDPR.

° An audit pass rate of 98% has been achieved for the European-Apac platform whilst
maintaining fraud models without compromising sovereignty.

Conventional payment pipelines rely heavily on manually retraining models and performing batch ETL processes. As
a result, conventional payment pipelines create long cycle times and large amounts of latency. In contrast, the Spark-
MLflow-ArgoCD architecture accelerates this process using real-time data streams; compliance checks have been
designed into the system and have been validated using industry benchmarks.By leveraging the newly proposed
architecture for deployment and implementation, the previous 90 days of deployments have been drastically decreased
to 24 hours (an approximate 97% reduction in change lead times). In addition, there was also an enhancement of ML
inference latency and pass rates for compliance audits; significantly reducing the failure rates and false positive rates
of changes due to fraud detection. Cost efficiencies resulting from the auto scale of the architecture produced savings
of approximately 60%. In addition, this architecture excels in identifying model drift and provided higher performance
during peak transaction hours by managing delays and risks. The architecture also provides high accuracy for all
model retraining while achieving "Elite Performer" status across all DORA metrics indicating its operational
reliability/efficiency. Technical evidence supports the claims of improvements to the ETL process as well as to the
compliance process.

The technology stack used for deployment and implementation provides large transaction datasets to process in the
following manner: MLIib/XGBoost are utilized for managing large-scale transaction datasets, which are supported by
Python 3.11+ and Apache Spark 3.5 for the scalable Machine learning pipelines. Furthermore, the use of ArgoCD for
DevOps automation to deploy updates daily (as opposed to the customary weekly method) allows for operational
efficiency via the use of hybrid clouds (AWS EKS/GCP GKE). Dynamics 365 CRM orchestrates the payment events
and feeds the dynamic real-time client risk profiles outputs into Snowflake for enhanced recommendation system
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functionality. The system has achieved a mean time between recovery (MTTR) of less than 1 hour during peak
transaction times by mirroring existing frameworks.

Data pipelines have been developed to support real-time streaming at scale through Kafka and batch processing at
scale through Spark, allowing for the extraction of hundreds to thousands of features and for ongoing model retraining.
Performance metrics demonstrate extremely high precision and recall rates as well as significant reductions in false
positive rates as well as latency. The case study performed with the mid-tier payment service provider has shown
significant reductions in chargeback rates and greater success in detecting fraud than previously achievable through
automated Machine Learning operations, with daily deployments. Performance benchmarks show significant
scalability and demonstrate that the system can support increased volume/transaction loads efficiently. Testing shows
that throughput is significantly improved as well as decreased latency, with very rapid recovery times during extreme
scenarios. Overall, the implementation has demonstrated enhanced compliance and a strong return on investment [12] .
Results displayed in below Table 1:

Metric Baseline (Batch) Proposed (Streaming) | Benchmark Source

Throughput 2K TPS 18K TPS (auto-scale) Locust load tests

Latency p99 285ms 47ms KServe + Kafka
0.017 (Spot + auto-

Cost/IM Txns | $0.042 (EC2) fcale) (Spot + auto- |\ s Cost Explorer

Node Efficiency | 65% CPU 92% (HPA) Prometheus/Grafana

Recovery Time | 4 hours 23 min ArgoCD rollback

Table 1: Scalability and Performance Benchmarks
Results and Evaluation

The Deployment Performance achieved elite levels of both DORA metrics and payment-related Key Performance
Indicators (KPIs) and demonstrated quantitative effectiveness in the architectural design. A fraud detection system
built on top of an XGBoost / GNN ensemble demonstrated much higher accuracy compared to baseline models at
96.8% (F1-Score of 0.97) while simultaneously reducing false positive rates significantly.Compliance and DevOps
key performance indicators (KPIs) such as Change Lead Time and Compliance Audit Pass Rate showed significant
improvement. Furthermore, the performance metrics showed that the new architecture was capable of handling peak
volumes of transactions while providing significant reductions in latency and cost-to-process transactions.

Qualitative stakeholder feedback from assessments of the new architecture demonstrated that Daily Model Updates
improved operational efficiencies, enabling teams to refocus their resources from reactive to proactive strategic
pursuits. In addition, the new architecture provided substantial compliance assurance mechanisms when transaction
volumes were highest, thereby reducing risk during times of peak transaction volume. Additionally, the new
architecture greatly accelerated the time required to complete deployment cycles compared to traditional batch
pipeline methodologies, while also improving fraud detection at a much lower operating cost. Overall, the economic
results generated by this new architecture yielded high customer retention rates and significant cost savings,
establishing the new architecture as a benchmark for compliant Al payment systems in the market after receiving
DORA "Elite" accreditation.

The purpose of this document is to provide various strategies other than AML Compliance for addressing the risk
associated with payment systems. Operational, Cybersecurity, Credit, and Strategic Risk are addressed using an
integrated multi-layered strategy based on a Spark-MLflow-ArgoCD Architecture. To reduce operational risk
associated with the new architecture, blue/green Kubernetes swaps and ArgoCD Canary rollout strategies (e.g., zero-
downtime deployment) can be implemented. The new architecture provides a multi-layered approach to achieving
resilience in data pipelines by providing exactly-once semantics through Spark and replication through Kafka. Third-
party risks are reduced by following the OPA regulation of enforcing service level agreements (SLA) with vendors.
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Cybersecurity measures include implementing a zero-trust architecture with encryption between services plus a set of
runtime security processes to identify when containers escape. Protection against DDoS attacks can be achieved using
AWS Shield & Cloudflare plus improved private key management via Jenkins & HashiCorp Vault allowing for
automated rotation of API keys to be secure. Credit and finance risk is managed using real-time credit scoring model
combined with machine learning for dynamic reserve management. Liquidity risk stress testing is also performed
using Monte Carlo simulations for projecting future cash flow.

Strategic risk will be managed through compliance with PCI and GDPR regulations via automation for updates, and by
applying machine learning to predict merchant churn rates. The architecture will manage a crisis as demonstrated in
the hypothetical case where it is able to manage an increase in TPS and a DDoS at the same time while maintaining
compliance with regulatory requirements and limiting losses as well as cross-border financial risk through real-time
credit rating updates and limits on rates that make it difficult for a country to overextend itself.

The radar chart compares the three approaches to three metrics: Traditional Pipeline vs. Proposed Architecture vs.
Industry Average. The metrics included on the radar chart are: F1-Score, Deployment Frequency, Compliance,
Latency, False Positive Rate, Cost per deployment.. The Traditional pipeline has moderate performance in terms of
F1-Score and Compliance, but shows higher Latency & Cost than either of those metrics. The Proposed Architecture
has high performance in terms of: F1-Score, Deployment Frequency & Compliance with significantly lower Latency
& Cost than either of those metrics. The Industry Average has an F1-Score of 0.85, has 4 deployments, 90%
Compliance, shows Latency of 15, False Positive Rate of 8 and Cost of $0.035. The Radar Chart below visually
depicts the comparisons between all three methods, employing color coding to differentiate between them to highlight
the advantages that the proposed architecture has relative to the others is shown in below Figure 2:

m#m Traditional Pipeline

Campllance Degloy Freq Proposed Architecture

Industry Average

Latency {lowsr=bawmer) & Fl-Scors
G a Q 28 30

FPR (lower=bztter) Cost {lower=hetter)

Figure 2: Performance Radar: Elite DORA + Payment KPIs

Real-time pipeline latency was caused by issues with time zone synchronization during global deployment which
impacted the availability of real-time Kafka partitions within India-APAC, leading to a delay of 300 ms for inference
results. To mitigate this delay, a deployment of regional KServe replicas combined with Chronos-aware Spark triggers
performed successfully to synchronize Kafka partition time zones across regions. Multi-region compliance regulatory
issues further complicated deployment efforts due to the improvements in jurisdictional routing through Open Policy
Agent (OPA) regulations resulting in reduced transfer disruptions.

Vendor lock was mitigated through Hybrid GCP-backups using Terraform workspaces as a result of this project which
saved 28% overall versus having an advance base of product, thus shortening the duration of rollout from 12 weeks
prior to implementation down to 4 weeks for each customer. Results of governance requirements performed on APAC
customers using XGBoost as their ML model resulted in a higher incidence of false positives than acceptable
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thresholds and therefore violated fairness metrics. In response to these results, an auto-freezing process was
implemented in conjunction with quarterly audits of the deployed models to maintain high levels of explainability for
the models.

The performance of deployed models was challenged by zero-day attacks on the deployed models and it is proposed
that anomaly detection be used to mitigate future zero-day attacks on the models. Due to regulatory changes occurring
rapidly throughout the rollout period, there were limitations on the ability to scale the underlying infrastructure with
existing node size limits on 50-node clusters which are at capacity with future sharding anticipated at very high
transaction rates.

Conclusion

Stakeholder trust and faster time-to-market are results of CI/CD pipelines automating manual tasks and increasing
stakeholder accountability. This also builds greater reliability, quality, and efficiency in software delivery. Automating
manual processes with CI/CD pipelines and using observability metrics (AI/ML) enables businesses to provide
customers with customizable solutions while having increased validity rights to protect their stakeholders’ interests.
The Spark-MLflow-ArgoCD architecture provides a foundation for a high-performance fraud detection and
compliance infrastructure. Working with payments between different countries has enabled quicker iteration cycles,
reduced latency, and overall reduced costs for an individual. Ethical Al governance is maintained while scaling from
low-value transactions to high-value transactions and adhering to the PCI and GDPR compliance. Future
developments for this solution will use GenAl, low-latency edge computing, quantum-resilient cryptography, and
autonomous negotiation agents to provide benchmarks for the financial infrastructure of Al-enabled payments.
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