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ABSTRACT: The Deepfake Detection The
Deepfake Detection System is an advanced web-
based application designed to identify manipulated
or Al-generated media using machine learning
techniques. With the rapid evolution of deep
learning, creating highly realistic fake images and
videos has become easier, raising serious concerns
about privacy, security, and digital authenticity. This
system addresses these challenges by analyzing
subtle visual patterns and inconsistencies that are
difficult for humans to detect. It integrates a trained
machine learning model that processes uploaded
media, extracts meaningful features, and classifies
content as real or fake. The platform ensures efficient
communication between the user interface and the
detection engine, delivering accurate and near real-

time results.

In addition to media analysis, the system extends its
functionality by incorporating a secure artifact
analysis module that supports ZIP file processing.
Users can upload compressed files containing source
which are

code or application components,

automatically extracted and analyzed. The system

performs dependency inspection, vulnerability

detection, and version compatibility checks to
identify outdated or insecure packages. Based on this
analysis, it provides upgrade recommendations and

generates a deployment-ready script that helps users

securely update and run their applications.

Built with scalability, reliability, and performance in

enables both

mind, the system authenticity
verification and software security validation within a
advanced

unified  platform. By leveraging

algorithms, including CNN-based architectures,
along with automated security analysis techniques,
the platform enhances trust in digital content while

also ensuring the integrity and safety of software

artifacts.

I. INTRODUCTION

The Deepfake Detection System is developed
to address the growing threat of manipulated digital
media by providing an intelligent and reliable
platform for detecting fake images, audio, and
videos. With the rapid advancement of deep learning

technologies, creating highly realistic deepfake
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content has become easier, making it difficult to
differentiate between genuine and altered media.
This system bridges that gap by offering an
automated and efficient solution to identify deepfake

content using machine learning techniques.

In the modern digital era, the misuse of
deepfake technology has raised serious concerns
regarding misinformation, identity theft, and
cybersecurity. Traditional methods of detecting fake
media are often manual, time-consuming, and
ineffective against advanced deep learning-based
manipulations. This project aims to overcome these
challenges by implementing an Al-powered
detection system that can analyze media content and
identify inconsistencies that are not visible to the

human eye.

In addition to deepfake detection, the system
is extended with a secure artifact analysis module
that supports ZIP file processing. Users can upload
compressed files containing source code or
application components, which are automatically
extracted and analyzed. The system performs
dependency analysis, vulnerability detection, and
version compatibility checks to identify outdated or
insecure packages. This ensures that not only media
authenticity is verified, but also software artifacts are

evaluated for security risks.

The system provides a user-friendly platform
where users can upload images, videos, audio files,
or ZIP files for analysis. Media inputs are processed
through a trained machine learning model, such as a
Convolutional Neural Network (CNN), to detect
patterns, facial distortions, and pixel-level anomalies
associated with deepfake content. ZIP files, on the

other hand, are processed through a security pipeline

that generates vulnerability reports and upgrade

recommendations. The results are presented with

clear classifications, confidence scores, and
actionable insights, ensuring transparency and
reliability.

II. LITERATURE REVIEW

[1] D. Afchar, V. Nozick, J. Yamagishi, I. Echizen.
"MesoNet: A Compact Facial Video Forgery
Detection Network", IEEE, 2018.

This research introduces MesoNet, a deep learning
model specifically designed for detecting facial
manipulations in videos by focusing on mesoscopic
features. These features represent an intermediate
level of analysis between low-level pixel details and
high-level semantic representations. The model
effectively captures artifacts such as unnatural skin
blending inconsistencies,

textures, compression

distortions, and subtle irregularities introduced
during the deepfake generation process. One of the
key contributions of this research is its emphasis on
computational efficiency, making it suitable for real-
time applications. This study is highly relevant to the
proposed system as it supports the development of

efficient, scalable, and real-time detection models.

[2] S. Agarwal et al. "Protecting World Leaders
Against Deep Fakes", CVPR Workshops, 2019.

This research focuses on detecting deepfake videos
involving public figures and highlights the serious
risks associated with misinformation, identity theft,
and political manipulation. The study explores the
use of deep learning models combined with facial
recognition and anomaly detection techniques to
identify inconsistencies in manipulated videos. It

emphasizes that deepfake technology can be misused
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to create false narratives and influence public
opinion, making detection systems essential for
maintaining trust in digital media. The research
discusses the importance of deploying detection
systems in real-time environments such as social
media platforms. This study is highly relevant to the
proposed Deepfake Detection System as it highlights

the real-world importance of detecting fake media.

[3] R. Chesney, D. Citron. "Deepfakes and the
New Disinformation War", 2019.

This paper discusses the societal impact of deepfake
technology and its role in spreading misinformation.
It highlights how deepfakes can be used to
manipulate public opinion and damage reputations.
The study emphasizes the need for reliable detection
systems to maintain trust in digital media. This study
is highly relevant to the proposed system as it
highlights the importance of preventing misuse of

deepfake content.

[4] B. Dolhansky et al. "The Deepfake Detection
Challenge (DFDC)", 2020.

[4] B. Dolhansky et al. "The Deepfake
Detection Challenge (DFDC)", 2020.
This research introduces the Deepfake Detection
Challenge (DFDC) dataset, which is one of the
largest and most diverse datasets available for
training and evaluating deepfake detection models.
of real and

The dataset contains thousands

manipulated videos with variations in facial
expressions, lighting conditions, camera angles, and

backgrounds. The study emphasizes that the
performance of machine learning models heavily
depends on the quality, diversity, and scale of the

training data. This study is highly relevant to the

proposed Deepfake Detection System as it highlights

the importance of data-driven learning.

[5] R. Durall et al. "Watch Your Up-Convolution:
CNN-Based Deepfake Detection", 2020.

This research focuses on detecting deepfakes by
analyzing artifacts created during image generation.
It highlights that deepfake images often contain
unnatural patterns due to the up-convolution process
used in generative models. The study demonstrates
that these artifacts can be used as reliable indicators
for detection and that convolutional neural networks
can effectively learn these patterns. This study is
directly relevant to the proposed system as it
emphasizes

identifying generation-based

inconsistencies to improve detection accuracy.

[6] J. Frank et al. ""Leveraging Frequency
Analysis for Deepfake Detection', 2020.

This paper proposes using frequency domain
analysis to detect deepfake content. It identifies
artifacts that are not visible in the spatial domain but
can be observed in the frequency spectrum of images.
The study demonstrates that analyzing frequency
components can effectively distinguish between real
and manipulated images. This study is highly
relevant as it introduces an alternative perspective for

detection that can enhance robustness.

[7] T. Karras, S. Laine, T. Aila. "A Style-Based
Generator Architecture for Generative

Adversarial Networks (StyleGAN)", 2019.

This research introduces StyleGAN, a highly
advanced generative adversarial network capable of
producing extremely realistic synthetic images,
particularly human faces. The model uses a style-
based architecture that allows precise control over

different aspects of image generation. The study
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highlights that as generative models become more
sophisticated, the visual quality of deepfakes
continues to improve, making traditional detection
methods less effective. This study is highly relevant
as it provides a deep understanding of how deepfake

content is generated.

[8] H. Khalid et al. '"Fake Image Detection Using
Deep Learning', 2021.

This research explores the use of deep
learning models, particularly Convolutional Neural
Networks (CNNs), for detecting fake images. The
study focuses on extracting discriminative features
from images to classify them as real or fake. It
demonstrates that deep learning models can
effectively identify manipulated images when trained
on high-quality datasets. This study is relevant as it
supports the use of CNN-based models for image

classification.

[9] P. Korshunov, S. Marcel. "DeepFake
Detection Using Audio-Visual Features', 2019.

This research explores the use of both audio
and visual features for detecting deepfakes. It
demonstrates that combining multiple modalities can
improve detection accuracy. The study highlights
that inconsistencies between audio and visual
components are strong indicators of fake content.
This

study is relevant as it suggests future

enhancements for multi-modal detection.

[10] K. Lee et al. "Real-Time Deepfake Detection
Using CNN and Image Processing Techniques',
2023.

This research focuses on developing a real-
time deepfake detection system using CNNs
combined with image preprocessing techniques. The

study emphasizes the importance of optimizing

models for speed and accuracy to ensure practical

usability. It demonstrates that preprocessing
techniques such as normalization, noise reduction,
and feature enhancement can significantly improve
model performance. This study is highly relevant as
it directly supports the implementation of real-time

detection in the proposed system.

ITI. EXISTING SYSTEM

The existing systems for detecting
manipulated multimedia content primarily rely on
traditional and manual verification approaches. In
most cases, users depend on human observation,
visual inspection, or basic editing detection tools to
identify whether an image or video is authentic or
fake. However, with the rapid advancement of
artificial intelligence, especially deep learning-based
generative models, deepfake content has become
highly realistic and difficult to detect through manual

inspection.

Several digital forensic tools have been
developed to identify manipulated content, but they
are often limited in scope and require technical
expertise to operate. These tools generally focus on
low-level 1mage inconsistencies such as pixel
variations, noise patterns, or metadata analysis,
which are insufficient for detecting modern
deepfakes generated using advanced techniques like
Generative  Adversarial ~ Networks  (GANS).
Additionally, most existing platforms lack real-time
processing cannot

capabilities and provide

immediate detection results.

Most available systems also lack integration
with intelligent machine learning algorithms that can
continuously learn and improve detection accuracy.

Traditional systems do not adapt to new deepfake
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techniques, making them obsolete as manipulation
technologies evolve. As a result, these systems fail to
provide a reliable, automated, and scalable solution
for deepfake detection, thereby increasing the risks
of misinformation, identity fraud, and digital security

threats.
IV. PROPOSED SYSTEM

The proposed system, Integrated Deepfake
Detection and Secure Artifact Analysis System, is
designed to overcome the limitations of existing
solutions by providing an automated, intelligent, and

scalable platform that combines deepfake detection

with software security analysis. The system
leverages advanced deep learning techniques,
particularly ~ Convolutional ~Neural Networks

(CNNs), which are highly effective in analyzing
visual data and identifying hidden patterns in images
and videos. It is capable of analyzing both spatial and
temporal features, enabling detection of inconsistencies in
facial expressions, texture patterns, pixel distribution, and

motion dynamics across video frames.

The core Al algorithm used in the system is
based on a CNN architecture, incorporating image
preprocessing  techniques such as resizing,
normalization, and noise reduction, followed by
convolution layers for feature extraction. The model
utilizes activation functions (ReLU), pooling layers,
batch normalization, and fully connected layers, with
Softmax or Sigmoid functions generating probability

scores to classify input media as real or fake.

In addition to media analysis, the system
integrates a secure ZIP analysis module that enables
users to upload compressed files containing source
code or application components. The uploaded ZIP

files are automatically extracted and processed

through a security pipeline. This pipeline performs
dependency analysis by identifying libraries and their
versions, followed by wvulnerability detection to
uncover known security risks and outdated packages.
It also includes compatibility checks to detect
deprecated APIs or version mismatches that may

affect system stability.

Based on the analysis, the system provides
intelligent upgrade recommendations, suggesting
secure and stable versions of libraries and
dependencies. Furthermore, instead of relying on
container-based deployment, the system generates a
deployment-ready script that includes necessary
upgrade commands and configuration steps, allowing
users to securely update and execute their

applications.

The application provides a user-friendly web
interface that allows users to upload images, audio,
videos, or ZIP files for analysis. Media inputs are
processed through the AI detection pipeline, while
ZIP files are handled by the security analysis module.
The system supports real-time detection and bulk
processing, delivering instant results. Outputs
include deepfake classification (Real/Fake) with
confidence scores, detailed vulnerability reports,
upgrade suggestions, and generated deployment
scripts. This integrated approach ensures both digital
content authenticity and software security within a

single platform.

V.IMPLEMENTATION
A) REACT.JS :
React.js is used to build the web-based dashboard,
which acts as the central control interface for the

system. It provides functionalities such as media

upload, ZIP file upload, Al-based detection, scan

© 2026, IJSREM | https://ijsrem.com

| Page 5


https://ijsrem.com/

Volume: 10 Issue: 04 | April - 2026

SJIF Rating: 8.659 ISSN: 2582-3930

¢h Ay

: e

@-ey International Journal of Scientific Research in Engineering and Management (IJSREM)
By ¢4

history, and analytics visualization. The component-
based architecture ensures modular UI design,
enabling scalability and maintainability. Additional
libraries such as Axios are used for API
communication, and charting tools are used for

visualizing confidence scores and scan metrics.
B) NODE.JS & EXPRESS.JS :

Node.js serves as the backend runtime environment,

handling API requests, business logic, and
communication between system modules. Express.js
is used to build RESTful APIs for user
authentication, media processing, ZIP file analysis,
report  generation, and case management.
Middleware such as Multer is used for handling file
including ZIP archives and

uploads, large

multimedia files
C) CUSTOM DETECTION ENGINE :

The detection engine is responsible for analyzing

multimedia inputs using multiple techniques:

Image Detection: Error Level Analysis (ELA),
Discrete Cosine Transform (DCT), and PRNU-based

noise analysis

Audio Detection: MFCC, Zero Crossing Rate
(ZCR), pitch, and formant analysis

Text Detection: NLP techniques such as perplexity,

burstiness, and Zipf’s law

Video Detection: Frame-by-frame temporal analysis

to detect inconsistencies

These techniques are integrated with machine

learning models (CNN-based) to generate

classification results with confidence scores.

D) SECURE ZIP ANALYSIS MODULE :

The system includes a dedicated module for
analyzing uploaded ZIP files containing source code

or software projects.

ZIP Extraction: ZIP files are processed using

parsing libraries and extracted in-memory

Dependency Analysis: The system scans files such
as package.json and requirements.txt to identify

libraries and versions

Vulnerability Detection: Dependencies are checked
against known vulnerability databases using external
APIs such as the OSV (Open Source Vulnerability)
API

Alias & Deprecated Package Detection: Identifies
renamed or insecure packages and suggests safer

alternatives

Compatibility Check: Detects outdated APIs and
version mismatches

E) UPGRADE &
ENGINE :

SCRIPT GENERATION

Based on the ZIP analysis, the system provides
automated upgrade recommendations. It suggests
secure versions of dependencies and generates a
deployment-ready  script containing upgrade
commands and configuration steps. This allows users
to easily patch vulnerabilities and run their

applications securely without manual intervention.
F) SQLITE DATABASE :

SQLite is used as the backend database to store user
credentials, authentication details, scan history, ZIP
audit results, and case records. It is lightweight,
suitable for local

efficient, and deployment

environments.
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G) JWT AUTHENTICATION :

JWT (JSON Web Token) is used for secure
authentication and session management. It ensures
that only authorized users can access system features

and APIs, maintaining data integrity and security.
H) PDF REPORT GENERATION :

PDFKit is used to generate detailed reports for both
deepfake detection and ZIP security analysis. These
reports include classification results, confidence
scores, vulnerability details, and recommended fixes.
The dashboard also provides analytical metrics such
as total scans, fake detection rates, and security risk

summaries.

VI. FLOW DIAGRAM
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The diagram illustrates the overall working flow of
the Deepfake Detection Web Application. The

process begins with User Login & Registration,

where users securely create an account and access the
platform. After logging in, they are directed to the
Dashboard Overview, which provides a centralized
interface to upload and manage different types of
data. The core functionality involves multiple
scanning modules: Image Scanning analyzes
uploaded images to detect manipulated content;
Audio Scanning processes sound inputs to identify
Text/Document

anomalies; Scanning examines

written  content for  inconsistencies; and
Video/Webcam Scanning evaluates live or recorded
video streams for authenticity. All inputs are sent to
the Al Processing & Detection component, where
advanced machine learning models analyze the data
and determine whether the content is real or fake.
Based on this analysis, the system provides a Result

Display and supports Report Generation.

VII. CONCLUSION AND FUTURE WORK

The Deepfake Detection Web Application
provides an advanced and intelligent solution for
identifying manipulated digital media across
multiple formats such as images, audio, video, and
text. By leveraging multiple detection methods such
as Error Level Analysis (ELA), DCT, PRNU for
images, MFCC and pitch analysis for audio, NLP
techniques for text, and frame-by-frame analysis for
videos, the system is capable of identifying
inconsistencies and hidden manipulation patterns
effectively. The real-time

platform  supports

processing, batch scanning, and live webcam
detection, making it versatile and suitable for various

real-world scenarios.

Future improvements include: integration of

advanced deep learning models such as transformers
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and GAN-based detectors; real-time large-scale

video processing using GPU acceleration;
multilingual text detection using advanced NLP
models; mobile application integration; cloud-based
Al model training for continuous learning; enhanced
forensic tools such as facial landmark tracking and
temporal API

video analysis; expansion for

integration with social media platforms; and

blockchain-based verification for tamper-proof

certificates.
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