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Abstract: In contemporary healthcare systems, 

digitizing medical records has become imperative 

to streamline and enhance patient care. This 

research paper explores the development and 

implementation of a website that integrates 

patients' medical records, aiming to provide a 

comprehensive and patient-centric approach to 

healthcare management. The platform seeks to 

facilitate seamless information exchange among 

healthcare providers, improve treatment decision-

making, and empower patients in managing their 

health. 

 

1. Introduction 

1.1 Background 

The developed application focuses on making 

electronic health records easier to store, and 

access, and the integration of the data is not 

compromised. It addresses a significant challenge 

that patients and hospitals commonly face when it 

comes to patient records. [1] The problems may 

include the inability to store or access the records, 

and the security and privacy of data. [2] These 

problems arise when the records are stored only 

on paper or different hospitals have different 

systems to store the records. [6] The application 

aims to provide both patients and hospitals with a 

common platform where everyone can access the 

records when needed and everything is stored 

accordingly. Additionally, it also aims to make the 

treatment, medication, and tests faster by saving 

the data and providing a clear summarization so 

that there is no further need to undergo tests that 

have already been done and recorded. [3] The 

application also stores previously undergone 

treatments and medications and their reactions so 

there is a record that contains any allergies that 

should be kept in mind. By integrating these 

functions, the applications aim to make the 

treatment, medication, storing, and accessing the 

records faster and in an efficient manner. 

Additionally, the awareness of the patient about 

their medical history is also given the same level 

of importance through this application. 

    

2. Literature Review 

   2.1 The Role of EHR in Healthcare 

There has been immense research done on the existing 

models of EHR and many methods are used to 

implement them. The impact of this research has 

proven to be of great value as these models have 

improved the pre-existing models. [1] Using the 

PDFM or privacy-free data fusion and mining has 

been proven to be beneficial when it comes to 

providing a health-service platform that is time-

efficient and a privacy-preserving platform. However, 

when it comes to fusing different privacy protection 

solutions and integrating different keywords of the 

same data, it does not perform well. [2] When we use 

the hybrid ontology method, it certainly eliminates 

heterogeneity in data which makes storing different 

records easier. The problem arises when the patient 

needs to either search or share the data, using hybrid 

ontology has proven to be inefficient. [3] The use of 

blockchain has become prominent in many industries 

but it has its limitations due to the lack of exploration 

or the interoperability and correction of any mistake. 

Using blockchain has proven to have high 
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implementation costs and the inability to focus on 

managing multiple databases at once. There is, 

however, very high security and more privacy when 

blockchain is used.  

 

   2.2 Challenges in Current EHR Systems 

The EHR systems have been evolving rapidly with 

new technology emerging, yet there is a difficulty in 

storing, accessing, and sharing all the records from one 

platform. There are issues when it comes to 

interoperability through the app when approaches like 

blockchain are used to store the data. Data security 

becomes inefficient when the data is not encrypted or 

any unsafe databases are used to store the data. The 

patient engagement becomes less efficient when the 

patient is required to do a lot of work when it comes to 

maintaining the records. The storing, handling, and 

management is not a good experience for the patient. 

3. Methodology 

   3.1 System Architecture 

Frontend Development:  The frontend is the user-

facing part of the application. We are using React to 

build interactive and user-friendly interfaces for 

healthcare providers to input and access patient data. 

Backend Development: The backend is responsible for 

processing requests, managing data, and executing 

business logic. We are using Python, along with the 

framework Flask for the backend. 

Database Management: Patient records, medical 

histories, and other healthcare data are stored in 

databases. We are using SQLite3 a file-based database 

system. 

APIs (Application Programming Interfaces): APIs 

enable communication between different components 

of the System. RESTful APIs are being used to 

facilitate data exchange between the frontend and 

backend. For our application to run efficiently, we 

created our APIs using Flask REST APIs.  

The HospitalData and UserData APIs are used for the 

hospital login and user login respectively. The 

Register Api is for the signing up of new users. The 

Udata is the API responsible for the patient easily 

filling up the general form. The Upload API aims to 

make the uploading of the records easy. The Retrieve 

and RetrieveP are the APIs that are responsible for 

fetching the records from the database. The download 

and downloadp APIs are used to make the 

downloading of the files efficient. Summary and 

Summaryid are the two APIs that retrieve the summary 

of the patient record from the database and display it. 

Security Mechanisms: Robust authentication 

(verifying user identity) and authorization 

(determining user access levels) are crucial for 

protecting patient data. We are employing Flask 

Security too for security. 

Data Security and Compliance: Encryption techniques 

like AES, 3DES are used in the current system to 

secure the medical reports of the patients in the 

database. 

 

   

 3.2 Data Security and Privacy Measures 

Encryption: 

AES and 3DES: These are robust symmetric 

encryption algorithms. Use them to encrypt medical 

records both during transmission and when stored in 

the database. AES is widely adopted for its strength 

and efficiency, while 3DES, although less common 

today, may still be used in certain legacy systems. 

 

Key Management:  

Safeguard encryption keys, as they are crucial for 

decrypting data. Utilize secure key storage 

mechanisms and consider hardware security modules 

(HSMs) to protect keys from unauthorized access. 
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   3.3 Algorithms Used 

AES: The Advanced Encryption Standard (AES) is a 

widely adopted symmetric key algorithm that operates 

on fixed-size blocks of 128 bits. It supports key sizes 

of 128, 192, and 256 bits, with the number of rounds 

varying accordingly (10 rounds for 128-bit keys, 12 

for 192, and 14 for 256). Employing a Substitution-

Permutation Network (SPN) structure, AES 

incorporates key expansion to generate unique round 

keys and utilizes operations such as byte substitution, 

shift rows, mix columns, and add round key in each 

round. The algorithm employs principles of diffusion 

and confusion for enhanced security, ensuring that 

changes in one bit of the plaintext have a widespread 

impact on the ciphertext, and the relationship between 

the key and ciphertext is intricate. As of my last 

knowledge update in January 2022, AES is considered 

highly secure and is extensively used for encrypting 

data in various applications, including securing 

internet communications and protecting sensitive 

information. It is important to stay informed about the 

latest developments in cryptographic standards to 

ensure the continued effectiveness of security 

measures. 

 

3DES: 3DES also known as Triple Data Encryption 

Algorithm (TDEA), is a symmetric key block cipher 

designed to enhance the security of the original Data 

Encryption Standard (DES). In 3DES, the DES 

algorithm is applied three times consecutively in a 

process known as Encrypt, Decrypt, Encrypt (EDE). It 

operates on fixed-size blocks of 64 bits and offers 

three keying options: 2TDEA (Double DES), which 

employs two different keys for encryption, decryption, 

and encryption; and 3TDEA (Triple DES), which 

utilizes three different keys for the three passes. The 

key size options include 56, 112, or 168 bits, achieved 

by using three 56-bit DES keys. While 3DES has been 

widely used for its increased security over the original 

DES, its usage has diminished with the advent of more 

modern and efficient symmetric key algorithms, such 

as AES. Despite its enhanced security, 3DES is 

relatively slow compared to contemporary encryption 

algorithms, prompting consideration of newer options 

for applications requiring robust security measures. 

It's essential to stay informed about evolving 

cryptographic standards and make informed choices 

based on the latest advancements in encryption 

technology. 

 

3.4 Sample Data 

 

 

 

The above figure displays how the encryption 

algorithms play a role and encrypt the data, 

safeguarding it from any intruders. The decompressed 

and decrypted data can only be accessed by the 

authorized users. 

 

The above figure displays how the decryption works 

and only authorized users will be able to access and 

download the decrypted file as well as the summary of 

the decrypted file will be displayed next to it. 

 

4. Results and Evaluation 
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Fillform.js- This file contains the UI definition of the 

page where the patient will have to fill in their general 

details as they login for the first time. The general 

details consist of the patient's full name, Emergency 

contacts, Age, Gender, Height, Weight, and blood 

group. These details can be accessed by the hospital in 

cases of emergency and the treatment can be done 

faster. 

 

 

 

AccessRecords.js - This page contains access to the 

patient records. Once the hospital gives the Aadhar 

number of the patient whose records they want to 

access, the records are available to view, and 

download, and the summary of it is also available. This 

helps the hospital to view the patient history of 

medical records. All the data is encrypted so that no 

other parties can access it but it is decrypted to the 

hospital when they need to access it. 

 

 

 

UploadFiles.js - This page contains access to the 

patient records by their Aadhar number. They can add 

the medical records of the patient who is diagnosed in 

their hospital. This gets stored in the SQLite database 

to be accessed by both the hospital and the patient. 

 

5. Conclusion 

 

In concluding the implementation of strategies for 

ensuring patient medical records' confidentiality and 

integrity, key achievements include deploying robust 

encryption algorithms (AES, 3DES) at database and 

transit levels, enhancing overall security. The project 

aligns with healthcare data protection regulations 

(HIPAA, GDPR), conducting regular risk 

assessments. Thorough data classification, strict 

access controls, and a robust key management system 

ensure data security. Effective incident response, real-

time monitoring, and user training address security 

incidents and human-related risks. Regular security 

audits and communication with stakeholders maintain 

resilience against evolving cybersecurity challenges. 

The successful implementation establishes trust in 

medical records' secure management, emphasizing 

ongoing vigilance in the evolving healthcare 

landscape. 
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