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Abstract :

The improvement of vision-based artificial intelligence, the rise of the Internet of Things connected cameras, and the
increasing common need for rapid security, the demand for exact real-time intelligent surveillance has never been
higher. For a human it is very difficult to monitor surveillance videos continually, so a smart and intelligent system
is essential that can do real time monitoring of all activities and can categories between usual and some unusual
activities. This paper aims to transform the surveillance landscape, to bring more effective, intelligent, and equitable
security to the field, resulting in safer and more protected communities without requiring people to compromise
their right to privacy.

Keys—Surveillance, artificial intelligence, IOT, computer vision, application, real-world, real-time, edge,

> Key Features of the system are:

X8 Real-time monitoring.

X8 Automatic threat detection

X8 Behavior analysis

X Integration with existing systems

X8 With machine learning algorithm depend on condition call on emergencyno. 112
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MOTIVATION :

Intelligent Surveillance systems for suspicious activity revealing are very important to prevent theft cases,
explosive attacks, Fire at sensitive areas, fights, accidents on roads,etc.

The image copyright remains with original creator.

This smart and intelligent video surveillance system can protect these sensitive areas from suspicious activities:

1. Airports: Airports are one of the most sensitive areas of any country. If a real time check through
video surveillance is done then safety of passengers, airport will increase.

2. In College and University Campus: These smart and intelligent systems can be placed in college and
university campus to prevent fight and for the safety of resources.

3. Railway, Bus Stations: Railway and Bus stations are targeted by terrorist of acts. With the help of
smart video surveillance system, railway stations, bus stands, parking area can be monitored and activities can
be detected at real time.

4, Banks: Banking sector need more security as anyone with arms can conduct robbery. If an intelligent
surveillance system is installed then police can beinformed on time and robbery can be stopped or prevented on
time.

5. Hospitals: In hospitals doctors can monitor patients remotely with this. In case of elderly patients
falling, vomiting, fainting or occurrence of any other abnormalactivity can be informed on real time to doctors.
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LITERATURE REVIEW

We observe that deep learning is being applied for surveillance purpose and opening new research prospects
in an area which does not have been significantchanges during last many years. We also found that new vast
datasets are being produced to solve issues regarding security.

It is focused on autonomous surveillance, gathering in a single document the technical innovations about
surveillance systems, their applications and central components.
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PROBLEM FORMULATION

Issues And Challenges Faced :
Some issuesand challenges are:

Processing at Real Time: The most Difficult task is to develop a real time system. Sometimes video with
complex background takes more time in processing and tracking of object may take time.

Changes Due To Lighting: Nature is quiet volatile, sometimes illumination occurs due to change in weather,
it can also occur during day-night change. And Illuminationin video can be a challenge for video analysis.

Object Shadow: Shadow of an object can create problem while tracking an object and can change the
appearance of that object.

Noise in Video: Noise can also act as a problem in video analysis. Noise can be of any kind like rain, dust,
waving created by branches of tree.

Huge Crowd: Object detection from a huge crowd is very difficult. In more crowded areas detection of
violence, slapping, theft, hitting is very difficult task.

Blurred Objects: It is very difficult to find features of Blurred Objects and its get very difficult to recognize.

Poor Resolution: If the resolution is not good then it becomes very difficult to detect foreground objects from
videos. It becomes difficult to classify the objects as boundaries of the object are not very clear.

OBJECTIVES:

O Improved situational awareness

0 Effective incident management

O Object recognition and behavior analysis

1. Subtraction of background: It is very important to focus the object by detecting the changes in
the sequence of frames. For this one of the powerful mechanisms is subtraction of background.

2. Detection of Object: Object detection is one of the most important tasks. It can be done through
tracking or non-tracking based approaches.

3. Extraction of features: Feature extraction of objects like shape and motionis done to through
different algorithms to identify objects. These feature vectors are then passed to classifiers as input.

4, Classification of Object: This is done to classify objects of videos. For classification of objects
different algorithms can be used like SVM, Face Recognition.

5. Analysis of Object: After Object recognition analysis of object activity is conducted. These are
then compared with different threshold values
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METHODOLOGY/ PLANNING OF WORK

0 3D video Analytics
[ Use YOLO (you look only once) and advance CNN algorithm.

O Use advance alarm system

0 Machine learning Algorithms
a Advance Sensors

\ The image copyright remains with original creator.

This framework will work for abandoned objects, theft incidents, fire, falling of ahuman, illegal parking, violence
detection.

These are the steps for recognition of suspicious acts along with different algorithms andapproaches to improve

the Security.

1. Foreground Obiject Detection : Extraction of foreground object is a very important step. It is an
initial step for detection of suspicious activities. Subtraction of background is performed to detect the changes
in the frames and todo the extraction of foreground object. Moving objects in a video are considered as
foreground objects and static objects are considered as video background. For detection of moving object any
of the two methods can be followed — (i)Background modeling

(ii). Change detection

2. Object Tracking: Tracking of Object is also a difficult task in computer vision field. For object
tracking a trajectory is created over time by tracing the position of object in sequential frames. Object
representations that are used for tracking object are object contours, geometric shapes, points, articulates
etc. Noise, complex shapes of objects, partial occlusion of objects sometimes createproblems in tracking of
objects.

3. Extraction of Features: It is very important to select appropriate features forautomatic detection
of suspicious activities from videos

4, Classification of Activities: After extracting moving and static foreground objects, the classification
of object is implemented to classify between normal and abnormal behavior. For classification several
researchers have used differentmethods like Support Vector Mechanism, K-NN, YOLO ,Neural Network, and
Multi- SVM.

© 2024, IJSREM | www.ijsrem.com DOI: 10.55041/IJSREM31165 | Page 9


http://www.ijsrem.com/

i

3
IJSREM
%"‘ International Journal of Scientific Research in Engineering and Management (IJSREM)

a Volume: 08 Issue: 04 | April - 2024 SJIF Rating: 8.448 ISSN: 2582-3930
5. Data Sets and Evaluation Measures
I Dataset Violence detection dataset mainly consists of four types of video sequences of fight

scenes. In some videos people meet, fight and run away. In other videos two or three people meet, fight and

then one fell down and secondperson runs away. This can also possible that people meet, fight and then
chaseby running behind each other.

For this kaggle dataset can be used. In these data sets realistic action videos have been collected from online
video store spaces like YouTube. For traffic MIT traffic dataset is available and for parking I-LIDS parking
dataset alsoprovides sequence of videos of illegal parking.

1. Evaluation Measures Evaluation of Intelligent video surveillance system for checking
performance for different activities like theft, violence detection, illegal parking, accident, fall detection, fire
detection is one of the most important tasks. Many quantitative accuracy test measures have been used by
researches like:

Recognition Accuracy: For recognition accuracy of different activities measureslike:

Accuracy(%) = (TP+TN)

(TP+TV+FP+FN)

Here TP represents True positive which means suspicious activity detection assuspicious by classifier.

TN represents True negative means non suspicious activity detections as non- suspicious. F? represents false
positive means classification of non- suspicious assuspicious.

FN represents false negative which means suspicious as non-suspicious. Precision,Recall are used as experimental
evaluators. In which Precision represents True alarms % and Recall represents detected event %.

Recall (%) = (™)
(TP+FY)

Precision (%) =
(M) (TP+FP)

6. Proposed Framework For Violence Detection In the proposed model similarity between violence
activities to normal action is exploited to train a large UAM which move around attributes across all actions.
Universal Attribute Model(UAM). UAM is not dependent on labeled violence videos for training.
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FACILITIES REQUIRED FOR PROPOSED WORK

[ CCTV CAMERA

U SMOKE SENSOR

O MACHINE LEARNING ALGORITHMS
U PYTHON PROGRAMMING

0 ALARAM

0 Python: Language in which code is written

O CMake: For compiling openCV
O Visual Studio Code: For building openCV and darknet code

N Nvidia GPU Driver: For faster GPU performance

N CUDA: For parallel computing using GPU

N CuDNN: A GPU-accelerated library of primitives for deep neuralnetworks
0 OpenCV: For working on images/videos in python

[ Darknet: Neural network framework for YOLO
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