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ABSTRACT

The proliferation of Internet of Things (IoT) devices in small-
scale environments—such as smart homes, small offices, and
clinic  setups—has  introduced  significant  security
vulnerabilities, particularly to Denial of Service (DoS) and
Distributed Denial of Service (DDoS) attacks. Traditional
intrusion detection systems remain impractical for these
settings due to their high computational overhead, cost, and
complexity. This paper presents a comprehensive framework
for intelligent, lightweight, real-time DoS/DDoS attack
detection coupled with an IoT-based alerting mechanism,
specifically designed for resource-constrained, small-scale
network environments. The framework synthesizes recent
advances in lightweight machine learning architectures—
including Modified Gated Recurrent Units (MGRU), hybrid
LSTM-CNN models, and TinyML-optimized classifiers—with
distributed collaborative intelligence for threat validation. We
evaluate the across multiple
dimensions: detection accuracy (96-100%), response time (1-
125 ms), memory footprint (§2KB-2.05GB depending on node
type), and computational efficiency. The proposed architecture
achieves 99%+ detection accuracy for known attack vectors

framework's performance

while operating within the strict resource limits of ESP32-class
devices and Raspberry Pi-based edge coordinators.
Additionally, we present a tiered alerting mechanism that
leverages low-cost IoT components (MQTT brokers, OLED
displays, LED indicators) to provide real-time network status
visualization. Performance evaluation demonstrates that the
framework reduces CPU utilization by 77% and memory
consumption by 92% compared to centralized alternatives, with
implementation costs under €200—making enterprise-grade
security accessible to small-scale deployments.

Keywords: DDoS Detection, IoT Security, Lightweight
Machine Learning, TinyML, Real-Time Alerting, Small-Scale
Networks, Edge Computing, Intrusion Detection System

1. INTRODUCTION

The rapid democratization of IoT technology has transformed
small-scale environments—homes, small  businesses,
healthcare clinics, and educational institutions—into digitally
connected ecosystems. Projections indicate that by 2025, there
will be over 27 billion connected IoT devices globally, with a
substantial portion deployed in non-enterprise settings. These
environments typically operate with limited IT budgets,
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minimal security expertise, and commodity hardware, making
them attractive targets for cyber adversaries.

G- (=) {t=2)-- _
L —L) .
| (8] B omens— - %
-
- ‘ - >
b 2 Insece & ,'_S Covmnand -
(thy a 2 oy
sichts Seovey
[A): DoS attack (E5): DDOS attack
L =R (¥ foT abjects — Communicaton link 0 Arackar
WD () 5 maious foT device - Threatened commumicanon Amk

Figure 1: Exponential growth of IoT devices in small-scale
environments, showing the increasing attack surface for
DoS/DDoS threats

The security landscape for these environments is particularly
concerning. Small-scale networks often lack dedicated security
personnel, operate with consumer-grade routers, and cannot
accommodate the computational overhead of traditional
Intrusion Detection Systems (IDS) like Snort or Suricata.
Recent studies indicate that small businesses experience attack
rates comparable to large enterprises but suffer
disproportionately higher financial impacts due to limited
recovery resources.
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Figure 2: Comparative analysis showing that while attack
vectors differ, small-scale networks face unique vulnerabilities
due to resource constraints

DoS and DDoS attacks pose existential threats to these
environments. Unlike data breaches that may go undetected,
DoS attacks directly impact operational continuity—a small e-
commerce site losing connectivity during peak hours, a smart
clinic unable to access patient records, or a remote learning
platform rendered inaccessible. The rise of IoT botnets has
further democratized attack capabilities, enabling adversaries
to launch sophisticated attacks using compromised devices.
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Figure 3: Real-world impact of DDoS attacks on small
business operations, showing revenue loss and recovery time

1.1 Research Problem

Traditional IDS solutions operate on a fundamental
assumption: abundant computational resources. Snort, for
instance, requires significant CPU and memory allocation,
making it unsuitable for deployment on resource-constrained
devices small-scale networks. Cloud-based
detection introduces latency and privacy concerns, while

signature-based approaches cannot detect zero-day attacks.
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Figure 4: The resource gap between traditional IDS

requirements and available hardware in small-scale

environments

The challenge, therefore, lies in developing detection

mechanisms that:

1. Operate within the computational constraints of low-power
IoT devices

2. Achieve real-time detection with minimal latency

3. Provide accurate classification of both known and novel
attack patterns

4. Integrate affordable alerting mechanisms accessible to non-
technical users

5. Enable collaborative threat intelligence without centralized
infrastructure
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1.2 Research Contributions
This paper makes the following contributions:

1. Comprehensive Framework Design: A three-tier architecture
combining edge-based lightweight detection, fog-layer
collaborative validation, and IoT-based alerting mechanisms
specifically optimized for small-scale deployments.

2. Algorithmic Innovations: Evaluation of multiple lightweight
ML architectures including MGRU (achieving 96.3% accuracy
with 98.5% reduction in parameters), hybrid LSTM-CNN
models (99.2% accuracy with 45ms inference time), and
TinyML-optimized classifiers suitable for ESP32-class devices.

3. Performance Benchmarking: Extensive evaluation across
detection accuracy, response latency, resource utilization, and
scalability metrics using the CICIDS2017 and CICDDo0S2019

datasets.
4.  Practical  Implementation: = Complete  reference
implementation with component specifications, network

topology, and cost analysis (under €200) enabling immediate
deployment.

5. Alerting Framework: Novel multi-modal alerting system
combining visual (OLED, LED), audible (buzzer), and digital
(MQTT, email) notifications with severity-based escalation.

2. LITERATURE REVIEW AND RELATED
WORK

2.1 Evolution of DDoS Detection in IoT Environments

The evolution of DDoS detection for IoT environments has
progressed through several distinct phases, each addressing
emerging challenges while introducing new limitations.

Figure 5: Chronological evolution showing the progression
from signature-based to intelligent lightweight approaches

Table 1: Comparative Analysis of DDoS Detection Approaches
for IoT Environments
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2.2 Lightweight Machine Learning Architectures

Recent advances in model compression and efficient neural
architectures have enabled sophisticated detection on resource-
constrained devices.
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Figure 6: Architectural comparison showing parameter
reduction techniques in lightweight variants
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Table 2: Performance Comparison of Lightweight ML Models
for IoT DDoS Detection

Model Param || Inferenc||Accurac SFc {)-r Energ
s(M) | e(ms) || y(%) e y (mJ)
Standard 0.98
LSTM 2.45 187 98.7 5 245
GRU 1.82 143 97.9 2'97 189
MGRU ||0.28 45 96.3 (2)'96 67
CNN 1.21 92 95.8 (6)-95 123
LSTM- 0.99
CNN 1.98 125 99.2 ) 201
LightGB 0.94
.1 12 4. 2
M 0.15 94.5 4 8
0.92
TinyML {0.08 8 92.8 79 15
Decision 0.02 ) %73 0.87 5
Tree 1
Random ), ¢ g 031 | |52
Forest 0
XGBoost {|0.22 21 94.2 (1)'94 38
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Figure 7: Multi-modal IoT-based alerting architecture showing
component integration

2.4 Research Gaps Identified

Despite significant advances in both detection and alerting
technologies, critical gaps remain that our framework
addresses.

3. PROPOSED FRAMEWORK ARCHITECTURE
3.1 High-Level Architecture Overview

The proposed Intelligent Lightweight Real-Time DoS/DDoS
Detection Framework adopts a three-tier hierarchical
architecture that balances computational efficiency, detection
accuracy, and real-time responsiveness while operating within
the constraints of small-scale network environments.

Three Tier architecture

Internet

Presentation
[wiab server]

Application Database

Figure 8: Comprehensive framework architecture showing data
flow and component interactions across all three tiers

Table 3: Framework Tier Specifications and Responsibilities

2.3 Existing Alerting Mechanisms

Alerting in small-scale environments requires accessibility,
affordability, and intuitive user interfaces.
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3.2 Tier 1: Edge-Based Lightweight Detection Layer

The Edge Detection Layer forms the foundation of the
framework, comprising strategically placed sensor nodes that
monitor network traffic segments in real-time.

::}m 3
bj@’
2@
e

& bt % o
. I

Figure 9: Detailed internal architecture of an edge detection
node showing hardware and software components

Table 4: Edge Detection Node Hardware Specifications and
Selection Rationale
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3.3 Feature Extraction and Selection

Effective feature extraction is critical for lightweight detection,

balancing classification accuracy with computational
efficiency.
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Figure 10: Complete feature extraction pipeline showing
transformation from raw packets to processed features

3.4 Lightweight Detection Algorithms

The framework employs multiple lightweight ML algorithms
optimized for resource-constrained deployment.
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Figure 11: Modified Gated Recurrent Unit (MGRU)

architecture showing simplified gate structure for reduced

. . Complex
Alternative Raspberry Pi 1518 1.5— model computation
SBC Zero 2 W 25w |00
processing 3.5 Tier 2: Fog-Based Collaborative Detection

Network ENC28J60 15 |loow Wired packet The Fog Coordination Layer enables collaborative intelligence
Interface Ethernet ) monitoring across multiple edge nodes while maintaining low latency.
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Figure 12: Fog layer architecture showing edge node
coordination and collective decision-making

3.6 Collaborative Consensus Mechanism

The framework employs a weighted voting mechanism for
attack validation across multiple edge nodes.

4. IMPLEMENTATION AND DEPLOYMENT

4.1 Hardware Implementation

The framework utilizes

available,

implementation commercially
low-cost components suitable for small-scale
environments.

PARTS OF ACOMPUTER

Figure 13: Photograph of complete hardware implementation
showing all components integrated

4.2 Software Stack Implementation

The software architecture integrates multiple open-source
components optimized for embedded and edge deployment.
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Figure 14: Layered software architecture showing component
interactions and data flow

4.3 Network Topology and Deployment

The framework deployment follows a strategic network
topology optimized for comprehensive monitoring.
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Figure 15: Physical network topology showing optimal
placement of detection nodes across network segments
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5. PERFORMANCE EVALUATION
5.1 Experimental Setup

The framework was evaluated using both synthetic and real-
world traffic scenarios.
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Figure 16: Laboratory testbed setup showing attack generation,
monitoring, and evaluation infrastructure
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Table 5: Testbed Hardware and Software Configuration Dataset Samples ||Size Attack Types
uantit ~
Category | System Q Role CICDD0S2019  [[12M+ |[24GB  |[Reflection DDoS
y
UNSW-NBI15 2.54M |2.8GB ||[Fuzzers, DoS
HP DDoS generation
Attack . N Custom IoT
Source ProDesk |3 (hping3, LOIC, (2024) 1.5M 3.2GB |[Mirai, Bashlite
600 G4 HOIC)
Total 19.37M+|(36.7GB+{|—
Dell
Botnet Large-scale attack
Simulator PowerEdg|l simulation
u u
e R720 .
5.3 Detection Performance
Ci Algorithm Accuracy|F1-Score
1SCO .
Network 3G350-28111 Traffic mirroring
Control . & NetFlow MGRU 96.8%  110.967
Switch
LSTM-CNN Hybrid||99.1% 0.990
Raspberry
HTTP/HTTP
?eb t Pi 4 1 / S TinyML 93.8%  ]/0.937
arge server
8 (4GB)
LightGBM 95.4% 0.953
[oT device
IoT Targets|[ESP32 10 nulati
simulation ROC curves confirm high separability across attack classes.
Raspbe 5.4 Resource Utilization (Edge Devices
Database pi 4p Ty | MySQL/PostgreS (Fde ) —
. attery
Target (8GB) QL server Platform||Algorithm ||CPU |Power (5000mAh)
DNS Raspbe 42— 0.6~ _
) POEIIy ) DNS server ESP32 |MGRU sg%  [osw |[03783M
Target Pi 3B+
. 28— 0.5-
., . |Dell ESP32 |TinyML 83-100h
Monitoring . . 33% - |0.6W
Node Optiplex |1 Traffic analysis
7050 . 45— 0.4—
ESP8266 || TinyML 60% 0.5W 100-125h
Performanc||Raspbe )
e Monitor ||Pi 4p - ! Resource tracking RPi 4 LSTM- 15 45— N/A
' lenN 2% |)5.5W
Packet capture
Storage  |4TB NAS |1 P
dataset storage Lightweight models enable multi-day battery-powered
deployment.
5.2 Dataset Summary 5.5 Latency Summary
Dataset Samples ||Size Attack Types Platform||[Edge Latency||With Fog
CICIDS2017 bsaM  |5.6GB DoS, DDoS, Brute ESP32 ||16-71ms 33-125ms
Force
RPi Zero ||9-38ms 24—68ms
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Platform||Edge Latency

With Fog

RPi 4 3.8-18.3ms

10.8-33.3ms

End-to-end detection remains under 125ms even with fog

coordination.

5.6 Scalability

Devices |[Accuracy

Response Time

10-25 ||97-98.5%

28-45ms

76—150 |(98.2-99.1%

45-82ms

151-250||97.8-99.0%

58-115ms

Accuracy remains stable as network size increases.

5.7 Comparison with Existing IDS

6.2 Limitations & Mitigation

Limitation

Mitigation

Encrypted traffic

Flow-based analysis

Model drift

Periodic retraining

Scalability ceiling

Hierarchical fog

False negatives

Ensemble models

6.3 Cost—Benefit (5 Years)

Total Cost: €717

Total Benefit: €51,000

Net Benefit: €50,283

ROI: ~7000%

7. CONCLUSION

7.1 Major Contributions

Contribution

Impact

96-100% Accuracy

+7—15% vs traditional IDS

1-125ms Response

60-80% faster

Metric Proposed||Snort Suricata
Accuracy 96-100% (|85-92% ||88—94%
False Positive |[0.5-3.5%|5-12% |[4-10%
Zero-Day 78% 0% 0%

CPU Usage 15-35% |(|45-80% |[40-75%
Hardware Cost|[€150-300(|€500+  |[€800+
Power 2—-15W  [|50-200W||50-250W

€258-306 Cost

90%+ cheaper

78% Zero-Day Detection||Significant improvement

The proposed system significantly reduces cost, power, and
resource usage.

6. DISCUSSION

6.1 Key Findings

96—-100% detection accuracy

Up to 92% memory reduction

Sub-125ms response time

78% zero-day detection

Edge deployment feasible on €30 hardware

7.2 Future Work

Federated learning integration
Encrypted traffic analysis
Explainable Al

5G adaptation

Final Remark

This framework proves that enterprise-level DDoS protection
can be achieved on low-cost IoT hardware, delivering high
accuracy, low latency, and exceptional return on investment
while enabling practical cybersecurity democratization.

© 2026, [JSREM

| https:

ijsrem.com

DOI: 10.55041/IJSREM57006 |  Page8


https://ijsrem.com/

e A
¢ TISREM 3!

Volume: 10 Issue: 02 | Feb - 2026

eseurna International Journal of Scientific Research in Engineering and Management (IJSREM)

Tl

SJIF Rating: 8.659 ISSN: 2582-3930

ACKNOWLEDGMENT

We thank Prof. Shital S. Patil for her guidance and SVIT
Nashik for infrastructure support.

REFERENCES

[1] B. Krebs, “2023 DDoS Attack Trends and Analysis,” Krebs
on Security,

2023.

[2] Cloudflare, “DDoS Attack Trends Report Q4 2023,”
Cloudflare Research,

2023.

[3] Akamai Technologies, “State of the Internet: Security
Report 2023,

Akamai Technologies, 2023.

[4] Imperva, “DDoS Threat Landscape Report 2023,” Imperva
Research

Labs, 2023.

[5] Verizon, “Data Breach Investigations Report 2023,”
Verizon Enterprise

Solutions, 2023.

[6] Gartner, “Market Guide for Network Detection and
Response Solutions,”

Gartner Research, 2023.

[7] NIST, “Guide to Intrusion Detection and Prevention
Systems,” NIST

Special Publication 800-94, 2023.

[8] IEEE, “Machine Learning for Network Security: A
Survey,” IEEE

Communications Surveys & Tutorials, 2023.

[9] ACM, “Real-Time DDoS Detection Using Deep Learning,”
ACM Computing

Surveys, 2023.

[10] Springer, “IoT Security and Privacy in the Age of 5G,”
Journal of

Cybersecurity, 2023.

[11] M. Sohail et al., “Deep Learning Based Multi Pose Human
Face

Matching System,” IEEE Access, vol. 12, pp. 2604626054,
2024.

[12] J. Redmon et al., “You Only Look Once: Unified, Real-
Time Object

Detection,” CVPR, 2016.
[13] Ultralytics, “YOLOVS,” GitHub, 2020.

[14] Y. Taigman et al., “DeepFace: Closing the Gap to Human-
Level Performance,”

CVPR, 2014.

[15] F. Schroff et al., “FaceNet: A Unified Embedding for Face
Recognition,”

CVPR, 2015.

[16] A. Sharma et al., “Raspberry Pi Based Smart Door Lock
Using Face

Recognition,” IEEE ICACCI, 2021.

[17] M. Narejo et al., “YOLOV3 for Weapon Detection,” IEEE
SMC, 2021.

© 2026, IJSREM | https://ijsrem.com

DOI: 10.55041/IJSREM57006 |

Page 9


https://ijsrem.com/

