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Abstract

The rapid advancement of internet technologies, cloud
computing, and Internet of Things (IoT) devices has led
to a significant increase in the volume and complexity of
network traffic. As digital systems become more
interconnected, they also become more vulnerable to
various forms of cyberattacks. Malicious activities such
as denial-of-service attacks, probing attempts, and
unauthorized access have become increasingly
sophisticated, posing serious threats to modern network
infrastructures.  Conventional  network  security
mechanisms, including firewalls and signature-based
intrusion detection systems (IDS), are primarily designed
to detect known attack patterns and therefore struggle to
identify new or evolving attack strategies.

Traditional security solutions often rely on predefined
rules or signatures, which limits their ability to respond
effectively to previously unseen threats. As attackers
continuously modify their techniques to evade detection,
there is a growing need for intelligent security systems
capable of identifying abnormal patterns in network
traffic. Anomaly-based intrusion detection systems
address this challenge by employing data-driven
approaches that learn the characteristics of normal and
malicious network behavior directly from historical data.
By analyzing traffic patterns at the connection level,
machine learning models can identify unusual deviations
that may indicate potential intrusions, even in the absence
of known attack signatures.

1.INTRODUCTION

The rapid expansion of cloud computing, online
applications, and Internet of Things (IoT) devices has
significantly increased the complexity and volume of
network traffic, creating more opportunities for
cyberattacks. Traditional security mechanisms such as
firewalls and signature-based intrusion detection systems
are limited in detecting new or unknown attack patterns.
As a result, intelligent security solutions are required to
detect abnormal network behavior.

Anomaly-based intrusion detection systems use machine
learning techniques to learn patterns of normal and
malicious network activities from historical data. By
analyzing traffic characteristics, these systems can
identify suspicious deviations even when no predefined
attack signature exists. In this work, the KDD Cup 1999
dataset is used as a benchmark dataset containing labeled
records of normal and attack network connections.

The objective of this study is to develop an efficient
machine learning-based intrusion detection
capable of accurately classifying network traffic. Several
algorithms including Decision Tree, Random Forest, and
CatBoost are evaluated to determine the best-performing
model. Experimental results indicate that CatBoost
provides superior classification accuracy.

system

To demonstrate practical implementation, the trained
model is integrated into a Flask-based web application
that enables secure login, real-time anomaly prediction,
and visualization of model performance. The proposed
system provides an effective solution for improving
in modern network

network intrusion detection

environments.

2. LITERATURE REVIEW

Intrusion detection has been extensively studied using
traditional machine learning techniques such as Decision
Trees, Support Vector Machines (SVM), k-Nearest
Neighbors (KNN), and other ensemble methods. Early
studies conducted on benchmark datasets such as KDD
Cup 1999 and NSL-KDD demonstrated that tree-based
algorithms could achieve satisfactory classification
accuracy for identifying malicious network activities.
However, their performance often declined when dealing
with highly imbalanced attack distributions or dynamic
network environments. Researchers also emphasized that
effective preprocessing and feature engineering were
essential to improve the performance of these models.
With the advancement of deep learning, several studies
have proposed neural network-based intrusion detection

systems. Hybrid architectures that combine Convolutional
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Neural Networks (CNN) and Recurrent Neural Networks
(RNN), including models such as BiLSTM, have been
used to capture both spatial and temporal patterns in
network traffic. These deep learning models have
achieved high detection rates on datasets such as KDD
Cup 1999, UNSW-NBI15, and CIC-IDS2017. Despite
their strong performance, such models typically require
significant computational resources and careful
hyperparameter tuning.

Recent research has increasingly focused on gradient
boosting and ensemble learning techniques for intrusion
detection. Algorithms such as XGBoost, LightGBM, and
CatBoost have demonstrated strong performance on
tabular network traffic data. These models effectively
handle mixed numerical and categorical features and often
outperform many traditional classifiers. In particular, the
CatBoost algorithm provides advantages such as ordered
boosting and native handling of categorical attributes,
which help reduce overfitting and minimize preprocessing
requirements. As a result, CatBoost has become a
promising approach for building efficient and scalable
machine learning-based intrusion detection systems.

3. RELATED WORK

Several studies have investigated the application of
CatBoost and other ensemble learning techniques for
intrusion detection systems. Researchers have applied
CatBoost for both binary and multi-class intrusion
derived from KDD-based
benchmarks. These studies reported high classification
accuracies ranging from approximately 99% to 99.9%,

detection using datasets

highlighting CatBoost’s capability to effectively handle
categorical features such as protocol type and network
services without requiring extensive encoding.

More recent research has evaluated CatBoost using
modern intrusion detection datasets such as CIC-IDS2017
and CSE-CIC-IDS2018. By optimizing parameters such
as tree depth, learning rate, and the number of estimators,
these models achieved strong detection performance,
particularly for attacks such as DoS and DDoS.
Experimental results from these works demonstrate that
CatBoost performs effectively in high-dimensional and
imbalanced datasets and often outperforms traditional
algorithms like Random Forest and standard Gradient
Boosting methods.

Furthermore, studies conducted in IoT and wireless
network environments have compared various ensemble
learning approaches for intrusion detection. These works
suggest that CatBoost, when combined with appropriate
feature selection techniques, provides a balanced trade-off
between detection accuracy, computational efficiency,

and model interpretability. Motivated by these findings,
the present study adopts CatBoost as the primary classifier
while also comparing its performance with baseline
models such as Decision Tree and Random Forest.

4. PROPOSED METHODOLOGY

The proposed system implements a complete pipeline for
anomaly-based intrusion detection, beginning with raw
network traffic data and ending with a deployable web-
based prediction system. The methodology includes data
preprocessing, feature selection, model training and
evaluation, model storage, and integration with a web
application.

4.1 Data Collection and Preprocessing

The KDD Cup 1999 dataset is used as the primary data
source. Each record in the dataset represents a network
connection described by 41 attributes, including protocol
type, service, flag status, byte counts, and traffic statistics.
Initially, the dataset is cleaned by removing irrelevant
attributes and handling missing or inconsistent values.
Categorical features such as protocol type, service, and
flag are encoded into numerical form for compatibility
with machine learning models. Numerical attributes are
normalized where required to improve model performance
and stability.

4.2 Feature Selection

To improve efficiency and reduce dimensionality, feature
importance is evaluated using a preliminary CatBoost
model. Based on the importance scores, the top 15 most
relevant features are selected. These features include
connection statistics, error rates, and traffic-related
attributes that strongly indicate abnormal network
behavior. This feature selection process reduces
computational complexity while maintaining high
classification accuracy.

4.3 Model Training and Evaluation

The processed dataset is divided into training and testing
sets using an 80:20 ratio while preserving the distribution
of normal and attack records. Three supervised machine
learning algorithms are used for evaluation: Decision
Tree, Random Forest, and CatBoost. The models are
assessed using standard performance metrics such as
accuracy, precision, recall, Fl-score, and confusion
matrix. Experimental results show that the CatBoost
classifier achieves the highest accuracy, exceeding 99% in
detecting malicious network activities.

4.4 Model Saving and Deployment

After training and validation, the final CatBoost model is
saved as a .chm file. This allows the trained model to be
loaded directly into the deployment environment without
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retraining, improving system efficiency and reducing Class distribution
startup time. Class Distribution (Normal vs Attack)

4.5 Web Application Integration e |
To demonstrate practical implementation, a web ;:::ZZ
application is developed using the Flask framework. The Ry
application includes user authentication features such as :—I,: 260600 4
registration and login, along with forms for entering 150000 -
network traffic parameters. Once the input is submitted, 100000
the data is processed by the trained CatBoost model to #0000 1
classify the connection as normal or malicious. The € cton
application also provides visualizations such as confusion
matrices and feature importance graphs to help users .
- . . . Correlation
understand model predictions. This integration
demonstrates how the proposed intrusion detection system
can be deployed in real-world network monitoring .
environments. OO . ~
5. RESULTS AND DISCUSSION 'Z'_-',T.';',".'.';:,'l,ll'l.','l aes
The proposed models were implemented using Python g ':v?ﬁ:“«' ’
with libraries such as NumPy, pandas, scikit-learn, Pl oo

CatBoost, and Matplotlib. Experiments were conducted IEESEE NS EE R
on a system with adequate computational resources. The C i : 5 ; : § % 3 E
KDD Cup 1999 dataset was divided into 80% training data 3 d j i v ; "y
and 20% testing data, and all classifiers were trained using B N

the same selected feature set to ensure a fair comparison.
The Decision Tree classifier achieved moderate accuracy Performance Metrics
but showed signs of overfitting, which affected its

performance on unseen test data. The Random Forest Model Performance Metrics

model improved stability and generalization compared to

1.0 0.98 0.97 0.96 0.96
the Decision Tree, but its performance remained slightly
lower than the CatBoost model and required additional
preprocessing of categorical features. 27
Among the evaluated models, CatBoost demonstrated the
best performance, achieving an overall accuracy greater g 067
than 99% on the test dataset. It also maintained high by
precision and recall for detecting malicious network 0.4
activities, indicating strong detection capability with
minimal false positives. These results are consistent with 0.2 ]
previous studies that highlight the effectiveness of
CatBoost for intrusion detection tasks using KDD-based 0.0 -
datasets. Accuracy Precision Recall Fl-score

© 2026, IJSREM | https://ijsrem.com DOI: 10.55041/IJSREM57788 | Page 3


https://ijsrem.com/

{.‘t-, ‘33‘
¢ TISREM 3

-« gy INternational Journal of Scientific Research in Engineering and Management (IJSREM)

W Volume: 10 Issue: 03 | March - 2026

SJIF Rating: 8.659 ISSN: 2582-3930

Confusion Matrix

1000
Confusion Matrix
800
Normal
D 600
o) 3
o
()
=
=
L 400
Attack
- 200

Attack

Normal
Predicted label

Performance Analysis:

To evaluate the effectiveness of the proposed intrusion
detection system, several standard classification metrics
were considered, including accuracy, precision, recall,
and Fl-score. These metrics provide a comprehensive
assessment of the model’s ability to correctly identify
both normal and malicious network connections.

Accuracy measures the overall proportion of correctly
classified instances, while precision indicates how many
of the connections predicted as attacks are actually
malicious. Recall evaluates the ability of the model to
detect all attack instances, and the F1-score represents the
harmonic mean of precision and recall, providing a
balanced measure of classification performance.

Among the evaluated models, the Decision Tree classifier
showed acceptable performance but suffered from
overfitting, which reduced its generalization capability on
unseen data. The Random Forest model improved
classification stability and reduced variance by using
multiple decision trees;

however, its performance

remained slightly lower than that of CatBoost.

The CatBoost classifier achieved the highest performance
across all evaluation metrics, with an accuracy exceeding
99%, along with high precision and recall values for the
attack class. This indicates that the model can effectively
detect malicious network activities while maintaining a
low false-positive rate. The superior performance of
CatBoost can be attributed to its gradient boosting
framework and efficient handling of categorical features,

which allows it to capture complex patterns in network
traffic data.

Overall, the experimental results demonstrate that the
CatBoost-based intrusion detection system provides a
reliable and highly accurate approach for detecting
anomalous network behavior, making it suitable for
practical deployment in real-world cybersecurity
environments.

6.CONCLUSION

This paper presented a machine learning-based network
traffic anomaly detection system using the CatBoost
classifier trained on the KDD Cup 1999 dataset. Through
systematic data preprocessing, feature selection, and
comparative evaluation with Decision Tree and Random
Forest models, CatBoost demonstrated superior
performance, achieving more than 99% classification
accuracy with strong capability in detecting malicious
network traffic.

Furthermore, the trained model was integrated into a
Flask-based web application that supports secure user
authentication, real-time traffic prediction, and
visualization =~ of  performance  metrics.  This
implementation demonstrates a complete workflow from
machine learning model development to practical
deployment as an intrusion detection system.Overall, the
proposed approach provides an accurate, scalable, and
efficient solution for enhancing network security, making
it suitable for real-world enterprise and academic

environments.
7. FUTURE SCOPE

Although the current system focuses on binary
classification of normal and attack traffic using the KDD
Cup 1999 dataset, several improvements can be explored
in future work. One important extension is the
implementation of multi-class intrusion detection, where
different attack categories such as DoS, Probe, R2L, and
U2R are identified individually. This would provide more
detailed insights for security analysts and improve
incident response capabilities.

Another potential enhancement is the evaluation of the
proposed model on more recent and realistic datasets such
as NSL-KDD, UNSW-NBI15, and CIC-IDS2017, which
better represent modern network environments.
Additionally, incorporating advanced techniques to
handle class imbalance, adversarial attacks, and concept
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drift could improve the robustness and adaptability of the
intrusion detection system.

Finally, integrating the system with real-time network
traffic monitoring tools, Security Information and Event
Management (SIEM) platforms, and automated alerting
mechanisms would enable the proposed solution to
function as a comprehensive intrusion detection and
prevention system suitable for large-scale deployment.
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