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ABSTRACT

The Internet Blackout Survival System is a
decentralized communication platform designed
to enable communication during internet outages,
natural disasters, or network failures. The system
operates  without relying on traditional
infrastructure such as cellular networks or
centralized servers. Instead, it utilizes peer-to-
peer communication technologies like Wi-Fi
Direct and Bluetooth Low Energy (BLE) to form
a resilient mesh network.

The platform allows users to send messages,
broadcast emergency alerts (SOS), and share
critical information across nearby devices. It
incorporates secure communication using
encryption techniques such as Elliptic Curve
Diffie-Hellman (ECDH) for key exchange and
AES encryption for data transmission. The
system ensures reliability through multi-layer
communication, where BLE acts as a fallback
mechanism when Wi-Fi Direct is unavailable.

The application is built using modern Android
technologies such as Jetpack Compose for Ul,
MVVM architecture for state management, and
Room Database for offline storage. The system
also includes intelligent routing, message
propagation control, and real-time
synchronization across devices.

This platform is highly wuseful in disaster
scenarios, remote areas, and situations where
internet access is restricted or wunavailable,
providing a reliable and secure communication
alternative.
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I. INTRODUCTION

The rapid advancement of communication
technologies has made modern society highly
dependent on internet-based infrastructure for
everyday interactions. From messaging and social
networking to emergency communication, most
systems rely on centralized networks such as cellular
towers, cloud servers, and internet service providers.
However, during natural disasters, power outages,
war situations, or government-imposed restrictions,
these centralized systems often fail, leading to
complete communication breakdown. This lack of
connectivity can severely impact coordination,
safety, and access to critical information during
emergencies.

Traditional communication methods are not
designed to operate in such disrupted environments,
as they depend heavily on stable internet
connectivity. As a result, there is a growing need for
alternative communication systems that can function
independently  of  centralized infrastructure.
Decentralized and peer-to-peer communication
technologies have emerged as a promising solution
to address this challenge by enabling direct device-
to-device interaction without relying on external
networks.

The Internet Blackout Survival System is designed
to overcome these limitations by providing a robust,
offline communication platform that operates
entirely without internet access. The system
leverages advanced wireless technologies such as
Wi-Fi Direct and Bluetooth Low Energy (BLE) to
establish a dynamic mesh network among nearby
devices. In this network, each device acts as both a
sender and receiver, enabling messages to propagate
across multiple nodes and significantly extend
communication range.

Communication,  Peer-to-Peer  Network, AES
Encryption
© 2026, IJSREM | https://ijsrem.com DOI: 10.55041/IJSREM60847 | Page 1


https://ijsrem.com/
mailto:sanjaykrishnacse@siet.ac.in
mailto:dharanidarang23cse@srishakthi.ac.in

Volume: 10 Issue: 04 | April - 2026

International Journal of Scientific Research in Engineering and Management (IJSREM)

SJIF Rating: 8.659 ISSN: 2582-3930

One of the core features of the system is its ability to
establish secure peer-to-peer connections using
modern cryptographic techniques. By implementing
protocols such as Elliptic Curve Diffie-Hellman
(ECDH) for key exchange and Advanced Encryption
Standard (AES) for data encryption, the platform
ensures that all transmitted messages remain
confidential and protected from unauthorized access.
This makes the system suitable for use in sensitive
and it is used in the most critical situations.

Another significant aspect of the system is its offline-
first design, which includes local data storage using
technologies such as Room Database. This allows
users to access message history, track communication,
and maintain data consistency even when devices
temporarily disconnect from the network. The system
ensures seamless synchronization once connections
are re-established

The platform also includes intelligent network
management features such as peer discovery,
connection recovery, and message routing. These
components work together to maintain network
stability and ensure reliable communication even in
highly dynamic environments where devices
frequently join or leave the network.

The platform also includes an interactive Al coaching
assistant that guides users throughout their preparation
journey. It offers tips, suggests best practices, and
answers queries related to interviews and technical
concepts. Furthermore, a comprehensive analytics
dashboard tracks user progress, stores interview
history, and provides detailed reports for continuous
learning and improvement.

The Internet Blackout Survival System represents a
major step forward in decentralized communication
technology. By combining peer-to-peer networking,
secure data transmission, and multi-channel
communication strategies, it provides a reliable and
efficient solution for maintaining connectivity during
internet outages. This system is particularly valuable
in disaster management, remote areas, and emergency
response scenarios where traditional communication
systems in this used and they mostly are unavailable

Furthermore, the system is designed with scalability
and flexibility in mind, allowing it to adapt to
different environments and use cases. Its modular
architecture supports future enhancements such as
multi-hop routing algorithms, Al-based message
prioritization, and cross-platform compatibility. This
ensures that the platform remains relevant and capable
of evolving alongside emerging technologies and real-
world requirements.
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LITERATURE SURVEY

The increasing dependency on internet-based
communication systems has highlighted the need for
reliable alternatives during network failures and
blackout scenarios. Traditional communication
infrastructures rely heavily on centralized networks,
which are vulnerable to disruptions caused by
natural disasters, technical failures, or intentional
shutdowns. As a result, researchers have explored
decentralized communication systems that can
operate independently of the internet.

Early research in ad-hoc networks introduced the
concept of device-to-device communication without
requiring fixed infrastructure. These networks
allowed direct communication between nearby
devices, forming the foundation for modern peer-to-
peer systems. However, early implementations faced
challenges related to scalability, routing efficiency,
and limited communication range.

With advancements in Natural Language Processing
(NLP), Al systems became capable of understanding
and generating human-like responses. The
introduction of  transformer-based models
revolutionized automated question generation and
response evaluation. Platforms utilizing models like
Google Gemini have demonstrated significant
improvements in generating context-aware and
domain-specific interview questions.

With advancements in wireless communication
technologies, Wi-Fi Direct emerged as a powerful
solution for high-speed peer-to-peer communication.
It enables devices to connect directly without the need
for a traditional access point. Studies have
demonstrated that Wi-Fi Direct can support reliable
data transmission with relatively low latency, making
it suitable for real-time communication applications.
However, it is limited by connection instability and
device compatibility issues.

Bluetooth Low Energy (BLE) has also gained
attention as a complementary technology for
decentralized communication. BLE is designed for
low-power communication and is widely used for
broadcasting small amounts of data. Research shows
that BLE is particularly effective for emergency
message dissemination due to its ability to operate
with minimal energy consumption. However, its
limited bandwidth and range restrict its use for large
data transfers.
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Recent studies have explored the integration of
multiple communication technologies to improve
system reliability. Hybrid systems combining Wi-Fi
Direct and BLE have shown improved performance by
leveraging the strengths of both technologies. Wi-Fi
Direct provides high-speed communication, while
BLE ensures message delivery in situations where
direct connections are not possible

Security is a critical aspect of decentralized
communication systems. Research emphasizes the use
of encryption techniques such as Advanced
Encryption Standard (AES) for secure data
transmission and Elliptic Curve Diffie-Hellman
(ECDH) for key exchange. These -cryptographic
methods ensure confidentiality and protect against
unauthorized access in peer-to-peer networks.

Another important area of research is mesh
networking, where devices act as nodes that forward
messages to other devices. Multi-hop communication
enables messages to travel beyond the direct
communication range, significantly extending network
coverage. Routing protocols such as Ad hoc On-
Demand Distance Vector (AODV) and Dynamic
Source Routing (DSR) have been proposed to improve
message delivery efficiency in such networks.

Delay-Tolerant Networking (DTN) is another concept
that has gained importance in unstable communication
environments. In DTN systems, messages are stored
locally and forwarded when a connection becomes
available. This store-and-forward approach ensures
message delivery even in highly dynamic networks
where continuous connectivity cannot be guaranteed.

Energy efficiency is also a major concern in mobile-
based communication systems. Researchers have
proposed various techniques such as adaptive
scanning, duty cycling, and optimized broadcasting to
reduce Dbattery consumption while maintaining
network performance.

User experience and interface design have been
studied to ensure that decentralized communication
systems remain accessible and easy to use. Modern
applications focus on intuitive interfaces, real-time
updates, and seamless interaction to enhance
usability, especially during critical situations.
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Despite significant advancements, challenges remain
in ensuring reliable connectivity, efficient routing,
and low energy consumption. Device heterogeneity
and operating system limitations also pose
difficulties in implementing consistent peer-to-peer
communication systems across different platforms.

Existing literature demonstrates that combining
peer-to-peer communication, mesh networking, and
secure data transmission can create a robust
alternative to traditional internet-based systems. The
proposed Internet Blackout Survival System builds
upon these research advancements by integrating
Wi-Fi Direct, BLE, encryption techniques, and mesh
communication strategies to deliver a reliable,
secure, and scalable offline communication
platform.

II. PROPOSED METHODOLOGY

The proposed Internet Blackout Survival System is
designed as a decentralized communication platform
that integrates peer-to-peer networking, wireless
communication technologies, and secure data
transmission mechanisms to enable communication
without internet connectivity. The methodology
focuses on providing a reliable, scalable, and
efficient communication system that functions
seamlessly in network failure or blackout scenarios.

The system begins with device initialization and
identity configuration, where each user is assigned a
unique identifier within the network. This identity
helps in distinguishing nodes and managing
communication between multiple devices. Once
initialized, the system activates node discovery
mechanisms using technologies such as Wi-Fi Direct
and Bluetooth Low Energy (BLE) to detect nearby
devices and establish potential connections.

During the discovery phase, devices continuously
scan for available peers and maintain an updated list
of nearby nodes. The system ensures efficient peer
detection by implementing optimized scanning
intervals and filtering mechanisms to reduce
redundancy and improve performance. Once a peer
is discovered, the system initiates a connection
process based on Wi-Fi Direct, where one device
acts as a Group Owner (Hub) and others function as
client
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After  establishing a  connection, a secure
communication channel is created using cryptographic
techniques. The system employs Elliptic Curve Diffie-
Hellman (ECDH) for secure key exchange, ensuring
that both devices establish a shared secret key without
transmitting sensitive information over the network.
This key is then used for encrypting data using
Advanced Encryption Standard (AES), providing end-
to-end security for all transmitted messages.

Once the secure connection is established, the system
enables real-time message transmission using TCP
socket communication. Messages are serialized into
structured formats such as JSON and transmitted
between nodes. Each node in the network is capable of
receiving, processing, and forwarding messages,
thereby forming a mesh-like communication structure
that extends the overall network range.

To support communication beyond direct connections,
the system implements a multi-hop message forwarding
mechanism. When a node receives a message intended
for another device, it forwards the message to
connected peers, allowing it to propagate across
multiple nodes. This approach ensures that messages
can reach distant devices even when they are not
directly connected.

In parallel, the system integrates an emergency SOS
broadcasting module that operates independently of
standard connections. Using Bluetooth Low Energy,
SOS messages are broadcasted to nearby devices
without requiring a formal connection. Each receiving
node verifies the message using a unique hash and
forwards it further using a controlled hop count
mechanism, ensuring widespread dissemination while
preventing network flooding.

The system also incorporates an offline-first data
management strategy using local storage mechanisms
such as Room Database. All messages, connection logs,
and user data are stored locally, enabling users to
access communication history even when disconnected.
Once connectivity is restored, the system synchronizes
data across nodes to maintain consistency.

From an architectural perspective, the system is built
using modern Android development frameworks. The
frontend is developed using Jetpack Compose,
providing a responsive and intuitive user interface for
interaction. The backend logic is handled within the
device using a foreground service that manages
network connections, message routing, and system
state, ensuring uninterrupted operation even when the
application is running in the background.
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Security and reliability are critical components of the
system. The  platform  incorporates  secure
authentication, encrypted communication channels, and
robust error-handling mechanisms to ensure safe and
stable operation. In case of connection failures, the
system automatically attempts reconnection and utilizes
fallback mechanisms such as BLE to maintain
communication continuity.

The proposed methodology integrates peer discovery,
secure communication, mesh networking, and
emergency broadcasting into a unified system. This
ensures that the platform can handle various real-world
scenarios, including device mobility, intermittent
connectivity, and network disruptions.

Additionally, the system includes a feedback and
optimization mechanism that continuously improves
performance based on network conditions. By
analyzing connection stability, message delivery
success rates, and node behavior, the system
dynamically adjusts parameters such as scanning
intervals and routing strategies to enhance efficiency.

The modular design of the platform allows easy
integration of new features and technologies without
affecting existing functionality. This flexibility ensures
long-term scalability and adaptability, enabling the
system to evolve with advancements in communication
technologies.

To enhance usability, the application is designed with a
simple and user-friendly interface that guides users
through scanning, connecting, and messaging
processes. Clear visual indicators, real-time status
updates, and intuitive controls make the system
accessible even to non-technical users.

The system also incorporates  performance
optimization techniques to ensure efficient operation
under varying network conditions. By managing
resource utilization, minimizing latency, and
optimizing communication protocols, the platform
delivers a smooth and reliable user experience.
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1. SYSTEM IMPLEMENTATION

The implementation of the Internet Blackout Survival
System is carried out using a modular and scalable
architecture that integrates networking, security, and
user interface components in a seamless manner. The
system is carefully designed to ensure reliable
communication between devices without relying on
internet  infrastructure, while maintaining high
performance, security, and stability. Each module
operates independently but is interconnected through
well-defined interfaces, enabling efficient
communication and flexibility. This architecture
supports easy updates, future enhancements, and
scalability to accommodate a growing number of users
and devices.

The frontend of the application is developed using
modern Android frameworks such as Jetpack
Compose, providing a highly responsive, dynamic,
and user-friendly interface. The application includes
essential screens such as node discovery (scan),
mesh communication (chat), and emergency SOS
broadcasting. The UI is designed with simplicity
and clarity in mind, ensuring that users can easily
navigate and operate the system even in critical
situations. Visual indicators, real-time status
updates, and intuitive controls enhance the overall
user experience.

The core functionality of the system is handled by a
foreground service that manages all networking
operations.  This  service ensures continuous
communication even when the application is running in
the background. It is responsible for maintaining active
connections,  handling  message  transmission,
monitoring network status, and managing device roles
such as Group Owner (Hub) and Client (Node) in Wi-Fi
Direct communication.

The networking module is implemented using Wi-Fi
Direct as the primary communication technology. It
enables high-speed peer-to-peer connections between
devices without requiring an access point. The system
establishes a group where one device acts as the Group
Owner and others connect as clients. A server socket is
created on the Group Owner, while client devices
connect using socket communication. This setup allows
efficient data transfer and real-time messaging between
connected nodes.

To enhance reliability, Bluetooth Low Energy (BLE)
is integrated as a fallback communication
mechanism. BLE is used primarily for broadcasting
emergency SOS messages when Wi-Fi Direct
connections are unavailable or unstable. The system
utilizes BLE advertising and scanning to transmit and
receive small data packets. A controlled message
propagation mechanism with hop count and message
hashing is implemented to prevent duplication and
network flooding.

The system incorporates a secure communication layer
using advanced cryptographic techniques. Elliptic Curve
Diffie-Hellman (ECDH) is used for secure key exchange
between devices during connection establishment. Once
the shared key is generated, Advanced Encryption
Standard (AES) is used to encrypt all message payloads.
This ensures that communication remains confidential
and protected from unauthorized access.

For message handling, the system uses structured data
formats such as JSON to serialize and deserialize
messages. Each message contains metadata such as
sender ID, timestamp, message type, and content.
Incoming messages are processed, validated, and either
displayed to the user or forwarded to other nodes as part
of the mesh communication mechanism.

The application includes a local database implemented
using Room Database for offline data storage. All
messages, connection logs, and SOS alerts are stored
locally, allowing users to access communication history
even when disconnected. Efficient data management
techniques ensure quick retrieval, secure storage, and
minimal latency during operations.

A ViewModel layer is used to manage application state
and ensure reactive Ul updates. By leveraging StateFlow
and LiveData, the system automatically updates the user
interface whenever new messages are received or
network status changes. This ensures a smooth and real-
time user experience.

An important component of the system is the node
discovery and connection management module. It
continuously scans for nearby devices, updates the list of
available peers, and handles connection requests.
Advanced techniques such as cache clearing, peer
refresh, and connection retry mechanisms are
implemented to handle common issues associated with
Wi-Fi Direct on different devices.
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The emergency SOS module is designed to function
independently of standard communication channels.
Users can broadcast emergency messages that are
transmitted using BLE and propagated across multiple
devices. Each device that receives the message verifies
its uniqueness and forwards it within a limited hop
range, ensuring maximum reach while avoiding
redundancy.

Security is a key aspect of the system implementation.
The platform incorporates encrypted communication,
secure session handling, and controlled access
mechanisms to protect user data. Sensitive information
such as messages and device identifiers is handled
securely to prevent misuse or interception.

To ensure reliability, the system includes robust error-
handling and recovery mechanisms. In case of
connection failures, the system automatically attempts
reconnection and switches to fallback communication
methods if necessary. Heartbeat signals are used to
monitor active connections and detect disconnections in
real time.

The system is designed with scalability in mind,
allowing it to support multiple devices and dynamic
network conditions. The modular architecture enables
easy integration of new features such as advanced
routing algorithms, Al-based optimization, and cross-
platform support without major changes to the existing
system.

Extensive testing is performed to ensure the system’s
performance, accuracy, and usability. Various
scenarios, including device mobility, network
interruptions, and high message load, are tested to
validate system stability. Integration testing, user
testing, and performance testing help identify and
resolve potential issues.

The platform is designed to be highly accessible and
user-centric, allowing users to practice interviews
anytime and from any location. Its compatibility across
different devices such as desktops, laptops, and mobile
devices ensures flexibility and convenience. This
accessibility encourages consistent practice, enabling
users to build confidence and improve their
performance through repeated exposure to realistic
interview scenarios.

© 2026, IJSREM | https://ijsrem.com

IV. ADVANTAGES

Decentralized Communication System

No Internet Dependency: The system operates
entirely without internet connectivity, enabling
communication in scenarios where traditional
networks such as mobile data or Wi-Fi infrastructure
are unavailable. This makes it highly reliable during
disasters, remote operations, and network
shutdowns.

Peer-to-Peer Communication: The platform utilizes
direct device-to-device communication using Wi-Fi
Direct and Bluetooth Low Energy, eliminating the
need for centralized servers. Each device acts as a
node, ensuring continuous data exchange within the
network.

Multi-Modal Communication Mechanism

High-Speed Data Transfer: Wi-Fi Direct is used as
the primary communication channel, allowing fast
and efficient transmission of messages between
devices, suitable for
communication.

connected real-time

Reliable Fallback Communication: Bluetooth Low
Energy (BLE) is integrated as a backup
communication method, ensuring that critical
messages such as SOS alerts are transmitted even
when Wi-Fi Direct connections fail.

Secure Communication Framework

End-to-End Encryption: The system implements
advanced encryption techniques such as Elliptic
Curve Diffie-Hellman (ECDH) for secure key
exchange and Advanced Encryption Standard (AES)
for data encryption, ensuring that all communication
remains confidential and protected.

Safe Data Transmission: All messages are securely
transmitted between nodes, preventing unauthorized
access, interception, or data tampering within the
network.
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Offline Data Storage and Accessibility

Emergency SOS Broadcasting System .
Local Data Persistence: The system uses local

Instant Emergency Alerts: Users can broadcast SOS storage mechanisms such as Room Database to store
messages to nearby devices without requiring a formal messages, connection logs, and SOS alerts, allowing
connection. This feature ensures quick dissemination users to access information even when disconnected.

of critical information during emergencies.

Seamless Data Synchronization: Once devices
reconnect, the system synchronizes stored data
across nodes, ensuring consistency and continuity in
communication.

Multi-Hop Message Propagation: SOS messages are
forwarded across multiple nodes using a controlled
hop-count mechanism, extending the communication
range and ensuring that alerts reach a larger number of
devices.

11058 BB = R T

© 2026, IJSREM | https://ijsrem.com DOI: 10.55041/IJSREM60847 | Page 7



https://ijsrem.com/

!! ‘h‘

gs International Journal of Scientific Research in Engineering and Management (IJSREM)

Volume: 10 Issue: 04 | April - 2026 SJIF Rating: 8.659

11058 rBE = Q= o i =8

Node Discovery

Searching Nodes...
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V. RESULTS AND ANALYSIS

The implementation of the Internet Blackout Survival
System  demonstrates  effective = and  reliable
communication in environments where traditional
internet-based systems are unavailable. The system
successfully establishes peer-to-peer connections using
Wi-Fi Direct, enabling real-time message exchange
between nearby devices. Users are able to discover
nodes, connect seamlessly, and communicate without
relying on external network infrastructure. The
integration of Bluetooth Low Energy (BLE) as a
fallback mechanism ensures that communication
remains possible even when Wi-Fi Direct connections
are unstable or unavailable.

From a performance perspective, the system shows
efficient message transmission with minimal latency in
Wi-Fi Direct communication. Messages are delivered in
real time between connected nodes, providing a smooth
and responsive user experience. In scenarios where
direct connections are not possible, the BLE-based SOS
broadcasting  mechanism  effectively  propagates
emergency messages across multiple devices. The
implementation of hop-based forwarding ensures that
messages reach a wider range of nodes while preventing
unnecessary duplication and network congestion.

The evaluation also highlights the effectiveness of the
system’s security implementation. Encrypted
communication using ECDH and AES ensures that all
transmitted data remains secure and protected from
unauthorized access. This enhances user trust and makes
the system suitable for use in sensitive and emergency
scenarios.

VI. CONCLUSION

The Internet Blackout Survival System successfully
addresses the challenges associated  with
communication during internet outages by providing a
decentralized, secure, and reliable communication
platform. By leveraging advanced technologies such as
Wi-Fi Direct and Bluetooth Low Energy, the system
enables seamless peer-to-peer communication without
relying on traditional network infrastructure. This
ensures that users can stay connected even in critical
situations such as natural disasters, remote
environments, or network restrictions.

The system’s ability to establish dynamic mesh
networks, along with its multi-hop message forwarding
mechanism, significantly extends communication range
and enhances connectivity. The integration of secure
communication protocols such as Elliptic Curve Diffie-
Hellman (ECDH) and Advanced Encryption Standard
(AES) ensures that all transmitted data remains
confidential and protected, making the platform suitable
for sensitive and emergency use cases.

Overall, the Internet Blackout Survival System serves as
an effective and innovative solution for decentralized
communication. By combining peer-to-peer networking,
secure data transmission, and multi-channel
communication strategies, it provides a resilient platform
that ensures continuous connectivity and supports critical
communication needs in challenging environments.
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VII. FUTURE WORK

The future development of the Internet Blackout
Survival System can focus on enhancing its efficiency,
scalability, and intelligence by integrating advanced
networking and optimization techniques. One of the
key improvements can be the implementation of
advanced multi-hop routing algorithms such as Ad hoc
On-Demand Distance Vector (AODV) or Dynamic
Source Routing (DSR), which can optimize message
delivery paths and improve overall network
performance in large-scale environments. These
algorithms can enable faster and more efficient
communication across multiple nodes.

Another important area of enhancement is the
integration of location-based services using GPS
technology. By incorporating real-time location
sharing, users can transmit their geographical position
along with messages or SOS alerts, which can be
extremely valuable in emergency and disaster
management scenarios. This feature can significantly
improve rescue operations and coordination among
users.

The system can also be upgraded to support additional
communication modes such as voice messaging and
media sharing. Enabling audio communication and file
transfer capabilities will enhance user interaction and
make the platform more versatile. Furthermore,
optimizing data compression techniques can ensure
efficient transmission of larger data files within the
constraints of peer-to-peer networks.

Finally, the system can be extended to include
integration with emergency services and public safety
networks. This would allow SOS alerts to be
forwarded to authorized authorities when connectivity
is available, further enhancing the system’s usefulness
in real-world applications.
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