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ABSTRACT:  

Despite highly accurate intrusion detection 

schemes based on machine learning (ML) reported 

in the literature, changes in network traffic 

behaviour quickly yield low accuracy rates. An 

intrusion detection model update is not easily 

feasible due to the enormous amount of network 

traffic to be processed in near real-time for high-

speed networks, in particular, under big data 

settings. In this paper, we propose a new scalable 

long-lasting intrusion detection architecture for the 

processing of network content and the building of 

a reliable ML-based intrusion detection model. 

Experiments performed through the analysis of 

five years of network traffic, about 20 TB of data, 

have shown that our approach extends the lifespan 

of our model by up to six weeks. That occurs 

because the average accuracy rate of our proposal 

lasted eight weeks after the training phase, and 

traditional ones reached only two weeks after the 

model building. Additionally, our proposal 

achieves up to 10 Gbps of detection throughput in 

a 20-core big data processing cluster.  

KEYWORDS: Machine Learning, Intrusion 

Detection, Big Data, High-Speed Networks.  

I.INTRODUCTION 

 In recent years, network devices have been 

significantly increasing their bandwidth capability. 

Therefore, the average broadband speeds are 

expected to double within only five years, 

growing from 39 Mbps in 2017 to 75.4 Mbps in 

2022   

Cyberattacks have also significantly increased 

their capabilities, e.g., in 2017, a Distributed-

Denial-of-Service (DDoS) attack peaked at 600 

Gbps – a year after it reached over 1.7 Tbps, 

which is a 183 percent throughput increase. Thus, 

when DDoS attacks are occurring, they might 

represent up to 25 percent of a country's total 

current Internet traffic. Hence, current and future 

deployment of Intrusion Detection System (IDS) 

mechanisms must be able to perform at such high-

speed network bandwidths.  

Traditionally, IDS techniques were built using 

signature based approaches, meaning that the 

cyberattacks are detected by matching a signature 

(e.g., well-known streaming of bits or a sequence 

of events). Therefore, only known attacks can be 

detected through such an approach. In addition, as 

new attacks are discovered over time, new 

signatures must be built demanding human 

intervention, and detection throughput is further 

decreased as more signatures must be evaluated 

[2]. Therefore, the detection can only be 

performed after the cyberattack occurrence.  

II.INTRUSION DETECTION AND BIG 

DATA 

 Big data settings pose significant challenges to 

traditional intrusion detection mechanisms. This 

section further describes the typical ML-based 

intrusion detection schemes and how big data 

impacts them. 
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Extraction of intrusion behaviour from 

network data  

 Network-based intrusion detection systems 

(NIDSs) perform detection according to the 

intruder behaviour gathered from the network 

data content. For instance, network data content 

can be made of packets or network logs, such as 

NetFlow records, among others. In general, a 

huge amount of network packets (big data 

settings) arrives in a disorderly manner. In other 

words, the network packets must be pre-processed 

before being handled by a NIDS engine.  

Machine learning for network-based intrusion 

detection  

In general, intrusion detection through ML-based 

techniques is performed employing pattern 

recognition approaches [9], which have a goal of 

classifying a given input into a set of classes.  

Network-based intrusion detection in big data 

settings  

Big data scenarios are often characterized in 5 

main aspects, namely 5Vs, which includes 

Volume, Velocity, Variety, Veracity, and Value 

[35]. For instance, consider a monitored high-

speed network environment. In such a case, 

network data is generated at high velocity, which 

produces a vast amount of volume. The monitored 

network data may arrive in a variety of formats, 

which includes network packets, NetFlow records, 

or even application logs. Finally, the analysis of 

such data provides value, for instance, through the 

identification of an intrusion, if its veracity is 

assured. In such settings, traditional computing 

architectures are unable to cope with the 

processing demands [36]. Hence, big data 

environments require novel and distributed 

processing architectures, such as those provided 

on Hadoop ecosystem [5].  

III.LIFESPAN OF TRADITIONAL 

MACHINE LEARNING DETECTION 

TECHNIQUES 

Although the need for model updates for NIDS is 

a known requirement, the lifespan of current 

detection models remains unknown. This section 

evaluates the accuracy of degradation and the 

model lifespan of traditional ML detection 

techniques.  

Data description  

An important issue to be considered in intrusion 

modelling is to have a properly built training and 

testing dataset. A dataset used for such a purpose 

must be made of network data with real, valid, 

variable, publicly available, and correctly labelled 

events (network packets). However, in general, to 

provide such an enriched dataset, one must record 

real data, making data sharing unfeasible due to 

privacy concerns. Nonetheless, the evaluation of a 

model lifespan is even more difficult since data 

must be recorded for long periods, increasing the 

amount of data to be labelled and stored.  

Accuracy behaviour over time  

The first evaluation aims at assessing the ML 

model accuracy over time through the built 

dataset. Due to the imbalanced nature of the 

dataset (only ~2% of instances are samples of 

attack), a random under-sampling without 

replacement was performed in the training data. 

Hence, the data distribution used for training 
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purposes is equally distributed between the 

classes. 

  

 

 

Discussion  

Over the last few years, proposed ML-based 

intrusion detection schemes have disregarded the 

challenge of network traffic changes over time. 

This built dataset is a breakthrough toward the 

proper evaluation of ML-based intrusion detection 

schemes. To the best of our knowledge, it is the 

first dataset made of real network traffic, 

previously labelled, publicly available, and 

comprising many years of network traffic 

behaviour.  

IV.LONG-LASTING INTRUSION 

DETECTION ARCHITECTURE FOR BIG 

DATA ENVIRONMENTS  

 In order to address the evolving behaviour of 

network traffic over time while also performing 

the intrusion in near real-time in big data 

environments, we propose a Long-Lasting 

Intrusion Detection Model. The proposed model is 

implemented in a twofold manner.  

Architecture data flow  

The proposed architecture acquires network data 

from monitored network devices (Figure 4, 

Network Device), such as routers, switches, 
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servers, and other network hardware or devices 

exposed to network attacks.  

Real-time Intrusion Detection  

Despite the need for an ML model that properly 

classifies network events, the alarms must be 

generated on time, aiming to enable the proper 

handling of intrusion attempts while also helping 

reduce the damage when an attack is occurring. 

Therefore, ingested data must be classified as soon 

as possible by the Real-time Intrusion Detection 

module, which aims to detect network attacks in 

near real-time. The module is deployed as a 

stream processing big data architecture. The 

processing flow is performed as an acyclic graph 

flow. Each module is deployed in several 

processing worker nodes. Thus, the processing 

flow becomes scalable, providing a higher 

detection throughput.  

 

 Offline Intrusion Model Update  

In general, the ML training phase demands a great 

amount of time to properly learn behaviour from 

the input event samples. In addition, in big data 

settings, the demanded time and required 

processing infrastructure for training significantly 

increase. The processing infrastructure for training 

involves ML algorithms, parameter optimization, 

feature selection, and model testing. Besides the 

execution of the IDS in near Realtime, the ML 

model must be periodically updated offline. 

Consequently, the Offline Intrusion Model Update 

module is deployed as a batch processing 

architecture. The processing flow is executed 

sequentially and divided among several processing 

worker nodes. 

Building models with longer lifespans 

In the state-of-art, current model building 

techniques do not take into account the model 

lifespan at the training phase. That happens 

mainly because proposals in the literature do not 

have a properly built training dataset that spans for 

long periods (see Section III). In contrast, our 

architecture evaluates the model lifespan and takes 

it into account during the feature selection task. 

However, to provide a high detection accuracy, 

during feature selection, the model lifespan is 

coupled with detection accuracy in a multi-

objective feature selection process.  

Discussion  

Current approaches for network-based IDSs are 

not able to cope with the network traffic behaviour 

changes over time (Section III) and high-speed 

networks. In fact, in general, the model lifespan is 

not even evaluated. As a consequence, when ML-

based techniques are deployed in production 

environments, the ML model quickly becomes 

outdated, and a new model must be built, which 

demands expert intervention and wastes time.  

V.PROTOTYPE  

A proposal prototype was implemented and 

deployed in a distributed environment, as shown 

in Figure 5. The prototype is implemented on top 

of Apache Flink [31] processing framework, 

version 1.8.1, due to its capability to operate in 

both batch and stream processing conditions.  

http://www.ijsrem.com/
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VI.EVALUATION  

The evaluation of our proposal was performed in 

two steps. First, we evaluated the technique for 

multi-objective feature selection that aims for a 

higher model lifespan. Second, we evaluated the 

scalability.  

Accuracy and Model Lifespan  

The first evaluation comprises the accuracy and 

model lifespan improvement. To evaluate our 

proposed model, only the RF classifier was used, 

through the dataset introduced in Section III, as 

the other evaluated classifiers presented similar 

results. Similarly, the same set of parameters from 

Section III were used. Thus, the RF used 100 

decision trees as its base learner.  
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Scalability: 

 To answer question (iv), the architecture 

throughput was evaluated during deployment 

using our 11-node cluster. The classification 

throughput was evaluated according to the 

Realtime Intrusion Detection module, 

considering that the model update task is 

typically performed offline. The architecture 

was deployed using 11 nodes, each with a 2-

core CPU, 8 GB of memory, and an Ubuntu 

18.04 OS. Out of the 11 nodes, ten were used 

as worker nodes (Figure 5, Task Manager) 

while the remaining node was responsible for 

the infrastructure management, acting as the 

master node (Figure 5, Job Manager). For 

each evaluation, the architecture was executed 

for 30 minutes, while its throughput was 

measured according to the network packet 

ingestion rate (Figure 5, Data Ingestion to 

Data Pre-processing)  

VII.CONCLUSION AND FUTURE 

WORK 

 In recent years, the state-of-the-art of the 

model update task in ML-based IDSs has been 

neglected by the research community. In this 

work, we have tackled the problem of ML 

model's lifespan in big data environments.  
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