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Abstract: 

Cloud computing has revolutionized modern computing 

world by providing scalable and cost-ffective services. 

However, the openness and distribution of cloud 

computing makes it susceptible to various cyber-attacks 

such as DDoS, botnets, phishing and zero-day exploits. 

Conventional intrusion detection systems have difficulty 

handling the large-scale and dynamic cloud traffic, 

leading to low detection accuracy and high false positive 

rates. In this paper we propose a Machine Learning based 

Intrusion Detection System for cloud environments. The 

proposed model employs feature selection techniques to 

eliminate redundant data and increases the 

computational efficiency. We use Random Forest and 

Support Vector Machine classifiers to build a robust 

detection system that can detect both known and 

unknown attacks. 

The model performance was evaluated on benchmark 

datasets such as NSL-KDD and CICIDS2017. The 

experimental results show that the proposed system has 

high detection accuracy (above 98%), and improves the 

precision and recall, and decreases the false alarm rates. 

The outcomes reveal that Machine Learning based IDS 

can significantly improve cloud security and offer 

scalable solutions for the modern cyber threats. 

 

1. Introduction: 

Cloud computing is one of the biggest evolutions in 

modern computing. It allows users to access computing 

resources like storage, processing power and 

applications over the internet. It provides services in 

different models such as Infrastructure as a Service 

(IaaS), Platform as a Service (PaaS) and Software as a 

Service (SaaS). These \models are flexible, scalable, cost 

effective and easily accessible, and have been widely 

adopted across industry, business and academia. 

However, together with these . advantages, cloud They 

are distributed, multi-tenant, and accessible over the 

internet, which makes these environments highly 

vulnerable to various security threats. Security is one of 

the major concerns in the cloud computing as sensitive 

user data and critical applications are stored on remote 

servers. Cloud systems are exposed to many cyber-

attacks such as Distributed Denial of Service (DDoS), 

phishing attacks, malware injection, insider threats, and 

data breaches. These attacks can compromise the 

confidentiality, integrity and availability of data which 

are the main pillars of information security. Hence, it is 

necessary to have efficient security mechanisms to detect 

and prevent such threats in cloud environments.Intrusion 

Detection Systems (IDS) are a popular security solution 

which monitor network traffic and detect malicious 

activities. IDS monitors what is going on in the system 

and network packets for strange behavior patterns which 

could be an attack. The most common classification of 

IDS is into two categories: Host-based IDS (HIDS) and 

Network-based IDS (NIDS). HIDS looks for activity on 

a specific host or system, such as file changes and system 

logs, while NIDS monitors network traffic from many 

devices to identify abnormal behavior.Conventional IDS 

techniques are mainly based on signature based or rule 

based techniques. Signature-based IDS detects known 

attacks by comparing incoming data with a predefined 

database of attack patterns, whereas anomaly-based IDS 

identifies deviations from normal behavior. But these 

methods are effective to some extent but they are 

suffering from certain limitations. Signature-based 

systems cannot detect new or unknown attacks (zero-day 

attacks) whereas anomaly-based systems tend to have 

high false positive rates. Moreover, traditional IDS can 

not cope with the huge volume and high velocity of data 

generated in cloud environments.To overcome these 
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limitations, the intrusion detection systems have been 

introduced with Machine Learning (ML) techniques. The 

ML algorithms can learn the patterns from the historical 

data and detect both known and unknown attacks with 

higher accuracy. Over time, they can enhance detection 

performance and adjust to changing situations. IDS 

frequently uses methods like Random Forest, Support 

Vector Machine (SVM), Decision Trees, and Neural 

Networks to categorize network traffic as malicious or 

benign. 

To increase security and boost detection effectiveness, a 

machine learning-based intrusion detection system for 

cloud settings is suggested in this research. To precisely 

detect intrusions, the suggested approach combines data 

preprocessing, feature selection, and classification 

methods. The system seeks to lower false alarm rates, 

increase detection accuracy, and offer a scalable cloud 

security solution by utilizing machine learning 

techniques. The suggested method helps create an 

intelligent and effective intrusion detection system (IDS) 

that can handle contemporary cyberthreats in cloud 

computing settings. 

2. Reviews of Literature and Problem Statement 

a)LiteratureReview: 

The merging of machine learning (ML) and deep 

learning (DL) approaches has been found to significantly 

improve intrusion detection systems (IDS) in prior 

research. Conventional intrusion detection systems 

(IDS) that rely on signature-based detection are good at 

seeing known attacks, but they are unable to spot novel 

or unidentified dangers. Researchers have investigated 

intelligent methods that can recognize patterns in data 

and adjust to changing attack circumstances in order to 

overcome these constraints. 

Deep Learning-based IDS models have gained 

considerable attention due to their ability to automate the 

extraction of intricate features from big datasets. Deep 

Neural Networks (DNN), Convolutional Neural 

Networks (CNN), and Recurrent Neural Networks 

(RNN) are examples of techniques that have shown great 

detection accuracy in identifying different kinds of 

cyberattacks. These models are very good at identifying 

complex attack patterns and managing massive network 

traffic. However, the main disadvantage of deep learning 

techniques is that they require a lot of training data and 

have a high computational cost. Because of this, they are 

less appropriate for real-time cloud situations where 

resource efficiency and prompt reaction are crucial. 

However, because of their effectiveness and very low 

computing cost, machine learning methods including 

Random Forest (RF), Support Vector Machine (SVM), 

Decision Trees, and k-Nearest Neighbors (k-NN) have 

been frequently employed for intrusion detection. By 

integrating several decision trees, lowering overfitting, 

and enhancing generalization, Random Forest has been 

shown to offer high accuracy and robustness among 

these. Although it may need careful parameter tuning, 

SVM is also useful for classification jobs, particularly 

when dealing with high-dimensional data. Compared to 

deep learning methods, these machine learning models 

are better suited for real-world deployment in cloud 

systems. 

The significance of feature selection in enhancing IDS 

performance has also been emphasized in earlier 

research. The goal of feature selection approaches is to 

reduce dimensionality and computing overhead by 

eliminating redundant and irrelevant data from the 

dataset. The model gets faster and more accurate by 

choosing only the most important features. To improve 

IDS efficiency, strategies like filter-based, wrapper-

based, and embedded feature selection techniques have 

been extensively employed. Proper feature selection can 

greatly increase detection accuracy while decreasing 

training time, according to studies. 

Previous studies have shown that IDS systems based on 

machine learning models can attain accuracy levels of up 

to 99% when tested on benchmark datasets like 

CICIDS2017 and NSL-KDD. These datasets offer 

labeled network traffic data that facilitates efficient IDS 

model testing and training. Despite accomplishing great 

precision, there are still a number of issues with current 

methods. The high false positive rate, which occurs when 

legitimate traffic is mistakenly categorized as harmful, is 

one of the main problems. Reduced system reliability 

and needless alarms may result from this.  

The inability of current IDS models to detect in real time 

is another drawback. Many current solutions are 

evaluated in offline settings with static datasets that don't 
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accurately reflect cloud circumstances in the real world. 

Massive volumes of dynamic, fast data are produced by 

cloud systems, making it challenging for conventional 

and even certain ML-based IDS.  

Models designed to process and analyze traffic in real 

time are essential. Furthermore, many existing models 

lack the scalability required to manage the growing size 

and complexity of cloud networks. Consequently, there 

is a significant demand for an efficient, scalable, and 

intelligent Intrusion Detection System (IDS) model 

capable of addressing these challenges. The system 

proposed in this paper emphasizes the integration of 

Machine Learning techniques with effective feature 

selection to create a robust intrusion detection system 

tailored for cloud environments. This methodology seeks 

to attain high detection accuracy, minimize false alarms, 

and facilitate real-time analysis, thus enhancing overall 

cloud security. It is secure, scalable, and aligns with the 

genuine needs of students. 

b) Problem Statement: 

Cloud computing environments offer scalable and on-

demand services; however, their distributed architecture 

and multi-tenancy characteristics render them 

particularly susceptible to cyber-attacks, including 

Distributed Denial of Service (DDoS), malware 

injection, phishing, and insider threats. Traditional 

Intrusion Detection Systems (IDS), which depend on 

signature-based or rule-based methodologies, are 

inadequate for identifying unknown or zero-day attacks 

and frequently produce a high rate of false alarms. 

Furthermore, the substantial volume and rapid velocity 

of cloud data pose significant challenges for real-time 

monitoring and analysis. Numerous existing IDS 

solutions also experience high computational 

complexity, limited scalability, and reliance on outdated 

datasets that fail to represent contemporary attack 

patterns. Consequently, there is a pressing need to create 

an intelligent and efficient Intrusion Detection System 

utilizing Machine Learning techniques that can 

effectively identify both known and unknown attacks, 

minimize false positives, manage large-scale cloud data, 

and facilitate real-time intrusion detection to bolster 

overall cloud security. 

Methodology 

The creation of the suggested Intrusion Detection System 

(IDS) tailored for cloud environments adheres to a 

systematic Software Development Lifecycle (SDLC) 

methodology. This process encompasses requirement 

analysis, system design, data gathering, model creation, 

testing, and assessment. The aim is to develop a system 

that is efficient, scalable, and precise, with the ability to 

identify both known and unknown cyber threats within 

cloud environments. 

 

3. Study/Project Design : 

 

The system is structured with a modular architecture 

thatdistinguishes between data processing, feature 

election, and classification components. This modular 

design enhances scalability, maintainability, and 

flexibility. The system prioritizes real-time data analysis, 

high detection accuracy, and minimized false alarm 

rates. The design guarantees compatibility with 

extensive cloud environments and accommodates both 

network-based and host-based intrusion detection. 

 

Technology Stack (Materials Used) 

 

Component Technology/Tool Used 

Frontend React.js 

Backend Node.js with 
Express.js 

Database MongoDB 

Authentication 
Firebase / JWT (JSON 

Web Tokens) 

Hosting 
Vercel (Frovntend) / 

Render/Heroku 

(Backend) 

Version Control 
Git & GitHub 

Design Figma (for UI/UX 

wireframes) 
 

 

Procedure 

Step Description 

Requirement 

Gathering 

Collected inputs from 

students about common 

communication issues 

Wireframe Design Created UI mockups 

using Figma 

https://ijsrem.com/


        
           International Journal of Scientific Research in Engineering and Management (IJSREM) 

                          Volume: 10 Issue: 05 | May - 2026                               SJIF Rating: 8.659                                        ISSN: 2582-3930                                                                                                                                               

 

© 2026, IJSREM      | https://ijsrem.com                                                                                                                                        |        Page 4 
 

Frontend 

Development 

Built reusable 

components with React.js 

Backend Development 
Developed REST APIs 

for user registration, 

posting questions, 

replying, etc. 

Database Schema 

Design 

Created MongoDB 

collections for users, 

questions, and answers 

 

4. Result : 

 

The proposed Intrusion Detection System (IDS) based on 

Machine Learning was assessed using benchmark 

datasets like NSL-KDD and CICIDS2017 to evaluate its 

efficacy in identifying cyber-attacks within cloud 

environments. The system's performance was scrutinized 

using standard evaluation metrics such as accuracy, 

precision, recall, and F1-score. Among the various 

models implemented, the Random Forest classifier 

exhibited the highest performance, achieving an 

accuracy of approximately 98.7%, while the Support 

Vector Machine (SVM) reached an accuracy of around 

96.2%. The findings suggest that the application of 

feature selection considerably enhanced the system's 

efficiency by minimizing data dimensionality and 

training duration. Furthermore, the model showed a high 

detection rate for different types of attacks, including 

DoS, brute force, and infiltration attacks. The false 

positive rate was also diminished in comparison to 

conventional IDS methods, thereby increasing the 

system's reliability. In summary, the experimental results 

validate that the proposed method is effective in 

detecting both known and unknown attacks with high 

accuracy, rendering it suitable for bolstering security in 

cloud computing environments. 

 

5. Discussion: 

 

The findings derived from the experimental assessment 

indicate that the suggested Machine Learning-based 

Intrusion Detection System (IDS) is successful in 

enhancing cloud security. The Random Forest model 

surpassed the Support Vector Machine regarding 

accuracy, precision, and recall, demonstrating its 

strength in managing extensive and intricate datasets. 

The overwhelmingly positive feedback regarding 

features such as anonymous doubt posting, categorized 

threads, and mentor profiles indicates that students value 

a platform where they can engage freely without the 

concern of being judged. The platform's responsiveness 

across various devices and its capability to accommodate 

multiple users concurrently further affirm its 

preparedness for real-world implementation. 

Significance of Results The outcomes of the proposed 

Machine Learning-based Intrusion Detection System 

(IDS) highlight its practical significance in bolstering 

cloud security. The elevated accuracy and enhanced 

detection rates suggest that the system can proficiently 

recognize both known and unknown cyber threats, 

addressing a significant drawback of conventional IDS 

methodologies. By attaining a reduced false positive rate, 

the system minimizes unnecessary alerts, thus enhancing 

reliability and rendering it more appropriate for real-

world application in cloud settings. The application of 

feature selection techniques plays a crucial role in 

diminishing computational complexity and processing 

time, which is crucial for managing extensive cloud data. 

This enhances the system's efficiency and scalability. 

Furthermore, the outstanding performance of the 

Random Forest model underscores the efficacy of 

ensemble learning approaches in intrusion detection 

activities. Overall, these outcomes confirm the 

practicality of employing Machine Learning methods for 

creating intelligent, adaptive, and efficient IDS solutions. 

The results can act as a basis for future investigations into 

real-time intrusion detection, hybrid models, and 

sophisticated cloud security systems. 
 

6. Conclusion: 

 

In this document, a Machine Learning-driven Intrusion 

Detection System (IDS) tailored for cloud computing 

environments has been introduced to tackle the 

increasing security issues linked to cloud infrastructure. 

The system employed feature selection methods and 

classification algorithms, including Random Forest and 

Support Vector Machine, to effectively identify 

malicious activities. Experimental findings indicated that 

the proposed model attained high accuracy, enhanced 

detection rates, and minimized false alarm rates in 

comparison to conventional IDS methodologies. 

The research emphasizes the significance of 

incorporating Machine Learning methodologies into 

intrusion detection systems to improve their capacity to 

identify both recognized and unrecognized attacks. The 

application of feature selection additionally enhanced 

system efficiency by minimizing data complexity and 

processing duration. Among the assessed models, 

Random Forest demonstrated exceptional performance, 

rendering it an appropriate option for cloud-based IDS 

implementations. 

7. Future Scope: 

The suggested Intrusion Detection System (IDS) based 
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on Machine Learning establishes a robust basis for 

bolstering cloud security; nonetheless, there exist 

numerous avenues for additional enhancement. Future 

endeavors may concentrate on creating hybrid IDS 

models that integrate Machine Learning with Deep 

Learning methodologies, including Convolutional 

Neural Networks (CNN) and Long Short-Term Memory 

(LSTM) networks, to enhance detection precision, 

particularly for intricate and zero-day attacks. 

Another significant focus is the deployment of the 

system within a real-time cloud setting, where streaming 

data can be continuously analyzed utilizing technologies 

such as Apache Kafka or Spark. This would facilitate a 

quicker response to threats and enhance practical 

applicability. Furthermore, employing advanced feature 

selection and optimization algorithms like Genetic 

Algorithms (GA) and Particle Swarm Optimization 

(PSO) can further improve performance and decrease 

computational overhead. 

Future studies may also investigate contemporary and 

practical datasets to enhance model generalization. 

Incorporating explainable AI (XAI) methodologies can 

render IDS decisions more transparent. In summary, 

these developments can result in more intelligent, 

scalable, and efficient intrusion detection systems 

tailored for next-generation cloud environments. 
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