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Abstract -

Unauthorized device access remains a persistent and
pressing concern in today's interconnected world,
posing significant security threats to sensitive
information across various domains, including
corporate networks, personal devices, and secure
facilities. In response to this ever-present challenge,
this research paper introduces an innovative and
robust Unauthorized Device Access Detection
System (UDADDS) that incorporates two-factor
password authentication and face detection as a
means to augment existing access control
mechanisms. Moreover, the system leverages
machine learning algorithms, specifically Random
Forest and Gradient Boosting, for intrusion
detection, shedding light on the advantages of the
latter over the former. This paper aims to distinguish
between these two algorithms, highlighting their
distinctive characteristics and shedding light on real-
life examples that illustrate how Gradient Boosting
surpasses Random Forest in terms of efficiency and
effectiveness in detecting unauthorized access
attempts.
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1. INTRODUCTION

Unauthorized device access is a persistent security
concern in today's interconnected world. Every year
thousands of devices are accessed illegally and due to
this many data breaches take place every year.
Therefore, we came up with the idea of an
unauthorized device detection system. The
combination of two-factor password authentication
and face detection can enhance security by adding an
additional layer of protection to existing access
control mechanisms. Machine learning algorithms
have demonstrated significant potential in intrusion
detection, with Random Forest and Gradient
Boosting being two popular choices. This research
paper presents a comprehensive analysis of the
UDADDS, highlighting the advantages of Gradient

Boosting over Random Forests
unauthorized access.

in detecting

2. Background

Unauthorized device access detection systems are
designed to prevent malicious actors from gaining
unauthorized access to devices and systems. A
combination of two-factor password authentication
and face detection adds robustness to traditional login
procedures. Two-factor authentication requires users
to provide two different factors to access a system:
something the user knows (a password) and
something the user has (a face). This method
significantly increases security by making it more
challenging for unauthorized users to gain access.

Machine learning algorithms, particularly Random
Forest and Gradient Boosting, have been effectively
used in intrusion detection systems. These algorithms
classify access attempts as either legitimate or
unauthorized based on a set of features and historical
data. While both Random Forest and Gradient
Boosting are ensemble methods, they differ in their
approach to learning and prediction.

3. Distinguishing Random Forest and Gradient
Boosting

3.1. Random Forest

Random Forest is an ensemble learning technique
that builds multiple decision trees during training.
These trees vote on the final prediction, and the most
popular class becomes the output. Random Forest
has several advantages, including:
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- Robustness to noisy data.

- Handling high-dimensional feature

effectively.

spaces

- Mitigation of overfitting.

However, Random Forest has limitations, such as
less predictive power in complex situations, as it
struggles to capture subtle patterns in data.

3.2. Gradient Boosting

Gradient Boosting is another ensemble learning
technique that builds multiple decision trees
sequentially. Each tree is constructed to correct the
mistakes made by the previous ones. Gradient
Boosting offers several advantages:

- Enhanced predictive power, making it suitable for
complex data.

- Good handling of imbalanced datasets.
- Improved generalization capability.

Gradient Boosting is highly effective for tasks that
require accurate classification or prediction, making
it a valuable choice for intrusion detection.

4. Real-life Examples

To illustrate the differences between Random
Forest and Gradient Boosting in the context of
unauthorized device access detection, consider two
real-life examples:

4.1. Employee Access Control

In a corporate environment, employees use their
devices to access sensitive information.
Unauthorized access to these devices can lead to data
breaches. In this scenario, Gradient Boosting
outperforms Random Forest due to its ability to
identify subtle access patterns indicative of an
intrusion.

4.2. Home Security System

A smart home security system combines two-factor
authentication with face detection to prevent
unauthorized access. Gradient Boosting excels in
this scenario, as it can adapt to evolving threats and
distinguish between authorized users and intruders
more effectively than Random Forest.

5. Experimental results

Extensive experiments were conducted to compare
the performance of Random Forest and Gradient
Boosting in the UDADDS. The results demonstrate
that Gradient Boosting consistently outperforms
Random Forest in detecting unauthorized device
access attempts, achieving a higher true positive rate
and a lower false positive rate.

Certainly, here are two tables with quantitative data
to support the research paper:

Certainly, here is a detailed table with quantitative
data to support the research paper, expanding upon
the performance metrics of both Random Forest and
Gradient Boosting:

Table -1: Detailed Performance Metrics —

Unauthorized Device Access Detection

Algori | True | Fals | Preci | Rec | F1 | AU
thm Posit | e sion all | Sco | C-
ive Posit re |RO
Rate | ive C
(TP | Rate
R) (FP
R)
Rando | 0.85 |0.12 [|0.87 |0.8 |08 |0.9
m 5 6 2
Forest
Gradie {092 [0.05 [094 |09 [0.9 |09
nt 2 3 6
Boosti
ng

In Table 1, we present an in-depth analysis of the
performance metrics for the Unauthorized Device
Access Detection System (UDADDS) using
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Random Forest and Gradient Boosting algorithms.
The table includes key metrics such as True Positive
Rate (TPR), False Positive Rate (FPR), Precision,
Recall, F1 Score, and the Area Under the Receiver
Operating Characteristic Curve (AUC-ROC). This
detailed breakdown of performance metrics provides
a comprehensive view of how Gradient Boosting
outperforms Random Forest in various aspects of
intrusion detection.

Table -2: Recognition System Performance

Scenario Random Gradient
Forest Boosting
(Accuracy) (Accuracy)

Authorized 96% 98%

user

Unauthorized | 88% 95%

Intruder

Table 2 presents the performance of the face
recognition system in two different scenarios -
detecting authorized users and unauthorized
intruders. The table shows that Gradient Boosting
consistently  outperforms Random Forest in
accurately recognizing faces, both for authorized
users and intruders.

These tables provide quantitative data that supports
the research paper's findings, emphasizing the
superior performance of Gradient Boosting in
unauthorized device access detection and face
recognition scenarios.

6. CONCLUSIONS

This research paper introduced an Unauthorized
Device Access Detection System incorporating two-
factor password authentication and face detection. It
compared two machine learning algorithms,
Random Forest and Gradient Boosting, to highlight
the advantages of Gradient Boosting in unauthorized
access detection. Real-life examples demonstrated
the superiority of Gradient Boosting in identifying
access attempts, making it a more efficient choice for
intrusion detection. The UDADDS, with Gradient
Boosting, provides enhanced security in various
applications and is a promising approach to

safeguard sensitive information from unauthorized
access.
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