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Abstract

Industrial environments are inherently prone to accidents due to human error, equipment malfunction, or
unsafe operational practices. This project proposes an intelligent industrial safety system that utilises an
ESP32 microcontroller integrated with a high-resolution camera module and advanced Al-based image
processing algorithms to detect potential accidents in real time with minimal latency. The system
continuously monitors the workspace using a distributed sensor network, captures live video from
strategic viewpoints, and processes frames using machine learning algorithms trained to identify
hazardous situations including human falls, equipment collisions, unauthorized zone entry, and other
safety violations. Upon detection, multi-channel alerts are triggered immediately, enabling prompt
emergency response. The proposed system significantly enhances workplace safety standards, reduces
emergency response time, and minimizes the risk of severe injuries. Comprehensive evaluation
demonstrates 88-91% detection accuracy, 99.8% system availability, and a response latency of 0.5-2
seconds — compared to 30—60 seconds for manual detection — while achieving approximately 95% cost
reduction over conventional SCADA/PLC-based systems.
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1. INTRODUCTION

1.1 Introduction to Industrial Automation

The concept of industrial automation has undergone dramatic evolution over the past several decades,
progressively advancing from simple mechanisation through centralised automation toward the
development of fully intelligent and interconnected systems commonly known as Industry 4.0. This
evolutionary journey represents a fundamental paradigm shift in how modern industries approach
manufacturing, production, and operational management.
In contemporary industrial environments, sophisticated machines, advanced sensors, and intelligent
control units are expected to work collaboratively in a precisely coordinated manner to optimise
productivity, enhance product quality, and maintain stringent safety standards. However, despite these
advancements, many industries still rely heavily on traditional monitoring methodologies involving
manual supervision or limited automation using conventional Programmable Logic Controllers (PLCs)
and legacy Supervisory Control and Data Acquisition (SCADA) systems. These traditional systems suffer
from several critical limitations:
» High Capital Investment: PLCs and SCADA-based solutions demand substantial upfront capital
for hardware, design, installation, and commissioning.
» Scalability Challenges: Expanding such systems requires substantial modifications to both
hardware and software.
» Limited Flexibility: Traditional systems lack the flexibility to adapt quickly to changing
production requirements.
» Skilled Workforce Requirement: Operating and maintaining these systems requires highly
trained technicians.

1.2 Problem Statement

Industrial workplaces face persistent challenges in maintaining optimal safety standards for workers and
protecting valuable equipment. In many existing setups, safety monitoring remains limited to basic sensor-
based detection systems or periodic manual inspections, which have proven insufficient to prevent
accidents effectively.

Limited Detection Capabilities: Traditional systems relying solely on temperature sensors, smoke
detectors, or pressure transducers cannot detect complex accident scenarios such as worker slips, falls, or
sudden medical emergencies.

Reactive Rather Than Proactive: Most existing systems operate in a reactive mode, responding only after
hazardous conditions have already developed, leading to delayed response times during critical safety
emergencies.

Centralised Architecture Vulnerability: Many centralised control systems become increasingly overloaded
as the number of connected sensors grows, leading to performance degradation and reduced reliability.
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1.3 Objectives of the Project

The primary objective of this project is to design, develop, and validate an intelligent industrial monitoring
and control system that seamlessly integrates modern IoT technologies, advanced machine learning
capabilities, and distributed system architecture. Specific objectives include:

1. Implement continuous real-time monitoring of critical environmental parameters including
temperature, humidity, smoke/fire indicators, and other safety-critical variables.

2. Integrate a camera module capable of capturing continuous high-resolution video feeds and
employ trained machine learning models for automatic accident detection.

3. Implement access control using RFID technology to ensure only authorised personnel can
operate sensitive equipment or access restricted areas.

4. Design a multi-channel alert generation mechanism providing immediate notification to safety
personnel through audio alarms, visual indicators, and wireless notifications.

5. Develop autonomous actuation mechanisms that take immediate corrective actions without
requiring human intervention.

6. Design the system architecture to support easy expansion through addition of new sensor nodes
and camera units without requiring modifications to core components.

1.4 Scope and Significance

The scope of the proposed system encompasses its application within manufacturing plants, warehouse
and logistics centres, chemical processing units, power generation facilities, and construction sites. From
a safety perspective, the system has the potential to reduce workplace accident frequency, minimise injury
severity, and enable faster emergency response. Economically, it achieves approximately 95% cost
reduction compared to traditional industrial automation systems, with an estimated return on investment
within 3—6 months of deployment.

2. LITERATURE SURVEY

The literature survey provides a comprehensive review of existing research related to sensor-based
monitoring, camera-based surveillance, accident detection, and intelligent IoT-based safety monitoring in
industrial contexts.

2.1 IoT-Based Industrial Safety Monitoring

Kumar and Mehta [1] proposed an IoT-based industrial safety monitoring system utilising temperature
sensors, combustible gas sensors, and flame detection sensors to monitor environmental conditions
throughout industrial workplaces. Experimental results demonstrated that sensor-based monitoring can
significantly improve overall industrial safety. However, the system focuses exclusively on environmental
parameters without incorporating camera-based visual analysis, and cannot detect human-related
accidents such as worker falls or unsafe behavioural patterns.
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2.2 Vision-Based Worker Safety Monitoring

Sharma and Verma [2] presented a camera-based worker safety monitoring system employing deep
learning techniques to analyse continuous video streams. The system demonstrates capability to detect
safety violations including workers entering restricted areas, failure to wear mandatory safety equipment,
and worker falls. Limitations include the requirement for substantial computational power and lack of
integration with environmental sensors, providing an incomplete industrial safety solution when deployed
independently.

2.3 Smart Factory Monitoring Using IoT and Cloud

Lee and Park [3] proposed a smart factory monitoring platform using multiple IoT sensors to collect
machine operational status, temperature, humidity, and vibration data. The cloud-based architecture
provides excellent accessibility and scalability; however, it suffers from inherent latency issues due to
internet communication delays, lacks camera-based monitoring, and depends critically on continuous
internet connectivity.

2.4 Real-Time Accident Detection Systems

Rajesh and Anand [4] developed a real-time accident detection system leveraging camera-based
monitoring integrated with embedded processing platforms. The system analyses video frames to detect
falls, unusual body movements, and equipment collisions, demonstrating that camera-based detection
significantly improves emergency response time compared to manual detection. The limitation is
exclusive focus on visual monitoring without integrating critical safety sensors for fire or gas detection.

2.5 Analysis and Gap Identification

The comprehensive literature review reveals that existing research exhibits a clear tendency toward
specialisation — focusing on either sensor-based monitoring OR camera-based vision systems, but rarely
successfully integrating both. Key research gaps identified are:
* Gap 1: Cost-Effectiveness — Existing comprehensive systems remain prohibitively expensive
for SME deployment.
» Gap 2: Real-Time Local Processing — Many systems show excessive dependence on cloud
connectivity, creating latency and reliability concerns.
* Gap 3: Integrated Intelligence — Few systems successfully combine multiple sensor types with
vision-based analysis and Al-driven decision making.
* Gap 4: Low-Cost Microcontroller Optimisation — Advanced features are seldom optimised for
deployment on affordable microcontroller platforms.
The proposed system directly addresses these gaps by utilising affordable ESP32/ESP8266 platforms,
integrating multiple safety technologies into a unified system, incorporating edge computing for real-time
local processing, and designing a modular architecture for easy customisation and expansion.
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3. EXISTING SYSTEMS AND LIMITATIONS

3.1 Overview of Traditional Industrial Monitoring Systems

Traditional industrial monitoring and control systems have dominated manufacturing environments for
several decades and are predominantly based on Programmable Logic Controllers (PLCs) and legacy
Supervisory Control and Data Acquisition (SCADA) systems. PLCs were first introduced in the 1960s as
replacements for hardwired relay control systems, providing improved flexibility and reduced wiring
complexity. SCADA systems emerged in the 1970s-1980s to address large-scale distributed industrial
facilities, adding a supervisory layer for centralised monitoring, data logging, and alarm generation.
Most traditional systems follow a centralised architecture in which a single central controller is responsible
for collecting sensor data from all monitored points, processing collected information using predefined
control logic, making control decisions, and sending control signals to actuators and devices.

3.2 Limitations of Current Approaches

Single Point of Failure: If the central controller experiences hardware failure, the entire monitoring and
control system becomes inoperative, creating serious safety risks and production losses during recovery.

Limited Monitoring Capability: Existing systems focus on basic environmental parameters (temperature,
pressure, humidity) and lack capability to monitor worker behavioural patterns, complex accident
scenarios, or real-time activity.

Lack of Integrated Intelligence: Collected sensor data is displayed for manual interpretation. There is no
machine learning or pattern recognition, no anomaly detection, and no ability to predict emerging
problems. The approach is purely reactive.

Performance Scalability Issues: As sensor count increases, central controller load increases dramatically,
leading to degraded response times and potential bottlenecks under peak loads.

High Economic Cost: PLC and SCADA systems require substantial initial investment for equipment,
system engineering, installation, commissioning, proprietary software licensing, and ongoing specialised
technical support.

4. PROPOSED SYSTEM AND METHODOLOGY

4.1 System Architecture

The proposed IoT-Based Industrial Monitoring and Control System employs a distributed, intelligent,
multi-node architecture guided by the following core principles: Distributed Processing, Edge Computing
Focus, Wireless Communication, Modular Design, and Fault Tolerant Architecture. The system employs
three specialised node types:

ESP32 Server Node: Acts as the primary aggregation point and decision-making authority. Collects data
from all client nodes, interfaces with machine learning models, executes high-level control logic, and
manages alert generation and notification.
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ESP32 Client Node: Handles sensor data collection and video processing. Connects to environmental
sensors (temperature, humidity, flame detection), manages camera operation, performs preliminary video
processing, and transmits processed data to the server.

ESP8266 Client Node: Manages machine control and access authorisation. Executes control commands

from the server, operates RFID reader for access control, manages machine start/stop sequences, and
reports machine status.

4.2 Advantages of the Proposed System

The integrated approach to industrial safety monitoring provides significant advantages over traditional
systems across multiple dimensions:

» Al-Based Accident Detection: Camera combined with Al automatically identifies accidents,
falls, and unsafe behaviour with real-time analysis and complex pattern recognition impossible
with threshold-based sensors.

» Enhanced Safety Monitoring: Both sensor-based and camera-based monitoring provide
comprehensive 24/7 surveillance with multi-modal detection and redundant safety mechanisms.

» Real-Time Response: Hazards detected in milliseconds with automated response, compared to
30-60 seconds in manual systems.

» Wireless Architecture: Flexible sensor placement, minimal infrastructure, easy reconfiguration,
and reduced installation cost compared to hardwired systems.

» Cost-Effectiveness: ESP32 and ESP8266 platforms cost a fraction of industrial PLCs, using
commercial off-the-shelf sensors and open-source software frameworks with no licensing fees.

» Scalability: New sensor nodes can be added without modifying the core system, supporting easy
expansion to additional facilities.

4.3 System Components and Integration

4.3.1 Sensor Subsystem

The sensor subsystem provides environmental monitoring capability including: DHT22 Temperature and
Humidity Sensor (£0.5°C, £2% RH accuracy), MQ-2 Gas Sensor (detecting LPG, smoke, alcohol,
propane, hydrogen, and methane), and Flame Sensor Module (IR-based detection up to 100cm range). All
sensors interface with microcontrollers via I2C, analog, or digital GPIO connections.

4.3.2 Camera and Video Processing

The OV2640 camera module provides 2MP resolution with continuous video stream capability,
compatible with ESP32 via CSI interface. The video processing pipeline includes frame capture, image
preprocessing (resizing to 300%300, normalisation, histogram equalisation), and ML model inference for
object detection.

4.3.3 Communication Architecture

The system uses a WiFi-based mesh network where the ESP32 server maintains a WiFi access point and
client nodes connect as WiFi stations, with automatic reconnection on connection loss. JSON-based data
formatting enables easy parsing and third-party integration.
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5. HARDWARE AND SOFTWARE IMPLEMENTATION

5.1 Hardware Components

The ESP32 microcontroller (dual-core Xtensa 32-bit at 240 MHz, 520 KB SRAM, integrated 802.11 b/g/n
WiFi and Bluetooth 4.2, 34 GPIO pins) serves as the server and primary client node. The ESP8266 (single-
core at 160 MHz, 160 KB SRAM, integrated WiFi, 11 GPIO pins) is deployed as the machine control
node. Key selection criteria included integrated WiFi connectivity, sufficient processing capability for ML
inference, rich peripheral interfaces, significantly lower cost than industrial PLCs, and a mature open-
source development ecosystem.

ESP32 Microcontroller ESP32-DevKit-V1 1
ESP8266 Microcontroller ESP8266-DevKit 2
Temperature/Humidity Sensor DHT22 1
Relay Module 4-Channel 5V 1
RFID Reader 125 kHz Module 1
Display OLED /LCD 3
Power Supply 5V/3A 1
Miscellaneous Cables, connectors, resistors —

5.2 Software Architecture

Firmware is developed using the Arduino IDE with C++ and a modular code architecture. The software
stack includes: Hardware Abstraction Layer (sensor drivers, GPIO management, I2C/SPI
communication), Data Acquisition Module (sensor reading, buffering, timestamp generation),
Communication Module (WiFi connectivity, message transmission/reception), Processing Module (data
processing, alert logic, decision making), ML Interface Module (camera feed preparation, ML inference,
result interpretation), and Actuator Control Module (relay operation, alert triggering, RFID access
control).

FreeRTOS is implemented for multi-tasking with task priorities for critical safety functions: Sensor
Reading (100 ms interval), Communication (200 ms), Alert Processing (50 ms, high priority), Ul Update
(500 ms), and System Monitoring (1000 ms).
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6. ARTIFICIAL INTELLIGENCE AND MACHINE LEARNING

6.1 Model Architecture

A Single-Shot MultiBox Detector (SSD) architecture with MobileNetV2 backbone was selected for real-
time accident detection. MobileNetV2 uses depth-wise separable convolutions designed for
mobile/embedded deployment, with multiple scale feature maps enabling detection of objects of varying
sizes. The model operates on 300%300 pixel RGB input and outputs detection confidence scores (0.0-1.0),
bounding box coordinates, and class predictions (person, fall, equipment interaction).

6.2 Training and Validation

The model was trained on a dataset of 50,000+ annotated images collected from industrial facility video
recordings under various lighting conditions, camera angles, and worker configurations. Training used the
Adam optimiser (learning rate 0.001), multi-task loss function (localisation + classification), batch size
32, and 100 epochs with early stopping. Data augmentation included random horizontal flipping,
brightness/contrast adjustment, rotation (£15°), and scaling (0.8x—1.2x).

Person Detection 0.94 0.91 0.92
Fall Detection 0.87 0.84 0.85
Unauthorised Zone Entry 0.91 0.88 0.89
Equipment Safety Violation 0.85 0.82 0.83

6.3 Model Optimisation for Edge Deployment

To enable inference on the resource-constrained ESP32 platform, the trained model was compressed using
post-training quantisation (float32 to INT8) and weight pruning (30% sparsity reduction). This resulted in
a 4x reduction in model size (60 MB to 15 MB) with less than 1% accuracy loss, enabling real-time
inference at 10—15 fps on the embedded platform with a total processing pipeline latency of 60—100 ms
per frame.

7. RESULTS AND DISCUSSION

7.1 Experimental Setup

The proposed system was implemented and validated in a controlled 20 m x 15 m test facility designed to
simulate realistic industrial conditions, incorporating a mix of natural and artificial lighting, multiple
equipment pieces, and simulated hazardous scenarios. The ESP32 server node was centrally located, the
ESP32 client node with camera positioned for workspace monitoring, and the ESP8266 control node
connected to relay modules with a distributed sensor network throughout.

© 2026, I[JSREM | https://ijsrem.com [ Page 8



https://ijsrem.com/

RE

£ 105 ‘ﬁt
-n«rg International Journal of Scientific Research in Engineering and Management (IJSREM)
Ronlzads  Volume: 10 Issue: 05 | May - 2026 SJIF Rating: 8.659 ISSN: 2582-3930

7.2 System Performance Results

Detection Latency 30-60 seconds 0.5-2 seconds ~97% faster

System Availability 95-98% 99.8% +1.8-4.8%

Accident Detection N/A (manual) 88-91% Automated

Accuracy

False Positive Rate High (manual 2-3% Significant reduction

error)

Hardware Cost $25,000-50,000 $2,000-3,500 ~93% savings

Total 5-Year Cost $80,000— $5,000-8,000 ~95% savings
140,000

ROI Period 2-3 years 3—6 months ~85% faster

7.3 Sensor and Communication Performance

Temperature measurement achieved +1.2°C accuracy (exceeding the £2°C specification) with 2.5-second
response time to detect a 10°C change. Flame detection demonstrated 95 cm maximum range with 150
ms response time and a false positive rate of 0.2% in direct sunlight. WiFi communication achieved a
message delivery success rate of 99.7% with automatic reconnection within 30 seconds after
disconnection. Overall sensor subsystem uptime was 99.7% over the 30-day test period with no sensor
failures or degradation.
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dY(E;i ' DHT11 & RFID Live Dashboard

Live DHT11 Data

Time Temperature (A°C) Humidity (%)
gn4e 289 50
8:0:50 289 50
BDS2 289 50
8053 289 50
80.55 269 50
B0S6 289 50
B:0:58 289 50
B:0.59 289 50
811 303 49
8:1:2 303 49
814 289 50
8:1:5 289 50
817 289 50
8:1:8 269 50
8130 303 49
amm 303 49
8113 289 50
8315 289 50
81116 289 50
8:3:18 289 50
g119 289 50
8321 289 50
By23 289 50
8124 289 50
Live RFID Logs
Starting Time Machine & Person Name Hours of Running
8112 Machine2 & Priya Running
8117 Machine & Priya [1213.1
anms Machine2 & Priya Running
a1 Machine & Priya o2
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7.4 System Reliability and Redundancy

The distributed architecture demonstrated excellent fault tolerance. Single sensor node failure allows the
system to continue operating in degraded mode. Server node restart causes client nodes to queue data and
continue operating independently. Mean time between failures was measured at 186 hours with a mean
time to recovery of 5 minutes. The system maintained 99.8% availability over the 30-day evaluation

period.
Live RFID Logs
Starting Time Machine & Person Name Hours of Running
8:39 Machine2 § Priya Running
a8 Macthined & Priva LU 35 L]

8. CONCLUSION AND FUTURE WORK

8.1 Conclusion

This project has successfully designed, developed, and validated an innovative IoT-Based Industrial
Monitoring and Control System that represents a significant advancement over traditional industrial
automation approaches. The system seamlessly integrates distributed IoT microcontrollers, multi-sensor
environmental monitoring, camera-based monitoring, and artificial intelligence to create a comprehensive,
affordable, and scalable solution for industrial safety and operational monitoring.

Comprehensive testing demonstrated that the system detects accidents in 0.5-2 seconds (compared to 30—
60 seconds for manual detection), achieves 88-91% accuracy in accident detection, and maintains 99.8%
system availability. The system achieves approximately 95% cost reduction compared to traditional
industrial automation systems while providing superior functionality — making advanced industrial safety
accessible to small and medium-sized enterprises previously unable to afford such technology.

8.2 Key Achievements
* Successful integration of consumer-grade loT components into a professional-grade industrial
safety system.
» Real-time performance through edge computing enabling practical deployment without cloud
dependency.
* Scalable modular system design enabling easy expansion without core system modifications.
* Demonstrated 88-91% ML-based accident detection accuracy with 60—100 ms inference latency.

» Total system hardware cost of approximately 32,310, enabling deployment in small industrial
facilities.

*  99.8% system availability over the evaluation period with proven fault tolerance.

8.3 Future Enhancements

Short-Term (6—12 months): Development of a cloud-based monitoring dashboard, iOS and Android
mobile applications for real-time notifications, enhanced ML model training with larger datasets, and
integration with gas sensors (CO, CO2, methane).
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Medium-Term (1-2 years): Predictive maintenance algorithms using machine learning on historical sensor
data, integration of vibration monitoring for machine health, and advanced production analytics with
statistical process control.

Long-Term (2+ years): Digital twin technology for virtual replication of the physical industrial
environment, 5G integration for lower latency, fully autonomous self-healing network capabilities, and
seamless integration with enterprise ERP and MES systems within the Industry 4.0 framework.
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