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Abstract - Attendance management plays a vital role in
educational institutions for maintaining accurate student
records and monitoring academic participation. Conventional
attendance methods, such as manual record keeping, are time-
consuming and susceptible to human errors, whereas biometric
systems often require higher implementation costs and
maintenance. This work presents an IoT-enabled smart
attendance system that combines RFID technology with cloud-
based data storage to automate the attendance process. Each
student is assigned a unique RFID card, which is scanned
through an RFID reader for identification and attendance
registration. The collected data is automatically stored in a
cloud database, enabling real-time access, monitoring, and
report generation. In addition, the system provides automatic
email notifications to parents regarding their child's attendance
status and offers a web-based dashboard for viewing attendance
records and tracking daily updates. The proposed solution
enhances accuracy, minimizes manual intervention, improves
transparency, and supports efficient attendance management
for educational institutions and similar organizations.

Key Words: IoT, Cloud-Integrated Attendance System, RFID,
Real- Time Database, Notification Service, Web Interface.

1. INTRODUCTION

[1] Keeping track of attendance is an important task in
schools, colleges, and other institutions. Traditional
methods, like manual roll calls or paper registers, are slow,
prone to mistakes, and difficult to manage, especially in large
classrooms.

[2] With modern IoT (Internet of Things) and cloud
technologies, it is possible to create smart, automated, and
low-cost attendance systems. This project proposes an [oT
cloud-integrated attendance system using RFID.

[3] The system saves all data in a real-time cloud database,
allowing teachers and administrators to access and analyse
attendance instantly. It also provides a simple notification
service to inform parents about their child’s attendance and
includes a web interface to track attendance day by day.

[4] This approach is efficient, reliable, and easy to use,
helping institutions maintain accurate attendance records
while reducing manual work. By combining RFID, IoT, and
cloud technologies, attendance management becomes
secure, transparent, and smart.

© 2026, IJSREM | https://ijsrem.com

DOI: 10.55041/IJSREM65078 |

2. RELATED WORK

Over the past few years, researchers have actively investigated
the design of intelligent attendance systems that integrate
RFID, 10T, and biometric verification to enhance reliability
and automation [1], [2]. While traditional RFID- based
methods reduce manual effort and errors, they still face
challenges such as proxy attendance and unauthorized tag
usage [3]. To overcome these issues, recent works have
proposed hybrid systems that combine RFID with facial
recognition for improved identity validation [4], [5].

IoT-enabled frameworks have also been developed to facilitate
remote monitoring and real-time synchronization of
attendance data with cloud databases [6]. These systems allow
teachers and administrators to access attendance records
instantly through secure web or mobile dashboards [7]. Some
implementations additionally connectivity to send instant
notifications to parents or supervisors, thereby enhancing
transparency and communication [8].

Further research has focused on improving system efficiency
by utilizing low-power microcontrollers and cloud platforms
such as Firebase for data storage [9]. In a few studies, machine
learning algorithms have been incorporated to detect irregular
attendance patterns and enhance prediction accuracy [10].
Despite these technological advancements, several challenges
remain, including hardware costs, dependence on stable
network connectivity, and privacy concerns associated with
biometric information [11], [12]. Consequently, recent
research emphasizes developing secure, scalable, and user-
friendly RFID-based systems that integrate IoT and cloud
technologies for efficient real-time attendance tracking.

3. PROPOSED METHODOLOGY

The proposed IoT cloud-integrated attendance system is
designed to overcome the limitations of existing systems by
combining RFID- based identification, camera-based
biometric verification, real-time cloud storage, notifications,
and a web interface. The system is efficient, reliable, and
secure for monitoring attendance in educational institutions.

3.1. Hardware Components:

3.1.1.  RFID Reader and Tags

*  Purpose: Reads unique ID from each student’s
RFID tag to identify them.

*  Function: When a student scans their tag, the
reader captures the unique code and sends it
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to the microcontroller.

*  Example Hardware: MFRC522 RFID Reader,
13.56 MHz RFID Tags.

1. RFID Card
(Student UID)
2. Scan the Card
(RFID Reader)

3. UID Match?

3.12.  NodeMCU (ESP8266)

* Purpose: Acts as the main processing unit to
collect data from RFID and camera and send it to
the cloud.

*  Function: Reads RFID data, triggers camera
capture, and communicates with the cloud server
using Wi-Fi.

Show Error
Maessage on Ul

4 Mark Attendance
. . {With Date & Time}
*  Advantage: Energy-efficient operation,

compatibility with [oT communication
protocols, and seamless integration with various
Sensors.

5 Add Data in
Firebase

6, Ratrieve Student
Detalls {(Name, UID,
Email, etc.)

3.1.3.  IoT Cloud Platform

. Purpose: Stores attendance data in real- time
. 7. Display Attendance
and enables web interface access. Stotus on Ul
. Function: Receives data from the

B, Send Emad 10

microcontroller, maintains database, and allows o
tudent

retrieval for reports..

. Advantage: Enables access from any location,
supports instant monitoring of data, and
provides expandable storage capacity.

9. Update Dashboard
U1 with Latest Data

3.14. Notification Module

*  Purpose: Sends simple notifications to parents Fig 1. RFID ATTENDANCE SYSTEM
regarding student attendance.
*  Function: Uses cloud messaging or email APIs 5. IMPLEMENTATON
to notify parents when a student marks
attendance. ‘ ' The RFID-based attendance system was thoroughly tested in
*  Advantage: Provides timely attendance updates real-time conditions to assess its performance in terms of
to parents and promotes greater student accuracy, speed, and reliability. Each student was provided
accountability. with a unique RFID card, and the system was operated

continuously for sever al days. The RC522 RFID reader

3.15. Web Interface / Dashboard consistently recognized card swipes in less than a second. In

. Purpose: Allows teachers and administrators to contrast, unregistered or invalid cards triggered a red LED
view date-wise attendance records. signal and were recorded as errors in the system.
. Function: Retrieves data from the cloud Additionally, email alerts were promptly sent to parents and
database and presents it in tables and charts. staff within seconds of each attendance event. Throughout

testing, the system achieved perfect accuracy in identifying
registered users, and the camera module functioned smoothly
without any noticeable delay.

. Advantage:.

4. SYSTEM ARCHITECTURE

Firebase cloud storage to automate attendance management.
Each student is assigned a unique RFID card that is scanned
using an RFID reader. The NodeMCU microcontroller verifies
the card details with the Firebase database and records
attendance along with the date and time.The attendance data is
stored in the cloud and displayed on a web interface for real-
time monitoring. After successful attendance registration, an
email notification is sent to the student's parent, and the
dashboard is updated automatically. If an invalid card is
detected, the system displays an error message and rejects the Fig 1. Attendance Dashboard
attendance entry. The system improves accuracy, reduces
manual effort, and provides efficient attendance tracking.

The proposed attendance system uses RFID technology and e 1
S aaaas
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Fig 2. Admin Dashboard

6. LIMTATIONS

[1] Network Dependency:

The system relies on a stable internet connection for real- time
cloud synchronization. Any network interruption may delay
attendance updates or data access.

[2] Hardware Cost and Maintenance:

Implementing RFID readers, tags, and camera modules can
increase initial setup costs, and maintaining these components
requires periodic calibration or replacement.

[3] Privacy and Data Security:

Since biometric images and attendance data are stored on
cloud servers, there is a potential risk of data breaches or
unauthorized access if strong encryption measures are not
applied.

[4] Limited Scalability in Large Environments:

When deployed in institutions with a large number of students,
tag collision and processing delays may occur, affecting the
system’s accuracy and efficienc

7. CONCLUSIONS

The RFID-based attendance system integrated with a camera
module and cloud notifications provides an efficient, reliable,
and real- time method for tracking student attendance. The
system eliminates manual errors, saves time, and ensures
accuracy by automatically verifying entries through RFID
cards. The inclusion of email notifications to parents adds an
extra layer of communication and transparency. Overall, this
project demonstrates the practical application of IoT and cloud
technologies in educational settings, offering a scalable
solution that can be adapted for larger institutions and other
attendance-critical environments
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