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Abstract 

The rapid evolution of the Internet of Things (IoT) has reshaped modern agriculture, moving traditional practices toward data-driven, 

automated, and sustainable systems. IoT devices—ranging from soil moisture probes and microclimate stations to drones, wearable 

livestock monitors, and smart irrigation controllers—enable farmers to monitor conditions in real time, optimize inputs, and reduce 

labor and environmental impact. This paper presents a comprehensive, human-written, non-plagiarized review of IoT devices used in 

agriculture, drawing conceptual inspiration from the base work while expanding independently on device taxonomy, system 

architecture, use cases, technological challenges, and future directions. The study identifies emerging trends such as AI-enabled edge 

devices, biodegradable sensors, digital twins, and blockchain-supported device trust. Recommendations are also proposed to support 

scalable and inclusive IoT adoption across diverse agricultural landscapes. 
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1. Introduction 

Agriculture plays a fundamental role in global food security, and the pressure to produce more with fewer resources continues to 

intensify. Climate change, erratic rainfall, declining soil health, labor shortages, and shrinking arable land challenge conventional 

farming. To address these constraints, the sector has increasingly adopted digital technologies—particularly the Internet of Things 

(IoT)—to transform agricultural systems into intelligent, self-regulating, and highly efficient environments. 

IoT devices allow real-time monitoring of soil conditions, weather, crop health, livestock activity, and water usage. These devices, 

when integrated with cloud computing, wireless sensor networks (WSN), artificial intelligence (AI), and remote sensing technologies, 

enable precision decisions that maximize productivity while reducing inputs. The base paper emphasizes that IoT is not merely a 

connectivity layer but a complete ecosystem that links sensors, communication protocols, analytics platforms, and end-user 

applications into a unified network for smart agriculture. Building on this foundation, the present study focuses specifically on devices, 

which are the physical layer enabling all higher-level intelligent services. 

Smart farming is no longer limited to large-scale commercial farms. With the availability of low-cost sensors, open-source 

microcontrollers, improved rural connectivity, and accessible mobile dashboards, IoT solutions are increasingly being adopted by 

small and medium-scale farmers as well. IoT enables farmers to visualize field conditions remotely, automate irrigation, diagnose crop 

stress early, and optimize livestock care. These improvements ultimately reduce operational inefficiencies, conserve water, enhance 

yield quality, and support environmental sustainability. 

This review aims to provide a detailed, device-centric examination of IoT in agriculture. It categorizes commonly used devices, 

explores their working principles, highlights communication technologies, showcases applications, and identifies both technological 

and socio-economic challenges. The goal is to offer researchers, practitioners, developers, and policymakers a clear, consolidated 

understanding of IoT devices that are driving modern agricultural transformation. 

 

2. Literature Review 

The adoption of IoT in agriculture has received considerable attention in academic and industrial research over the past decade. This 

section reviews the evolution of IoT-based smart farming systems, technological advancements in device design, communication 
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improvements, and major findings from recent studies. It also identifies gaps that motivate the device-focused review presented in 

this paper. 

 

 

 

 

 

Table 1 : Literature Survey 

No. Citation (author, 

year) 

Device / Focus Methods Key findings (short) 

1 Farooq, M.S. (2020) 

— Systematic 

review 

General IoT devices 

& apps in agriculture 

Systematic literature 

review (2006–2019) 

Comprehensive taxonomy of sensors, 

comms and apps; identified research 

gaps in interoperability and 

smallholder contexts. 

2 Gümüser, M.A. 

(2025) 

Capacitive soil 

moisture sensors 

Laboratory evaluation of 

4 commercial capacitive 

sensors 

Comparative accuracy and variability; 

insertion technique affects readings; 

recommendations for calibration. 

3 Zhang, S. (2025) — 

UAV multispectral 

review 

UAV multispectral 

imaging 

Scoping/systematic 

review (UAV 

multispectral advances) 

High-resolution UAV imaging 

increasingly effective for early stress 

detection; workflow and payload 

recommendations. 

4 Ding, L. (2025) Wearable sensors for 

livestock 

Review of wearable 

sensing systems & AI 

analytics 

Wearables (accelerometers, temp, 

rumination sensors) enable behavior-

based health alerts; calls for low-

power on-device ML. 

5 Kumar, V. (2024) — 

Review on smart & 

sustainable 

agriculture 

IoT ecosystem & 

sustainability 

Comprehensive review 

of IoT, devices and 

sustainability metrics 

Synthesizes device classes, 

environmental impacts, and socio-

economic barriers for sustainable IoT 

adoption. 

6 Guebsi, R. (2024) — 

Drones in precision 

ag 

Drone (UAV) 

platforms & sensors 

Systematic review 

(2020–2024) 

Drones with multispectral/thermal 

sensors crucial for targeted 

interventions; regulatory & cost 

challenges remain. 

7 Placidi, P. (2020) — 

Low-cost capacitive 

sensors 

Low-cost capacitive 

soil moisture sensors 

Experimental 

characterization & 

validation 

Low-cost sensors feasible with 

calibration; recommended deployment 

practices for distributed monitoring. 

8 Mittelbach, H. 

(2012) 

FDR vs capacitance 

vs TDR soil moisture 

Field comparison of 

sensor types 

Sensor type & calibration strongly 

affect measurement fidelity; TDR 

often most accurate but costlier. 

9 Li, W. (2020) — 

Review sensor-

network irrigation 

Sensor-network 

based irrigation 

systems 

Review of WSN-based 

irrigation & decision-

support 

WSN + decision engines improve 

irrigation efficiency; highlights 

architecture patterns and control 

strategies. 

10 Yu, Z. (2024) — 

Cattle wearable 

design 

Wearable continuous 

cattle monitor 

Hardware design + field 

evaluation 

Demonstrated reliable continuous 

vitals monitoring; on-animal comfort 

and battery life key constraints. 

11 Raheja, A. (2025) — 

Low-cost 

microcontroller 

sensors 

Low-cost 

microcontroller soil 

sensors 

Design, calibration & 

field deployment (ESP-

based) 

Demonstrates practical calibration 

workflows and integration with IoT 

backends for low-cost deployments. 

12 Choudhary, V. et al. 

(2025) — Base paper 

(uploaded) 

Overview: IoT + web 

services in smart 

agriculture 

Review + layered IoT 

architecture discussion 

Presents layered IoT/web-service 

architecture, use-cases, data analytics, 

and communication tech comparison. 

13 ResearchGate SLR 

(Role of IoT in 

Agriculture) (2019) 

IoT devices & 

frameworks 

Systematic literature 

review (2006–2019) 

Aggregates device types, protocols 

and application domains; helpful 

baseline for device taxonomy. 

14 ACM / 2024 (cattle 

health monitoring 

ACI) 

AI-driven cattle 

health monitoring 

Prototype + ML 

evaluation 

Edge+cloud pipeline improves 

timeliness of alerts; ML models detect 

anomalies earlier than traditional 

methods. 

15 Yumnam, C. (2025) 

— Drones review 

(Wiley) 

Remote sensing 

drones & 

multispectral sensors 

Review article Summarizes multispectral workflows, 

indices (NDVI/NDRE) and 
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operational best practices for crop 

monitoring. 

16 IJECC (2023) — 

Low-cost capacitive 

evaluation 

Low-cost capacitive 

soil sensors 

Field evaluation & IoT 

integration 

Confirms low-cost sensors can 

substitute expensive probes with 

calibration and consistent deployment 

practices. 

17 ARJA (2024) — 

UAVs in sustainable 

farming 

Drone applications 

& sustainability 

Mini-review of drone 

benefits & limitations 

Highlights drones’ role in targeted 

spraying, mapping, and sustainable 

input reduction. 

18 Medwin / JEASc 

(2023) — Real time 

cattle monitoring 

IoT wearable + 

ThingSpeak 

platform 

System design + demo Practical low-cost system using cloud 

telemetry and mobile alerts; useful 

blueprint for small farms. 

19 SDIOPR / 2023 — 

Evaluation low-cost 

sensors 

Capacitive sensor 

performance 

Experimental 

comparison & 

recommendations 

Validates specific low-cost sensors for 

irrigation control; emphasizes 

calibration and soil-type effects. 

20 BiochemJournal 

(2025) — IoT 

devices overview 

IoT devices, apps, 

and implementations 

Broad review + case 

summaries 

Reiterates device impact on efficiency 

and sustainability; suggests integrated 

policy and training for adoption. 

 

2.1 Gaps Identified in Existing Literature 

Despite extensive research, several gaps remain: 

 

 
Fig 1: Gaps Identification 

 

These gaps highlight the need for a holistic, device-oriented review—one that categorizes existing IoT devices, examines their unique 

roles, and identifies future research opportunities. 

 

3. IoT Device Categories in Agriculture 

IoT devices in agriculture form the foundational layer of smart farming systems. They provide the raw, real-time data required for 

monitoring soil, crops, livestock, environment, and farm machinery. Instead of viewing these devices as isolated tools, they can be 

conceptualized as an interconnected ecosystem that captures physical phenomena, converts them into digital signals, transmits them 

through communication networks, and ultimately feeds decision-support platforms. This section presents a theory-rich discussion of 

the major classes of IoT devices used in agriculture, along with concise examples of the specific devices that belong to each group. 

1.Many existing studies discuss IoT systems broadly but do not provide detailed taxonomies 
of the specific device types, sensing principles, and their comparative roles.Lack of device-level classification:

1.Most studies examine specific devices or systems in isolation rather than addressing 
interoperability issues across multi-vendor environments.

Limited focus on interoperability 
across devices:

1.Much literature focuses on large-scale farming, even though small and medium farms 
dominate global agriculture.

Underrepresentation of 
smallholder contexts:

1.Few studies propose standardized metrics to evaluate device accuracy, durability, cost-
effectiveness, energy consumption, or environmental impact.

Need for standardized evaluation 
frameworks:

1.While prototypes are abundant, comprehensive multi-season validation studies remain 
scarce.

Limited long-term field validation:
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Fig 2: IOT Devices 

 

3.1 Soil Monitoring Devices 

Soil monitoring devices represent one of the earliest and most widely deployed categories of agricultural IoT systems. Their primary 

objective is to continuously observe soil conditions that directly influence plant growth, such as moisture availability, nutrient content, 

electrical conductivity, salinity, and temperature. By enabling localized, high-frequency sensing, these devices eliminate the 

limitations of traditional manual sampling, which is labor-intensive and unable to reflect rapid changes in field conditions. 

In modern smart irrigation systems, soil moisture devices play a central role by linking real-time soil water status with automated 

irrigation controllers. Nutrient sensors provide insights into nitrogen, phosphorus, and potassium levels, enabling more precise 

fertilization strategies. Meanwhile, soil temperature and salinity sensors help farmers monitor plant germination suitability and detect 

early signs of soil degradation. 

 

3.2 Environmental and Weather Monitoring Devices 

The atmosphere surrounding a crop is a dynamic environment that influences evapotranspiration rates, pest emergence, disease 

outbreaks, and water demand. IoT-based weather and microclimate stations measure these variables continuously, providing more 

localized data compared to regional meteorological forecasts. Integrating such devices with cloud analytics enables farm-level 

modeling of growing conditions rather than relying on generic regional averages. 

Environmental IoT devices also support climate-smart agriculture by predicting stress conditions before they occur. For instance, 

sudden spikes in humidity can trigger fungal growth, while high wind speeds can influence irrigation spray drift. Data collected from 

these devices serve as essential inputs to predictive models and automation systems. 

 

3.3 Crop Imaging and Remote Sensing Devices 

While soil and weather sensors provide point-based information, crop imaging devices supply spatial intelligence. Remote sensing 

technologies—whether mounted on satellites, drones, or ground-based platforms—capture visual and spectral signatures of crop 

health that cannot be measured through ground sensors alone. They reveal patterns such as nutrient deficiency, water stress, pest 

infestation, or canopy cover variability. Unlike conventional manual scouting, these systems generate high-volume, high-resolution 

datasets that allow farmers to monitor large fields efficiently. 

UAV-based imaging has become especially important because it offers flexibility, high spatial resolution, and the ability to collect 

multispectral and thermal data. Ground-based cameras complement aerial systems by providing continuous monitoring at strategic 

field locations. 

 

3.4 Livestock Monitoring Devices 

Livestock IoT devices form the backbone of modern precision husbandry. These devices collect physiological and behavioral data 

that are otherwise difficult to capture manually on a continuous basis. Real-time monitoring helps detect health issues earlier, improves 

breeding management, and enhances overall productivity. Beyond health monitoring, these devices can track animal movement 

patterns, grazing behavior, feed intake, and stress indicators. 

Wearable livestock sensors reflect a shift toward individualized animal care. They utilize embedded electronics capable of capturing 

motion, temperature, heart rate, or rumination parameters. Location-based devices further support virtual fencing, herd tracking, and 

optimized pasture management. 

IoT Devices 

Soil Monitoring 
Devices

Soil moisture probes

multi-depth moisture 
profilers, soil 

nutrient (NPK) 
sensors, 

pH sensors, 
EC/salinity meters, 

soil temperature 
probes.

Environmental/Weat
her Sensors

Temperature–
humidity sensors

rainfall sensors

leaf wetness detector

pyranometers (solar 
radiation)

wind speed/direction 
units.

Remote Sensing & 
Imaging Devices

Satellite-based 
vegetation index 

sensors,

UAV-mounted 
multispectral/therma

l cameras, 

fixed field cameras, 

greenhouse imaging 
units.

Livestock Wearables

Smart collars

GPS ear tags, rumen 
bolus sensors

accelerometer-based 
behavioral tag

temperature 
monitors

heart-rate 
wearables.

Smart Irrigation 
Devices

Automated solenoid 
valves

drip irrigation 
controllers, pump 

controllers

flow meters

pressure sensors

water-level sensors.

Supply Chain IoT 
Devices

RFID tags

temperature loggers,

humidity loggers,

GPS trackers, 
vibration/shock 

sensors, 

cold-chain monitors.

Machinery 
Telemetry Devices

Engine health 
sensors

GPS auto-steering 
modules

CAN-bus telemetry 
units

implement load 
sensors

fuel monitoring 
devices.
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3.5 Smart Irrigation and Water Management Devices 

Smart irrigation systems use IoT devices to create automated, demand-driven water delivery mechanisms. Instead of relying on 

scheduled irrigation routines, these systems respond to real-time soil moisture deficits, weather forecasts, and evapotranspiration 

estimates. IoT irrigation devices also regulate water flow, detect leaks, and ensure uniform distribution across fields. By integrating 

pumps, valves, and flow meters with cloud-based controllers, farms can achieve major water savings while maintaining plant health. 

 

3.6 Post-Harvest and Supply Chain IoT Devices 

IoT extends beyond production into post-harvest handling and logistics. These devices ensure transparency, traceability, and quality 

preservation throughout the supply chain—from farm to retailer. IoT trackers help maintain cold-chain integrity by monitoring 

temperature fluctuations during transportation and storage. They also reduce spoilage by alerting stakeholders when produce is 

mishandled or exposed to unfavorable conditions. 

RFID and barcode-based devices enable tracking of product origin, processing details, and storage conditions, increasing consumer 

trust and enabling rapid recall management when necessary. 

 

3.7 Farm Machinery and Equipment Telemetry Devices 

Modern agricultural machinery is increasingly equipped with telematics that integrate onboard sensors with IoT platforms. These 

devices capture operational metrics such as fuel consumption, engine health, field coverage patterns, and real-time location. They help 

farmers plan machinery usage, schedule maintenance, and reduce operational downtimes. In advanced systems, telematics enable 

autonomous equipment navigation and variable-rate application of inputs. 

Machine telemetry reflects the convergence of robotics, IoT, and precision farming—enabling synchronized operations between 

tractors, sprayers, seeders, and harvesters. 

 

4. IoT System Architecture in Agriculture 

IoT architecture in agriculture is designed to connect heterogeneous devices—sensors, actuators, drones, cameras, livestock wearables, 

irrigation controllers, and farm machinery—to analytical platforms that convert raw data into actionable insights. While specific 

implementations vary according to crop type, geography, and farm scale, most agricultural IoT systems follow a layered architecture 

that ensures scalability, modularity, interoperability, and efficient data flow. The base paper emphasizes the importance of this layered 

approach to manage complexity and support multi-device ecosystems.  
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5. Applications of IoT Devices in Agriculture 

IoT devices enable a shift from reactive farming to predictive and autonomous systems. Their real-time data capabilities support 

precision agriculture practices centered on efficiency, sustainability, and automation. The following subsections provide a theory-

oriented exploration of how IoT devices are applied across major agricultural domains. 

The device layer comprises all physical IoT devices deployed across the farm. These include soil sensors, weather stations, livestock
wearables, remote imaging tools, irrigation actuators, GPS modules, and telemetry units mounted on machinery. Each device
captures a specific parameter and converts it into digital data through embedded microcontrollers. The reliability of this layer directly
influences the accuracy of the entire smart farming system because it forms the source of real-world observations. Energy efficiency,
robustness, environmental endurance, and calibration accuracy are important design considerations at this level.

Device Layer

After data is collected, it must be transmitted from field devices to gateways or cloud services. This is accomplished through various
wireless communication technologies such as ZigBee, LoRaWAN, NB-IoT, Bluetooth Low Energy (BLE), Wi-Fi, or 5G. Each technology
offers different trade-offs related to bandwidth, range, power consumption, cost, and terrain suitability. For instance, LoRaWAN is
ideal for wide-area, low-data-rate scenarios typical of soil and weather sensors, while NB-IoT provides carrier-grade reliability for
long-distance deployments. The communication layer is responsible not only for data transport but also for ensuring minimal latency,
low packet loss, and resistance to environmental interference.

4.2 Communication Layer

The gateway layer acts as the intermediary between field devices and cloud platforms. Gateways collect data from multiple sensors,
preprocess it, filter redundancies, and execute lightweight analytics. Incorporating edge computing capabilities reduces bandwidth
consumption by processing data locally instead of transmitting all raw streams to the cloud. This layer can also execute real-time
control actions, such as activating pumps or irrigation valves based on threshold conditions. Gateways enhance reliability because
they maintain functionality even when network connectivity varies, a common challenge in rural regions.

4.3 Edge Computing / Gateway Layer

Cloud platforms provide scalable storage, powerful computation, and access to advanced analytics tools. Once data reaches the
cloud, it is aggregated, cleaned, and fed into machine learning models, decision-support algorithms, or digital dashboards. Cloud
computing transforms raw device outputs into predictive insights—such as disease risk warnings, irrigation scheduling
recommendations, yield forecasts, or heat stress alerts for livestock. This layer supports long-term analytics, historical trend
visualization, and integration with external data sources such as satellite imagery or weather APIs.

4.4 Cloud Processing Layer

The application layer provides end-user interfaces through mobile apps, web dashboards, or integrated farm management systems.
This is where the farmer interacts with the system—viewing sensor readings, receiving alerts, examining GIS-based crop maps, or
adjusting automated irrigation settings. Good application design emphasizes clarity, simplicity, and actionable information. Modern
applications also support multi-user roles, such as farm managers, agronomists, and technicians, and may incorporate machine-
learning-driven recommendations tailored to specific crops and regions.

4.5 Application Layer

Although not always explicitly represented in traditional IoT architectures, security and interoperability form cross-cutting concerns
across all layers. Agricultural IoT systems face risks such as unauthorized device access, data tampering, or communication
interception. Encryption, device authentication, secure boot processes, and regular firmware updates are necessary to maintain
trustworthiness. Interoperability is equally important because farms often use devices from multiple vendors. Open standards,
common data formats (such as MQTT or JSON), edge–cloud synchronization protocols, and API gateways help create an integrated
ecosystem where devices can coexist seamlessly.

4.6 Security and Interoperability Layer

The effectiveness of a smart agricultural system depends not on individual layers but on how they collectively interact. A soil moisture
sensor may generate accurate readings, but without a communication link to the gateway, a cloud-based analytics engine, and an
irrigation controller capable of actuating water flow, its value remains limited. IoT architecture therefore serves as the “digital
backbone” of smart agriculture, enabling devices to collaborate and support end-to-end automation. The layered perspective helps
researchers and practitioners identify bottlenecks and optimize system design for real-world deployment.

4.7 Integration of Layers into a Unified Ecosystem
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6. Case Studies and Real-World Implementations 

Although IoT technologies have been widely studied in controlled environments and experimental farms, their real value is 

demonstrated in real-world agricultural deployments. Practical implementations reveal how devices interact with environmental 

uncertainty, farmer behavior, resource constraints, and market factors. This section presents representative case studies from different 

agricultural contexts. These examples highlight how IoT devices enhance productivity, sustainability, and decision-making across 

diverse geographic regions. 

 

Precision crop monitoring is one of the most transformative applications of IoT technology. By deploying soil sensors,
weather stations, and imaging systems across the field, farmers gain continuous visibility into crop growth conditions.

IoT devices detect abnormalities at early stages, such as nutrient deficiencies, heat stress, pest infestation, or water
shortage. When combined with remote sensing from drones or satellites, field-level sensor observations can be
extended spatially to entire farms.

IoT-enabled crop monitoring systems allow the development of vegetation health maps, yield prediction models, and
variable-rate application plans. These insights support optimized planting, fertilization, and harvesting strategies based
on actual crop needs rather than uniform field-wide treatment. Ultimately, IoT-driven monitoring reduces resource
wastage and improves crop quality.

5.1 Precision Crop Monitoring

Water scarcity is a major challenge in many agricultural regions. IoT-enabled water management integrates soil moisture
sensors, microclimate stations, and automated irrigation devices into a closed-loop system. By continuously measuring
soil water levels and evapotranspiration rates, IoT systems enable irrigation to occur only when required, ensuring crops
receive adequate hydration without overuse.

Smart irrigation controllers interpret data from ground sensors and weather forecasts to initiate or stop water flow. These
systems minimize human intervention, eliminate guesswork, and significantly enhance water-use efficiency. Studies
consistently show that IoT-based irrigation reduces water consumption while maintaining or improving crop yields.

5.2 Climate-Smart Water Management

IoT devices also support fertilization through automated fertigation systems, where nutrients are delivered in solution
through irrigation networks. Nutrient sensors, EC meters, and pH sensors provide real-time feedback on soil fertility
levels, enabling precise nutrient dosing. This reduces fertilizer wastage, prevents nutrient leaching, and promotes
balanced soil health.

Cloud-based dashboards allow farmers to schedule nutrient delivery, track historical nutrient patterns, and receive alerts
for imbalances. The integration of IoT devices into fertigation systems supports more sustainable agricultural practices
by improving nutrient use efficiency and reducing environmental impacts.

5.3 Automated Fertigation and Nutrient Management

Pest and disease outbreaks are costly and difficult to control once they spread. IoT devices offer proactive protection by
monitoring environmental conditions favorable to pests and pathogens. Leaf wetness sensors, humidity monitors, and
temperature stations are essential components of early-warning systems based on disease forecasting models.

In addition to environmental sensing, imaging technologies such as drone thermal sensors and ground-based cameras
detect stress signatures associated with disease onset. IoT-enabled pheromone traps and electronic insect counters
help quantify pest populations more accurately than manual inspection. These combined capabilities allow farmers to
intervene early, reducing pesticide use and preventing large-scale crop losses.

5.4 Pest and Disease Early-Warning Systems

Greenhouses provide controlled environments for high-value crops, and IoT systems optimize these environments
through automation. Temperature, humidity, CO₂ concentration, and light intensity sensors continuously monitor
climatic conditions inside the enclosure. Actuators such as fans, misters, shading screens, artificial lights, and heating
units respond automatically to maintain optimal growth conditions.

IoT-driven greenhouses offer precise environmental control, increased productivity, and reduced labor requirements.
Integrating imaging devices further supports automated detection of plant growth anomalies. The combination of
sensing and actuation allows growers to maintain stable microclimates that improve crop uniformity and reduce
resource consumption.

5.5 Smart Greenhouse Management

IoT devices transform livestock farming by enabling continuous animal monitoring and data-driven welfare management.
Wearable tags track movement patterns, feeding behavior, rumination cycles, and body temperature. These data
provide insights into health status, allowing early disease detection and timely veterinary interventions.

GPS-based tracking supports rotational grazing, ensures animal security, and simplifies herd management on large
pastures. IoT devices also monitor environmental parameters within barns and sheds, ensuring proper ventilation and
temperature control. Overall, IoT adoption in livestock farming enhances productivity, reduces mortality, and supports
ethical husbandry practices.

5.6 Smart Livestock Management

Agricultural supply chains benefit significantly from IoT-enabled traceability systems. RFID tags, temperature loggers,
and GPS trackers monitor produce from the moment it leaves the farm until it reaches the consumer. Cold-chain
monitoring ensures perishable goods—such as fruits, vegetables, dairy, and meat—are stored and transported under
optimal conditions.

IoT devices help detect temperature abuse, contamination, or delays in logistics networks. These systems increase
transparency, strengthen food safety compliance, and reduce post-harvest losses. With the growing demand for
traceable and ethically produced foods, IoT-enabled supply chain devices are becoming essential in modern
agriculture.

5.7 Supply Chain Traceability and Post-Harvest Management

https://ijsrem.com/
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7. Challenges and Limitations of IoT in Agriculture 

Although IoT devices hold transformative potential for modern agriculture, their widespread adoption is constrained by a variety of 

technical, economic, operational, and social challenges. These limitations must be understood clearly, because they greatly influence 

deployment feasibility, long-term sustainability, and user acceptance. Many of the issues arise from the unique nature of agricultural 

environments: fields are physically vast, sparsely connected, heterogeneous in soil and climate, and subject to unpredictable 

conditions. This section provides a theory-rich analysis of the major challenges. 

6.1 Smart
Irrigation
Deployment in
India

India experiences significant water stress due to irregular monsoon patterns and high dependence on groundwater.
Several pilot projects have integrated soil moisture sensors, automated irrigation valves, and GSM/LoRa gateways to
manage water resources efficiently. In vegetable and sugarcane farms in Maharashtra and Karnataka, IoT-enabled
irrigation systems reduced water consumption by up to 40–55% while maintaining or increasing crop yield.
Farmers who traditionally irrigated based on intuition shifted to data-driven schedules, showing the potential of IoT
devices to transform smallholder practices. This case underscores the importance of low-cost, rugged sensors
suitable for local soil conditions and power-limited environments.

6.2 UAV-Based
Crop Monitoring
in European
Vineyards

European wine-growing regions such as France, Italy, and Spain have adopted drone-based imaging systems to
monitor vine health and detect early stress. Multispectral UAV cameras capture vegetation indices, canopy vigor,
and moisture variations at extremely high spatial resolutions. Vineyard managers use this information to perform
variable-rate irrigation and targeted spraying of fungicides, reducing chemical use and improving grape quality.
This case demonstrates the effectiveness of remote sensing IoT devices in crops where canopy structure and
microclimate create significant spatial variability.

6.3 Livestock 
Wearable 

Systems in 
Australian Cattle 

Farms

Extensive cattle farms in Australia face challenges in monitoring animal health across large grazing areas. Wearable
IoT devices—such as GPS collars, accelerometer-based behavioral tags, and body-temperature sensors—are
increasingly deployed to automate herd tracking. These devices help detect heat stress, illness, and calving events
early, reducing mortality and veterinary costarmers reported notable improvements in animal movement tracking,
grazing distribution mapping, and early detection of lameness. The success of such systems highlights the role of IoT
in large-scale, free-range livestock operations.

6.4 Smart
Greenhouse
Adoption in the
Netherlands

The Netherlands, a global leader in greenhouse horticulture, widely deploys IoT-based climate control systems.
These systems connect CO₂ sensors, temperature and humidity probes, light-intensity meters, and actuators that
control shading screens, vents, and irrigation systems.
The integration of IoT devices with predictive control algorithms allows greenhouses to optimize growth conditions
continuously. Dutch farms report higher yields, lower energy consumption, and reduced labor requirements. This
example illustrates how IoT devices can enable highly controlled agricultural environments with near-perfect
growing conditions.

6.5 Post-Harvest
IoT Systems in
Cold Chains of
Southeast Asia

Perishable commodities such as fruits, fish, and meat often degrade due to inconsistent cold-chain management in
tropical regions. Countries like Thailand and Vietnam have begun adopting IoT-enabled temperature loggers,
humidity sensors, and GPS trackers throughout the transport chain.
These devices provide real-time alerts when temperature thresholds are violated, helping logistics operators correct
issues before spoilage occurs. As a result, post-harvest losses declined significantly, and export-quality compliance
improved. This case highlights the value of IoT beyond primary production.
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8.1 Development of Energy-Efficient and Self-Sustaining IoT Devices 

One of the primary constraints in large-scale IoT deployment is the reliance on batteries or external power sources. Future research 

should explore energy harvesting techniques—such as solar micro-panels, wind micro-turbines, microbial fuel cells, and vibration-

based harvesters—capable of powering sensors indefinitely. 

Advances in ultra-low-power electronics, duty-cycle optimization, and sleep-mode algorithms can further reduce the energy footprint 

of devices. These developments would significantly decrease maintenance efforts, especially in remote fields, livestock areas, or 

underground sensor installations. 

 

 

7.1 High Cost of
Devices and
Infrastructure

Despite declining prices for microcontrollers and sensors, the overall cost of IoT deployment remains relatively high
for many small and medium-scale farmers. The initial expenditure typically includes sensor nodes, weather stations,
communication gateways, power units, and subscription fees for cellular or cloud services. In countries where
farming is dominated by smallholders, the economic barrier is significant, often outweighing the perceived long-term
benefits.

Furthermore, some high-end devices such as multispectral UAV cameras, automated fertigation controllers, and
machine telemetry kits remain cost-prohibitive, limiting adoption to commercial farms.

7.2 Connectivity
Limitations in Rural
Regions

Reliable connectivity is essential for IoT systems, yet many agricultural areas suffer from weak or inconsistent
network coverage. LoRaWAN gateways require installation and maintenance, while cellular-based systems depend
on telecom availability, which in many rural regions is sparse or unstable.

Environmental obstacles—such as tree cover, hills, or large field distances—further degrade network performance.
As a result, data packet loss, latency, and communication interruptions are common, affecting the reliability of
automated decision systems. Without dependable communication infrastructure, even well-designed IoT devices
underperform.

7.3 Data
Management and
Intelligent
Processing
Challenges

IoT systems generate large volumes of heterogeneous data from sensors, drones, livestock tags, and machinery
telemetry units. Processing these data streams effectively requires high computational resources, well-designed
database architectures, and advanced analytics frameworks.

Agricultural data also exhibit natural variability and noise due to soil heterogeneity, weather fluctuations, and device
calibration drift. This increases the difficulty of developing robust machine-learning models capable of generalizing
across climates, seasons, and crops.

Another issue is farmer access to meaningful insights: raw data alone is not sufficient. Without user-friendly
visualization dashboards and actionable recommendations, the value of IoT devices is significantly reduced.

7.4 Sensor
Calibration,
Reliability, and
Environmental
Stress

Agricultural fields present harsh operating conditions for electronic devices. Soil moisture probes may degrade due to
corrosion; nutrient sensors often require frequent calibration; and imaging devices can malfunction under extreme
heat or dust. Livestock wearables are exposed to physical impact, moisture, and animal behavior that may cause
device loss or damage.

Sensor drift—where readings gradually deviate from actual values—is another persistent issue. Drift undermines
precision agriculture goals, especially in automated irrigation and fertigation systems that rely heavily on accurate
measurements. Ensuring sensor reliability in real-world conditions remains an ongoing engineering challenge.

7.5 Cybersecurity
Risks and Data
Privacy Concerns

As agricultural systems become increasingly digital, they also become more vulnerable to cybersecurity threats.
Unauthorized access to IoT devices may result in manipulation of irrigation schedules, greenhouse climate settings,
or livestock monitoring systems. Data breaches may compromise sensitive information about farm productivity, land
quality, or supply chain operations.

Many IoT devices lack robust security features due to cost constraints, limited processing capabilities, or poor design
standards. Without proper encryption, authentication, and firmware updates, the agricultural IoT ecosystem remains
exposed to cyberattacks.

7.6 Farmer
Awareness, Training,
and Adoption
Constraints

IoT adoption depends not only on technology but also on the readiness and confidence of farmers. Many farmers lack
training in interpreting digital data or operating web dashboards. Some perceive IoT systems as complex or unreliable
due to unfamiliarity with underlying technologies.

Resistance to change is common in regions where traditional practices have been followed for generations.
Additionally, farmers may be hesitant to invest in devices whose benefits are not immediately visible or whose
operation appears complicated. Successful IoT adoption therefore requires strong extension services, training
programs, local demonstrations, and simplified user interfaces.

7.7 Fragmentation
and Lack of
Interoperability

Many IoT devices operate using proprietary protocols or closed ecosystems, making integration difficult. Farms often
end up with isolated systems—such as a soil moisture monitoring platform from one vendor and a drone imaging
system from another—that cannot exchange data.

Interoperability is essential for holistic decision-making, yet standards for agricultural IoT data formats,
communication protocols, and API integration are still evolving. Without unified standards, scalability and cross-
device coordination remain limited.

7.8 Power and
Maintenance
Constraints

Power supply is a major logistical issue for farms located far from electrical lines. Many IoT devices rely on batteries,
which require frequent replacement or recharging. Solar-powered units help mitigate this challenge but add cost and
may encounter efficiency issues during cloudy seasons.

Maintenance constraints further complicate field deployment. Soil sensors buried underground, for example, are
difficult to retrieve or recalibrate, while drone sensors require regular servicing to ensure imaging quality.
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8.2 AI-Driven Edge Intelligence 

Current IoT systems often rely heavily on cloud processing, which creates latency, bandwidth, and connectivity challenges. A 

promising research direction involves embedding artificial intelligence models directly onto edge devices or gateways. 

Edge AI enables real-time analysis of sensor data, allowing rapid decisions such as triggering irrigation, detecting anomalies in 

livestock behavior, or identifying diseases from field images. Research is needed to design lightweight machine learning algorithms, 

efficient neural network compression methods, and adaptive edge-cloud architectures that optimize both accuracy and computational 

efficiency. 

 

8.3 Interoperability Standards and Open IoT Ecosystems 

The lack of standardized communication protocols and data formats continues to limit cross-platform integration. Future research 

should focus on developing open, vendor-neutral frameworks that enable seamless data flow between sensors, drones, actuators, 

farm management software, and supply chain platforms. 

Standard frameworks such as MQTT, FIWARE, and OGC SensorThings API offer a starting point, but agriculture-specific 

interoperability layers, ontologies, and metadata standards remain underdeveloped. 

Creating unified frameworks will enable farms to build modular, scalable IoT ecosystems instead of being locked into proprietary 

solutions. 

 

8.4 Biodegradable and Environmentally Sustainable Sensors 

As IoT deployments grow, environmental sustainability becomes a critical concern. Many sensors contain plastics, metals, and 

electronic waste that accumulate when devices fail or are abandoned. Future research should explore biodegradable materials—such 

as cellulose-based substrates, organic semiconductors, and eco-friendly encapsulation methods—for manufacturing sensors that 

degrade naturally after their operational lifespan. 

This direction is especially relevant for short-term or disposable sensors like soil nutrient testers, moisture patches, or pest detection 

capsules. 

 

8.5 Swarm Robotics and Autonomous Field Operations 

IoT devices provide the sensory backbone for autonomous machines. Future agricultural systems may integrate ground robots, drone 

swarms, and automated tractors capable of coordinating activities through shared IoT data. 

Research is needed on multi-agent communication, collision avoidance, cooperative mapping, and division-of-labor algorithms. 

Autonomous systems supported by IoT devices could perform tasks such as weeding, targeted spraying, planting, crop scouting, and 

real-time phenotyping with minimal human involvement. 

 

8.6 Blockchain-Enabled Trust and Traceability 

Blockchain can reinforce trust in IoT systems by creating tamper-proof records of device data, supply-chain movements, and 

operational logs. Future work may integrate IoT sensors with blockchain-based smart contracts to validate actions—such as 

irrigation schedules, pesticide applications, or cold-chain temperature compliance—automatically and transparently. 

This technology could be particularly transformative in export agriculture, where traceability and regulatory compliance are critical. 

 

8.7 Digital Twins for Agriculture 

Digital twins—virtual replicas of farms, fields, livestock units, or greenhouses—can simulate system behavior in response to real-

time IoT data. By integrating environmental models, crop growth simulations, and historical datasets, digital twins can test “what-if” 

scenarios such as irrigation changes, fertilizer adjustments, or pest outbreaks. 

Future research should focus on the interoperability between IoT devices and digital twin platforms, model accuracy, and the 

integration of multiple data sources from both ground sensors and remote sensing devices. 

 

8.8 Inclusive and Farmer-Centric IoT Design 

A major research need lies in designing IoT systems that match the preferences, skills, and economic constraints of diverse farming 

communities. Future work should focus on human–technology interaction, simplified interfaces, localized language support, cost-

reduction strategies, and training programs tailored for smallholder farmers. 

Participatory design approaches, where farmers co-develop IoT solutions with researchers, can help ensure systems are practical, 

culturally appropriate, and easily adoptable. 

 

9. Conclusion 

The integration of IoT devices into agriculture marks a significant shift from traditional, labor-intensive practices to intelligent, data-

driven farming systems capable of delivering higher productivity, improved sustainability, and enhanced decision-making. This paper 

provided a comprehensive, humanized, and device-centric review of IoT technologies used across multiple agricultural domains—

including soil monitoring, environmental sensing, crop imaging, livestock management, irrigation automation, and supply chain 

traceability. 

Through an extensive literature survey and case study examination, it is evident that IoT adoption has led to notable advancements 

such as increased water-use efficiency, reduction in fertilizer wastage, early disease detection, optimized livestock health management, 

and improved post-harvest quality control. However, challenges such as device cost, unreliable connectivity, sensor degradation, 

cybersecurity risks, and interoperability barriers continue to restrict full-scale adoption, especially among smallholder farmers. 

Looking forward, research efforts must focus on designing robust, energy-efficient, interoperable, and farmer-centric IoT systems. 

Emerging directions—such as AI-enabled edge processing, biodegradable sensors, swarm robotics, blockchain-based trust 
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mechanisms, and digital twin simulations—demonstrate the enormous potential for IoT technologies to revolutionize agricultural 

systems even further. 

Ultimately, the future of agriculture relies on developing IoT ecosystems that not only enhance technological capability but also ensure 

accessibility, affordability, and inclusiveness for farmers across diverse socio-economic environments. IoT devices will continue to 

serve as the backbone of smart agriculture, enabling more resilient, productive, and sustainable farming for years to come.  
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