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Abstract-- The present design invention relates to 

a legal web application system. Law-AI is built 

using the following stack ReactJS, Java 

SpringBoot, Gemini API, PostgreSQL and 

Supabase. ReactJS for a smooth user experience 

along with SpringBoot for secure backend. 

Gemini API is used for text extraction and 

summarization of legal documents to provide a 

brief overview. PostgreSQL, for storing and 

retrieving user data and Supabase is used for 

secure storage of legal documents, evidences, 

archive files using signed URLs. The application 

provides storage, summarization, analytics for 

lawyers all in one single application. Further, 

there is an integration with the hardware side of 

the project in which the legal professionals will 

have to use biometrics to access the software, 

making it more efficient and safe in keeping the 

evidence. 
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                    I.INTRODUCTION 

I. The legal profession is heavily dependent 

on documentation, analysis, and interpretation of 

written materials such as contracts, case files, 

agreements, and evidence records. Legal 

professionals must carefully review these 

documents to extract relevant information, identify 

important clauses, and ensure legal compliance. 

This process requires a significant amount of time 

and effort, especially when dealing with complex 

cases involving large volumes of legal text. As the 

number of legal cases and regulatory requirements 

continues to grow, the traditional manual approach 

is becoming increasingly inefficient and difficult to 

manage. 

II. The Biggest major crisis experienced by 

legal professionals is the time required for reading 

and understanding lengthy legal documents. Legal 

language is often complex, formal, and filled with 

technical terminology. Even experienced lawyers 

must spend considerable time reviewing documents 

to ensure accuracy and completeness. This not only 

slows down the legal process but also increases the 

chances of human error. In situations where quick 

decision-making is required, delays caused by 

manual review can negatively impact legal 

outcomes. 

Another important issue in the legal field is the 

management and storage of sensitive legal 

documents. Records stored in Legal setting need to 

be kept securely from being accessed without 

permission,changed or lost entirely. Traditional 

storage methods, such as physical files or basic 

digital storage systems, do not always provide 

sufficient security or accessibility. Furthermore, 

retrieving specific information from large 

collections of documents can be difficult and time-

consuming, reducing overall efficiency. 

 

AI (Artificial Intelligence) technology is being 

identified as the best way to help solve all these 

issues associated with analyzing text and outputting 

data in an organized manner. It can be used to read 

massive amounts of text data, build a model of what 

this is saying, and create an electronic form of the 
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data. Huge strides have been made by Natural 

Language Processing—an area of artificial 

Intelligence (AI)—to improve one's ability to 

understand and deal with human language. This 

type of technology can be used within the legal 

industry for document summarization, legal writing, 

and clause optimization autonomously. 

 

The Law-AI system is designed to leverage artificial 

intelligence to improve efficiency, accuracy, and 

security in legal workflows. The system provides 

automated summarization of legal documents, 

allowing users to quickly understand key 

information without reading the entire document. It 

also enables automated generation of legal drafts 

based on user input, reducing the need for manual 

drafting. In addition, the system includes secure 

storage features to protect sensitive legal data and 

ensure easy access when required. 

 

Legal professionals encounter the difficulty of 

working with standalone digital tools that cannot 

manage documents, analyze documents and protect 

documents within a single platform. The majority of 

current legal software users are forced to rely on 

multiple programs or systems to prepare their 

documents, manage evidence and perform legal 

analysis. This fragmented working environment 

creates an inefficient workflow, increases overall 

complexity in the way that accounts are created, and 

poses a higher potential risk of loss of data. Having 

the ability to manage these various functions from 

one device would greatly enhance the productivity 

of all legal practitioners. 

Digital technology has come to the forefront of the 

legal industry in recent years. Many law firms and 

legal organizations have begun transitioning away 

from paper-based systems to use cloud-based digital 

systems as their primary means of conducting 

business. Unfortunately, simply transforming legal 

documents from hard copy to electronic formats is 

not enough to address the challenges associated 

with analyzing and searching for legal data. To 

effectively interpret the essence of legal text, extract 

the pertinent information contained therein and 

efficiently deliver that information in a way that 

facilitates rapid decision making, will require the 

application of advanced intelligent systems. Using 

artificial intelligence allows you to take static legal 

documents and turn them into dynamic, searchable 

and analyzable data sources. 

 

 

     II. REVIEW RELATED TO WORK 

AI is revolutionizing the legal landscape through its 

ability to improve both the efficiency and the 

accuracy of work processes associated with the law. 

AI technologies use machine learning as well as 

natural language processes (NLP), to evaluate legal 

documents in order to provide relevant content for 

decision-making, extract data from the document 

and assist with making decisions regarding the 

document's content. The ability of these 

technologies to analyze documents quickly as 

compared to the traditional manual approach will 

result in less time spent performing document 

analysis, thus providing legal professionals with 

more time to focus on their projects and boost their 

overall productivity.[2][11] 

Artificial intelligence (AI) is primarily used in law 

for helping to create of high quality legal 

documents. AI-enabled drafting tools aid 

practitioners by creating better quality legal 

documents while also increasing the consistency 

and/or accuracy of these legal documents. 

Additionally, these AI-based drafting systems help 

to minimize human errors in the creation of legal 

documents; assist with compliance of these legal 

documents with applicable legal standards; and 

speed up the overall process of document creation. 

As a result, attorneys and other legal professionals 

are able to spend more time on "strategic" tasks as 

opposed to repetitive document creation 

tasks.[12][13] 

Legal language is complex because it is made up of 

many different terminologies from various areas of 

law. Creating a legal document takes a long time, 

but with the help of NLP (Natural Language 

Processing) systems, we can analyze a large number 

of these documents in an efficient manner. NLP 

systems allow for automatic identification of key 

clauses within a legal document and automatic 

summarisation of that document so that people are 

able to understand what is being done with their data 

at any given time. This increases the productivity 

and reduces the number of errors in working with 

legal documents.[10][12][25] 

AI based contract review technology can quickly 

find lots of important parts of a contract, for 

example: Termination clauses, payment terms and 

legal obligations etc. Also these systems will help 

maintain consistency in how contracts are drafted 

and will help identify any inconsistencies or risk of 

non-compliance in existing contracts. By using AI 

to automate contract analysis, the reviewing of 

contracts takes significantly less time while 

enhancing the overall accuracy of the contract 

process.[3][21] 
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Intelligent document processing is a technology that 

can be implemented in modern automation systems 

to retrieve and process valuable information related 

to legal documents. OCR, Natural Language 

Processing and Machine Learning are the most 

common types of technology used in legal 

automation system. Legal automation systems are 

designed with the intention of providing greater 

efficiency, less paperwork, reduced errors, and 

better quality control in the management of legal 

workflow.[14][27] 

III. ALGORITHMS 

A. Natural Language Processing(NLP) 

Algorithm 

NLP is a component of artificial intelligence and is 

used in a legal AI environment to interpret human 

language as well as how to interpret written 

documents. Law AI uses NLP to summarize legal 

documents, including contracts, affidavits, and case 

reports. Legal documents can be extensive and 

include very technical terms. Summarizing text 

helps to identify the important parts of a document 

and give those parts back in a shorter and easier-to-

understand format. 

Uses of NLP 

• Reducing the length of legal documents while 

preserving meaning 

• Quickly understanding important clauses in 

contracts 

• Helping lawyers review documents faster 

• Improving legal research efficiency 

The algorithm scans the document’s text, picks out 

the important sentences, and creates a short version 

of this text that is still true to the original. It gives 

lawyers and legal professionals a quick overview of 

the document’s main points without requiring them 

to read through the entire document. 

Working Mechanism 

The random forest training process has a step that it 

goes through: 

• Eliminating unneeded characters and filler 

words from source text through preprocessing. 

• Segmentation of the document into sentences 

and tokens (words). 

• Computing weightings for each sentence to 

determine how relevant each sentence is. 

• Picking out most significant sentences to create 

the summary of the legal document. 

The final prediction of NLP is: 

𝑺𝒄𝒐𝒓𝒆(𝑺𝒊) = 𝒋 = 𝟏∑𝒏𝑻𝑭(𝒘𝒋) × 𝑰𝑫𝑭(𝒘𝒋) 

Where the Si= Sentence , TF= Term Frequency, 

IDF=Inverse Document Frequency. 

Advantages in LawAI 

• Reducing time required to read lengthy legal 

documents 

• Extracts important legal information 

automatically 

• Improves lawyer productivity and efficiency. 

• Helps in quick decision-making during urgent 

cases. 

However, Random Forest may struggle with highly 

imbalanced data distributions [12]. 

 

B. Transformer Based Model Algorithm 

Language models based on transformers are highly 

sophisticated models of language in the area of deep 

learning that require greater than average levels of 

language comprehension; they are part of the Law-

AI architecture provides large amounts of input data 

through use of complex algorithms and machine 

learning techniques, which are capable of 

analyzing/querying legal questions or drafting legal 

documents from contextual input, utilizing 

transformer technology to process conventional 

text. Transformers differ from conventional models 

in that they are able to simultaneously process an 

entire sentence of text being queried through use of 

an attention mechanism, which then enables the 

model's ability to identify the relationships between 

different words within a legal sentence. 

Uses of Transformer Based Model Algorithm: 

• Understanding Complex Legal language. 

• Generating Legal drafts automatically. 

• Improving legal document accuracy. 

• Assisting in legal research 

question/answering. 

Working Mechanism 

Transformer model generates predictions using 

following process : 

• Converting legal texts into token embedding. 

• Applying positional encoding to preserve word 

order. 

• Using attention mechanism to analyze 

relationship between words. 

• Passing information through encoder and 

decoder layers. 

• Generating the final legal text output. 
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Every newly added tree will focus on achieving 

corrections of the mistakes made by all previous 

trees. 

𝑨𝒕𝒕𝒆𝒏𝒕𝒊𝒐𝒏(𝑸,𝑲, 𝑽) = 𝒔𝒐𝒇𝒕𝒎𝒂𝒙(𝒅𝒌𝑸𝑲𝑻)𝑽 

Where:  

• 𝑄 = 𝑄𝑢𝑒𝑟𝑦 

• K=Key 

• 𝑉 = 𝑉𝑎𝑙𝑢𝑒 

• D =Dimension of key vector 

 

Advantages in LawAI: 

• Generates human like professional legal 

documents 

• Understands legal texts accurately 

• Ensures proper legal terminology and 

formatting 

• Improves consistency across all legal 

documents 

Transformers are an integral part of the Law-AI, 

allowing for understanding of legal text and creation 

of legal documents. Using the Transformers within 

the Law-AI App will allow for better interpretation 

of complex legal terminology and their associated 

contexts as well as improved accuracy in document 

summaries and automated legal drafts. 

C. Justification for Algorithms Selection 

Legal documents are typically long and contain 

difficult words, making them hard to review. NLP 

(natural language processing) enables automated 

extraction of the most relevant content from legal 

documents via a summarization algorithm used in 

the Law-AI system that can help shorten the amount 

of time needed for analysis and create concise 

summaries still preserving essential legal content. 

Legal professionals can easily gain a quick 

understanding of contracts and case reports, as well 

as the agreements they contain, without having to 

read the complete documents. Thus, NLP 

summarization increases efficiency when 

processing legal documents. 

Transformer models provide an effective means by 

which to learn complex textual content with 

contextual connections among words. There are 

many factors about legal language that lead to 

complexity; lengthy per sentence and use of more 

technical verbs and nouns have caused significant 

difficulty for traditional machine learning models 

interpreting legal language accurately. The 

architecture of transformers incorporates attention 

mechanisms which enable the transformer to 

determine which words within a sentence are most 

relevant while conducting its analysis. This attribute 

improves the overall capability of transformer-

based models to generate legal documents as well as 

answer legal questions. Therefore, transformer 

based models produce higher degrees of accuracy 

and the overall context of the Law-AI system. 

An additional feature which could be added is 

voice-input along with Speech Recognition. Voice 

commands can be used by attorneys when entering 

information about the case with the task rather than 

having to rely on the keyboard making it easier, 

faster and a more effective way of using the system. 

During court hearings, conferences and other 

instances when it is difficult to manually enter 

information into the system through the keyboard 

this type of interaction will provide improved access 

to the system as well as a better user experience. 

D. Hybrid Model Strategy 

The Law-AI system has developed a dual model 

approach combining transformer models and 

Natural Language Processing to enhance the 

precision and dependability of legal document 

analysis. This dual-platform foundation 

demonstrates increased clarity and provides an 

ability to both interpret the context of the legal text 

being analysed as well as create concise summaries 

of the document which can be reviewed quickly. 

Let, 

                      𝑇(𝑑) = 𝑂𝑢𝑡𝑝𝑢𝑡𝑡𝑟𝑎𝑛𝑠𝑓𝑜𝑟𝑚𝑒𝑟 

                      𝑆(𝑑) = 𝑂𝑢𝑡𝑝𝑢𝑡𝑠𝑢𝑚𝑚𝑎𝑟𝑖𝑧𝑎𝑡𝑖𝑜𝑛 

The mechanism ensures that the system not only 

understands the deeper meaning of legal text but 

also produces a structured and concise 

representation. 

Importance of Hybridization 

When analyzing legal documents; relying on just 

one algorithm will result in an incomplete 

understanding of how to interpret complex legal 

language due to the fact that these types of 

documents tend to have long sentences, lots of 

technical language, and many nuanced contextual 

relationships between different pieces of content 

that all require a much higher level of understanding 

than traditional forms of language. 

When you integrate these two techniques into one 

solution (the Law-AI system), you develop a 

balanced approach that leads to the most accurate 

and efficient way possible to process legal 

documents by using the transformer model to gain a 

greater depth of understanding about the context of 

the document as a whole, while using the 
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summarizing algorithm to pull out the most critical 

pieces of information that will allow legal 

professionals to efficiently determine how they 

should interpret that information. 

  IV. BACKGROUND AND PROBLEM 

STATEMENT 

AI driven legal intelligence technologies combine 

sophisticated linguistics modeling with legal 

databases to automate the provision of Legal 

consultation and the Research function. These 

systems enhance the efficiency of conducting legal 

research, enhance accuracy of citations used and 

reduce the amount of time required to analyze cases. 

The capabilities of AI will help transform legal 

service delivery as we currently know it in the 

market.[2][24] 

AI technology has also aided in the advancement of 

legal research through the analysis of vast databases 

of legal data and in determining which cases are 

relevant. Legal practitioners can quickly find key 

legal information from these systems and make 

better decisions in doing so, while reducing their 

research time.[1][23] 

The legal automation platform provides users with 

tools to automate the process of extracting, 

classifying and managing all aspects of the legal 

documents. This includes making sure each 

document is compliant with regulations, as well as 

helping to ensure that the quality of the documents 

is consistent. The result of using a legal automation 

platform will be a reduction in time spent on 

paperwork, better overall control over the 

documentation process, and increased accuracy of 

all documentation.[21][26] 

Limitations of Traditional Legal Document 

System 

Legal Document Systems use analog or hard-copy 

reading and simply house stored digitally for 

references when needed by using one of three 

methods such as paper, microfilm, or computer disk 

but not personally handled through account 

administrators. Furthermore, while they provide 

assistance with organization functions, they fail to 

perform any kind of document analysis and 

automation. As a technological development over 

the past fifteen years has increased this capability 

beyond what existed previously, there are still 

significant pockets of low-end document systems 

within large organizations that simply store 

documents in digital format with little use of either 

processing system-based tools (e.g., optical 

character recognition) or functional processing 

modes (e.g., other forms of searching).[13] 

• Automated systems aren't capable of 

automatically analyzing complicated legislative 

texts or extracting significant provisions in 

lengthy filings without requiring the user to 

actively intervene and input data. 

• Non-automated systems provide no automatic 

summary generation; therefore, analysis will be 

based simply on what a legal professional reads 

from the document in its entirety. 

• The majority of the paper trail (drafting, 

preparing) is completed manually leading to more 

chances that there will be errors made by the 

person drafting, thus resulting in the lack of 

uniformity in the ultimately final document. 

• Manual searching and indexing make it difficult 

for the user to quickly find pertinent legislation 

located within a large database of documents. 

Typical systems used for accessing records are 

simply a means to store data that can then be 

accessed at a later time upon request. The traditional 

systems have very limited functionality and act as 

passive storage facilities, lacking the ability to 

interpret legal text or facilitate the analysis of 

documents by professionals. Document storage 

systems and all the associated data associated with 

legal documentation are continuing to increase in 

volume since there is an increasing number of 

documents created, thus relying solely on manual 

review and basic document storage systems to meet 

the needs of lawyers is becoming far less 

efficient.[14][22] 

Limitations of AI Based Legal based Systems 

Researchers started using machine learning and AI-

powered methods to develop systems of analyzing 

legal documents by overcoming the limitations of 

traditional approaches to managing legal 

documents. These systems use machine learning 

and automated analysis of legal text, classification 

of documents, and extraction of information using 

techniques, including decision trees and Natural 

Language Processing. The overarching goal of these 

systems is to analyze the sheer amount of data 

available about the law to assist lawyers when 

conducting certain tasks, such as document 

classification, clause detection, and contract 

analysis.[15] 

While AI driven technologies can improve on 

completely manual approaches there continues to be 

numerous key shortcomings associated with them 

today. Many existing systems were originally 

designed with only research in mind thus they have 

not had enough time or resources allocated to 

optimize their performance when deployed into 

day-to-day operations and therefore will often work 

fine in controlled (lab) environments but experience 
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problems when used in practical (real life) legal 

environments. 

• Systems evaluating prior collection of the data 

without examining the system's ability to work 

within the actual legal environment. 

• Most of the services available work based 

primarily on either classification of a document 

or prediction of the accuracy. They do not 

evaluate the practical needs associated with the 

legal process. Examples of these needs are 

drafting assistance, evidence custody, and 

teamwork.  

• Most systems do not clearly explain or 

summarize the findings associated with the 

documents created by the system. Consequently, 

users may find it difficult to decipher the 

meaning or intent of any of those findings. 

• Most systems will not securely connect to any of 

the document storage system(s) required to 

manage the secure storage of all records and/or 

evidence files associated with legal matters. 

• Lastly, they are designed without a concern for 

fitting into the day-to-day use of legal 

professionals' existing application(s), such as the 

document management systems and legal 

research systems. 

In addition, many studies validate that AI models 

have proven to be accurate at identifying patterns in 

legal text, but rarely do those studies show how 

these systems could exist within real-world legal 

processes such as data security, document 

accessibility, and document management or other 

similar systems of compliance or governance.[27] 

Challenges in Legal Document Management 

• Legal organizations have vast inventories of 

contracts, lawsuit files and evidence 

documentation which makes it hard to maintain 

organized records and access them quickly. 

• The amount of legal documents being generated is 

constantly growing with little time to read through 

each paper one at a time. 

• Lawyers will often seek an aid that can give 

concise summaries or highlight areas of 

importance in these tedious and detailed paper 

products. 

• Systems need to provide adequate access controls 

to ensure that only authorized persons can see 

confidential legal data or conditionally preclude 

access to it altogether.[24][26][27] 

 

 

 

V. PROPOSED SYSTEM 

The suggested system, Law-AI, is a cutting-edge 

legal technology platform that uses automation, 

artificial intelligence, and secure biometric 

authentication to digitally revolutionize 

conventional legal workflows. Lawyers, legal 

professionals, and judicial associates can effectively 

summarize, create, and securely manage legal 

documents from a single workspace thanks to the 

system's integration of numerous software and 

hardware components into a single framework. In 

addition to cutting down on processing time and 

manual labor, the system creates a safe, intelligent, 

and expandable infrastructure to meet the legal 

sector's constantly changing demands. 

The four main software modules that make up Law-

AI's core architecture are AI Summarization, Legal 

Document Generator, Section Reference Engine, 

and Evidence Vault. The main components of the 

system are PostgreSQL for structured data 

management, Java Spring Boot for backend security 

and business logic, Supabase for encrypted cloud 

storage via signed URLs, and ReactJS for a 

responsive and fluid user interface. Users can 

upload case files, access automated legal 

summaries, create formatted legal documents, and 

safely store evidentiary data with restricted access 

controls thanks to the smooth ecosystem created by 

these software layers. 

A. System Overview 

• User Authentication and Biometric Module 

• Document Upload and Management Module 

• AI Document Summarization Module 

• Automated Legal Draft Generation Module 

The Law-AI solution is implemented by way of a 

modular approach where each individual 'module' is 

responsible for executing a specific task. By 

executing the modules independently of one another 

(in regards to their development, testing, and 

maintenance), this system provides efficiency, 

scalability, and security. Each module will be able 

to execute one or more 'document,' 'AI process,' 

'legal draft,' 'secure storage,' 'authentication,' or 'user 

interface' tasks associated with the Law AI System. 

Each module communicates with one another via 

secured APIs and backend services, while the 

frontend provides the user interface and allows the 

backend to process the associated data back to one 

another for processing of the AI and storage system. 

The integration of biometric authentication within 

the modules allows for secure access control to 

sensitive legal information. Due to the modular 

nature of the design, future enhancements to the 

https://ijsrem.com/
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Law-AI solution can be made without negatively 

impacting the overall system. 

B. User Authentication and Biometric Module 

The purpose of this module is to authenticate users 

to create access to the system prior to their being 

granted access. Legal documents are extremely 

sensitive, and so secure authentication is required to 

prevent unauthorized individuals from gaining 

access. 

This module integrates biometric sensors (for 

example: fingerprint scanners) as a method of 

authenticating users. While the user is attempting to 

log in, the biometric scanner will scan the 

fingerprint of the user and create a unique biometric 

token. This token will match with the stored 

authentication data and determine whether the user 

should be allowed to access the system. If the user 

is authenticated, then the user will receive system 

access; if the user is not authenticated, then the user 

will not be granted access. 

C. Document Upload and Management Module 

Users can upload legal documents (contracts, 

agreements, case documents, and pieces of 

evidence) into this module. The module accepts a 

variety of different file formats (PDF, DOCX, and 

TXT, etc.). 

 Uploaded documents will be stored safely in 

Supabase cloud storage using a signed URL. Signed 

URLs prevent anyone other than an authorized user 

from accessing the document. Document metadata 

(including the document's name, upload date, and 

owner info) is maintained by the module.  

D. AI Document Summarization Module 

This module analyzes legal documents using 

Artificial Intelligence and generates summaries of 

the contents. The Gemini API is integrated to extract 

important pieces of information in the legal field. 

AI reads the uploaded legal document, identifies 

key clauses and details of cases, and identifies the 

section of law applicable. The benefit of the concise 

summary will be seen by the attorney because they 

will not have to read the entire document to know 

what it contains. 

E. Automated Legal Draft Generation Module 

The Automated Legal Drafting Module is one of the 

components of the Law-AI system that aids legal 

professionals in automatically producing accurate, 

organized, and professional legal documents. In the 

past, creating legal documents such as contracts, 

agreements, petitions, affidavits, and legal notices 

has been difficult, as it required much time and 

effort to ensure that they were properly formatted, 

contained the correct legal terms, and met all the 

necessary laws governing them. The Automated 

Legal Drafting Module decreases the amount of 

manual labour required by creating an appropriate 

draft by using Artificial Intelligence and Natural 

Text Processing from user input, pre-defined 

templates, case-related data, etc. Legal 

professionals are able to concentrate on strategies 

and try to reason through the law rather than having 

to do all the manual drafting that used to require 

their full attention through the use of this module. 

Users provide vital case data through structured 

input formats, including: all parties, type of case and 

level of jurisdiction, terms of agreement, all dates 

and any other relevant legal data inputted into the 

system. The AI represents a component of case 

information collected and used to select an 

appropriate legal template from a database. Once 

data inputs have been entered into the module and 

processed by the AI, the document will populate the 

necessary areas with the information provided and 

have the appropriate legal language and structure 

according to legal writing standards. Thus the 

generated document will conform to standard legal 

conventions and have less likelihood of being 

created incorrectly by human error, omission of any 

necessary clauses, or the inaccurate format. 

Another key aspect of this module is its capacity for 

consistency and accuracy in creating legal 

documents that might otherwise vary in writing 

style and form by a single author (i.e., lawyer). 

Variability among authors may lead to the creation 

of multiple versions of essentially the same 

document due to variant structures or word choices 

used by those authors. By providing predefined 

legal structures and verified template formats for 

preparing and drafting documents, the Automated 

Legal Drafting Module eliminates the variability 

associated with different authors. In addition to 

ensuring high-quality, uniform, and complete 

documents, the Automated Legal Drafting Module 

assists less experienced attorneys and students who 

may not have acquired the requisite skills for 

drafting legal documents in accordance with 

accepted drafting methods.  

F. Novelty of Proposed System 

A Biometric Interface Unit will be added that 

includes an LED illumination system as part of the 

authentication process. The LED lights provide 

immediate feedback to users as to whether their 

biometric information has been successfully 

submitted or not. 

https://ijsrem.com/
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There are three types of LED lights used for 

indicating the status of the biometric authentication: 

- Blue: Biometric is ready to read fingerprint.  

- Green: Authentication has been successfully 

completed and allows user to gain access to the legal 

vault and the corresponding software system.  

- Red: Authentication has failed and user will not 

gain access to either the legal vault or the 

appropriate software system. 

If a user has multiple failed attempts at 

authenticating themselves using the biometric 

security system (after 3 consecutive failures), the 

system will automatically activate a lockout 

mechanism. This will block any additional attempts 

to authenticate and deny the user access to the 

system until the lockout is reset by a higher 

administrative authority. 

The proposed Law-AI system provides an enhanced 

level of security and reliability over traditional legal 

software platforms by utilizing biometric 

verification in combination with Intelligent 

Document Management (IDM) and Artificial 

Intelligence (AI) based Legal Processing (ALP) for 

law firms. 

       VI. LAWAI ARCHITECTURE 

The architectural design of the Law-AI system is to 

create a secure and intelligent platform for both 

managing law documents and for supporting legal 

professionals in the analysis of complex law 

document content (e.g., elements, etc.). The various 

components of the Law-AI system include common 

web technologies, AI models, Natural Language 

Processing techniques, and secure storage, all 

integrated together into a single point of access to 

allow for seamless legal document processing. The 

intent of the overall architecture is to increase the 

efficiency of legal workflows, decrease the amount 

of time that it takes to analyze a legal document, and 

to increase the security of a law document's 

sensitive information. 

The process starts with the Legal User Interaction 

Layer which is the legal professional, like attorney 

or paralegal, who accesses the Law-AI system 

through a web interface. The Law-AI system is 

developed with ReactJS as its application interface 

providing users with an interactive and responsive 

user experience on their web browser. Through this 

web interface, users are able to upload legal 

documents, submit legal questions, manage their 

case files and retrieve previously stored evidence 

records. This is the entry point into the Law-AI 

system from which users interact with the system to 

initiate document processing. 

After uploading a file, the file/scan is processed by 

the Document Upload and Pre-Processing module. 

There are several types of legal documents recorded 

in different formats, including PDF files, Word 

documents, or old/archived scanned records. Pre-

Processing is the step that prepares these documents 

for downstream analysis — it extracts the text, 

cleans up the text, removes unnecessary formatting, 

and creates a usable (machine-readable) version of 

the document. Proper pre-processing of a legal 

document(es) is essential since the format of legal 

documents tend to have a high level of complexity 

in their formatting, such as by containing multiple 

heading levels, subheadings, and multiple 

paragraph structures, and so forth; thus, pre-

processing of a legal document will be especially 

helpful for subsequent interpretation of the 

documents by the AI applications used to analyze 

the documents. 

Following preprocessing, the document is sent to 

the text extraction engine, which locates and 

extracts pertinent text. Retrieving paragraphs, 

clauses, headings, and significant legal statements is 

the main goal of this component. After that, the 

extracted text is transformed into structured data so 

that natural language processing methods can 

handle it. Because it guarantees that the AI models 

can correctly interpret the content and recognize the 

important components of the document, accurate 

textual information extraction is essential. 

The Natural Language Processing (NLP) module 

then analyzes the extracted text, allowing the system 

to comprehend and interpret human language. The 

system can tokenize sentences, identify legal 

entities, identify keywords, and comprehend 

contextual relationships within the document thanks 

to NLP techniques. By using these procedures, the 

system can decipher the meaning of legal texts and 

find pertinent clauses or crucial legal details. By 

transforming unstructured text into structured 

linguistic data, this step lays the groundwork for 

more complex AI analysis. 

The Transformer-based Language Model, which is 

integrated via the Gemini API, is the central 

component of the system. Transformer models are 

very useful for analyzing complex legal language 

because they can comprehend the contextual 

relationships between words and sentences. After 

processing the textual data, the model produces 

insights like contextual interpretations and 

document summaries. Transformer models offer the 

computational capacity needed to process legal 

documents accurately and efficiently because they 

are frequently long and contain specialized 

terminology. 

https://ijsrem.com/
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The legal text summarization module, which 

produces succinct summaries of lengthy legal 

documents, is one of the transformer model's 

primary features. Major clauses, obligations, and 

crucial legal statements are among the sections of 

the document that this module highlights. The 

system makes it possible for legal professionals to 

quickly grasp the main ideas of a document without 

having to read the full text by generating 

summaries. This increases overall productivity and 

drastically cuts down on the amount of time needed 

for document review. 

In addition to summarization, the system also 

includes a semantic similarity matching module that 

compares different segments of legal text to identify 

similar clauses or related legal content. This 

component uses similarity measurement techniques 

such as cosine similarity or semantic embedding 

comparisons to determine the relationship between 

pieces of text. By identifying similar legal 

statements across documents, the system supports 

legal research, contract comparison, and 

identification of repeated clauses. This capability 

becomes particularly useful when dealing with large 

collections of legal documents. 

The outputs produced by the summarization and 

similarity modules are then integrated into the Legal 

Document Intelligence Engine, which acts as the 

central analytical component of the system. This 

engine combines AI-generated insights, organizes 

extracted legal information, and prepares structured 

outputs for further processing. The intelligence 

engine ensures that the results produced by various 

AI components are consolidated into a meaningful 

format that can be easily accessed by users. 

The outputs produced by the summarization and 

similarity modules are then integrated into the Legal 

Document Intelligence Engine, which acts as the 

central analytical component of the system. This 

engine combines AI-generated insights, organizes 

extracted legal information, and prepares structured 

outputs for further processing. The intelligence 

engine ensures that the results produced by various 

AI components are consolidated into a meaningful 

format that can be easily accessed by users. 

 

Figure.1 : Architecture of LawAI 

 

VII. EXPERIMENT RESULTS AND               

PERFORMANCE EVALUATION 

Description of Data Set 

The Law-AI solution is an integrated 

hardware/software platform built from the 

combination of artificial intelligence technology, 

secure authentication, and cloud-based storage in 

order to automate legal drafting and enhance the 

efficiency of legal workflows. The modular 

architecture of the Law-AI solution consists of a 

https://ijsrem.com/
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frontend interface, back-end processing unit, AI 

integration layer, biometric authentication system, 

and secure cloud storage. As these different 

components function together to provide secure 

access to documents as well as intelligent 

generation of legal documents, they allow for the 

efficient management of all legal data. The Law-AI 

solution has been built to provide a scalable, secure, 

and reliable solution that meets the needs of legal 

professionals, law firms, and the judicial support 

community. 

 

        Figure 4: Formula Implemented 

Evaluation Metrics 

To authenticate users securely, the system employs 

an Integrated Biometric Interface Unit that contains 

a Fingerprint Recognition Device connected to a 

microcontroller (e.g., Arduino or ESP32). To 

confirm the user as authorized, the Biometric 

Device obtains the user's fingerprint and transmits it 

back to the Backend for Authenticating User. Only 

those that have previously registered their 

Fingerprint and match the Biometric Database will 

be permitted access to the system. The use of 

Biometric devices serves to provide a greater level 

of security, as it is more difficult for an unauthorized 

individual to gain access to confidential information 

related to the law. 

Accuracy: 

AI-powered contract analysis systems can identify 
important contract elements such as termination 
clauses, payment terms, and legal obligations. 
These systems ensure consistency in contract 
drafting and help detect anomalies or compliance 
risks. By automating contract analysis, AI reduces 
the time required for contract review and improves 
overall accuracy.  

 

Document Generation Efficiency: 

The Law-AI system is designed to leverage 
artificial intelligence to improve efficiency, 
accuracy, and security in legal workflows. The 
system provides automated summarization of legal 
documents, allowing users to quickly understand 
key information without reading the entire 
document. It also enables automated generation of 
legal drafts based on user input, reducing the need 

for manual drafting. In addition, the system 
includes secure storage features to protect sensitive 
legal data and ensure easy access when required. 

 

Legal Document summarization accuracy: 

To make sure tag predictions make sense together 

and to improve overall accuracy, the model adds a 

Conditional Random Field (CRF) on top. The CRF 

watches how tags follow one another and enforces 

constraints, so the output tags form valid sequences. 

Training uses negative log-likelihood loss, and the 

Adam optimizer handles the updates. Dropout and 

early stopping help prevent overfitting and keep the 

model generalizing well. 

 

Secure Document Storage Performance: 

The Evidence Vault’s Data Security Architecture is 

the foundation for this system. It supports the use of 

Signed URLs within Supabase storage; therefore, 

providing controlled access and trackable activities 

for all case files and evidentiary materials uploaded 

to the Evidence Vault. The system will enforce 

AES-256 encryption on all case-related data during 

both transmission and storage to maintain 

compliance with data privacy and cyber security 

standards needed to complete legal work. 

Additionally, the Evidence Vault supports data 

archiving and allows users to retrieve their files 

from the Evidence Vault through a secure dashboard 

as needed 

 

 

 

System Scalability and processing performance: 

The Law-AI solution is implemented by way of a 

modular approach where each individual 'module' is 

responsible for executing a specific task. By 

executing the modules independently of one another 

(in regards to their development, testing, and 

maintenance), this system provides efficiency, 

https://ijsrem.com/


                 International Journal of Scientific Research in Engineering and Management (IJSREM) 
                           Volume: 10 Issue: 04 | April - 2026                     SJIF Rating: 8.659                          ISSN: 2582-3930                                                                                                                                               

  

© 2026, IJSREM      | https://ijsrem.com                                                                                                     |        Page 11 

scalability, and security. Each module will be able 

to execute one or more 'document,' 'AI process,' 

'legal draft,' 'secure storage,' 'authentication,' or 'user 

interface' tasks associated with the Law AI System. 

Each module communicates with one another via 

secured APIs and backend services, while the 

frontend provides the user interface and allows the 

backend to process the associated data back to one 

another for processing of the AI and storage system. 

The integration of biometric authentication within 

the modules allows for secure access control to 

sensitive legal information. Due to the modular 

nature of the design, future enhancements to the 

Law-AI solution can be made without negatively 

impacting the overall system. 

 

Figure.5 Comparison of Features 

Each module communicates with one another via 

secured APIs and backend services, while the 

frontend provides the user interface and allows the 

backend to process the associated data back to one 

another for processing of the AI and storage system. 

Biometric authentication reliability: 

Biometric authentication has been widely used to 

enhance security in legal systems. Fingerprint-

based authentication ensures secure access to legal 

documents and prevents unauthorized access. This 

improves system security and protects sensitive 

legal information. 

However, challenges such as security, accuracy, and 

integration still exist. The proposed Law-AI system 

addresses these challenges by integrating AI-based 

drafting, summarization, secure storage, and 

biometric authentication into a unified platform. 

 

Figure.6 Reliability of Biometric Authentication 

 

If you look at figure 6 you can see that the chance 

of biometric authentication is comparatively higher 

than the reliability which lets us know that is it 

entirely based on chance and that if the user will 

either be able access the page or not access it. 

 

                     VIII. DISCUSSION 

This new technology-based way of doing business 

offers an efficient means of automating the 

preparation of legal documents and creating a better 

workflow management system for lawyers through 

the utilisation of Artificial Intelligence (AI), bio-

metric identification, and safe cloud-computing 

storage. The Law-AI system has enabled the 

successful reduction of the manual labour involved 

in preparing legal documents as it can now 

automatically generate a properly structured and 

accurately drafted legal document based upon the 

user’s input. This means that lawyers will have more 

time available to do legal analysis and make legal 

decisions rather than performing repetitious tasks 

such as drafting. 

Natural Language Processing (NLP) and 

transformer-based Artificial Intelligence (AI) form 

the basis of how the Legal System comprehends the 

legal context and generates the proper legal clauses 

using the appropriate legal terminology, layout, etc. 

This creates document consistency, accuracy, and 

professionalism. The use of biometric 

authentication allows only authorized users to gain 

access to the system creating security for 

confidential legal information and preventing 

anybody other than those authorized to access this 

information. 

The secure storage system ensures that legal 

documents are stored, retrieved, and managed 

sufficiently. This is achieved using an encryption 

method, access control, and a secure cloud 

infrastructure, all of which contribute to improved 

protection of and reliability of data stored within the 

system. The storage system’s modular design 

provides a scalable product that is flexible enough 

for use by law firms/lawyers, legal departments, and 

judicial support systems. 

https://ijsrem.com/
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Supporting different legal areas, such as criminal, 

civil, corporate and intellectual property laws, could 

enhance the system. Currently the system focuses 

primarily on general legal drafting. Future versions 

could be tailored to specific types of law with new 

templates and AI training. This will create a more 

flexible and useful system to serve a greater number 

of legal needs. 

Implementing predictive legal analytics and 

advanced legal analytics is also a significant area of 

development for the future. The ability of the 

system to analyze historical cases and other legal 

data will provide users with insights such as 

probable outcomes of a given case, evaluating the 

risk level associated with proceeding with a given 

case, as well as suggesting the best strategy for 

representing their clients. Legal professionals will 

utilize such information to make informed decisions 

and to better prepare for cases. 

 

             IX. CONCLUSION 

The Law AI system shows a great deal of promise 

when it comes to automating the drafting of legal 

documents and increasing efficiency in the overall 

process of working through legal workflows. 

However, there continue to be various parts of the 

system that can be improved and/or enhanced to 

create a more robust, intelligent, and versatile 

solution. As we look ahead, we will continue to 

focus on increasing the intelligence of the system, 

expanding the number of capabilities within the 

system, and improving the overall integration of the 

system with existing legal environments. 

A major enhancement for the future of the system 

will be its integration with official court databases 

and legal information systems so that when 

generating legal drafts, the Law AI platform can 

automatically access the appropriate case law, legal 

precedent and statute. The legal accuracy and 

relevance of these generated documents will be 

greatly improved by this integration, thus helping 

legal professionals make better-informed decisions. 

Adding multi-factor authentication methods (multi-

factor authentication methods include facial 

recognition, iris scan, or OTP-based verification) 

will enhance the security of the biometric 

authentication system and create a stronger level of 

protection for sensitive legal data. The 

implementation of enhanced security measures is 

important to continue building existing trust and 

ensuring compliance with Legal data protection 

requirements. 
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