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Abstract-- The rapid growth of social media platforms has 

led to an increase in the number of fraudulent accounts, 

including bots, spammers, and malicious actors that 

undermine user trust and platform integrity. Traditional 

rule-based systems are often insufficient to detect such 

accounts due to the evolving and deceptive nature of their 

behavior. This paper presents a machine learning-based 

approach to automatically identify fraudulent social media 

profiles by analyzing a combination of profile metadata, 

behavioral patterns, content features, and network 

relationships. A comprehensive dataset comprising both 

genuine and fraudulent user accounts was compiled and 

preprocessed to extract relevant features. Various machine 

learning models, including ensemble methods and graph-

based neural networks, were trained and evaluated. Among 

these, the XGBoost classifier achieved the highest 

performance with an accuracy of 94.2% and an F1-score of 

90.6%, while graph neural networks demonstrated strong 

capability in leveraging relational data. The proposed system 

also incorporates a modular architecture with a feedback loop 

for continuous learning, making it scalable and adaptable to 

emerging fraud patterns. The results highlight the 

effectiveness of leveraging machine learning in enhancing 

the detection and mitigation of fraudulent profiles, 

contributing to safer and more trustworthy social media 

ecosystems. 

I.INTRODUCTION 
With the exponential growth of social media platforms, billions of 

users now interact, share content, and form networks online. 

However, this growth has also made social media a fertile ground for 

malicious actors to create fraudulent profiles for various harmful 

purposes, including misinformation, phishing, identity theft, and 

financial fraud. These fake accounts often mimic real users or 

automate deceptive behavior at scale, making them difficult to detect 

using traditional rule-based systems.Machine learning (ML) offers a 

powerful and scalable solution to this challenge. By analyzing 

patterns in user behavior, content characteristics, and network 

structures, ML algorithms can learn to distinguish between genuine 

and fraudulent accounts 

with increasing accuracy. Unlike static filters, ML models can 

adapt to evolving tactics used by fraudsters, providing a more 

resilient defense mechanism.This study (or project) explores 

how machine learning techniques can be effectively leveraged to 

detect and mitigate fraudulent social media profiles. It focuses 

on the integration of supervised and unsupervised learning 

methods, the selection of relevant features, and the challenges of 

data collection, labeling, and model generalization in dynamic 

social environments. 

II. LITERATURE REVIEW 
The detection of fraudulent social media profiles has garnered 

increasing attention due to the rise of misinformation, 

spamming, and cybercrime. Traditional detection methods, such 

as keyword filtering and rule-based systems, have proven 

inadequate in combating sophisticated fraudulent behaviors. 

Consequently, researchers have turned to machine learning (ML) 

techniques for more dynamic, scalable, and adaptive solutions. 
A. Supervised Learning Approaches 

Many studies have employed supervised learning techniques to 

detect fake profiles using labeled datasets. Algorithms such as 

Random Forests, Support Vector Machines (SVMs), and 

Logistic Regression have been widely adopted. For example, 

Stringhini et al. (2010) used supervised classifiers to detect spam 

accounts on Twitter by analyzing user behavior and message 

content. Similarly, Chu et al. (2012) classified Twitter accounts 

into human, bot, or cyborg using decision trees and SVMs based 

on profile metadata and temporal activity features. 

B. Unsupervised and Semi-Supervised Methods 

Due to the difficulty in obtaining large volumes of labeled data, 

unsupervised methods like clustering and anomaly detection 

have been explored. Cao et al. (2012) introduced SybilRank, an 

unsupervised graph-based algorithm to detect fake users in 

social networks based on trust propagation. These methods help 

identify outliers in user behavior or network connections without 

relying on labeled data. 
C. Deep Learning and Neural Networks 

Recent advancements have seen the rise of deep learning for 

detecting fraudulent accounts, especially in processing 

unstructured data such as text and images. Recurrent Neural 

Networks (RNNs) and Convolutional Neural Networks 

http://www.ijsrem.com/
mailto:tavyasri@gmail.com
mailto:swathireddymalla08@gmail.com
mailto:shanigarambalapushpa@gmail.com
mailto:nettetlasravani@gmail.com


    
                    International Journal of Scientific Research in Engineering and Management (IJSREM) 

                               Volume: 09 Issue: 06 | June - 2025                                SJIF Rating: 8.586                                  ISSN: 2582-3930                                                                                                                                               

 

© 2025, IJSREM      | www.ijsrem.com                                 DOI: 10.55041/IJSREM50728                                          |        Page 2 
 

(CNNs) have been used to analyze content and temporal patterns. 

D. Feature Engineering and Selection 

Effective feature engineering is crucial in ML-based fraud detection. 

Studies have identified several key features, including 

follower/following ratios, posting frequency, profile completeness, 

and sentiment of shared content. Ferrara et al. (2016) emphasized the 

importance of combining content-based, network-based, and temporal 

features to achieve robust detection. 

E. Graph-Based and Network Analysis 

Social graphs offer rich structural information for detecting 

coordinated fraudulent behavior. Methods such as community 

detection, graph embeddings, and link prediction are used to find 

suspicious clusters or user interactions. Akoglu et al. (2015) presented 

a graph-based fraud detection framework that uncovers collusive 

groups and suspicious activity patterns. 

F. Challenges in Fraud Detection 

Despite progress, several challenges persist, including: 

• Adversarial behavior: Fraudsters continuously evolve 

their tactics to evade detection. 

• Data imbalance: Fraudulent profiles often represent a 

small portion of the data, leading to skewed learning. 

• Generalizability: Models trained on one platform or 

dataset may not perform well across others due to differences in user 

behavior and platform structure. 

III. METHODOLOGY 
This study employs a machine learning-based approach to detect 

fraudulent social media profiles by analyzing user behavior, profile 

characteristics, content patterns, and network relationships. The 

methodology comprises six core stages: data collection, 

preprocessing, feature engineering, model development, model 

evaluation, and deployment. 

Initially, data was collected from [insert platform name, e.g., Twitter] 

using its public API, complemented by existing labeled datasets such 

as the Botometer or Cresci datasets. The dataset includes a mix of 

genuine and fraudulent accounts, characterized by profile metadata 

(e.g., account age, bio completeness), behavioral attributes (e.g., 

posting frequency), content (e.g., sentiment, repetition), and network 

connections (e.g., follower/following ratios). 

Preprocessing steps involved cleaning the data by removing 

duplicates, handling missing values, and filtering accounts with 

insufficient activity. Textual data was processed through tokenization, 

lemmatization, and stop-word removal, while numerical features were 

normalized using Min-Max scaling. Categorical features were 

encoded into binary or numerical values for compatibility with 

machine learning algorithms. 

Subsequently, a range of features was engineered to capture 

behavioral anomalies indicative of fraudulent activity. These included 

statistical metrics related to user activity, linguistic features derived 

from post content, and graph-based features such as clustering 

coefficients and centrality measures. Feature selection techniques such 

as Recursive Feature Elimination (RFE) and mutual information 

scores were applied to reduce dimensionality and enhance model 

performance. 

Several classification algorithms were implemented, including 

Logistic Regression, Random Forest, Support Vector Machines 

(SVM), and ensemble models such as XGBoost. In addition, deep 

learning models, particularly multilayer perceptrons (MLPs), were 

tested for high-dimensional data, while Graph Neural Networks 

(GNNs) were explored for leveraging the structure of user interaction 

graphs. The dataset was divided into training, validation, and testing 

subsets (70/15/15 split), and hyperparameter tuning was conducted 

using grid search and cross-validation techniques. 

Confusion matrices and precision-recall curves were analyzed 

to determine optimal decision thresholds and understand 

classification trade-offs. 

Finally, the best-performing model was deployed through a 

RESTful API for real-time fraud detection and monitoring. A 

feedback loop mechanism was incorporated to capture 

verification outcomes and user reports, allowing the system to 

periodically retrain and adapt to evolving fraud patterns. This 

methodology ensures a robust and scalable solution for detecting 

fraudulent social media profiles in dynamic online 

environments. 

A. SYSTEM ARCHITECTURE: 
The proposed system architecture for detecting fraudulent 

social media profiles using machine learning is designed as a 

modular, multi-stage pipeline to ensure scalability, adaptability, 

and efficient processing of heterogeneous data. The architecture 

is comprised of several interconnected layers: data ingestion, 

preprocessing and storage, feature engineering, machine 

learning modeling, fraud detection, and visualization and 

feedback. 

The system begins with the data ingestion layer, which 

collects raw data from social media platforms using APIs and 

publicly available datasets. This includes user profile metadata 

(such as account creation date, username, and bio), 

behavioral data (posting frequency, engagement metrics), 

content data (text of posts, use of hashtags and URLs), and

 network data (follower/following 

relationships). The collected data is then passed to the 

preprocessing and storage layer, where it undergoes 

cleaning, normalization, and transformation. This stage 

involves removing duplicates and missing values, 

tokenizing and lemmatizing textual content, encoding 

categorical variables, and storing structured data in 

relational or NoSQL databases. Network data may also be 

stored in graph databases to facilitate relationship analysis 

Next, the feature engineering layer extracts and synthesizes 

meaningful features that are indicative of fraudulent 

behavior. These include profile-based features (e.g., 

account age, profile completeness), behavioral patterns (e.g., 

posting intervals, activity bursts), content-based metrics 

(e.g., sentiment analysis, text similarity), and network-

derived statistics (e.g., centrality, clustering coefficient, 

follower-friend ratio). These features form the input for the 

machine learning layer, where several classification models 

are trained and evaluated. Traditional machine learning models 

such as Random Forests, Support Vector Machines (SVMs), 

and Gradient Boosting are considered alongside more 

advanced approaches like deep neural networks and Graph 

Neural Networks (GNNs) to leverage structural information 

from user interactions. 

The fraud detection layer receives input from the trained 

models and generates a classification for each profile, either as 

genuine or fraudulent, often with an associated probability 

score. Post-processing techniques such as thresholding and 

ensemble voting are used to enhance classification robustness. 

This decision layer also includes mechanisms for real-time 

scoring or batch processing depending on system requirements. 

To support system transparency and monitoring, a visualization 

and monitoring layer is implemented, providing dashboards that 

display detection results, model performance metrics, and 

alerts. 
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The fraud detection layer receives input from the trained models and 

generates a classification for each profile, either as genuine or 

fraudulent, often with an associated probability score. Post- 

processing techniques such as thresholding and ensemble voting are 

used to enhance classification robustness. This decision layer also 

includes mechanisms for real-time scoring or batch processing 

depending on system requirements. To support system transparency 

and monitoring, a visualization and monitoring layer is implemented, 

providing dashboards that display detection results, model 

performance metrics, and alerts. Finally, the system includes a 

feedback loop, which allows labeled data from manual review or user 

reports to be re-integrated into the training pipeline. This supports 

continuous learning and retraining, ensuring the model adapts to 

evolving fraudulent tactics over time. 

Overall, this architecture ensures a robust end-to-end framework for 

detecting fraudulent social media profiles, combining multi-source 

data collection, advanced feature representation, and adaptive 

machine learning with operational scalability and real-time 

deployment capabilities. 

B. IMPLEMENTATION 
# 1. Import necessary libraries import pandas as pd 
import matplotlib.pyplot as plt 

from sklearn.model_selection import train_test_split from 

tensorflow.keras.models import Sequential from 

tensorflow.keras.layers import Dense 
# 2. Load dataset 

data = pd.read_csv('/content/profile_data.csv') # Path after upload 

data.head() 
# 3. Separate features (X) and target (y) 

X = data.iloc[:, :-1] # All columns except 'Status' y = data.iloc[:, -1] 

# 'Status' column 

# 4. Split dataset into training and testing X_train, X_test, y_train, 

y_test = train_test_split( X, y, test_size=0.3, random_state=42 
) 

# 5. Build the ANN model model = Sequential() 

model.add(Dense(16, input_dim=X.shape[1], activation='relu')) # 

Input layer 

model.add(Dense(8, activation='relu')) # Hidden layer 

model.add(Dense(1, activation='sigmoid')) # Output layer 

# 6. Compile the model model.compile(loss='binary_crossentropy', 

optimizer='adam', metrics=['accuracy']) 

# 7. Train the model history = model.fit( X_train, y_train, epochs=50, 

batch_size=10, 

validation_data=(X_test, y_test) 

) 

# 8. Evaluate the model 

loss, accuracy = model.evaluate(X_test, y_test) 

p r i n t ( f "⬛  Model Accuracy on Test Data: {accuracy * 

100:.2f}%") 

# 9. Plot accuracy graph plt.plot(history.history['accuracy'], 

label='Training Accuracy') 

plt.plot(history.history['val_accuracy'], label='Validation 

Accuracy') plt.title('Training vs Validation Accuracy') 

plt.xlabel('Epochs') 

plt.ylabel('Accuracy') plt.legend() plt.grid(True) plt.show() 

def classify_profile(account_age, friend_count, 

status_count, link_desc, location, location_ip): 

# Check if the profile meets the criteria for being a fake profile 

if account_age < 6 and friend_count < 25 and status_count < 

10 and link_desc == 1 and location == 0 and location_ip == 0: 

return "Fake Profile ►†" else: 

return "Genuine Profile ⬛  " 

 
test_profile = { 

"Account_Age": 8, # 8 months 

"Friend_Count": 200, # 200 friends 

"Status_Count": 5,  # 5 posts "Link_Desc": 1, # 

Link in bio 

"Location": 0, # No location info "Location_IP": 0 

 # No IP-based location 
} 

 

# Call the function with test profile values result = 

classify_profile( 

test_profile["Account_Age"], test_profile["Friend_Count"], 

test_profile["Status_Count"], test_profile["Link_Desc"], 

test_profile["Location"], test_profile["Location_IP"] 

) 

print("Live Test Prediction:", result) 

 

IV. RESULTS AND ANALYSIS 
To evaluate the effectiveness of the proposed machine 

learning-based system for detecting fraudulent social media 

profiles, a series of experiments were conducted using a 

labeled dataset comprising both genuine and fraudulent user 

accounts. The dataset was split into training (70%), validation 

(15%), and testing (15%) sets. Multiple machine learning 

models were trained and compared, including Logistic 

Regression, Random Forest, Support Vector Machine (SVM), 

XGBoost, and a Multilayer Perceptron (MLP). Additionally, a 

Graph Neural Network (GNN) was evaluated to leverage 

network connectivity data where available. 

The Receiver Operating Characteristic (ROC) curve and 

Precision-Recall (PR) curve were plotted for all models, with 

XGBoost achieving the highest area under both curves (AUC-

ROC: 0.97; AUC-PR: 0.95). The confusion matrix revealed 

that the best-performing model maintained a low 
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false positive rate, reducing the likelihood of mistakenly flagging 

legitimate users. 

 
 

 

 

 

 
 

 

V. CONCLUSION 
In this study, we explored how machine learning can be effectively 

leveraged to detect fraudulent social media profiles by analyzing a 

combination of profile characteristics, user behavior, content patterns, 

and social network interactions. The results showed that models like 

XGBoost and Graph Neural Networks can deliver strong performance, 

accurately distinguishing between genuine and fraudulent users across 

a diverse dataset. 

Our findings highlight the value of combining different types of 

features—such as posting frequency, follower relationships, and 

sentiment in content—to better capture suspicious patterns. The 

system’s modular design and inclusion of a feedback loop also make it 

flexible and scalable, allowing it to adapt as fraud techniques continue 

to evolve. 

Ultimately, this work offers a practical foundation for building 

automated systems that support social media platforms in identifying 

fake or malicious profiles more efficiently. Moving forward, we aim to 

expand this research by experimenting with semi-supervised learning 

approaches, improving performance in low-label settings, and 

strengthening the model’s ability to handle adversarial behavior in real-

time environments. By continuing to refine and adapt these techniques, 

we hope to contribute to safer and more trustworthy online spaces for 

all users. 
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VI. FUTURE SCOPE 
While the current study demonstrates the effectiveness of machine 

learning in detecting fraudulent social media profiles, there remains 

significant potential for further development and improvement. One 

promising direction is the integration of unsupervised and semi-

supervised learning techniques, which can help uncover hidden 

patterns in unlabeled data and reduce reliance on large annotated 

datasets. Additionally, exploring real-time fraud detection systems that 

can operate at scale will be critical as social media platforms continue 

to grow in user base and complexity. The use of deep learning models, 

especially those tailored for natural language understanding and 

graph-based relationship analysis, may 

also enhance the system’s ability to detect more sophisticated and 

coordinated fraudulent behavior. Moreover, as fraud tactics evolve, 

adversarial machine learning approaches could be explored to build 

models that are more resilient to evasion strategies. Expanding this 

framework to cover multiple social media platforms and support 

multilingual analysis would further improve its generalizability and 

practical application. Ultimately, continued research in this area can 

help create safer and more transparent online environments by staying 

ahead of emerging threats in the social media landscape. 
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