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Abstract -This paper introduces an innovative
approach to enhancing the security of the Data
Encryption Standard (DES) by integrating Sanskrit
consonant-based passwords. By utilizing the rich
phonetic structure of Sanskrit, the study aims to
increase password complexity and resistance to brute-
force attacks. A web-based application is developed to
demonstrate the encryption and decryption processes,
providing a user-friendly interface for practical
implementation.
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1.INTRODUCTION

Cryptographic security is essential in protecting digital
information. Traditional password generation methods
often rely on alphanumeric characters, which may be
susceptible to brute-force attacks. This research
proposes the use of Sanskrit consonants to generate
passwords, introducing linguistic diversity into
cryptographic systems. The study focuses on integrating
these passwords into the DES algorithm, demonstrating
their effectiveness in encryption and decryption
processes.

2. SANSKRIT CONSONANT-BASED PASSWORD
GENERATION ALGORITHM

2.1 Sanskrit Consonant Set
The Sanskrit consonant set comprises 33 characters:

. FTTYT
. T T H S
e T3,3CT

e dq,YC YT
e UBEHH
e I A9
. §9E

2.2 Password Generation Process

1. Input Parameters: Accept the number of
passwords (numPasswords) and the desired
length of each password (passwordLength).

2. Random Selection: For each password:

o Randomly select characters from the
Sanskrit consonant set.

o Concatenate the selected characters to
form a password of the specified
length.

Output: Display the generated passwords in a list
format for user selection.

3. DES ENCRYPTION ALGORITHM

The DES encryption process operates on 64-bit blocks
of plaintext using a 56-bit key. The steps are as follows:

3.1 Initial Permutation (IP)

Rearrange the bits of the plaintext using a predefined
permutation table.

3.2 Key Generation

Generate 16 subkeys from the 56-bit key using the
following steps:

e Permutation Choice 1 (PC-1): Select 56 bits
from the 64-bit key, discarding 8 parity bits.

o Splitting: Divide the 56-bit key into two 28-bit
halves.
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o Left Shifts: Perform circular left shifts on each
half.

e Permutation Choice 2 (PC-2): Select 48 bits
from the 56-bit key for each subkey.

3.3 Feistel Function
For each round (16 rounds total):

o Split: Divide the 64-bit data block into two 32-
bit halves.

o Expansion: Expand the right half to 48 bits.

e XOR: XOR the expanded half with the subkey.

e Substitution: Apply S-boxes to the result.

o Permutation: Apply a permutation to the
substituted bits.

e XOR: XOR the result with the left half.

e Swap: Swap the left and right halves.

3.4 Final Permutation (FP)

1. After 16 rounds, combine the left and right
halves and apply the inverse of the initial
permutation to obtain the ciphertext.

4. DES DECRYPTION ALGORITHM

The DES decryption process is similar to encryption but
with the subkeys applied in reverse order:

1. Initial Permutation (IP): Apply the initial
permutation to the ciphertext.

2. Key Generation: Generate the 16 subkeys as in
encryption.

3. Feistel Function: For each round, apply the
Feistel function using the subkeys in reverse
order.

4. Final Permutation (FP): After 16 rounds,
apply the inverse of the initial permutation to
obtain the plaintext.

5. IMPLEMENTATION

A web-based application is developed using HTML,
JavaScript, and the CryptoJS library to demonstrate the
integration of Sanskrit consonant-based passwords in
DES encryption and decryption:

<IDOCTYPE html|>
<html lang="en">
<head>

<meta charset="UTF-8">
<meta name="viewport"
width, initial-scale=1.0">
<title>Sanskrit DES Encryption</title>
<script
src="https://cdnjs.cloudflare.com/ajax/libs/crypto-
js/3.1.9-1-crypto-js.js"></script>
</head>
<body>
<h2>Sanskrit Consonant-Based DES Encryption</n2>
<label for="password">Enter Password:</label>
<input type="text" id="password" placeholder="Enter
Sanskrit consonant password">

content="width=device-

<br><br>

<label for="plaintext">Enter Plaintext:</label>

<textarea id="plaintext" rows="4"
cols="50"></textarea>

<pr><br>

<button onclick="encryptData()">Encrypt</button>
<putton onclick="decryptData()">Decrypt</button>
<br><br>

<label for="ciphertext">Ciphertext:</label>

<textarea id="ciphertext" rows="4"  cols="50"
readonly></textarea>
<br><pr>

<label for="decryptedText">Decrypted Text

::contentReference[oaicite:142]{index=142}
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Sanskrit Consonant DES Encryption and Decryption

Plaintext:

Sanskrit is the mother of all Indian languages ‘

MNumber of Passwords:
10 ‘

Length of Each Password:

‘ m

Generate Passwords

Generated Passwords:

%T

Encrypt

Decrypt

Encrypted Text:

| djn7kZesSITbTTEHhI1UbzZv+vGEEZ+6Xs15iROPINSUCHNANOQMZCcFXcAveNB63nHeUz |

Figure 1: Generating passwords and Encryption using Sanskrit Consonants

Generated Passwords:

Encrypt

||a%‘

Decrypt

Encrypted Text:

din7kZ6SIThbTTeHhILUbzv4+vGEZ+6Xs151iROP3INSUCNNANOMZ c FXcAveNE3nHaUz

Decrypted Text:

sanskrit is the mother of all Indian languages

Figure 2: Decryption using password based on Sanskrit Consonants
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6. RESULTS AND DISCUSSION
6.1 Performance Evaluation

The Sanskrit consonant-based password generation
algorithm was implemented in a web-based application
using HTML, JavaScript, and the CryptoJsS library. The
application allows users to generate passwords of
specified lengths by randomly selecting characters from
the Sanskrit consonant set. These passwords are then
used as keys in the DES encryption and decryption
processes.

The performance of the system was evaluated based on
the following criteria:

o Password Complexity: Passwords generated
from the Sanskrit consonant set exhibit high
entropy due to the large character set, making
them resistant to brute-force attacks.

e Encryption and Decryption Time: The DES
algorithm, while secure, is computationally
intensive. The average time taken for
encryption and decryption operations was
measured and found to be within acceptable
limits for non-sensitive applications.

e User Experience: The web-based interface
provided an intuitive and user-friendly
experience, allowing users to easily generate
passwords and perform encryption and
decryption operations.

6.2 Comparative Analysis

A comparative analysis was conducted between
traditional alphanumeric passwords and Sanskrit
consonant-based passwords in terms of security and
usability. The results indicated that Sanskrit consonant-
based passwords offer enhanced security due to their
increased complexity and resistance to common attack
vectors. However, the usability aspect was slightly
compromised, as users may not be familiar with the
Sanskrit script. To address this, the application provides
a transliteration feature, allowing users to input
passwords using the Latin alphabet, which are then
converted to the corresponding Sanskrit consonants.
This feature enhances usability while maintaining the
security benefits of Sanskrit-based passwords.

7. CONCLUSION

This research demonstrates the feasibility and
effectiveness of integrating Sanskrit consonant-based
passwords into the DES encryption and decryption
processes. By leveraging the rich linguistic heritage of
Sanskrit, the proposed approach enhances password
complexity and system security. The developed web-
based application serves as a practical tool for users to
generate secure passwords and perform encryption and
decryption operations. Future work will focus on
extending the approach to other cryptographic
algorithms, such as AES, and exploring the integration
of Sanskrit-based passwords into modern authentication
systems. Additionally, research will be conducted to
assess the usability and security of the system in real-
world applications.
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