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Abstract:

The combination of Machine Learning (Machine
learning) algorithms and the Internet of Things
(1oT) has transformed how we engage with our
environment. The ability to analyze and collect
enormous volumes of data generated by
networked devices has created new opportunities
for optimization, Smart decision-making, and
automation. This chapter will focus on different
machine learning algorithms that can help improve
the capabilities of 10T devices. We will examine
the key algorithms and their applications in the IoT
sector, ranging from supervised and unsupervised
learning techniques to deep learning and
reinforcement learning models.

Keyword: Machine Learning, Internet of things
(10T), K- Means, Linear Regression, Logistic
Regression, PCA, Deep Learning, Smart city,
CNN, LDA.

Introduction to 1oT and Machine Learning

1.1 Defining Internet of Things (l1oT):

In the Internet of Things (IoT), physical objects are
interconnected by software, network connectivity
and sensors, which enable them to share and
transfer data. We can use these objects for a
number of purposes, ranging from everyday
devices such as smartphones, wearable devices,
and Smart home to industrial machinery,
infrastructure components and vehicles. Smart
homes, smart cities, industrial automation, and
health care are just a few applications of the 10T
ecosystem.

Digital systems, physical objects, and humans can
communicate and collaborate with Machine

learning with loT. In the 10T, passive devices
become intelligent, data-driven entities that
monitor, analyse, and respond to their
environment by connecting to the internet and
sharing data. This connectivity facilitates real-time
data collection, remote monitoring and control,
and the integration of data-driven insights into
decision-making processes.

The critical components of 10T include:
Devices: Sensors, actuators, and communication
capabilities are incorporated in physical things or
devices that collect and transfer data.
Connectivity:  Network infrastructure that
facilitates communication between devices and
enables data transmission.

Data Processing: Technologies and platforms that
process and analyze the collected data to retrieve
meaningful outcomes.

Applications: Software applications and services
that utilize the data and insights to deliver value
and enable automation, optimization, and
intelligent decision-making.

The potential benefits of 10T are immense. It can
enhance efficiency, productivity, and safety across
various sectors, improve resource management,
enable predictive maintenance, and drive
innovation. However, the huge data generated by
0T devices pose a significant challenge in terms
of data management, security, and privacy. This is
where machine learning algorithms play a
important role.

In the context of 10T, machine learning algorithms
enable the retrieval of useful data from the
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gathered data, automate decision-making
processes, detect anomalies or patterns, and adjust
accordingly. By leveraging I0oT systems, machine
learning can become more intelligent,
autonomous, and efficient, opening opportunities
for improving our lives and transforming
industries.

Life cycle of 10T:

loT Device Lifecycle
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Fig 1: 10T Device Lifecycle

Life cycle of development has following phases:
Deployment of each IOT device is followed by
following steps-
Monitoring - observe and check the
progress or quality of IOT device.
Servicing — Test and Maintain or repair if
necessary
Managing
Updates
Decommissioning

Four steps to collect more values from 10T data:
In Over the past few years, the Internet of Things
journey has evolved quickly. The following four
steps need to execute every organisation to get
more valuable data from 10T devices.

Step 1: Data gathering:

IoT data is data gathered from devices into a
usable format through sensors.

Step 2: Patterns visualisation:

As per recent trends in technology, the
expectations of businesses have risen. As per the
development of the market, the main motto is to
switch from instrumenting data to visualisation of
data. Once the patterns are understood from the
data, visualisation and increasing value to the
business is easier.

Step 3: Advance to analytics

IoT cycle mainly focuses on gathering data
smarter way through analytics. Using Analytics,
existing and long-term information is combined
with real-time loT device data. By spotting
patterns and making predictions, and adopting new
practices, it is easy to avoid risk and avoid
potential problems.

Step 4: Infuse with Artificial Intelligence

IoT uses Artificial Intelligence to find good
insights from data. Machine learning will help to
preprocess the data i.e. cleaning which makes it in
easily accessible analytical format, clear it to the
related information, and find the actual required
data sets.

Using these steps, more synergies can be found
from data. It also helps identify useful data and not
useful data. As you refine the process helps to
perform more sophisticated tasks like prediction
models, apply predictive maintenance and
anomaly detection. This means gain the right, rich
context that helps to make sense. Problem solving
IS easier using these techniques and perhaps even
find new opportunities and business models.

1.2 Understanding Machine Learning

Machine Learning focuses on the development of
algorithms and models that allow computers to
learn from data, predict or make decisions based
on that data without explicit programming. It is a
key component in unlocking the potential of the

© 2024, IJSREM | www.ijsrem.com

DOI: 10.55041/IJSREM27885 |  Page2


http://www.ijsrem.com/

@;_&' ‘33%%

" I3:’213:2‘"&International Journal of Scientific Research in Engineering and Management (IJSREM)

wvmume: 08 Issue: 01 | January - 2024

SJIF Rating: 8.176 ISSN: 2582-3930

Internet of Things (IoT) by enabling intelligent
decision-making and automation within loT
systems.

At its core, machine learning involves training
models on data to identify patterns, make
predictions, or perform specific tasks. These
models learn from the data by extracting
meaningful features and relationships, and then
generalise that knowledge to make predictions or
decisions based on new, unknown information.

New Input
Data
Training Tﬁ;::h =
Dite Algorithm
I Solution
Not found suitable Found Madel

Suitable

Fig 2: Machine Learning Phases
Figure 2 shows the general machine learning
phases. Each phase is explained as below:

Training a machine learning model typically
involves the following steps:

Data Collection: Collecting and preparing
relevant data representing the problem or task. In
the context of 10T, this data can come from
sensors, devices, or other sources within the 10T
ecosystem.

Data Preprocessing: Cleaning and transforming
the collected data to ensure its quality, remove
noise or outliers, and format it appropriately for
the learning algorithms.

Feature Extraction: Identifying and determining
the most relevant features or attributes from the
data that are informative for the learning task. This
step helps reduce the data's dimensionality and
enhance the model's performance.

Model Selection: Choosing an algorithm or model
that best suits the problem. There are various types
of machine learning algorithms, including

supervised, unsupervised, deep learning, and
reinforcement, each with its own strengths and
applications.

Training the Model: Using the prepared data to
train the chosen model by adjusting its parameters
to minimise errors or optimise a specific objective
function. This step involves iterative processes
such as gradient descent or optimization
algorithms.

Model Evaluation: Assessing model performance
based on evaluation metrics and testing it on
separate data sets to measure its accuracy,
robustness, and generalization capabilities.

Model Deployment and Inference: Once the
model is trained and evaluated, it can be deployed
in real-world 10T systems to categorize data, make
decisions or perform specific tasks in real-time.

In the context of 10T, machine learning algorithms
enable intelligent decision-making, predictive
analytics, and automation. They can help loT
systems detect anomalies, optimize energy
consumption, predict equipment failures, perform
real-time analysis, and personalize user
experiences, among other applications.

Machine learning algorithms used in loT vary
based on the nature of the problem, the type of data
collected, and the desired outcome.

1.3 The Synergy between loT and Machine
learning

I0T refers to a network of interconnected physical
devices or "things" that collect and exchange data
through the internet. These devices range from
small sensors embedded in everyday objects to
large-scale industrial machinery. The data
generated by 10T devices provides valuable
insights into various aspects of our environment,
including temperature, humidity, motion, and
more.
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The Synergy between Machine Learning and
loT:

The synergy between Machine learning and loT
arises from the huge amount of data created by loT
devices. Machine Learning algorithms can
leverage 10T device generated data to unlock
important outcomes and enable smart automation.
Here are some critical elements of the synergy
between Machine learning and IoT:

Data-driven Decision Making:

Internet of Things devices create huge real-time
data. Machine learning algorithms can analyse this
data to uncover correlations, patterns, and
anomalies that can inform decision-making
processes. For example, Machine learning
algorithms can analyze traffic data in smart cities
collected from sensors to optimize traffic flow and
reduce congestion.

Predictive  Analytics:  Machine  learning
algorithms can analyze historical 10T data to
predict future behavior or events. By leveraging
patterns and trends in data, Machine learning
models can forecast equipment failures, predict
customer  behavior, or optimize energy
consumption in smart grids.

Adaptive Systems: Machine learning algorithms
can enable loT systems to adapt and learn from
changing conditions. By continuously analyzing
data, Machine learning models can update their
behavior and make real-time adjustments. For
example, Machine learning algorithms can
optimize energy consumption in smart buildings
by learning occupancy patterns and adjusting
HVAC systems accordingly.

Edge Computing: Machine learning algorithms
can be deployed on edge devices within loT
networks, enabling real-time data analysis and
decision-making at the edge of the network. This
reduces latency, enhances privacy, and conserves
bandwidth by processing data locally.

Resource Optimization: Machine learning
algorithms can optimize resource allocation in 10T

systems. For instance, in agriculture, Machine
learning models can analyze sensor data to
optimize irrigation schedules and conserve water
usage. In industrial settings, Machine learning
algorithms can optimize energy consumption by
analyzing real-time data from sensors.[13]

How to use Machine learning in 1OT?

1. Application of machine learning algorithms
to 10T smart data[9]

Three concepts must be considered before

determining which algorithm will provide the best

results for processing and analyzing loT data.

1. 10T application

2. 10T data characteristics

3. data-driven vision of machine learning

algorithms. [9]

Cumulocity loT Machine Learning architectural overview

Cumulocity loT

Data lake DataHub =% Machine Learning
-5 o Lo

B
EEl ¥ 1

Operational store EE——— streaming

IE analytics

BSOSO, S

Connected devices

2. Classification  of  machine
algorithms that can be used in 10T
Algorithms for IoT data fall into eight categories.
These algorithms are classed based on structural
similarity, data type, and data amount processed in
a reasonable amount of time.[9]
3. Characteristics of 10T data in the real world
Many essential and profound results about the
properties of the data have been uncovered after
reviewing the real-world perspectives on how loT
data is analysed by more than 20 academics. To
have a deeper understanding of I0T smart data,
samples must be taken and created data must be
evaluated. Cognitive algorithms, like the human
mind, handle interpretation and matching.
Cognitive 10T systems improve when completing
repetitive activities by learning from previously

learning
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generated data. By analysing enormous volumes
of data and answering problems humans may have
when making specific decisions, cognitive
computing functions as a prosthetic for human
perception. The importance of cognitive loT in
extracting significant patterns from generated loT
smart data is critical. [9]

Need of Machine learning Algorithm:

With the provision of massive data, it's far

ultimately possible to create predictive Model that

may learn and analyze complex data to get useful
insights and deliver more accurate outcomes.

Machine learning is significant because it provides

organisations with insights on trends in customer

behaviour and operational business patterns, as
well as assisting in the development of new
products.

Importance of Machine Learning:

1. Increases in Data Generation: Data is
being generated in excess and we need a
way to structure, analyze and gain useful
insights from the data. Here is Machine
Learning comes in picture. Machine
learning uses data for problem solving and
finding solution to the most complex tasks
that organizations faces.

2. Improves Decision Making: Machine
Learning uses various algorithms for
making better business decisions.

=. @ |
Increase in Data Generation Solve complex problems
Machine Learning

@ ¥

Improve Decision Making

Fig 3: Importance of Machine Learning

Uncover patterns & trends in dato

3. Uncovers patterns & trends in data:
Machine learning is usually based on
searching hidden patterns and getting key

values from data. Using Machine Learning
and statistical methods, the data can be
explored at a small scale by developing
predictive models. Understanding any data
and identifying certain patterns by hand
takes time, but machine learning
algorithms can do many complicated and
time-consuming tasks in under a second.

4. Solving complex problems: In order to
construct self-driving cars or identify the
genes connected to the fatal ALS disease,
machine learning can be utilized to handle
more complicated issues.

Types of Machine Learning
Figure 4 and Table 1 shows types of
machine learning. Machine learning is divided to

three types:
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Fig 4: Types of Machine Learning
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Linear

Regression, K-Means, C- Qe
Logistic Means Learning,
Regression, SARSA
SVM, KNN

Table 1: Types of Machine Learning

Algorithms of machine Learning:

A list of commonly used machine learning
algorithms is mentioned here. These algorithms
can be applied to almost many data problem:

Types Of Machine Learning

| ]

Unsupervised Learning Reinforcement Leaming

- L.

near K-Means
— Logistic
— SVM

Apriori

[ KNN
{—= Decision Tree
L. Rardorarore EREE

— Naive — Bayes

Fig 5: Types of Machine Learning Algorithms

Supervised Learning Algorithmsin loT

2.1 Linear Regression

This algorithm is used to estimate actual values
based on continuous variables. Two kinds of
variables, dependent variables and independent
variables are correlated with each other by fitting
a straight line. This best fit straight line is called as
the regression line and is represented by the

equation:

y Y intercept (bg)

Error
Error (e) independent variable
£ =
2|/ Slope
g
3 Slope (by) Y intercept
dependent variable

Fig 6: Linear Regression

There are two kinds of Linear regression:

1. Simple Linear Regression: In simple
linear regression, there is relation
established between one dependent
variable and only one independent variable

2. Multiple Linear Regression: In Multiple
Linear Regression relation established
between one dependent and multiple (more
than 1) independent variables.

2.2 Logistic Regression

Logistic regression is a binary classification

algorithm. It is used to estimate output in binary

form by using a given set of the independent
variables. Another way, it is used to predict the
probability of occurrence of an event by fitting

data to 0 and 1.

4
1

P
> p=elothn _p oarhn)
P

eothix) (1 - p)

dependent variable

> ln|#|: (B + P1x)

X
independent variable

Fig 7: logistic Regression

2.3 Support Vector Machines (SVM)

A support vector machine (SVM) is a
classification method that plots each data item as a
point in n-dimensional space. The value of each
feature is the value of a particular coordinate, and
the technique is used to classify data. One of the
most effective classification techniques, support
vector machines (SVM) are utilised to achieve the
best possible results with a little amount of data.
For example, suppose there are only two variables
to work with, such as a person's height and hair
length, so firstly graph these two variables in two-
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dimensional space, where each point has two
coordinates. These coordinates are referred to as

support vectors.
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Fig 9: SVM

Now, find out a few lines which will divide the
data into two groups of different classified data.
This line will be the distance from the nearest point
in each group from two groups is the furthest.

In the above example shown in the figure 9, the
black line is the line which divides the data into
two groups of different order, because the two
closest points are furthest from the line which is
known as classifier. So, depending on test data
located on which side of the line, classification of
the new data into classes is done easily.

2.4 Random Forests

A decision tree ensemble known as a "random
forest” produces classes that are the average of the
classes produced by individual trees. Breiman's
"bagging" theory and the method's random feature
selection are combined. It introduces "Bagging"
and "Random input vectors" as two sources of
randomization. The optimum split is selected from
a random sample of m try variables at each node

rather of all variables because bagging means each
tree is created using a bootstrap sample of training
data.

Each tree is planted & grown as follows:

1. If the training set has N number of cases,
then N cases are random machine learning
selected but with replacement. This sample
will serve as the training data for the tree's
growth.

2. Suppose there are M input variables, a
number m<<M is given so that at each
node, m variables are picked at random
from the M and the best split on this m is
used to split the node. m's value stays the
same while the forest grows.

3. Every tree is developed to its full potential.
Nothing is pruned.

- - Step 1:
Original D Randomize} Create random
Training data vectors
Step 2: i i -
Use random i i

vector to
build multiple
decision trees

Step 3:
Combine
decision trees

Fig10: Random Forest

2.5 Case Studies: Predictive Maintenance in
Industrial Machinery

One of the significant applications of machine
learning algorithms in loT is predictive
maintenance. Predictive maintenance aims to
anticipate equipment failures or maintenance
needs based on real-time data, reducing downtime
and optimizing maintenance schedules. Let's
consider an example of an industrial
manufacturing plant.

Scenario: An industrial manufacturing plant relies
on a complex production network of machines and
equipment. Any unexpected breakdown can lead
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to significant downtime and financial losses. By
implementing  predictive  maintenance  with
machine learning algorithms, the plant can
monitor equipment health in real-time and predict
potential failures before they occur.
Implementation: The plant installs sensors on
critical machines to collect data on various
parameters such as temperature, vibration,
pressure, and energy consumption. This data is
then fed into machine learning algorithms that
analyse historical patterns and current sensor
readings to predict the likelihood of equipment
failure. The algorithms can identify anomalies,
detect early signs of degradation or malfunctions,
and  generate  alerts or  maintenance
recommendations.
Benefits: By implementing predictive
maintenance, the industrial plant experiences
several benefits:

e Increased Equipment Uptime: The plant

can schedule maintenance activities

proactively, — minimizing  unexpected
breakdowns and maximizing equipment
uptime.

e Cost Reduction: Predictive maintenance
helps optimize maintenance schedules and
reduce unnecessary preventive
maintenance, resulting in cost savings.

e Efficient Resource Allocation: Resources
such as spare parts and maintenance
personnel can be allocated more
effectively based on predictive insights.

e Improved Safety: Early detection of
equipment anomalies reduces the risk of
accidents or hazards associated with
machine failures.

Unsupervised Learning Algorithms in 10T
3.1  Clustering

DBSCAN):
K-means:

Techniques  (K-means,

The algorithm works as follows:

Step 1: Initialization

Choose K initial cluster centroids randomly or
using some predefined strategy. These centroids
represent the initial positions of the cluster centres.
Step 2: Assignment

For each data point in the dataset, calculate the
distance between the data point and each cluster
centroid. Assign the data point to the cluster whose
centroid is closest to it. This step effectively
partitions the data points into K clusters.

Step 3: Update

After the assignment step, the cluster centroids
may have shifted. Recalculate the new centroids
for each cluster by taking the mean of all the data
points assigned to that cluster. This moves the
cluster centroids to the center of their respective
clusters.

Step 4: Repeat

Repeat the assignment and update steps iteratively
until the centroids stabilize or a maximum number
of iterations is reached. The algorithm is said to
have converged when the ¢

Step 5: Termination

The algorithm stops when either the centroids
remain unchanged between iterations or when a
predefined number of iterations is reached.

The output of the K-Means algorithm is K cluster
centroids and the assignment of data points to
these centroids, representing the final clustering of
the data.

Compute seed points Assign each object

Partition objects .

2 5 0p based on

into k nonempty as the centroids of the| | Jto the cluster with| Convargance
o o earest see G

subsets .
iterations act
|
\ stop when the
assignment does not
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Fig 11 : Flowchart for k - means
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Important considerations:

Number of Clusters (K): The number of clusters,
K, needs to be specified beforehand. Determining
the optimal value of K can be a challenging task
and may involve using domain knowledge,
visualisation, or using techniques like the Elbow
Method or the Silhouette Score to find the best
value.

Initialization ~ Sensitivity: The  K-Means
algorithm can be sensitive to the initial placement
of centroids. Different initializations may lead to
different final cluster assignments.

Distance Metric: The choice of distance metric
(e.g., Euclidean distance) influences the results of
the algorithm. It's important to choose a distance
metric that is suitable for the nature of the data.
Scaling: Preprocessing the data to ensure features
are on the same scale can be helpful in improving
the performance of K-Means.

Convergence: K-Means is not guaranteed to find
the global optimal solution. It may converge to a
local optimum, depending on the initial centroids.
Despite its limitations, K-Means is widely used
due to its simplicity, efficiency, and effectiveness
in many practical applications, such as image
segmentation, customer segmentation, and
anomaly detection.

DBSCAN:

When all of the clusters are sufficiently dense and
well-separated by low-density regions, the
clustering method DBSCAN-—which defines
clusters as continuous zones of high density—
performs well.

In the case of DBSCAN, the two hyperparameters,
epsilon and minPoints, will be defined instead of
predicting the number of clusters.

1. Epsilon (): A measurement unit that will be
utilized to locate places and ascertain the
density of the surrounding area.

2. minPoints(n): minPoints(n) is the minimal
number of points (a threshold) that must be

clustered together for a region to be
considered dense.
As part of the DBSCAN clustering, three
distinct instances or points may be seen.

1. A data point designated Core Point(x) is
one that is epsilon() apart and has at least
minPoints(n) close by.

2. Point(y) of border: Border points (y) are
data points with at least one core point
within an epsilon () distance and less than
minPoints (n) within an epsilon () distance
from the data point.

3. Anoise point is defined as a data point that
has no core points within an epsilon (z)
radius.

Steps Used In DBSCAN Algorithm

Step 1: Finding all the neighbouring points within
EPS will reveal the core points or points visited
with more than MinPts neighbors.

Step 2: Each core point should be given a new
cluster if it has not already been given one.

Step 3: In a recursive process, locate all points of
the same density that are related to the core point
and cluster them together.

Step 4: There is a density link between points a
and b if there are a sufficient number of points
between them. A point ¢ has a sufficient number
of points in its neighbours, and a and b are within
the eps distance. Chains are involved in this
procedure. If b is a neighbour of c, ¢ is a neighbour
of d, and d is a neighbour of e, which is a
neighbour of a, then b must be a neighbour of an.
Step 5: Go through the dataset's remaining
unexplored points iteratively. Noise consists of all
points that do not belong to any cluster.

3.2 Dimensionality Reduction (PCA, LDA)
PCA:

Using PCA, you can select the most significant
variables from a vast pool of variables to lower
the overall number of variables in your data. The
purpose of this is to save as much information as

© 2024, [JSREM | www.ijsrem.com

DOI: 10.55041/IJSREM27885 |  Page9


http://www.ijsrem.com/

@,&' ‘3%

IJSREM

- by INtErnational Journal of Scientific Research in Engineering and Management (IJSREM)

WVolume: 08 Issue: 01 | January - 2024

SJIF Rating: 8.176 ISSN: 2582-3930

possible by decreasing the dimension of your
data.

The variables undergo transformation into a new
set of variables known as principal components
through principal component analysis. These
orthogonal principal components are linear
combinations of the original variables. The
majority of the available variation in the original
data is explained by the first main component. To
the best of its ability, the second principle
component attempts to represent the data
variance. For a two-dimensional data set, there
can only be two major components.

1. Principal Component (PC1): The data have
the highest variance along their
eigenvector, or the direction of greatest
variation, according to the eigenvalue
with the largest absolute value.

2. Principal Component (PC2): the direction
orthogonal to PC1 that has the most
remaining variation in the data. Generally
speaking, just few directions are able to
fully capture the majority of the data
variability.

The following are the principle components:
summary variables; linear combinations of the
original variables; lack of correlation between
them; and capturing the greatest amount of the
original variance.

Algorithm for PCA:

Algorithm for PCA
Start
Standardization

Covariance Matrix Computation ]

[ Compute The Eigen vectors And Eigen values Of The Covariance Matrix ’

v

{ Recast The Data Along The Principal }

Components Axes

Fig 12 : Flowchart for PCA

Step 1: Data Standardization:
Standardize the dataset by subtracting the mean
and dividing by the standard deviation for each
feature. This ensures that all features have the
same scale.
Z:
value —mean(u)

standard deviation(o)

Step 2: Calculate Covariance Matrix:

Compute the covariance matrix of the
standardized data. The covariance matrix
summarizes the relationships between all pairs of
features.

IV Cov(x,r) Cov(x,y) Cov(x,2) -|
Cooly,) Covlyy) Coly,2)
L Cov(z,z) Cov(z,y) Cov(z,z) J

Step 3: Compute Eigenvectors and
Eigenvalues:

Calculate the eigenvectors and eigenvalues of the
covariance matrix. Eigenvectors represent the
directions of maximum variance, and eigenvalues
indicate the magnitude of variance in those
directions.
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Step 4: Sort Eigenvectors by Eigenvalues:
Order the eigenvectors in descending order based
on their corresponding eigenvalues. This step is
crucial because it helps select the principal
components that capture the most variance in the
data.

Step 5: Select Principal Components:

Choose the top k eigenvectors, where k is the
desired number of dimensions in the reduced
space. Typically, you might choose a number of
components that retain a certain percentage of the
total variance (e.g., 95%).

Step 6: Create Projection Matrix:

Construct a projection matrix using the selected
eigenvectors. The projection matrix is used to
transform the original data into the new
subspace.

Step 7: Transform Original Data:

Multiply the standardized data by the projection
matrix to obtain the new set of uncorrelated
features, i.e., the principal components.

The resulting principal components can be used
for analysis or as input features for machine
learning algorithms. PCA is particularly useful
for reducing the dimensionality of a dataset while
retaining as much of the original variance as
possible.

LDA:

Linear Discriminant Analysis (LDA) is a
supervised dimensionality reduction technique
used for feature extraction in the context of
classification problems. The goal of LDA is to
find a linear combination of features that
characterizes or separates two or more classes in
the dataset. Here's a simplified algorithm for
LDA:

LDA Algorithm:
Step 1: Compute the Within-Class Scatter
Matrix Sw:

e For each class, calculate the scatter
matrix, which measures the spread of data
within each class.

o SW=Yf, S;,wheresS;is the scatter
matrix for class i, and c is the number of
classes.

Step 2: Compute the Between-Class Scatter
Matrix Sp:

e Calculate the scatter matrix that measures
the spread of class means.

e Sb=Y¢, Ni(mi—-m)(mi—-m) T, where
Ni IS the number of samples in
class i, mi is the mean vector of class i, m
is the overall mean vector.

Step 3: Compute the Eigenvalues and
Eigenvectors:

e Solve the generalized eigenvalue problem

e S, 'Shv=Av, where 1 is the eigenvalue, and
v is the corresponding eigenvector.

Step 4: Sort Eigenvectors by Eigenvalues:

e Order the eigenvectors in descending
order based on their corresponding
eigenvalues.

Step 5: Select the Top k Eigenvectors:

e Choose the top k eigenvectors, where k is
the desired number of dimensions in the
reduced space.

Step 6: Create Projection Matrix W:

e Construct the projection matrix W using

the selected eigenvectors.
Step 7: Transform the Data:

e Multiply the original data by the
projection matrix W to obtain the new
feature space.

3.3 Case Studies: Smart City Traffic
Management, Customer Segmentation

Smart city initiatives aim to enhance urban living
by leveraging technology and data to optimise
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various aspects of city management. One critical
area of focus is traffic management, which directly
impacts the quality of life for citizens and the
overall efficiency of urban transportation systems.
In this case study, we explore how a hypothetical
smart city implemented innovative traffic
management strategies and employed customer
segmentation techniques to improve transportation
services and ease traffic congestion.

Smart City Traffic Management:

The smart city in question sought to create a
seamless and intelligent traffic management
system. The foundation of this system was built on
advanced sensors, Internet of Things (loT)
devices, and real-time data analytics. Traffic
signals were equipped with sensors that detected
vehicle presence and volume, enabling the system
to adjust signal timings dynamically based on real-
time traffic flow. Additionally, the city deployed
smart cameras and data analysis algorithms to
monitor road conditions, identify accidents, and
detect traffic violations, facilitating quick
responses and minimising disruptions.

The city implemented a centralised control centre
to enhance overall traffic management efficiency
that integrated data from various sources. This
control centre enabled traffic operators to identify
congested areas, optimise traffic flows, and
communicate with drivers through dynamic
message signs or mobile apps, suggesting
alternative routes to avoid traffic jams.

Customer Segmentation:

Recognising the diverse needs of its citizens and
visitors, the smart city employed customer
segmentation to tailor transportation services
accordingly. Customer segmentation categorises
individuals into distinct groups based on shared
characteristics, preferences, and behaviours. The
city could deliver personalised and effective
transportation solutions by understanding different
user groups.

The segmentation was based on various criteria,
including  travel patterns, demographic
information, and mobility preferences. The
identified segments included:

Daily Commuters: This group comprised people
who travelled to work or school regularly. They
valued reliable and time-efficient transportation,
and the city prioritised providing real-time travel
updates, optimising routes, and ensuring the
availability of public transport during peak hours.
Tourists and Visitors: Catering to this segment
involved providing accessible information about
tourist attractions, offering seamless transportation
options, and ensuring connectivity between
popular destinations.

Elderly and Persons with Disabilities: The city
addressed the needs of this segment by offering
accessible transportation options, such as low-
floor buses, ramps at key locations, and specialised
services.

Eco-conscious Commuters: With an increasing
focus on sustainability, this segment preferred eco-
friendly transportation options, such as electric
buses, bike-sharing facilities, and designated
carpool lanes.

Deep Learning in loT

5.1 Introduction to Deep Learning:

Deep Learning is a subfield of Machine Learning
(ML) and a powerful subset of Artificial
Intelligence (Al) that has gained significant
popularity and success in recent years. It involves
training artificial neural networks to mimic the
human brain's learning process, enabling them to
perform complex tasks and make intelligent
decisions. The term "deep” in Deep Learning
refers to the multiple layers of artificial neurons,
also known as neural networks, that are used to
process and transform input data. These networks
can be large and consist of tens or hundreds of
layers, allowing them to learn intricate patterns
and representations from raw data. Deep Learning
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has shown exceptional performance in handling
unstructured and high-dimensional data, such as
images, audio, and text, making it well-suited for
tasks like image classification, object detection,
language translation, and more.

5.2 Convolutional Neural Networks (CNN)

1. Data collection & Pre-processing:
The first step is to choose a used dataset that must
be well labelled.

2. Design architecture

In this step we define the architecture of CNN.
This step involves defining a number of
convolutional layers, pooling layers and fully
connected layers. Kernel size and strides are also
defined in this step

3. Convolution layer

This layer plays an important role in extraction of
features from the image. Filters are applied over
the image for feature extraction. Those filters are
called kernels which move across the image to
extract features. This recognises patterns like
texture, edges etc.

4. Activation function

It is used to apply non linearity to the network and
allow it to learn and approximate learning.

I. ReLU(Rectified Linear Unit):

The ReLU activation function is widely used
activation function as it is computationally
efficient

It applies the element-wise function: f(x) = max (0,
X). (X is input)

If the input value is positive then it gives output
which is equal to input.

If the input is negative then the output is set to
zero.

ReLU Activation Function

10

Y Axis

max(0,x)

-100 -75 -50 -25 00 25 50 75 100
X Axis

Fig: Relu Activation Function
5. Pooling layer
Pooling layer helps in reducing dimensions of the
data & Kkeep important information making it
computationally more efficient. There are two
methods for pooling namely maxpool and average
pool.
I. Maxpool: 1t is mostly used as a pooling
technique. It operates on small portions (2*2 or
3*3) over the features and replace that region by
the maximum value found there.
ii. Average Pooling: The similar approach is used
in average pooling but instead of taking maximum
value it replaces by taking average value of the
region

6. Flattening:

Before feeding the data into fully connected
layers, the output from the previous layers is often
flattened into a 1D vector. This process converts
the multi-dimensional feature maps into a long
sequence of values, which serves as the input to
the fully connected layers.

7. Fully connected layers

Each neuron is connected to each neuron of the
previous layer; it includes the input layer also. The
weights are associated with neurons and the
optimised weights are adjusted during training to
make accurate predictions. It processes high level
features from the previous layers and makes more
precise decisions
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8. Output Layer:
Output layer is the last layer of the fully connected
layer. This produces the final prediction.For
binary classification, a single neuron with a
sigmoid activation function is used.
For multi-class classification problems, a softmax
activation function produces a probability
distribution over the classes as it may have
multiple neurons for different classes.
I. Softmax
is used in a neural network's output layer for
multiclass classification.
It converts outputs of final layers into meaningful
probabilities that sum up to 1
Given a vector of logits (raw scores) m = [m1, m2,
..., mk] for k classes.
The softmax function computes the probability
(p_i) of each class i as follows:

p_i = exp(m_i) / sum(exp(m_j)) for j=1 to
k where exp() denotes the exponential function.

Sigmoid / SoftMax

Input it Output
XeR — — P(Y=k|X) € [o0,1]

5.4 Case Study: Autonomous Vehicle Object
Detection (Image Recognition)

In this case study, deep learning is applied to
enable an autonomous vehicle to recognize and
detect various objects on the road, such as
pedestrians, vehicles, traffic signs, and obstacles.
Convolutional Neural Networks (CNNs) are
employed for image recognition. A CNN consists
of multiple layers, including convolutional layers
to extract features from images, pooling layers to
reduce spatial dimensions, and fully connected
layers for classification.

The CNN is trained on a large dataset of labeled
images, capturing different scenarios and objects
that the vehicle may encounter on the road. The
model learns to detect specific patterns and
features associated with different objects, making
it robust and accurate. Once trained, the CNN can

process real-time video feed from the vehicle's
cameras. It efficiently identifies and classifies
objects in the scene, allowing the autonomous
vehicle to make informed decisions, such as
adjusting its speed, avoiding obstacles, and
obeying traffic signs and signals.

Case Study: Stock Market Prediction (Time
Series Analysis)

Description: This case study explores the
application of deep learning for predicting stock
prices in the financial market. Stock prices are
sequential time series data influenced by a wide
range of factors, making prediction a challenging
task.

Solution: Recurrent Neural Networks (RNNSs) are
used for time series analysis. RNNs have feedback
connections that enable them to retain information
from previous time steps, making them suitable for
sequential data analysis.

Data Preprocessing: Historical stock price data
and relevant financial indicators are collected and
preprocessed to create a suitable input format for
RNNs.

Model Training: The RNN model is trained on a
historical dataset, learning to capture temporal
dependencies and patterns in the data. It identifies
complex relationships between various factors and
stock price movements.

Predictions: After training, the model is used to
predict future stock prices based on new incoming
data. It provides valuable insights to investors and
traders, helping them make informed decisions in
the stock market.

These case studies illustrate how deep learning
techniques, such as CNNs for image recognition
and RNNs for time series analysis, can be applied
to real-world problems and deliver valuable
outcomes. Deep learning's ability to learn intricate
patterns and extract meaningful features from
complex data makes it a powerful tool for tackling
a wide range of challenges in diverse domains.

© 2024, 1JSREM | www.ijsrem.com

DOI: 10.55041/I]SREM27885 |

Page 14


http://www.ijsrem.com/

1 \3;
%ﬂ‘@lntemaﬂonal Journal of Scientific Research in Engineering and Management (IJSREM)

vaume: 08 Issue: 01 | January - 2024

SJIF Rating: 8.176

ISSN: 2582-3930

Explainable Al for 10T Systems

Explainable Al (XAl) refers to the capability of Al
models and algorithms to provide understandable
explanations or justifications for their predictions,
decisions, or behaviors. In the context of loT
systems, where machine learning algorithms are
deployed, XAl becomes crucial for several
reasons.

Transparency and Trust: 10T systems are
increasingly being used in critical domains such as
healthcare, finance, and infrastructure
management. Understanding and trusting the
decisions made by Al models in these scenarios is
essential. XAl techniques enable stakeholders,
including users, developers, and regulators, to
comprehend the reasoning behind Al-driven
decisions, increasing transparency and building
trust in the system.

Compliance and Regulation: Many industries
and jurisdictions have specific regulations and
standards regarding the use of Al and data privacy.
XAl can help organizations comply with these
regulations by providing insights into how Al
models process data and arrive at decisions.
Explainable Al can aid in identifying potential
biases, discriminatory patterns, or ethical
concerns, enabling appropriate actions to be taken.
Debugging and Performance Optimization:
XAl techniques can help developers and system
operators identify issues or biases in Al models.
By understanding how a model arrived at a
particular decision, developers can detect and
rectify potential errors or biases in the training data
or the model itself. XAl can also provide insights
into model performance and  suggest
improvements, leading to better overall system
performance.

Human-Al Collaboration: In many loT systems,
humans interact and collaborate with Al models.
Explainable Al can facilitate effective
collaboration by providing understandable
explanations that humans can interpret and trust.

This collaboration is particularly important in
scenarios such as autonomous vehicles, healthcare
diagnosis, or energy management, where human
operators need to work alongside Al algorithms.
Several approaches and techniques are used to
achieve explainability in Al models, including
rule-based models, feature importance analysis,
visualization techniques, and generating natural
language explanations. These techniques aim to
make the inner workings of Al models more
transparent and interpretable.

However, it's important to note that achieving full
explainability may not always be feasible,
especially in complex deep-learning models.
Trade-offs  between  model  complexity,
performance, and explainability must be carefully
considered to balance accuracy and transparency
in 10T systems.

Explainable Al for IoT systems is vital in
enhancing trust, compliance, performance, and
collaboration. As Al continues to be integrated
into loT deployments, the development and
adoption of explainable Al techniques will be
essential for ensuring these systems' responsible
and reliable operation.[12]

Applications of Machine learning:

Traffic Alerts (Maps):

The navigation app Google Maps also offers
traffic updates. Users of the service at
that moment, historical information gathered
along this path over time, and some advice
gathered from other businesses. Users of maps
input their location, average speed, and route,
enabling Google to gather enormous amounts of
traffic data, forecast incoming traffic, and modify
user behaviour.

Social Media (Facebook)

Automated friend tag suggestions on Facebook or
other social networking sites are one of the most
well-liked applications of machine learning.
Facebook suggests that we tag that person based
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on DeepFace after automatically locating that
person's face that matches its database using facial
and picture recognition.

Transportation and Commuting (Uber)

Uber is the most popular machine learning apps
utilised for commutes and transportation.

It applies a machine learning algorithm over
historical trip data to produce more precise ETA
estimates. They reported a 26% improvement in
shipping and  receiving  accuracy  after
implementing machine learning.

Product Recommendations (Amazon)

When we look for a product, even if we don't
purchase it, numerous websites that are relevant to
our  search always predict relevant
recommendations. This occurs because Google
tracks your search history and suggests
advertisements based on it. It is one of the most
intriguing machine learning applications. In fact,
35 percent of Amazon's revenue comes from
product recommendations.

Self-Driving Cars

This is one of the most innovative Machine
Learning programmes. Machine learning plays ¢
vital role in autonomous vehicles. Based on
unsupervised learning techniques, hardware maker
NVIDIA isresponsible of this company's
leadership and its artificial intelligence.

Dynamic Pricing

Economic theory has grappled for a long time with
the problem of determining the right price for a
good or service. Depending on the desired result,
several pricing schemes are used. Everything is
priced reasonably when purchasing movie tickets,
airline tickets, or cab fare.
Price hikes are the main machine learning
application used by Uber. Expect to pay twice as
much for an Uber in a busy neighbourhood if you
need to get there quickly for a meeting. Even
flights will almost surely cost twice as much if you
travel during the Christmas season.

Google Translate

The Google Neural Machine Translation (GNMT)
system uses neural machine learning to produce
the most accurate translations possible for any
given vocabulary across dozens of languages and
dictionaries. any sentence or phrase. Other
approaches, including POS Tagging, NER
(Named Object Recognition), and Chunking, are
used since the tone of the words is also significant.
It is among the most effective and popular machine
learning programs.

Fraud Detection

In Machine Learning Fraud detection is most
important application. Due to the vast range of
available payment methods, including credit/debit
cards, cellphones, numerous wallets, UPI, and
others, the number of transactions has expanded.
In the same time, many thieves have honed their
skills at spotting weaknesses. The machine
learning model exhaustively examines customer
records for suspicious trends each time they
execute a transaction. In machine learning, issues
like fraud detection are frequently framed as
categorization issues.

Application of IOT:

Applications of 10T in which Machine learning
Algorithms are used to Analyse, predict or
visualize data.

Sr | 10T 10T Machine Perform | Ref
Appli | Devices/ learning ance ere

0. | cation | Component | Algorithms Measur | nce
S S and ment S

Techniques Paramet
ers

1 Air 1. MQ135 | Linear MSE, [1]
Quali | sensor Regression RMSE,
ty 2. MQ7 and
Monit | sensor MAE
oring
Syste
m
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geme | ller Forest everyday lives.
o)z Classifier. Machine learning algorithms have proven to be
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3.Moisture capabilities such as predictive maintenance,

o anomaly detection, data segmentation, and pattern

4, LED recognition.  Through supervised learning,

5. Jumper unsupervised learning, reinforcement learning,

res .

o and deep learning, IoT systems can extract
valuable insights from massive amounts of data
and enable automation, optimization, and
intelligent decision-making..
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In conclusion, Machine learning algorithms are
propelling 10T systems to new heights, enabling
intelligent, data-driven decision-making and
optimization. The combined power of Machine
learning and 10T has the potential to revolutionize
industries, enhance efficiency, and improve the
quality of life. By embracing the promising future
of Machine learning algorithms in loT and
addressing the associated challenges, we can
unlock a world of possibilities and shape a smarter,
more connected future.
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