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Abstract—As cyber threats keep getting more advanced, mali- 
cious URLs have become a huge problem, causing data breaches, 
malware infections and financial losses. Hackers use tricky meth- 
ods, like sneaking harmful links into emails, social media and 
even legit-looking websites. Traditional blacklist-based detection 
isn’t very reliable since it needs constant updates and often 
misses new threats. To tackle this, machine learning provides 
a smarter approach by analyzing patterns and behaviors of 
malicious URLs. Algorithms like SVM, Random Forest, Logistic 
Regression and deep learning models like XGBoost and MLPs 
have shown really good accuracy in detecting harmful links. But 
there are still challenges, like dealing with imbalanced datasets, 
needing high-quality data and handling the high computational 
costs. This survey looks into different machine learning-based 
detection techniques, their strengths and weaknesses and why 
ongoing improvements are necessary to stay ahead of evolving 
cyber threats. 

Index Terms—Machine Learning , Malicious URL, Cyberse- 
curity , Malware Detection , LSTM , Kaggle , Safe Browsing. 

 

 

I. INTRODUCTION 

Cyber threats are increasing day after day and malicious 

URLs have become a huge problem. The attacker makes use 

of it for spreading malware, stealing personal data and phish- 

ing scams. As almost every person depends on the internet 

for communication and transactions, hackers have invented 

cunning ways to hide harmful links in emails, social media 

messages and websites that look totally legitimate. Traditional 

methods such as blacklists, signature-based systems and rule- 

based approaches are no longer sufficient. Blacklists become 

outdated quickly, leaving systems open to new threats and 

signature-based methods require constant updates but still fail 

to catch newly created malicious URLs. 

Machine learning has been a game changer in detecting 

harmful URLs. Instead of simple string matching with a list, 

machine learning models analyze many factors like the URL’s 

structure and domain details along with patterns in redirects 

to detect the threats. Different techniques of Random Forest, 

Decision Trees, Logistic Regression, K-Nearest Neighbors 

(KNN) and deep learning models like Multilayer Perceptrons 

(MLPs) and XGBoost have been tested.Each of these models 

has its own pros and cons,ensemble models like XGBoost and 

Random Forest are very accurate, while simpler models like 

Logistic Regression work faster, making them better for real- 

time detection. 

 

However, machine learning-based detection isn’t perfect. 

One major issue is class imbalance-there are way more normal 

URLs than malicious ones, which can make models less 

effective at spotting the malicious ones. The quality and variety 

of training data also matter a lot since cybercriminals keep 

changing their tactics to avoid detection. Some lightweight 

methods, like checking URL attributes (such as Top-Level 

Domains or dot count), are fast but might miss more advanced 

threats. Deep learning models are powerful, but they need a 

ton of computing power, making them harder to use in low- 

resource environments. 

 

This literature survey looks at different research studies on 

machine learning-based malicious URL detection, discussing 

their methods, strengths, weaknesses and performance. It also 

explores various feature extraction techniques, model compar- 

isons and new trends in the field, emphasizing the importance 

of constantly improving detection strategies to keep up with 

evolving cyber threats. 
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II. LITERATURE REVIEW 
 

J. Khalife et al. proposed a new approach [1] to detect 

malicious URLs using a simple heuristic approach that focuses 

on only two key elements: The TLD (top-level domain) and 

the dot count in the URL[1]. The report highlights the growing 

threat of phishing and malicious links that can lead to financial 

losses,data theft and malware infections. While traditional ma- 

chine learning techniques like random forests can effectively 

detect these threats, they often rely on analyzing multiple 

URL attributes, which makes the process more complex and 

time-consuming. To solve this problem, the plan uses specific 

selection criteria that identifies the most important features and 

uses simple rules for classification. This method resulted in a 

95 percent improvement in allocation time and a 93 percent 

reduction in training time while keeping efficiency similar to 

existing methods. It is designed to be a quick and effective 

first step in identifying potentially problematic URLs before 

performing more advanced analysis. However, despite these 

improvements, it may still struggle against more advanced 

threats, as attackers can adapt and find ways to bypass the 

system. 

M. D. Karajgar et al. [2] examined the use of machine learn- 

ing techniques to improve cybersecurity by detecting harmful 

URLs before users interact with them. The study compares 

various models, like random forests, Naive Bayes, K-nearest 

neighbors and decision trees, to analyze over 700,000 URLs, 

aiming to differentiate between safe and malicious ones. One 

notable strength of this approach is the use of ensemble 

models, especially random forests and extra trees, which 

showed high accuracy of over a 89.7 percent in identifying 

harmful URLs.These machine learning models can analyze 

various kinds of URLs and identify patterns that indicate 

whether the URL is harmful or not. By recognizing these 

patterns, the models can more easily detect malicious links 

that might lead to phishing sites or spread malware. where 

there are way fewer malicious URLs in the dataset compared 

to normal ones. This makes it harder for the model to correctly 

spot the malicious URLs, lowering its precision and recall. 

The authors suggest that fixing this imbalance could make 

detection better. Another limitation identified in the research 

is the model’s reduced performance when dealing with less 

common types of malicious URLs, which affects its overall 

accuracy.Even with these challenges, the study still highlights 

that tree-based ensemble models are pretty good at improving 

malicious URL detection and helping boost cybersecurity. 

R. Stoleriu et al. presents a system [3] that uses machine 

learning for the detection of malicious short URLs, combined 

with threat intelligence services like VirusTotal and PhishTank. 

Since attackers often use short URL services to hide harmful 

links, it can be tough for users to spot them. To solve this, the 

system checks short URLs by following any redirects to their 

final destination and scanning them against over 70 Anti-Virus 

engines. If the URL isn’t flagged as malicious, it’s passed to 

an machine learning model that looks at 90 different features 

to classify the URL. Using the Random Forest algorithm, the 

system achieves an impressive 97 percent accuracy, provid- 

ing real-time analysis with better accuracy than traditional 

blacklisting methods. However, the system does have some 

limitations, like relying on the quality of threat intelligence 

data, facing challenges with processing large datasets and 

struggling to detect new or unknown types of attacks that 

weren’t included in the training data. In the future, the system 

plans to expand its capabilities for detecting malicious short 

URLs used in phishing attacks via SMS (smishing), helping 

protect users across different platforms. 

R. R. K. Menon et al. [4] discusses the importance of 

detecting malicious URLs in order to protect web applications 

from threats like phishing, malware and other online dangers. 

Cybercriminals often exploit human mistakes, using tricks like 

phishing, pharming and social engineering, by hiding harmful 

content behind fake-looking URLs. To fight this, the paper 

suggests using machine learning to examine the behavior and 

characteristics of URLs, helping to identify the malicious ones. 

It also introduces a updated collection of URL features and 

actions that can make the detection process more accurate. 

The proposed method uses machine learning algorithms like 

Decision Tree , Random Forest , Support Vector Machine 

and K-Nearest Neighbour to analyze and categorize URLs.The 

results from the experiment shows that this method is effective 

in detecting harmful URLs and also offers a simple but still 

an efficient solution. Unlike traditional methods that rely on 

fixed rules or large datasets, this study uses unique URL 

features to detect malicious URLs while maintaining high 

precision. These findings could help improve the identification 

of malicious URLs in real-time security systems.But still, 

there are some downsides to this approach. It relies a lot 

on the quality of the dataset that the model was trained on, 

meaning that it may struggle to detect new types of malicious 

URLs that are absent in the training data. Additionally, when 

applied to a large number of URLs, the system may require 

more computational resources, which could greatly impact its 

performance. 

U. S. B et al. [5] highlights the growing issue of mali- 

cious URLs, which are often used for phishing, spreading 

malware and causing data breaches-especially as the usage 

of mobile devices are increasing rapidly. To address this 

issue, the study explores logistic regression, a popular machine 

learning method, to separate harmful URLs from safe ones. 

The model looks at features like suspicious keywords, unusual 

character patterns and strange subdomains to identify potential 

threats. Logistic regression is easy to understand and efficient, 

making it a great choice for systems with limited resources. 

Despite this, there are some drawbacks to this method.Logistic 

regression works on the idea that the relationship between 

URL features and harmful behavior is straightforward, but 

this makes it less effective against more complex or tricky 

attacks used by cybercriminals. Additionally, gathering high- 

quality datasets, keeping models up to date with new threats 

and dealing with privacy concerns in data collection are all 

challenges that need to be addressed. While logistic regression 

is a good starting point and works well in many cases, integrat- 
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ing it with more advanced techniques, such as deep learning or 

ensemble models, could enhance detection accuracy.The study 

stresses the need to keep improving cybersecurity methods to 

stay ahead of rising threats. 

Shantanu et al. [6] tackles the problem of detecting mali- 

cious URLs, which are a major cybersecurity threat responsi- 

ble for financial losses, data breaches and malware infections. 

Traditional methods like blacklisting, regular expressions and 

signature matching struggle to keep up with the constantly 

changing patterns and the huge volume of data. To address 

this, the paper treats malicious URL detection as a binary 

classification problem and tests different machine learning 

models using a Kaggle dataset containing 450,000 URLs. 

Among all the models, Random Forest did the best, achieving 

the highest accuracy and F1 score. The model was then 

validated on OpenPhish data, proving its ability to effectively 

detect malicious URLs. While this machine learning approach 

improves detection and adapts well to new threats, it still faces 

some challenges like data imbalance, shifting attack patterns 

and the need for real-time scalability. One way to enhance its 

performance would be to train the model on more balanced 

datasets, which could help reduce false positives and improve 

detection accuracy. 

S. Kinger et al. [7] looks at the rising issue of malicious 

websites that pose a serious threat to users by stealing per- 

sonal information and spreading harmful content. It explores 

how machine learning models can be used to identify these 

dangerous sites by analyzing their static features to detect 

hidden vulnerabilities or exploit code. The study tested several 

models, with the Autoencoder Neural Network being the least 

effective, achieving only 61.5 percent accuracy. On the other 

hand, the Multilayer Perceptrons (MLPs) and XGBoost models 

performed much better, with accuracies of 85.5 percent and 

85.35 percent, respectively. However, there are still some 

challenges: MLPs and XGBoost require significant compu- 

tational resources, Autoencoders have trouble with accuracy 

and all of these models rely heavily on high-quality data 

to work effectively. The researchers used a large dataset 

of labeled URLs, splitting it into training and testing sets 

and extracted various features like lexical, network and host- 

based information. Models like Random Forest, Autoencoder, 

Decision Tree, MLPs, SVM and XGBoost were trained and 

tested. While MLPs and XGBoost proved to be the best at 

detecting malicious URLs, the paper highlights the ongoing 

challenges related to computational resources and the need 

for high-quality datasets to achieve the best results. 

S. R. A et al. [8] addresses the growing issue of malicious 

URLs, which cybercriminals often use for phishing, spreading 

malware and stealing sensitive information. These harmful 

links are commonly shared through emails, text messages and 

social media, allowing cybercriminals to target a wide audi- 

ence of unsuspecting users. Traditional methods like blacklists 

have trouble keeping up, especially with tactics like URL 

shortening that help evade security filters. The paper explores 

various ways to detect malicious URLs, including blacklist- 

based methods, rule-based systems, machine learning and deep 

learning techniques. It emphasizes the importance of extracting 

the right features from URLs, such as lexical, host-based and 

network-based data, to accurately identify malicious ones.As 

the usage of machine learning and deep learning is increasing 

rapidly, their ability to adapt to evolving threats is becoming 

more crucial. However, there are still challenges, like the 

need for specialized knowledge and the time-consuming nature 

of feature extraction. The paper concludes by stressing the 

importance of continuous innovation in detection systems to 

stay ahead of the ever-evolving tactics of cybercriminals. 

B. R. Hanji and R. Kanagavalli [9] explores the role of 

machine learning techniques to detect malicious URLs, which 

are a huge threat to online security, leading to problems like 

phishing, malware and data theft. The main aim is to classify 

URLs as either harmful or safe using different machine 

learning models. Among the models tested, Random Forest 

performed exceptionally well with a 99.79 percent accuracy, 

along with perfect precision and recall. Logistic Regression 

also did great, with a 99.66 percent accuracy and a fast training 

time of just 3.3 seconds.On the other hand, Support Vector 

Machine (SVM) was accurate but took a lot longer to train 

(about 1 hour and 27 minutes). This research shows the im- 

portant role that machine learning can play in protecting users 

by spotting harmful URLs before they can do any damage. The 

next steps for this work could involve expanding the datasets, 

refining feature selection and improving real-time detection. 

However, the study does have some limitations, like relying 

on existing datasets and dealing with class imbalance, which 

might affect its ability to detect new threats. Despite these 

challenges, the research emphasizes the significant capability 

of machine learning in enhancing online security. 

A. Lakshmanarao et al. [10] focuses on usage of machine 

learning to detect malicious URLs, a growing cybersecurity 

issue due to threats like phishing, malware and data theft. 

As users browse the web, they often come across links that 

look safe but are designed to exploit vulnerabilities in systems. 

The aim is to analyze different URL features-such as domain 

names and path structures-and train a model that can tell 

the difference between harmful and safe links. We tested 

several machine learning models, like SVM, Random Forest 

and Logistic Regression and measured their performance in 

terms of precision, recall, accuracy and training time. The 

Random Forest model did the best, with an impressive 99.79 

percent accuracy and near-perfect precision and recall. Logis- 

tic Regression was faster to train, making it a good option 

for real-time detection, while SVM had high accuracy but 

took longer to train. While the results are promising, there are 

some challenges. The performance of the model is influenced 

by the quality of the training data and issues like class 

imbalance can impact accuracy. The model may also struggle 

with identifying new or previously unseen malicious URLs. To 

improve the model, future work could focus on enhancing the 

dataset, refining feature selection and making the model more 

adaptable to new threats. Overall, this project highlights how 

machine learning can significantly improve online security and 

help protect users from malicious attacks. 
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TABLE I 

COMPARISON TABLE 

 
Reference Description Advantages Disadvantages 
[1] A heuristic method uses machine learning to detect 

malicious URLs by analyzing attributes like TLD 
and DOTS for fast and efficient classification. 

• Drastically reduces 
classification and training time. 

• Easy to implement with minimal 
computational resources. 

• May miss sophisticated 
malicious URLs. 

• Performance is different across 
various datasets 

[2] The paper compares machine learning models (de- 
cision trees, random forests, KNN, naive Bayes) for 
detecting malicious URLs 

• In-depth comparison of models 
for malicious URL detection. 

• High accuracy (over 93 percent) 
with ensemble models like ran- 
dom forests and extra trees. 

• Class imbalance affects precision 
for detecting minority malicious 
types. 

• Limited to standard models, not 
exploring newer techniques like 
deep learning. 

[3] The paper presents a system that detects malicious 
short URLs using machine learning and threat in- 
telligence, achieving 97 percent accuracy with 90 
features. 

• Achieves up to 97 percent ac- 
curacy in detecting malicious 
URLs. 

• Integrates threat intelligence for 
up-to-date URL analysis. 

• Relies on external platforms that 
may not always be current. 

• Combining multiple techniques 
makes it complex. 

[4] The paper intoduces a machine learning approach 
for detecting malicious URLs, using algorithms like 
Decision Tree, KNN, SVM and Random Forest to 
improve cybersecurity by analyzing URL features. 

• Analyzes new URL properties 
for better accuracy. 

• Evaluates various models for op- 
timal detection 

• Risk of benign URLs being 
flagged or malicious ones 
missed. 

• Results may not apply across all 
datasets or URL types. 

[5] Uses Logistic regression for detecting malicious 
URLs by analyzing features like keywords and char- 
acter sequences 

• Easy to understand classification 
decisions. 

• Uses relevant features for better 
accuracy. 

• May miss complex patterns. 

• Struggles with advanced mali- 
cious URLs. 

[6] This paper explores how different machine learning 
classifiers can be used to detect malicious URLs, 
treating it as a binary classification problem 

• Compares multiple classifiers 
to identify the most effective 
method for malicious URL 
detection. 

• Uses 450,000 URLs, ensuring 
more reliable and generalized re- 
sults. 

• Some classifiers, like Random 
Forest, may be too computation- 
ally expensive for real-time sys- 
tems. 

• Excludes more advanced tech- 
niques like deep learning models, 
which could perform better. 

[7] This paper investigates various machine learning 
models (Decision Tree, Random Forest, Autoen- 
coder, XGBoost, MLP, SVM) for detecting 
malicious URLs 

• Evaluates various machine learn- 
ing models, identifying the most 
efficient for malicious URL de- 
tection. 

• Autoencoder showed low accu- 
racy. 

• Continuous updates are required 
due to evolving cyber threats. 

[8] This paper reviews techniques for detecting mali- 
cious URLs, categorizing them into blacklist-based, 
rules-based, machine learning and deep learning 
methods. 

• Offers a brief review of current 
malicious URL detection meth- 
ods, beneficial for researchers. 

• In-depth look at features that help 
identify malicious URLs 

• No case studies or real-world ex- 
periments to back up the meth- 
ods. 

• Doesn’t provide enough details 
on how to implement the tech- 
niques in real-world scenarios. 

[9] The paper examines the growing threat of malicious 
URLs, focusing on the role of machine learning 
techniques to detect and prevent phishing, malware 
and data fraud. 

• Focuses on a major issue, ma- 
licious URLs, affecting internet 
security. 

• Offers insights for developing 
better cybersecurity tools to pro- 
tect users from malicious URLs. 

• Models may not work well for all 
types of malicious URLs due to 
dataset limitations. 

• The fast evolution of cyber 
threats demands constant model 
updates and retraining. 

[10] This paper introduces a machine learning method 
for detecting malicious URLs,combining NLP tech- 
niques and different classifiers.Additionally, a 
Flask- based web application is created for real-
time detec- tion. 

• The integration of a Flask web 
app makes the model easily 
accessible, allowing users with 
minimal technical knowledge to 
interact with the system. 

• The use of multiple feature ex- 
traction techniques (Count Vec- 
torizer, TF-IDF, Hashing) pro- 
vides a well-rounded approach to 
handling various URL structures. 

• Relying on a single Kaggle 
dataset may limit the model’s 
generalizability. 

• Despite the high accuracy, the 
model may still produce false 
positives or false negatives, 
which can lead to incorrect URL 
classifications and security risks. 
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III. CONCLUSION 

With cyber threats constantly evolving, detecting malicious 

URLs has become more important than ever. This survey 

examined various machine learning techniques, ranging from 

basic models such as logistic regression to more complex ones 

like Random Forest, XGBoost, and deep learning. These mod- 

els were proven to be more effective than traditional blacklist- 

based methods since they can recognize harmful links based 

on patterns rather than relying on outdated lists.However, 

there are still challenges, like class imbalance, the require- 

ment for high-quality datasets and the fact that attackers 

keep coming up with new tricks to bypass detection. No 

single model is perfect, so combining different approaches and 

continuously updating detection systems is necessary. Future 

research should focus on improving accuracy, reducing false 

positives and making these models more efficient for real-time 

use.Overall, machine learning has made huge improvements in 

cybersecurity, but it needs to keep evolving to stay ahead of cy- 

bercriminals. By refining detection techniques and integrating 

real-time threat intelligence, we can build stronger defenses 

against malicious attacks and make the internet a safer place. 
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