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ABSTRACT

Cyber security confronts a tremendous challenge of maintaining the confidentiality and integrity of user’s private
information such as password and PIN code. Billions of users are exposed daily to fake login pages requesting secret
information. There are many ways to trick a user to visit a web page such as, phishing mails, tempting advertisements,
click-jacking, malware, SQL injection, session hijacking, man-in-the-middle, denial of service and cross-site scripting
attacks. Web spoofing or phishing is an electronic trick in which the attacker constructs a malicious copy of a legitimate
web page and request users’ private information such as password. To counter such exploits, researchers have proposed
several security strategies but they face latency and accuracy issues. To overcome such issues, we propose and develop
client-side defense mechanism based on machine learning techniques to detect spoofed web pages and protect users from
phishing attacks. As a proof of concept, a Google Chrome extension dubbed as Phish Catcher, is developed that
implements our machine learning algorithm that classifies a URL as suspicious or trustful. The algorithm takes four
different types of web features as input and then random forest classifier decides whether a login web page is spoofed or
not. To assess the accuracy and precision of the extension, multiple experiments were carried on real web applications.

Keywords: Cybersecurity, Phishing Detection, Web Spoofing, Client-Side Defense, Machine Learning, Random Forest
Classifier, URL Classification, Chrome Extension.

1. INTRODUCTION

In October 2022, users of the National Institute for Research in Digital Science and Technology in France were targeted
by a phishing email containing a malicious link that redirected to a fake login page resembling the real authentication
portal. This led users to disclose their credentials, demonstrating a typical phishing attack exploiting visual similarity.
Systems With the rapid expansion of online banking, e-commerce, and e-learning, phishing and web spoofing have
become major cybersecurity concerns. Attackers now use advanced techniques such as QR code phishing, mobile app
spoofing, and spear phishing, which can bypass traditional defenses like SSL/TLS and two-factor authentication.
Attackers often replicate legitimate elements such as logos and HTML to make fake sites appear genuine. Phishing
vectors include emails, trojans, and man-in-the-middle attacks, commonly targeting financial and e-commerce
platforms. Detection methods include blacklist-based and heuristic-based tools; however, blacklists fail against zero-day
attacks, while heuristic approaches like CANTINA and Spoof Catch improve detection but may face latency issues.
Recently, machine learning (ML) algorithms such as Naive Bayes, SVM, and Logistic Regression have been employed
to classify phishing URLSs, though their performance depends on high-quality training data. With the rapid growth of
internet usage, cyber security has become a critical concern for protecting users’ sensitive information such as
passwords, PINs, and personal credentials. Among various cyber threats, web spoofing and phishing attacks are widely
used by attackers to deceive users through fake login pages that closely resemble legitimate websites. These attacks are
often carried out using phishing emails, malicious advertisements, click-jacking, malware, and other web-based
techniques, making users vulnerable to identity theft and financial loss.

Earlier anti-phishing systems, including Spoof Catch and CANTINA, relied on visual similarity and
content-based detection methods. While effective to an extent, these approaches suffer from latency, limited scalability,
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and reduced accuracy when encountering new or evolving phishing techniques. Moreover, many existing systems
depend on server-side modifications, which are complex to implement and often ignored by developers. To address
these challenges, the proposed system introduces Phish Catcher, a client-side defence mechanism that utilizes machine
learning (ML) — specifically, the Random Forest classifier — to detect and block spoofed web pages in real time.
Implemented as a Google Chrome extension, Phish Catcher analyses multiple web features such as URL structure, web
content, and visual attributes, and classifies a webpage as legitimate or suspicious with high accuracy and minimal
latency. Experimental results demonstrate an impressive accuracy of 98.5% and an average response time of 62.5
milliseconds, highlighting the system’s potential as a robust, user-friendly anti-phishing solution.

Traditional security solutions such as blacklist-based and rule-based mechanisms often suffer from
latency, scalability, and accuracy issues, especially against newly emerging phishing attacks. To address these
limitations, this work proposes a client-side machine learning-based web spoofing detection system. By analyzing
multiple web features and applying a Random Forest classifier, the system effectively identifies spoofed web pages in
real time. The proposed approach enhances user security by providing accurate, low-latency phishing detection and
offers a practical solution for combating modern web spoofing attacks. system focuses on proactive detection rather than
reactive prevention methods. It reduces dependency on manually maintained blacklists by using intelligent feature-based
analysis. The client-side implementation preserves user privacy while ensuring faster response times. Experimental
evaluation on real-world web applications demonstrates the effectiveness of the approach. Overall, the system
strengthens user confidence and safety during online interactions.

2. LITERATURE REVIEW

Abdelnabi et al. [1]: Visual Phish Net detects zero-day phishing websites by learning visual similarity between webpage
screenshots using a triplet CNN. It flags pages that closely resemble trusted sites but originate from untrusted domains,
even if they were never seen before. The approach outperforms traditional URL/content-based methods and is robust
against evasion techniques. Sahu et al. [2]: The paper proposes a client-side phishing detection approach using machine
learning based on URL and webpage features. It avoids reliance on third-party services, ensuring faster detection and
improved user privacy. The model effectively distinguishes phishing websites from legitimate ones in real time. Fette et
al. [3]: CANTINA detects phishing websites using content-based features such as TF-IDF scores of terms and page
characteristics rather than just URLSs. It applies a Bayesian classifier to distinguish phishing pages from legitimate sites.
The approach improves detection accuracy by analysing the actual content of webpages to identify phishing. Ma et al.
[4]: Spoof Guard is a browser-based phishing prevention system that analyses web page features (e.g., URL obfuscation,
SSL indicators, mismatches) to detect spoofed sites. It alerts users to suspicious pages by scoring risk factors and
highlighting potentially deceptive content. By integrating directly into the browser, it provides real-time protection
against phishing attacks. Abu-Nimeh et al. [5]: The paper compares different machine learning algorithms for detecting
phishing attacks. It shows that techniques like decision trees, SVM, and neural networks can effectively identify
phishing. The study highlights that performance depends on the chosen model and features used. Huda et al. [6]: The
paper applies multiple machine learning classifiers (ANN, SVM, Decision Tree, Random Forest) to detect phishing
domains using features extracted from a benchmark phishing URLs dataset. Among these, the Random Forest model
achieved the highest detection accuracy, outperforming the other techniques. This study shows ML can effectively
distinguish phishing from legitimate domains based on URL-related features. Chen et al. [7]: Phish Storm is a machine
learning—based anti-phishing system integrated into web browsers. It analyzes URL lexical features to detect phishing
websites in real time without relying on blacklists. The approach provides proactive and accurate protection against
phishing attacks. Muppavarapu et al. [8]: The paper proposes phishing detection using semantic RDF features combined
with a Random Forest classifier. RDF helps represent relationships between website attributes more effectively. The
approach achieves high accuracy with a low false-positive rate. Sahingoz et al. [9]: The paper compares Random Forest
and Support Vector Machine classifiers for detecting phishing websites using URL and page features. It shows both
models can effectively distinguish phishing from legitimate sites. The study highlights Random Forest often performs
slightly better in accuracy and robustness. Al-Thahab et al. [10]: The study analyses the importance of lexical URL
features in machine learning—based phishing detection. It shows that features like URL length and character patterns
strongly help identify phishing sites. The results highlight effective feature selection improves detection accuracy.
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COMPARATIVE ANALYSIS OF EXISTING NAVIGATION TASKS:

S.No | Paper  Title/ | Author(s) Year Methodology Used | Findings from

Focus the Reference
Paper
1 VisualPhishNet:
Zero-Day Deep Learning | VisualPhishNet
Phishing S. Abdelnabi et | 2020 (Triplet CNNs). | deep learning +
Website al. Learns a visual | visual similarity
Detection by similarity =~ metric | detects zero-day
Visual (embedding) attacks, unlike
Similarity between feature-based
screenshots. models.

2 Towards Client-side
Detection of Client-side phishing | detection: 99%
Phishing N. Sahu et al 2018 detection: 19 | accurate, low
Websites on URL/source  code | false positives,
Client-Side features; tested with | independent of
Using Machine Naive Bayes, J48, | third-party
Learning Random Forest. services.

3 CANTINA: A Heuristic/Content-

Content-based

Content-Based Based; Uses TF- )
detection:  90%
Approach  to IDF  to extract .

) detection; slow
Detecting L Fette et al keywords, then and strugoles
Phishing Web | 2015 verifies the ith g8

. . . w
Sites domain's legitimacy | . .
. image/script-
using a search
. heavy pages.
engine.

4 Spoof  Guard: C.l fent- ) Rule-based,
Preventing Side/Toolbar; Ru‘le— offective for
Phishin 2024 based system using .

g . ik early phishing,
Attacks on Web | H. M. Ma et al. .eatures e URL but less
Browsers 1r2rlzsgularr(11ty, field adaptable  than

passwo ¢ modern ML
presence, and status

systems.
bar content.

5 A comparison Comparative Study; | Random Forest
of machine Used RF, SVM, |and SVM give
learning . Neural  Networks | the best accuracy

. A. Abu-Nimeh
techniques for et al HE 021 (NN), and | and Fl-score for
phishing ' Classification Trees | URL-based
detection on a common | phishing

feature set. detection
6 Detecting .
. Decision Tree,
Phishing

. ) Random Forest, k-
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Learning L real-time domain
based phishing .
. phishing
detection. ,
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machine extension: Dee lexical, host, and
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security protocols;
a web browser zero-hour attack
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Random Forests for | phishing pages.
classification.
9 Phishing
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. . . 979 ;
Detection Using 2020 Comparison; Used a /o accuracy
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Machine: A LR. '
Comparison
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. using URL lexical, ) .
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D 1
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. for URL | .
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Detection Using embeddines o classical
Transformers URLTran 2021 & baselines on low
capture long-range o
false-positive
patterns. .
regimes
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27 Phishing
Website ML ensemble with | Ensembles often
Prediction using CDF-based feature | achieved higher
Ensemble & | Wenhao Lietal | 2019 selection and | accuracy  than
Feature classifiers like | standalone
Selection SVM, RF, NB. classifiers.
28 Deep Learning
. . .. Significantl
Mechamsm Rania  Zaimi, Per-URL r;(gjﬂlgcclan yfalse
with  SMOTE- Mohamed embeddings + ositives  while
Tomek Hafidi & s imbalance handling P L
. . maintaining
Mahnane Lamia techniques.
accuracy.
29 AntiPhishStack:
LSTM-based
~96% accuracy
LSTM + TF-IDF + . .
Stacked Model Saba Aslam et Meta-XGBoost with hybrid deep
al. 2024 . learning + ML
stacking.
system
30 Phishi ..
s ¥ng Used UCI dataset | Decision  Tree
Website . .
. . with 21 selected | gave slightly
Detection Using . .
. Ibnu Arifin & features; evaluated | higher raw
a Machine L 2025 .
. Chairani Decision Tree and | accuracy, but RF
Learning .
. . Random Forest with | was more stable
Classification
10-fold CV. overall.
Approach

Table: COMPARATIVE ANALYSIS OF EXISTING NAVIGATION TASKS

3.

RESEARCH GAPS IDENTIFIED:

Existing phishing detection systems face latency and accuracy issues, often generating false positives or missing new

phishing sites. They typically use limited features and rely on server-side mechanisms, providing insufficient client-side

protection. Few systems leverage machine learning to analyze multiple web features, and most are tested on synthetic

datasets rather than real-world applications, limiting practical effectiveness. Additionally, many solutions cannot adapt

quickly to evolving phishing techniques, making them less effective over time.

o Traditional methods often lack real-time browser integration, delaying user alerts. The dependence on
predefined rules or blacklists restricts their ability to detect zero-day attacks. Overall, there is a need for a
lightweight, client-side, machine learning-based approach that is accurate, fast, and effective in real-world
scenarios. Moreover, existing systems rarely combine multiple web features for comprehensive analysis,
limiting detection robustness.

o User privacy can also be compromised when server-side checks are involved. This highlights the
necessity for a secure, adaptive, and user-centric phishing detection mechanism like phish Catcher. Most existing
phishing detection systems rely heavily on static blacklists, which fail to detect newly emerging and zero-day
spoofing attacks. Many machine learning—based approaches suffer from high latency and are not suitable for
real-time client-side deployment.

o Many machine learning—based approaches suffer from high latency and are not suitable for real-time
client-side deployment. Lack of adaptive learning mechanisms prevents models from evolving with changing
phishing techniques. Existing solutions provide limited support for cross-browser, mobile, and multi-platform
environments.
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4. METHODOLOGY:

The system architecture describes a machine learning—based web spoofing attack detection system built on a centralized
web platform. It consists of four main components: Service Provider, Web Server, Web Database, and Remote Users.
The service provider manages datasets, trains and tests the machine learning model, and monitors accuracy and attack
results. The web server processes user requests, executes the detection algorithm, and controls communication between
components. The web database securely stores datasets, user information, trained models, and prediction results. Remote
users can register, submit URLs, and view whether a website is legitimate or spoofed. Overall, the architecture ensures
secure, efficient, and accurate detection of web spoofing attacks. Overall, this architecture ensures a clear separation of
roles, efficient data management, and secure communication among components. By integrating machine learning-based
detection with a client—server model, the system provides a scalable, accurate, and user-friendly solution for identifying
and preventing web spoofing and phishing attacks. It supports secure storage and retrieval operations, ensuring data
consistency and availability. The web server accesses the database to fetch datasets for training and testing and to store
prediction outcomes and accuracy metrics.

1. Service Provider Layer (Administrator Module):

This layer acts as the control and management module of the system. The service provider (admin) is responsible for
managing datasets, training and testing machine learning models, and monitoring system metrics. Admin authentication
and login, Upload, browse, train, and test datasets, View model performance results, Predict web spoofing attack status
using trained models, View web spoofing attack statistics and ratio analysis, Download trained datasets, Manage and
view all remote users, Store processed results into the database through the Web Server. The Service Provider
communicates with the Web Server to send datasets, training results, and predictions, which are then stored or retrieved
from the Web Database.

2. Web Server Layer

The Web Server acts as the intermediary between the Service Provider/Remote User and the Database.
It handles all request processing, model execution, and communication with the database. Accept initialized datasets,
user details, and queries from Service Provider, Process all ML model operations (train, test, predict), Provide access to
stored datasets, results, and user information, Handle remote user requests such as login, prediction, and profile view,
Ensure secure data transmission between interface and database, Trigger storage or retrieval operations from the
database. The Web Server ensures smooth interaction between the admin dashboard, remote users, and the backend
database.

3. Web Database Layer

The Web Database stores all system-related information and ensures persistent, structured data availability. Stored Data
Includes: User registration details, Uploaded datasets, Trained model results, Prediction outcomes, Accuracy and ratio
analysis reports, Remote user logs. The database enables fast retrieval for both admin analytics and remote user features.

4. Remote User Layer

The Remote User interacts through a simplified interface designed to provide limited but essential system functionalities.
Remote User Features: Register and login, predict web spoofing attack type/status using the trained model, view personal
profile and prediction history, Remote users interact with the Web Server, which then processes their requests using
stored models and database information.
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5. RESULTS:

The displayed interface represents the prediction module of the web spoofing or phishing attack detection system. It
allows users to check whether a given website URL is legitimate or malicious. The user enters a website URL in the
provided input field and clicks the Predict button to initiate analysis. Once submitted, the system extracts relevant
features from the URL and applies the trained machine learning model to evaluate its authenticity. If the URL is
identified as malicious, the message ‘“Phishing or Web Spoofing Attack Found” is shown, alerting the user about

potential danger. This interface provides a simple and effective way for users to detect phishing attacks in real time and
helps prevent credential theft.

Predict

Phitshing or Web Spooling
Attack Found

Web Spoofing Or Phishing Attack Found Status

Figl: Url Detection

This table shows the training and testing accuracy results of different machine learning models used for web spoofing
or phishing attack detection. It compares multiple classifiers, including Naive Bayes, Support Vector Machine (SVM),
Logistic Regression, and Decision Tree. The accuracy values indicate how correctly each model classifies legitimate
and spoofed websites. Among the models, SVM achieves the highest accuracy, followed closely by Naive Bayes and
Logistic Regression, while the Decision Tree shows comparatively lower accuracy. This comparison helps in selecting
the most effective model for detecting web spoofing attacks.
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Datasets Trained and Tested Results

Naive Bayes 96.28743169398906
SUM 96.89617486338797

Logistic Regression [EEREEYEYFLEERE:S]
Decision Tree GClassifier EEM=aGErE T LRI

Fig2: Dataset Accuracy

This bar chart represents the accuracy comparison of different machine learning classifiers used for web spoofing or
phishing attack detection. The x-axis shows the classifiers—Naive Bayes, SVM, Logistic Regression, and Decision
Tree—while the y-axis represents their accuracy percentages. The chart indicates that SVM achieves the highest
accuracy, followed by Naive Bayes and Logistic Regression, whereas the Decision Tree classifier shows the lowest
accuracy. This visual comparison highlights that SVM performs best for detecting web spoofing attacks among the
evaluated models.

Powvow Bayws 95,04

Narrce Sayes

ction Tree Clatsitier S 014

Deciuion Tree Classifier

ptic Ragrernon 94,07
Lowe

SV Fe 0%
I l:
W

Fig3: Model Types Bar Graph

Legiatic Regreson

This line chart shows the accuracy trend of different machine learning classifiers used for web spoofing or phishing
attack detection. The x-axis represents the classifiers—Naive Bayes, SVM, Logistic Regression, and Decision Tree—
while the y-axis shows their accuracy values. The chart indicates that accuracy increases from Naive Bayes to SVM,
where it reaches the highest value, and then slightly decreases for Logistic Regression, followed by a significant drop

for the Decision Tree classifier. This visualization helps in understanding the comparative performance and highlights
SVM as the most effective model among the tested classifiers.

Fig4: Model types line chart
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6. CONCLUSION

Phish Catcher demonstrates an effective client-side approach to detecting phishing and spoofed web pages using machine
learning. By analyzing multiple web features and employing a Random Forest classifier, it achieves high accuracy and
precision in identifying suspicious login pages. The Google Chrome extension provides real-time protection, minimizing
latency and safeguarding users’ sensitive information without relying solely on blacklists or server-side mechanisms.
This approach addresses key limitations of existing systems, offering a lightweight, adaptive, and user-centric solution
for phishing defense. The system can be extended to support other web browsers and mobile platforms to broaden its
usability. Incorporating additional feature types, such as network behavior and page scripts, could further improve
detection accuracy. The machine learning model can be enhanced with deep learning techniques for more robust
detection of sophisticated phishing attacks. Moreover, integrating automatic updates and collaborative threat intelligence
could allow phish Catcher to detect emerging threats proactively, ensuring continuous protection against evolving cyber
threats.
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