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ABSTRACT

Malware remains a significant cybersecurity threat, highlighting
the need for innovative detection methods to address limitations
of existing approaches [7]. As organizations face devastating
consequences due to sophisticated malware attacks and lack of
effective fallback mechanisms [7], the development of robust
detection tools becomes critical. The evolving nature of malware,
driven by obfuscations, mutations, and modifications,
dynamically alters feature distributions and renders static
detection methods ineffective, necessitating adaptive approaches
to combat these challenges [2]. MalFoyle is an open-source
Command Line Interface (CLI) instrument formulated in Python
that utilizes a hash-based malware detection paradigm. By
computing the SHA256 hash of files and inquiring within a
prominent malware repository, MalFoyle furnishes users with
invaluable insights, encompassing vendor judgments and Yet
Another Ridiculous Acronym (YARA) regulations, facilitating
swift identification and alleviation of potential threats. While
recognizing limitations such as database veracity, detection of
polymorphic malware, and possible false positives or negatives,
MalFoyle offers a pragmatic resolution for expeditious malware
evaluation. The tool illustrates substantial potential for
incorporation into extensive security architectures, including

automated workflows, threat intelligence platforms, endpoint

safeguarding, and incident response contexts, thereby all the
augmenting overall malware detection competencies. MalFoyle
contributes to the ongoing progression of malware detection
methodologies and emphasizes the significance of open-source
instruments in addressing the

evolving challenges of

cybersecurity.

Keywords: Malware detection, hash-based detection, command-
line interface(CLI), malware database, YARA(Yet Another
Ridiculous Acronym) rules, limitations, threat intelligence,
endpoint security, incident response,SHA-256 Algorithm,MD-5
Algorithm. security pipelines, threat platforms, endpoints.

I. INTRODUCTION

Malware, an amalgamation of "malicious software," signifies a
pervasive and continuously adapting menace to computational
infrastructures, networks, and digital resources on a worldwide
scale. This extensive classification comprises an assortment of
malevolent applications, including viruses, worms, Trojans,
ransomware, and spyware, meticulously crafted to induce
operational interruptions, compromise system integrity, and
enable the unauthorized extraction of confidential data. The
ongoing advancement of malware strategies, such as
polymorphism, obfuscation, and the exploitation of zero-day
introduced obstacles to

vulnerabilities, has significant

conventional cybersecurity frameworks, highlighting the urgent
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need for the evolution of novel detection and remediation
methodologies [7][2].

In an effort to address these challenges, the cybersecurity sector
has engaged in comprehensive research into various malware
detection methodologies, encompassing signature-based,
behavior-based, and hybrid strategies. Signature-based detection
approaches depend on established patterns or signatures to
recognize known malware variants, whereas behavior-based
techniques scrutinize program activities and deviations from
anticipated behaviors to identify anomalous conduct [5]. Hybrid
strategies aim to integrate the advantages of both signature and
behavior analyses, potentially enhancing detection precision and

breadth [7][2].

The escalating volume and intricacy of malware specimens have
underscored the imperative for efficient, scalable, and automated
malware detection instruments. In this framework, MalFoyle
emerges as a robust execution of hash-based cryptographic
detection systems and YARA rule incorporation, providing a
command-line interface (CLI) for identifying malicious files
through hash-based inquiries against a prominent malware
database. This open-source initiative, developed in Python,
supplies essential information regarding the examined file,
including vendor assessments and relevant YARA rules, thereby
enabling users to swiftly pinpoint and evaluate potentially
harmful files [2][6].

MalFoyle signifies a concerted endeavor to enhance ongoing
efforts aimed at improving malware detection and mitigation
hash-based
methodologies and incorporating YARA rules, this initiative

capabilities. By  utilizing cryptographic
seeks to furnish a potent, yet accessible tool for the rapid
evaluation of files for potential security vulnerabilities [7][6].
Through an exhaustive analysis of MalFoyle's foundational
methodologies, performance attributes, and integration with
existing security frameworks, this project aspires to strengthen
the cybersecurity community's arsenal against the dynamically

shifting malware threat landscape.

As cyber threats persist in their escalation of complexity and
magnitude, the cybersecurity community must incessantly
innovate to remain competitive. Initiatives such as MalFoyle
embody vital progress in this continuous struggle, providing new
instruments and methodologies to bolster our collective
defenses. By amalgamating traditional detection strategies with
contemporary techniques such as cryptographic hashing and
rule-based analysis, MalFoyle exemplifies the advancement of
malware detection technologies [2][6].

(2]

II. LITERATURE REVIEW

Author:Yoshiro Fukushima, Akihiro Sakai, Yoshiaki
Hori, and Kouichi Sakurai.

Limitations and Findings:The authors focus on the
of traditional
detection techniques, highlighting their ineffectiveness

limitations signature-based malware
against encrypted or unknown malware. They propose a
method  that
suspicious process behaviors on the Windows OS. This

behavior-based detection evaluates
approach reduces false positives and aims to effectively
identify malicious activities, addressing the gaps in
detecting advanced malware. The shift to behavior-based
techniques signifies an effort to overcome the constraints
of signature-dependent systems and improve overall
detection accuracy.

Author: Mila Dalla Preda, Mihai Christodorescu, Somesh
Jha, and Saumya DebrayPublished at POPL'07 (January
17-19, 2007, Nice, France.

Limitations and Findings:The authors explore the
challenges posed by obfuscation in malware detection.
Their research addresses the limitations of traditional
syntactic methods by introducing a semantics-based
approach. This method aims to detect malware more
robustly by focusing on the underlying semantics of the
code rather than its syntax. Their work highlights a
significant gap in the literature regarding formal
approaches to obfuscation within malware detection,
setting the groundwork for advanced techniques that resist
evasion strategies. Supported by the MUR project
"InterAbstract" and NSF grants, their contribution is

seminal in bridging this gap.

Author: Ruimin Sun, Xiaoyong Yuan, Andrew LeeP,
Matt Bishop, Donald E. Porter, Xiaolin LiSS, Andre
Gregio, and Daniela Oliveira

Limitations and Findings:The authors discuss the
intersection of malware detection, software diversity, and
deception in software design. Their research highlights the
limitations of signature-based methods in detecting
polymorphic malware and zero-day threats. Behavior-
based techniques, while more effective in theory, face
practical challenges due to the diverse system calls in
modern systems. To address these issues, the authors
propose CHAMELEON, a Linux-based framework that
integrates traditional machine learning and deep learning
methods. By
execution, CHAMELEON enhances security against

introducing uncertainty in software

sophisticated malware attacks. Their research underscores
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the importance of combining traditional and modern
techniques to bolster defenses.

[4] Author: Fabrizio Biondi, Axel Legay, and Frangois
DechelleSubmitted on November 5, 2017Title: "MASSE:
Modular Automated Syntactic Signature Extraction”

Limitations and Findings: The authors introduce
MASSE, a modular client-server malware detection
platform based on YARA. This architecture emphasizes
automated syntactic malware detection rule generation
and the modularity of the analysis system. By leveraging
YARA rules, the system offers enhanced flexibility and
precision in detecting malware. Their work demonstrates
the effectiveness of syntactic signature extraction in
creating robust, scalable solutions for modern malware

detection.

[5] Author: Nitin Naik , Paul Jenkins, Nick Savagel ,
Longzhi Yang , Kshirasagar Naik and Jingping Song.

Limitations and Findings: The literature review focuses
on YARA rules as a key tool for malware detection. These
rules, based on Boolean expressions, categorize signatures
into text strings, hexadecimal strings, and regular
expressions. However, their rigidity limits effectiveness,
especially against complex malware. The authors suggest
embedding fuzzy rules to enhance YARA's performance,
particularly in handling intricate conditions. This
innovation aims to balance precision and flexibility,
malware detection in diverse

ensuring  robust

environments.

[6] Author:
Limitations and Findings: The review discusses YARIX,

Michael Brengel and Christian Rossow
a system designed for efficient malware detection through
generic index design. By employing an inverted n-gram
index, YARIX facilitates rapid searches across large
datasets. Positional information in posting lists ensures
exact n-gram matches, enhancing the system's accuracy.
The research underscores the significance of advanced
indexing and search methodologies in optimizing

malware detection frameworks.
[7] Author: Adam Locket (2021)

Limitations and Findings: The paper examines
traditional cryptographic hashing, YARA rules, and fuzzy
hashing for malware detection. While cryptographic
hashing excels in detecting known malware, it fails
against modified or new strains. YARA rules provide a
more flexible approach, accommodating obfuscated
malware and offering detailed classifications. However,
the authors emphasize the need for improved YARA rule

documentation to enhance usability. Their findings

suggest a hybrid approach combining cryptographic and
fuzzy hashing with YARA rules for comprehensive
detection.

[8] Author: Abdulbasit A. Darem (Member of IEEE), Fuad
A. Ghaleb , Asma A. Al-Hashmi , Jemal H.
Abawajy(Senior Member of IEEE), Sultan M. Alanazil
and Afrah Y.AL-Rezami.

Limitations and Findings: This research highlights the
dynamic nature of malware evolution and the inadequacy
of static detection methods. Static analysis struggles
against obfuscation, while dynamic analysis, which
focuses on behavioral features, is better suited for
detecting malware variants. The authors point out that
many existing models fail to account for concept drift, the
changing relationship between features and class labels.
Their findings advocate for adaptive detection methods

that evolve alongside malware threats.
[9] Author: Omer ASLAN , Abdullah Asim YILMAZ .

Limitations and Findings: The review explores the
complexity of malware detection, emphasizing the
importance of integrating data mining techniques with
machine learning. By analyzing malware behavior and
extracting relevant features, the authors propose models
that differentiate malicious software from benign
programs. Their research highlights the growing threat
posed by malware targeting mobile and IoT devices,
urging  the

development of updated detection

methodologies to address these emerging risks.

III. EXISTING METHOD

The existing system heavily relies on manual hashing procedures
for file analysis, which poses significant challenges in terms of
efficiency and accuracy. Hashing involves generating unique
hash values (such as MD5 or SHA256) for files and comparing
these hashes against a database of known malware signatures.
This process, when done manually, is labor-intensive and
susceptible to human error. In environments where large volumes
of files need to be analyzed swiftly, this manual approach
becomes a bottleneck, leading to potential delays and decreased
reliability in detecting malware [3][1].

Another critical drawback of the current system is its lack of a
methodological framework for the integration and utilization of
YARA rules. YARA rules are essential for identifying and
categorizing malware based on specific patterns, characteristics,
and behaviors. These rules are particularly useful for detecting
sophisticated malware that evades traditional signature-based
detection methods [5][1].
approach to incorporate YARA rules, the system's ability to

However, without a structured
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recognize complex and evolving malware threats is severely
limited, leaving significant gaps in its defensive capabilities.

The existing system also struggles due to its lack of
comprehensive and practical solutions for various facets of
malware detection and analysis. This includes a deficiency in
automation, which is critical for handling the fast-paced and
ever-changing nature of cyber threats. The system's fragmented
approach means it cannot quickly adapt to new threats or provide
streamlined processes for threat analysis and response. This
limitation results in slower reaction times and reduced
effectiveness in addressing security incidents, making it less
practical in real-world scenarios where quick and decisive action

is required [3][1].

A robust and exhaustive malware database is fundamental for
any effective malware detection system. Unfortunately, the
existing system is hindered by its limited and incomplete
database. A comprehensive database should contain an extensive
repository of known malware signatures and associated threat
intelligence to provide accurate and reliable analysis. The current
system's database does not meet these criteria, compromising its
ability to detect and analyze malware effectively [5][3]. This
shortfall reduces the system’s precision and dependability,
ultimately affecting its capability to deliver actionable insights

and protect against threats comprehensively.

IV. PROBLEM STATEMENT

1.Conventional security tools have limited capabilities

2.Existing procedures require manual file hashing and manual
querying.
3. No provision for automatic vendor verdicts and YARA rules.

4.Traditional malware analysis is disjoint, time-consuming and

is not well integrated into the SOC environment.

V. PROPOSED METHOD

To address the inefficiencies of manual hashing, the proposed
system introduces an automated hashing procedure. This new
system will employ automated tools to generate and compare
hash values for files, significantly reducing the time and effort
required for analysis. Automation minimizes the risk of human
error and enhances the system’s ability to handle large volumes
of data quickly and accurately. By streamlining the hashing
process, the system ensures faster and more reliable detection of
malware, thereby improving overall efficiency and effectiveness
in malware analysis.

The proposed system will incorporate a robust YARA rules
framework to enhance its capability to detect complex and
evolving malware threats. YARA rules allow for the creation of

detailed patterns that can identify malware based on its behavior
and attributes rather than just its static signature. By
systematically integrating these rules, the system will be
equipped to recognize and respond to sophisticated malware,
even those designed to evade traditional detection methods. This
framework will be regularly updated to adapt to new threats,
ensuring that the system remains resilient against emerging
malware.

To overcome the limitations of the existing system, the proposed

solution will implement comprehensive and practical
methodologies across all aspects of malware detection and
analysis. This includes adopting automated processes for threat
analysis and integrating advanced detection technologies. The
system will be designed to quickly adapt to new threats and
provide efficient, scalable responses. Practical solutions such as
real-time monitoring and adaptive analysis techniques will be
employed to enhance the system’s agility and effectiveness in
real-world cybersecurity scenarios.Our advanced tools and
methods are fully efficient to detect any Malware detected files

in files.

A critical component of the proposed system is the development
of a robust and comprehensive malware database. This database
will store extensive information on known malware signatures
and associated threat intelligence, providing a reliable foundation
for accurate malware detection and analysis. The database will
be continuously updated with new threat data from various
sources to ensure it remains current and exhaustive. By
maintaining a comprehensive repository of malware information,
the system will enhance its precision and dependability, offering
more actionable insights and stronger protection against diverse
cyber threats.

VI. METHODOLOGY

INTEGRATED THREAT DETECTION AND ANAYLYSIS

Integrated Threat Detection and Analysis, is designed to provide
a holistic approach to malware detection by combining various
techniques and tools. Each objective of MalFoyle aligns with this
methodology, ensuring that the tool not only identifies threats
efficiently through hash-based de-tection but also enhances the
overall security framework by integrating advanced analytical
capa-bilities such as YARA rules and vendor verdicts. This
alignment ensures that MalFoyle is not just a detection tool but a
comprehensive solution that strengthens security systems and
supports ef-fective incident response.

Working process of integrated threat detection and Analaysis

SHA256 Hash Calculation: MalFoyle calculates SHA256
hashes for input files, generating unique identifiers for each file.
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These hashes serve as the basis for subsequent analysis and

comparison.

Query Malware Database: The tool queries a centralized
malware database, leveraging the SHA256 hashes to retrieve
metadata, historical information, and known associations with
malicious activities for ana-lysed files.

Retrieve Vendor Verdicts: MalFoyle fetches vendor verdicts
and assessments from the database, providing insights into the
file's reputation, potential risks, and categorization based on
industry-recognized threat intelligence sources.

Integrate YARA Rules: In parallel, MalFoyle integrates YARA
rules, which are custom or predefined signatures rep-resenting
malware attributes, patterns, and behaviors. This integration
expands the tool's de-tection capabilities beyond hash-based
identification.

Threat Identification: Using both vendor verdicts and YARA
rules, MalFoyle performs comprehensive threat identi-fication,
behaviors, and contextual

analyzing file characteristics,

information to assess poten-tial risks and malicious intent.
Rapid Threat Assessment:

The final stage involves rapid threat assessment, where MalFoyle
synthesizes all collected data, including hash calculations,
database queries, vendor verdicts, and YARA rule matches, to

pro-vide actionable insights for cybersecurity professionals.
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Figure 1: MalFoyle's threat assessment process

This methodology ensures a systematic approach to malware

detection, threat intelligence integration, and automated
processes to streamline threat assessment and response. SHA-

256 and MD5 are both cryptographic hash algorithms used for

generating fixed-size mes sage digests or hash values from input
data of arbitrary length. The working process of integrated threat
detection and analysis in systems like MalFoyle represents a
sophisticated and multi-layered approach to cybersecurity.
Starting with the precise identification of files through SHA-256
hashing, the system extends its analysis by querying extensive
malware databases and incorporating external vendor insights.
The use of YARA rules adds a layer of behavioral detection,
enhancing the system's ability to identify complex and evolving
threats. Ultimately, MalFoyle synthesizes these diverse inputs to
provide a rapid and thorough threat assessment, offering
valuable, actionable insights for cybersecurity professionals.
This comprehensive methodologyensures a robust and dynamic
response to the ever-changing landscape of cyber threats,
combining automation, intelligence, and advanced detection
techniques to maintain security and protect against malicious

activities.

SHA-256 (Secure Hash Algorithm 256-bit): SHA-256 is a
robust cryptographic hash function that is part of the SHA-2
family, developed by the National Security Agency (NSA). It is
renowned for its ability to produce a fixed-size, 256-bit (32-byte)
hash value from any given input data. This hash value serves as
a unique digital fingerprint for the data, meaning that even a
small change in the input will result in a significantly different
hash output. The primary purpose of SHA-256 is to ensure data

integrity and security across various applications.

Due to its robustness and security features, SHA-256 has been
widely recommended and adopted as a standard by leading
organizations. The National Institute of Standards and
Technology (NIST) endorses SHA-256 for use in secure
computing. Additionally, the Internet Engineering Task Force
(IETF) and the Federal Information Processing Standards (FIPS)
have adopted SHA-256 as part of their guidelines for secure
operations. Its widespread acceptance underscores its reliability
and the confidence that the global security.

o —
¥k K X
A

Origmal Data Hash Function Hash Vatue/Digest

Figure 2: Hashing algorithm of SHA-256

Figure 2, Above illustrates the hashing algorithm of SHA-256,
highlighting the transformation of input data into a fixed-size
hash value. This figure encapsulates the complex yet efficient
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process that ensures data integrity and security, fundamental to
SHA-256’s role in cryptographic applications.

MD5 (Message Digest Algorithm 5): MD5 (Message Digest
Algorithm 5) is a cryptographic hash function that generates a
128-bit (16-byte) hash value from an input of arbitrary length.
Designed by Ronald Rivest in 1991, MD5 was developed as an
improvement over the earlier MD4 algorithm. At the time of its
inception, MD5 was widely regarded as a robust and efficient
method for generating unique digital fingerprints of data, making
it a popular choice in various security and data integrity
application.

Hashing Algorithm

*oee shleld

8" (adt

# ll #isknan
7’

Plain Text Hash Function Mashed Text

Figure 3: Hashing algorithm of MD-5

Figure 3, Above illustrates the MD5 hashing algorithm, detailing
the process through which input data is transformed into a fixed-
size 128-bit hash value. This figure highlights the steps involved
in generating an MD5 hash, providing a visual understanding of
the algorithm's operation. Given the vulnerabilities and the
evolving landscape of cybersecurity, MD5 is no longer
considered secure for most cryptographic applications. As a
result, it has been deprecated in favor of more robust and secure
alternatives, such as SHA-256. These newer algorithms provide
cryptographic
recommended for use in modern security systems. The transition

stronger resistance to attacks and are
away from MD5 underscores the importance of adapting to more
secure methods to protect sensitive information and maintain

data integrity in today’s digital environment.
System Analysis for MalFoyle:

MalFoyle is a Python-based open-source command-line tool
designed for robust malware detection and analysis. It employs
hash-based detection techniques and integrates YARA rules to
provide a comprehensive and automated approach to identifying
malicious files. The system aims to overcome inefficiencies in
manual hashing and the lack of robust detection frameworks
present in existing methods.

Components and Architecture
1. Hash-Based Detection System:

SHA256 Hashing: The system automates the generation of
SHA256 hashes for files, ensuring efficient and accurate
hash computation.

Malware Database Query: MalFoyle queries a popular
malware database using the computed hash to retrieve

vendor verdicts and other relevant information.
2. YARA Rule Integration:

YARA Engine: The tool integrates YARA rules to detect
patterns and characteristics of known malware within files.

Rule Application: These rules are applied during the
scanning process to determine if a file matches any known
malware patterns.

3. Command Line Interface (CLI):

The system provides a user-friendly interface for
performing hash-based queries and retrieving results. It
allows users to input files for analysis and receive detailed
reports on the findings.

UML (Unified Modeling Language) Diagrams

The UML (Unified Modeling Language) analysis of the
MalFoyle project provides a structured visual representation of
the system's architecture and components, facilitating a clear
understanding of its design and functionality. The class diagram
is a primary aspect of UML used in this project to illustrate the
various classes, their attributes, methods, and the relationships
between them.

The MalFoyle class encapsulates the core functionalities of the
system. This class includes methods such as banner(), error(),
help(), output(f_name, data), get verdicts(json_data),
get_yara(json_data),file_info(json_data),handle_response(respo
nse,0),make_post_request(url,data,o),calculate_file_hash(file_p
ath, hash_algorithm, chunk_size), parse(), and main(). Each of
these methods plays a specific role in the operation of the tool,
from displaying banners and handling errors to parsing input,
calculating file hashes, and making API requests for malware
analysis

Class Diagram

Figure 4: Class Diagram
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The class diagram in above Figure 4 ,provides a structural
overview of the components involved in the malware detection
system. The main class is responsible for invoking the primary
functions of the program. It utilizes several other classes to
perform specific tasks.

The Banner class is used to display the introductory banner. The
ErrorHandler class handles any errors that might occur during the
execution, providing error messages and help information. The
ArgumentParser class is responsible for parsing the command-
line arguments provided by the user.

The FileProcessor class handles the calculation of file hashes,
which is crucial for identifying files through their cryptographic
signatures. The APIHandler class makes the necessary API
requests to external services for malware analysis. The
ResponseHandler processes the responses received from these
API requests, extracting relevant information such as file details,
verdicts, and YARA rule data. Finally, the OutputHandler class
manages the output, writing information to a file if requested by
the user.Together, these diagrams illustrate the flow and structure
of your malware detection system, highlighting how each
component interacts to provide robust and accurate detection
malicious files using hash-based techniques and YARA rule
integration.The below figure-4 shows the Class Diagram.

Sequence DiagramThe program starts by displaying a banner
upon startup and then parses any arguments provided by the
user, such as the file path or the hash of a known malicious file.

Depending on the user input, the program follows one of two
paths. If the user provides a file path, the program calculates the
hash of the file and sends it along with an API request to a
malware detection service. The program then handles the
response, writing a message indicating whether the file is
malicious or not.Alternatively, if the user provides a signature,
likely the signature of a known malicious file, the program uses
that signature for comparison purposes to identify files that
exactly match it, indicating they are malicious.After processing
the file and handling the response, the program execution ends.
In essence, this sequence diagram outlines the steps Malfoyle
takes to detect malicious files based on user-provided
information.The below figure 5 shows the Sequence Diagram.

Figure 5: Sequence Diagram

Component Diagram

The component diagram of MalFoyle illustrates a well-structured
architecture designed for efficient malware detection and
analysis. At its core is the User Interface (Ul), which serves as
the primary point of interaction for users. This interface connects
seamlessly with key components such as the Argument Handler,
which ensures accurate interpretation of user inputs, crucial for
executing commands related to file submissions and malware
checks. The File Processor component plays a pivotal role in
malware detection, employing various analysis techniques to
examine files submitted by users. It integrates hash-based
detection methods and YARA rules to identify potential threats
effectively. Facilitating communication with external services,
the API Client retrieves up-to-date malware information and
supports remote analysis capabilities, broadening MalFoyle's
threat detection capabilities beyond its local database. Upon
receiving API responses, the Response Processor organizes and
interprets data for seamless integration into the system, ensuring
that information is presented coherently to users through the
Output Manager. This component manages the presentation of
results via the Ul or through file outputs, enhancing usability and
supporting informed decision-making in  cybersecurity
operations.The below figure 6 shows the Component Diagram.

Figure 6: Component Diagram

.
T L e L p—

Activity Diagram

The activity diagram outlines the sequence of operations in your
malware detection system, providing a high-level view of the
workflow. It starts with displaying a banner or introductory
message for the tool, which serves to inform the user about the
application and its purpose. The next step involves parsing the
command-line arguments provided by the user. These arguments
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could include a file path or a signature, determining the
subsequent actions based on the input provided.

If a file path is given, the system calculates the hash of the file.
Alternatively, if a signature is provided, it uses the provided
signature. This is followed by making an API request to a server
for analysis. Once the request is made, the response is processed
to determine if malware is detected. If malware is found, detailed
malware information is displayed. The system then checks if the
output needs to be written to a file. If requested, it writes the
information to a file; otherwise, it simply ends the process. If no
malware is detected, a safe message is displayed to inform the
user that the file is clean.The below figure 7, shows the Activity
Diagram.This Diagram Mainly reptesents the Malfoyle ‘s user
interface Structures. It provides some valuable information such

as API clients,Response processors and lastly it provides Output

Manager.
NaiFayle Syster
Argumest Mandles
//,/b Filo Proces s
o
Dser Interfole
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Figure 7: Activity Diagram

User case Diagram

The use case diagram complements the component diagram by
depicting MalFoyle's functionalities from the user's perspective.
It outlines essential operations that users can perform, including
file checks for malware, verification of hashes against known
signatures, retrieval of detailed malware information, and saving
of analysis outputs. These use cases align closely with the
components shown in the architecture diagram, illustrating how
MalFoyle's design supports its core functionalities. Users can
submit files for comprehensive malware analysis, leveraging the
system's capabilities in hash comparison and detailed threat
information retrieval. The ability to save analysis outputs
facilitates documentation and collaboration on identified threats,
enhancing MalFoyle's utility in cybersecurity operations. By
focusing on user needs and system capabilities, the use case
diagram underscores MalFoyle's role as a versatile tool for
detecting, analyzing, and managing cybersecurity threats
effectively. Together, these diagrams provide a comprehensive
overview of MalFoyle's architecture and functionality, guiding
stakeholders in understanding its technical implementation and
practical applications in combating malware. The below figure 8
shows the User case Diagram.

Figure 8: User Case Diagram

VILIMPLEMENTATION

The implementation of the 'Malfoyle' threat detection system
involved several stages, including setting up the environment,
integrating key components, developing and testing scripts, and
deploying the system for practical use. This section provides a
detailed account of these stages, highlighting the methods and

technologies used.

Environment and Tools Setup: The development environment
for 'Malfoyle' was set up on a Linux-based system, utilizing
Python for scripting due to its extensive support for cybersecurity
tools and libraries. Essential tools and libraries included the
hashlib library for SHA-256 hash calculations, and yara-python
for YARA rule integration

Development of Core Components:

1.Malware Database Query: A query interface was developed
to interact with a centralized malware database. Using the
calculated hash, the script sends queries and retrieves metadata
and threat intelligence related to the file.

2.YARA Rules Integration: The integration of YARA rules was
achieved through the yara-python library, enabling the system to
match file characteristics against predefined malware patterns.
Custom YARA rules were developed to enhance detection

capabilities.

3.Threat Assessment: The system synthesizes data from hash
calculations, database queries, and YARA rule matches to
perform a comprehensive threat assessment. This multi-layered
analysis provides a detailed evaluation of the file's potential
risks.

Data Flow and System Interactions: The "Malfoyle" system
processes files through a detailed and systematic sequence,
ensuring thorough malware detection and analysis. The process
begins with the file's input, which can occur through various
methods, such as manual uploads, automated network
monitoring, or integration with other systems that identify
suspicious files. Upon receiving the file, the system performs
initial checks to verify its integrity and format, ensuring it is
neither corrupted nor in an unsupported format. Following this,
the file undergoes SHA-256 hash calculation, where a unique
256-bit hash value is generated. This hash serves as a digital

fingerprint, uniquely identifying the file across different systems

© 2025, IJSREM | www.ijsrem.com

DOI: 10.55041/IJSREM43018 |

Page 8


http://www.ijsrem.com/

Volume: 09 Issue: 04 | April - 2025

International Journal of Scientific Research in Engineering and Management (IJSREM)

SJIF Rating: 8.586 ISSN: 2582-3930

and ensuring even the smallest alteration in the file’s content
results in a different hash. With the SHA-256 hash calculated, the
system queries a centralized malware database. This query
retrieves metadata related to the file, such as its detection history,
known associations with malicious activities, and results from
previous analyses. This historical context provides valuable
insights into the file's background and its interactions within
different environments. Subsequently, the system gathers
verdicts from multiple anti-virus vendors and security
intelligence providers using the computed hash. These vendor
verdicts, ranging from 'clean' to 'malicious' or 'suspicious,’ offer
a broad consensus on the file’s threat level, thereby enhancing
the reliability of the threat assessment through a multi-source
approach. Simultaneously, the file is analyzed using YARA rules,
which detect specific patterns or behaviors associated with
known malware. These rules, which can be predefined or
custom-tailored, enable the system to identify malware attributes
that go beyond static hash-based identification. Integrating
YARA rules enhances the system's ability to detect sophisticated
or previously unknown threats by examining the file's
characteristics and actions. All the collected data from these
stages—hash calculations, database queries, vendor verdicts, and
YARA rule matches—are then synthesized in the threat
assessment module.The Figure 9, The below flow chart of
MalFoyle illustrates a malware detection process using a tool
called Malfoyle. It starts by installing Malfoyle and setting up
dependencies, followed by executing the mal-foyle.py program.
The program calculates theSHA-256 hash of files and compares
it against a data-base of known malware hashes to detect
potential threats. If malware is detected, it initiates a response
protocol to address the threat; otherwise, it allows normal system
operations to continue. The process ends either by initiating the
malware response or completing successfully without any
detected threats.

Figure 9: Implementation of malware file analaysis

Challenges and Solutions: One of the significant challenges
was integrating real-time queries with the malware database due
to API limitations. To address this, we implemented a caching
mechanism that stores frequent query results, reducing the need
for repeated database access and improving system performance.
The successful implementation of the 'Malfoyle' system
demonstrates its capability to provide comprehensive threat
detection and analysis. The integration of advanced hashing
techniques, extensive malware databases, and YARA rule
matching has resulted in a robust tool that significantly enhances
malware detection and response capabilities. The MalFoyle
system's robust detection capabilities, combined with detailed
outputs, provide a thorough and transparent approach to malware
analysis.

VIII. RESULTS

Output-Malware Detected: When the system identifies the file
as malicious (based on the hash
ceab3acea053f2b5f58d66aa9faac72296d6a4787c518c338caeeb

5d5a5aa800), the output provides extensive details to help
security experts understand the threat.

Details Provided in the Output:

e Hashes:SHA256, SHA3-384, SHA1, MDS5: Different
cryptographic hash functions that uniquely represent the
file's contents. These help in confirming the file's integrity

and cross-referencing against threat databases.

Imphash, Tlsh, Telfhash: These hashes are specific to
different parts of the file and are used to detect variants of
the malware, making it harder for attackers to avoid
detection by simply modifying small portions of the file.

e Metadata:File Name & Size: The name of the file
(armv6l) and its size (185,247 bytes) are crucial in
recognizing the context in which the file might operate.

File Type: The MIME type application/x-executable and
format ELF indicate the file is an executable used in Linux
environments, specifically targeting IoT devices.

e Malware Family:The file is classified as part of the
Mirai family of malware, which has been notorious for
compromising IoT devices and launching Distributed
Denial-of-Service (DDoS) attacks. The system confirms
this detection using multiple analysis engines and external

reports (such as Cert-pl mwdb, Intezer, and Inquest).

e Delivery Method:The malware was likely delivered via
web download, a common infection vector, which adds
context to how the threat reached the target system.
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e Intelligence & Verdicts:Various security engines like

ClamAV list specific threat signatures that matched the
file, confirming its malicious nature. These signatures
include different Mirai variants, like Unix.Trojan.Mirai
and Unix.Dropper.Gafgyt.

e  YARA Rules:The system applies multiple YARA rules to
confirm the malware, each of which is designed to detect
different aspects of the Mirai malware family.

The Below Figure 10, The identification of Mirai in the file
highlights the potential danger, as this malware can weaponize
compromised devices to launch DDoS attacks. The
which multiple hash
comparisons, YARA rule matches, and metadata, ensures the

comprehensive analysis, includes
detection is accurate. Moreover, it underscores the effectiveness
of MalFoyle in handling real-world malware threats by providing

detailed insights for security teams.

Figure 10: MalFoyle’s Maware Detected Report

Output: No Malware Detected: In cases where no malware is
detected, like with the file hash

b12716424¢14541d73aca514ad22457046ad700662c84c0c43a
8dcbfe0e5d9fa24db0daf397287688bcc8699b239be36,
the system outputs a message stating the file is likely safe.

Details Provided in the Output:

e Hash Information: Even though the file is not flagged as
malicious, the system still records important hash values
like SHA256, SHA3-384, SHA1, and MDS5. This ensures
the file’s details are logged for future reference or further
analysis.

e  Verdicts: None of the malware detection engines—such
as Vxcube, Intezer, or Inquest—flagged the file,

confirming the absence of any known malware.

e No Matching YARA Rules: No YARA rules matched this
file, which further corroborates that no suspicious patterns

or malicious behaviors are present in the file.

The below Figure 11, Representing Where no malware is
detected, the system’s message indicates the file is likely safe for
use. However, the emphasis on "likely" acknowledges that while
no known threats were detected, the possibility of new, unknown
malware cannot be ruled out entirely. This output reflects the
cautious approach of the MalFoyle system, ensuring users
remain aware of potential threats even when none are flagged by

current detection methods.

Figure 11: No Malware Detected in the file.

IX. CONCLUSION

The development and deployment of the MalFoyle system
represent a significant advancement in malware detection
methodologies. Throughout the project, we successfully created
an open-source Command Line Interface (CLI) tool that
leverages hash-based detection techniques and YARA rules to
identify malicious files.

By calculating the SHA256 hash of input files and querying a
robust malware database, MalFoyle offers a comprehensive
assessment of potential threats. This tool provides detailed
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insights, including vendor verdicts and applicable YARA rules,
which are instrumental for rapid and accurate malware detection.

The implementation of automated hashing and integration of
YARA rules have addressed the inefficiencies of manual
procedures and enhanced the system’s ability to detect
sophisticated malware. This aligns with existing research
emphasizing the limitations of traditional signature-based
methods and the potential of robust detection frameworks that
consider obfuscations and evolving malware tactics [8].

Moreover, MalFoyle’s practical and scalable design reflects the
necessity for tools that deliver high accuracy, reduced false
positives, and operational efficiency, complementing behavior-
based methodologies for handling unknown and encrypted
malware [9].

Our approach not only improves the accuracy and speed of
malware detection but also integrates seamlessly into existing
security frameworks. The outcome of MalFoyle is a practical,
scalable, and efficient tool that can be integrated into larger
security systems, contributing to the overall enhancement of
malware detection and response capabilities.

Future Scope: Looking ahead, the MalFoyle system holds
substantial potential for further development and application in
the field of cybersecurity. Future enhancements could focus on
expanding the system's capabilities to handle a broader range of
file types and incorporating additional cryptographic hash
functions beyond SHAZ256. Integration with more advanced
machine learning algorithms for behavior-based detection could
further augment the tool’s ability to identify and respond to novel
and polymorphic threats.

Furthermore, as cybersecurity threats continue to evolve, there is
a growing need for tools that can provide real-time analysis and
reporting. Enhancing MalFoyle to support real-time monitoring
and immediate threat assessment could significantly benefit
organizations in rapidly identifying and countering security
threats. The ongoing development and adaptation of MalFoyle in
response to new challenges will be critical in maintaining robust
defenses against the ever-changing landscape of cyber threats
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