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Abstract— The widespread adoption of mobile platforms
for data exchange and file management has introduced
heightened concerns regarding malware and overall system
security. To address this, the cross-platform mobile solution
Secure.inc has been developed. It implements container-
based isolation to assess and analyze files within a secure
virtual environment prior to user access, thereby minimizing
the risk of infection [1], [2]. Built using Flutter for the
frontend, with backend services supported by Node.js and
Express.js, the system also utilizes Firebase for real-time
database operations. Files are processed within a cloud-
hosted container, allowing for proactive threat detection and
isolation. This approach enhances system resilience while
maintaining performance, offering users a robust defense
mechanism without degrading device efficiency [3], [4], [10].
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l. INTRODUCTION

The growing reliance on smartphones and tablets for
document storage, management, and sharing has become
evident across both personal and professional
environments. However, this increasing dependence
introduces significant security vulnerabilities, as mobile
platforms are often exposed to threats such as malware,
phishing, and unauthorized data access [2], [3]. Malicious
entities can exploit compromised files—such as altered
PDFs, images, or suspicious web links—to infiltrate
devices, potentially leading to data breaches, virus
propagation, or system compromise [8], [9].

Conventional mobile security tools, such as antivirus
programs, typically perform system-wide scans to identify
threats. However, they often struggle to detect threats
embedded within individual files, such as infected
documents or links, especially when these files exploit
zero-day vulnerabilities [4], [8]. As a result, malicious
content can bypass detection and compromise the broader
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system, leading to inaccurate threat assessments. To
address this shortcoming, Secure.inc introduces a targeted
approach by isolating and analyzing each file in a secure
container environment, thereby offering a more precise
and robust method for securing mobile data [9], [10].

Secure.inc utilizes a containerized infrastructure to
isolate potentially harmful files within a controlled
execution space. By executing files inside these secured
containers, the system ensures that any malicious activity
remains confined, preventing it from spreading to other
parts of the device or compromising user data [1], [5].
This containment strategy adds a critical layer of
protection that conventional mobile security tools, which
lack such granularity, often cannot provide [6], [11].

The application has been designed for cross-platform
functionality, enabling secure usage on both iOS and
Android devices through the use of Flutter, a modern Ul
toolkit [5]. Its backend architecture is powered by Node.js
and Express.js, which offer a responsive and scalable
framework capable of processing real-time threat
detection and user interactions efficiently [4], [7]. For data
handling, the system integrates a NoSQL solution like
Firebase, which facilitates seamless synchronization,
secure storage, and consistent performance across sessions
[12].

Secure.inc offers a proactive defense strategy for
mobile devices by employing real-time threat alerts and
advanced malware detection algorithms. This approach
empowers users to monitor and manage their device
security more effectively, reducing the likelihood of
unnoticed intrusions [10], [11]. By delivering instant
notifications and maintaining detailed logs of suspicious
activity, the system enhances user awareness and fosters a
sense of security in today's highly interconnected digital
landscape [8], [12].

DOI: 10.55041/IJSREM46119 | Page 1


http://www.ijsrem.com/
mailto:anushreedeshmuk@mctrgit.ac.in
mailto:nisha.santosh.gupta@gmail.com
mailto:nagresharayu@gamil.com
mailto:tejassawant2563@gmail.com
mailto:shettyswastik55@gmail.com

W Volume: 09 Issue: 04 | April - 2025

SJIF Rating: 8.586

" International Journal of Scientific Research in Engineering and Management (IJSREM)

ISSN: 2582-3930

A. Problem Statement mobile containers against
Malware hidden within PDFs, hyperlinks, and other unauthorized
shared file types can compromise the integrity of mobile access
systems and propagate infections across networks. [3] Security analysis | Cloud Identified
Traditional security tools often detect such threats only of mobile cloud | Computing | vulnerabilitie
after infection, which can lead to delayed response and computing S and
potential data compromise [3], [9]. Secure.inc addresses mitigation
this by executing each file within an isolated container strategies
environment, effecti\_/e_ly safegua'rding the core system [4] Performance Virtual Container s
from exposure to malicious behavior [1], [10]. comparison  of | Machines, showed
- . VMs and | Containers better
In . addition, .the evolylng _nature of malwa}re containers resource
complicates detection by static or 5|gnature_-based security efficiency
models. The absence of adaptive, real-time protective
measures leaves systems vulnerable to sophisticated [5] | Analysis  of | Docker Improved
attacks [8], [11]. Secure.inc counters this challenge with Docker  for efficiency
an automated mechanism that continuously scans, application and
evaluates, and mitigates threats dynamically. deployment portability
[6] Secure Blockchain, | Enhanced
This paper presents Secure.inc as a forward-looking containerized CAS security in
security solution. Its primary capability lies in analyzing image distribution container
content within secure containers prior to user interaction, image
thereby neutralizing risks before they can affect the handling
rosdr sy, Moreoue e CoOrtn o WOTRE T Rl of | P, | Tnpioe
handle newly emerging threats—an area where many containerization in Containers PIOUd
traditional solutions fall short [6], [12] cloud security infrastructure
' ' security
(1 _
[8] Survey on | Docker Identified
B. Objectives Docker security security risks
o ) ) ] ) challenges and
1. Containerized File Execution: Ensuring files are countermeasu
opened within secure containers. res
2. Real-time Malware Detection: Scanning for [9] Analysis of Containers Proposed
potential threats before allowing access. container attack defense
3. User Awareness and Security Logs: Notifying surfaces strategies
users about file safety status and providing for security
security reports. risks
4. Cross-Platform Security Management: Ensuring
seamless security for Android and iOS devices. [10] | Malware Containers | Developed
5. Scalability and Performance Optimization: detection in malware
Reducing latency in malware scanning and containerized detection
container initialization. systems techniques
[11] | Enhancing Docker, Improved
container Networ file  and
Il.  LITERATURE REVIEW security via K network
Table | presents a summary of existing research on isolation Isolation security
containerization and malware detection techniques. [12] | Container Mobile Real-time
TABLE| LITERATURE REVIEW TABLE security for regl- APPS, security
time mobile Containers performanc
Refere| Methodology Technology | Findings applications e
nces Used enhanceme
[1] Introduced Docker | Docker Enhanced nts
for software security
deployment through
container
isolation
-[2] Security Mobile Improved
evaluation of Containers protection
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Table | highlights key studies related to containerization
and mobile security. It summarizes methodologies,
technologies used, and findings from recent research. The
literature collectively supports the effectiveness of
containerization in  improving system  security,
performance, and portability. These insights serve as a
foundation for developing Secure.inc, a secure container-
based application tailored for mobile environments.

I1l. METHODOLOGY
A. System Design

Secure.inc follows a modular approach for
secure file handling.

1. File Containerization:
Each downloaded/shared file is loaded
into a secure container.

o Files are prevented from directly
interacting with the system.

2. Real-time Threat Detection:
Uses container-based malware
detection algorithms.

e Scans files before execution, blocking
suspicious content.

3. User Alerts and Security Logs:
Real-time notifications inform users of
detected threats.

e Users can access detailed security
reports for past scanned files.

4. Security Updates and Patch
Management:

e Regular updates to enhance container
security.

e Improved access control policies to
prevent unauthorized execution.

B. Technologies Used

e Flutter (Dart): Cross-platform mobile
app development.

e Nodejs & Expressjs: Backend
services.

e Firebase: NoSQL database for security
logs.

e Docker: Containerized file execution.

C. System Flow

The proposed system follows the flow shown in :
1. User logs in and uploads a file.
2. Thefileisisolated in a secure container.
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3. Malware scanning is executed.

4. |If safe, the file is accessible; otherwise,
it is quarantined.

5. Security logs are updated, and real-time
notifications are sent.
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Fig. 1. Flow Diagram of System Design

Fig. 1 illustrates the step-by-step workflow of the
proposed secure container system. Users begin by logging
in or signing up, followed by either creating a container or
uploading a file/URL from an external application. The
container is then hosted on the cloud and scanned for
malware. If no threat is detected, the user can safely
download files. If a potential threat is found, the container
is immediately destroyed to prevent any security breach.
This design ensures safe handling and isolation of
suspicious files.

Il.  IMPLEMENTATION AND RESULT

A. Visual Representation of the Application

Secure.Inc’s interface is designed to be intuitive and user-
friendly, ensuring a seamless user experience. The
following screenshots illustrate different sections of the
application:

1. Login Page (Fig. 2): Displays a clean and
minimalistic interface where users can securely
enter credentials.
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LOGIN 4. Creating Secure Containers (Fig. 5): Demonstrates
how files are isolated into secure environments.

Pamward [

2. Home Page (Fig. 3): The central dashboard
where users can access key security features,
monitor activities, manage containers, and
navigate seamlessly through logs, alerts, and user
controls within the application.

Fig. 5 Creating Secure Container

5. Secure Browsing (Fig. 6): Users can safely
browse  within a controlled container
environment.

Fig. 3 Home Page

3. Sign-Up Page (Fig. 4): The Sign-Up Page
provides a user-friendly interface for new users
to securely register by entering essential details
like name, email, password, and agreeing to

terms, ensuring a smooth account creation Fig. 6 Secure Browsing
process.
¢ SIGN UP
=
Hae -
Posimird ©
Cunfirm Pasvewnrd "

Fig. 4 Sign-Up Page
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6. User Profile Page (Fig. 7): The User Profile 8. Delete Success Log Entry (Fig 9): The Delete Success
Page showcases essential user information, Log Entry captures the details of a successful delete
such as name, email, and preferences. It also action, including the timestamp, user ID, and the
provides access to security settings, allowing specific item or file removed. It also logs relevant
users to manage their passwords, two-factor metadata such as the reason for deletion and any
authentication, and privacy preferences. This related configurations, ensuring transparency and

ensures a personalized and secure experience providing a clear audit trail for security purposes.

by enabling users to update and protect their
account details.

Fig. 9 Delete Success Log Entry

9. Container Status Snapshot (Fig 10): The Container
Status Snapshot shows the current status of a
container, marked as “stopped.” It includes the
timestamp of the last activity, helping users track the
container's lifecycle. This snapshot provides crucial
insights into container performance, ensuring users
can monitor and manage their containers effectively
for operational efficiency.

Fig. 7 User Profile

7. Container Creation Log Entry(Fig. 8): The
Container Creation Log Entry records user
actions and details related to container creation. It
includes timestamps, user identifiers, container
configuration settings, and any modifications
made. This log helps track changes, ensuring
accountability and providing a comprehensive
history of container activity for auditing and

troubleshooting purposes.
Fig. 10 Container Status Snapshot

Fig. 8 Container Creation Log Entry
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Each of these pages ensures that Secure.inc maintains high
security standards, offering users an efficient way to
manage, scan, and interact with their files safely.

V. CONCLUSION AND FUTURE SCOPE

Secure.inc introduces a novel approach to mobile security,
leveraging containerization for threat isolation. The
implementation results validate the effectiveness of this
approach, showing faster detection and minimal system
resource usage.

Future Enhancements

e Al-Powered Threat Prediction: Enhancing
detection using machine learning models.

o Cloud-Based Secure File Execution: Running
malware scans in a cloud sandbox.

e Integration with Enterprise Security Tools:
Adapting Secure.inc for corporate data
protection.

ACKNOWLEDGMENTS

We express our sincere gratitude to MCT’S Rajiv
Gandhi Institute of Technology for providing the necessary
resources and support for the successful completion of this
research. We extend our special thanks to our mentors, Dr.
Anushree Deshmukh and Prof. Ankush Hutke, for their
valuable guidance, constructive feedback, and continuous
encouragement throughout the research process.

Additionally, we acknowledge the contributions of our
peers and colleagues, whose insightful discussions and
suggestions helped refine our approach. We also
appreciate the support of various open-source communities
and developers whose contributions to Flutter, Node.js,
and Firebase have been instrumental in building
Secure.inc.

REFERENCES

[1] D. Merkel, "Docker: lightweight Linux
containers for consistent development and
deployment,” Linux Journal, 2014.

[2] P. Grau and Q. Northrup, "Securing Containers
on Mobile Platforms: A Practical Guide," SANS
Institute, 2017.

[3] T. Bui et al., "An Analysis of Container-Based
Security  Challenges in  Mobile Cloud
Computing," IEEE, 2016.

[4] W. Felter et al., "Performance Comparison of
Virtual Machines and Containers,” IBM
Research, 2015.

DOI: 10.55041/IJSREM46119 | Page 6

© 2025,IJSREM | www.ijsrem.com

[5] J. Turnbull, "The Docker Book: Containerization
is the New Virtualization,” James Turnbull
Publications, 2014.

[6] W. Li et al, "Efficient, Secure, and
Authenticated Container Image Distribution
using Blockchain and CAS," ACM Symposium
on Cloud Computing, 2019.

[7] C.Pahl, "Containerization and the PaaS Cloud,"
IEEE Cloud Computing, vol. 2, no. 3, pp. 24-31,
2015.

[8] Y. Xia et al.,, "A Survey on Docker Security
Challenges," IEEE Access, 2018.

[9] H. Raj et al.,, "Container Security: Attack
Surfaces and Defense Strategies," IBM X-Force
Research Report, 2018.

[10]S. Ghedir and M. Sghaier, "Malware Detection
in Containerized Systems,” ACM Cloud
Computing Workshop, 2019.

[11] K. Shin et al., "Enhancing Container Security
by Isolating Files and Networks," IEEE Security
& Privacy, 2017.

[12] E. Peterson, "Containerization of Security for
Real-Time  Mobile  Applications,” IEEE
Symposium on Security and Privacy, 2016.

These references provide a strong foundation for
understanding the role of containerization in secure file
handling and malware detection.


http://www.ijsrem.com/

