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Abstract -To take advantage of the user services and
privileges, a masquerade attacker poses as a legitimate
user. The semi- global alignment algorithm (SGA) is
one of the most effective and efficient techniques to
detect these attacks but it has not yet reached the
accuracy and performance required by large scale,
multiuser systems. To improve both the effectiveness
and the performances of this algorithm, the Data-Driven
Semi - Global Alignment, DDSGA approach was
proposed. By implementing unique alignment settings
for every user, DDSGA enhances the scoring systems
from the perspective of security effectiveness.
Additionally, by permitting minor adjustments to the
low-level  representation of the instructions'
functionality, it can withstand minor variations in user
command sequences. It also adapts to changes in the
user behavior by updating the signature of a user
according to its current behavior. To optimize the
runtime overhead, DDSGA minimizes the alignment
overhead and parallelism the detection and the update.
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1.INTRODUCTION

An attacker who poses as a legal user is known as a
masquerader. This individual accomplishes this by either
hacking the system that confirms the user's identification
or by obtaining the user's login credentials. To put it
another way, the masquerader fools the system into
believing they are someone else who has access to
specific resources. By exploiting a legitimate user's
information, they can obtain illegal access to sensitive
data or systems. Because the attacker can carry out tasks
that should only be feasible for the authorized user, this
can result in significant security breaches. The possibility

of masquerading highlights how crucial it is to have
robust security protocols and efficient authentication
procedures in order to safeguard user identities and stop
illegal access. Insider masquerading is a legitimate
practice.

A legal system user who abuses their rights to get
access to many accounts and carry out illegal activities is
known as an insider masquerader. An outsider's objective
is to exploit every right of a legitimate user (Phyo and
Furnell, 2004). There are several ways to carry out this
attack, including eavesdropping and packet sniffing,
installing software with backdoors or malicious code,
spoofing, social engineering, and duplicate or ex-
filtration of user passwords. Log files may contain
evidence of these attacks that can subsequently be linked
to a particular user. The most advanced method for
identifying these assaults in this situation is still log
analysis by a host-based IDS. Analysing the target
system can reveal attacks that don't leave an audit trail.
By gathering information such as login time, location,
session duration, CPU time, commands issued, user 1D,
and IP address, masquerade detection first builds a user
profile. Computer infrastructure intrusions are becoming
a bigger issue. Masquerading, in which an attacker poses
as a genuine user on a computer system, is one of the
most destructive intrusions or attacks in the real of
computer security. Masquerade attacks typically occur
when an intruder obtains a legitimate user password or
when a user leaves their workstation unattended without
a locking measure in place. Because the attacker looks
like a regular user with legitimate authority and
privileges, it is challenging to identify this kind of
security compromise at the outset. The Data-Driven
SemiGlobal Alignment (DDSGA) approach, which is
presented in this research, enhances the computational
performance and detection accuracy of the Enhanced-
SGA and HSGAA, which are both based on SGA. The
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main idea of DDSGA is to consider the best possible
alignment between the user's recorded sequences and the
sequence of the present session. Once the misaligned
areas have been identified, we classify them as abnormal.
A number of anomalous locations are very suggestive of
a masquerade attack.

In addition to employing lexical matching techniques
like string matching and longest common substring
searches, DDSGA increases security efficiency by
accepting minor sequence modifications. There have
been some small adjustments made to the low-level
representation of user commands. A command that
performs the same functions can be matched for this
purpose. 3 DDSGA assigns unigue gap insertion
penalties to each user based on their behaviour in order
to improve the hit ratio and lower false positive and false
negative rates. Additionally, it enhances Enhanced-
SGA's alignment scoring mechanism and update phase to
accommodate behavioural changes without appreciably
lowering the alignment score.

2. Materials and Methods

DDSGA is an enhanced — SGA - based masquerade
detection method. It classifies the misalignment areas as
anomalous and aligns the user's current session sequence
with their prior ones. A masquerade attack is signaled if
the percentage of anomalous areas is larger than a
dynamic, user dependent threshold. DDSGA has a
unique ability to handle small changes in user
sequences. These changes can occur in the low-level
representation of user commands. This system is divided
into three distinct phases: the configuration phase, the
detection phase, and the update phase.

In the configuration phase, the system calculates the
alignment parameters tailored for each user. These
parameters are crucial as they guide both the detection
and update phases. Proper alignment ensures that the
system can accurately identify and respond to changes.
Overall, this structured approach enables DDSGA to
function effectively, even when faced with minor
variations in user input. The detection phase aligns the
user current session to the sig nature sequence. The
computational performance of this phase is improved by
two approaches namely the TopMatching Based
Overlapping (TMBO) and the parallelized approach. In
order to change the system settings during the update
phase, DDSGA adds new patterns to the user lexicon list
and user signatures.

ALGORITHM

A. The Enhanced-SGA developed by (Coulla
,Szymanski.2008) ,made significant changes to the SGA
algorithm. It addressed shortcomings found in the
standard Smith-Waterman alignment algorithm from
two significant perspectives. The first perspective
focuses on the fact that how legitimate users behave may
change over time. This change can occur due to a shift
in their roles or the introduction of new commands.
Because of this, a static user signature may mistakenly
identify these lawful variations as security threats. To
minimize the occurrence of such false positives, the
Enhanced-SGA updates the user signature as new
behaviors are detected. This is achieved by utilizing the
SGA's ability to find similarities in user actions.

B. Additionally, the authors presented two grading
systems: command grouping and binary scoring. These
systems are designed to align scores and balance
penalties for gap insertions effectively. The binary
grading system is particularly emphasized as it is the
most effective. It updates the signature sequence to
include new behaviours as well as incorporating the user
lexicon, which records new commands used by the user.
To enhance security, this method establishes a threshold
for each user profile. This ensures that both the updated
signature sequences and the user lexicon remain free
from any compromised commands potentially linked to
masquerade attacks. The threshold plays an essential
role in both the detection and updating processes and is
constructed based on an analysis of user signatures.

C. (Schonlau et al.2001),The second perspective
addresses the computational challenges associated with
the Smith-Waterman algorithm. This algorithm is often
too expensive and impractical for use in detecting
masquerade  attacks, especially in  multi-user
environments. To tackle this, the Enhanced-SGA
employs heuristic orientation that prioritizes user
signature components with the highest likelihood of
detection success. This approach significantly reduces
processing demands while maintaining accuracy in
identifying threats. These enhancements were tested
against the ocean data set to compare effectiveness with
other existing methods.

D. B. The Data-Driven Semi-Global Alignment
approach, known as DDSGA, builds on the Enhanced -
SGA framework. DDSGA aims to detect masquerade
attacks by matching the current session of a user with
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their  historical  session  data.  (Smith  and
Waterman,1981), If the number of identified abnormal
areas exceeds a dynamically set threshold, a masquerade
attack is indicated. DDSGA is capable of
accommodating minor variations in user session data
without compromising accuracy. It consists of three
phases: configuration, detection, and updating.

E. During the configuration phase, DDSGA
calculates the alignment parameters specific to each
user. These parameters guide both detection and
updating phases. (Dash et al.2005)In the detection
phase, the current session of a user is compared with
their signature sequence. The performance of this phase
is enhanced through two techniques: Top-Matching
based Overlapping (TMBO) and a parallelized
processing method. The update phase then extends both
the user signatures and the lexicon, integrating new
patterns to adjust system parameters. The overall
structure and the modules tied to these phases are
elaborated upon in the following sections.

F.
3. CONCLUSIONS

Masquerading is a targeted attack strategy that poses a
serious threat to information security. This method
allows an attacker to secretly access and control a
system with harmful intent. To combat such threats, a
model known as the Sequence Alignment-based Audit
(SGA) has been developed. This model analyses
sequential audit data, which includes both the
information that has been checked and information that
has simply been observed. Although SGA is useful, it
struggles with a low false positive rate. At the same
time, it has a high rate of missed alarms, leading to
problems with its accuracy. Even in its most recent
version, SGA does not perform well enough to be
reliable in real-world situations.

Recognizing these shortcomings, the Dynamic Data
Sequence Alignment (DDSGA) model was created. This
new model places an emphasis on improving security
and accuracy. DDSGA achieves better consistency by
assigning different parameters to each user. It also
introduces a two-tier scoring system designed to reduce
changes in how low-level user commands work. This
system aligns commands within the same category while
keeping the alignment score intact. Importantly, it takes
into account how users execute commands and how
their behaviours change over time.

The advancements in DDSGA result in significantly
lower rates for false positives and missed alarms. It also
enhances the detection hit ratio, leading to better overall
performance. When comparing results using the SEA
dataset, DDSGA  consistently  outperforms its
predecessor, SGA. Additionally, DDSGA employs a
Top-Matching Based Overlapping approach. This
method reduces the computational load by simplifying
the pattern sequence into a smaller set of overlapping
subsequence. The system can also carry out detection
and update processes at the same time, maintaining
accuracy without any loss of effectiveness
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