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ABSTRACT : This application can be accessed and
efficiently used by a server system with proper login
enable. This project is based on client server architecture.
In the server system some process can be accessed and
others may be restricted. If the client login websites that
can be accessed then the will be automatically opened.
If the client login without using password and OTP and
Image the blocklist generated then the process could not
allow to access any transaction process and will monitor
and send it to server system. As well as the client system
will be screen locked and a OTP will be generated in the
admin mail id. By using this OTP the clients system can
be unlocked. In the server system the number of persons
who have used restricted website will be calculated.

INTRODUCTION: Cloud computing, also on-demand
computing, is a kind of Internet-based computing that
provides shared processing resources and data to
computers and other devices on demand. It is a model for
enabling ubiquitous, on-demand access to a shared pool
of configurable computing resources. Cloud computing
and storage solutions provide users and enterprises with
various capabilities to store and process their data in
third-party data centers. It relies on sharing of resources
to achieve coherence and economies of scale, similar to a
utility (like the electricity grid) over a network.

Cloud computing is a model for enabling ubiquitous,
convenient, on-demand network access to a shared pool
of configurable computing
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resources (e.g., networks, servers, storage, applications
and services) that can be rapidly provisioned and released
with minimal management effort.

Proponents claim that cloud computing allows companies
to avoid upfront infrastructure costs, and focus on
projects that differentiate their businesses instead of on
infrastructure. Proponents also claim that cloud
computing allows enterprises to get their applications up
and running faster, with improved manageability and less
maintenance, and enables IT to more rapidly adjust
resources to meet fluctuating and unpredictable business
demand. Cloud providers typically use a "pay as you go"
model. This can lead to unexpectedly high charges if
administrators do not adapt to the cloud pricing model.

The main enabling technology for cloud computing
is virtualization. Virtualization software separates a
physical computing device into one or more "virtual"
devices, each of which can be easily used and managed to
perform computing tasks. With operating system-—level
virtualization essentially creating a scalable system of
multiple independent computing devices, idle computing
resources can be allocated and used more efficiently.

Cloud computing: Client-server model—Client—
server computing refers broadly to any distributed
application that distinguishes between service providers
(servers) and service requestors (clients).!*®!

e  Grid computing—"A form of distributed and parallel
computing, whereby a 'super and virtual computer' is
composed of acluster of networked, loosely
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coupled computers acting in concert to perform very
large tasks."

Fog computing—Distributed computing paradigm
that provides data, compute, storage and application
services closer to client or near-user edge devices,
such as network routers. Furthermore, fog computing
handles data at the network level, on smart devices
and on the end-user client side (e.g. mobile devices),
instead of sending data to a remote location for
processing.

Dew computing—In the existing computing
hierarchy, the Dew computing is positioned as the
ground level for the cloud and fog computing
paradigms. Compared to fog computing, which
supports emerging loT applications that demand real-
time and predictable latency and the dynamic
network reconfigurability, Dew computing pushes
the frontiers to computing applications, data, and low
level services away from centralized virtual nodes to
the end users.

Mainframe computer—Powerful computers used
mainly by large organizations for critical
applications, typically bulk data processing such
as: census; industry and consumer statistics; police
and secret intelligence services; enterprise resource
planning; and financial transaction processing.
Utility computing—The "packaging of computing
resources, such as computation and storage, as a
metered service similar to a traditional public utility,
such as electricity.

Peer-to-peer—A distributed architecture without the
need for central coordination. Participants are both
suppliers and consumers of resources (in contrast to
the traditional client—server model).

Key Characteristics : Agility improves with users'
ability to re-provision technological infrastructure
resources.

Cost reductions claimed by cloud providers. A
public-cloud delivery model converts capital
expenditure to operational expenditure. This
purportedly lowers barriers to entry, as infrastructure
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is typically provided by a third party and need not be
purchased for one-time or infrequent intensive
computing tasks. Pricing on a utility computing basis
is fine-grained, with usage-based options and fewer
IT skills are required for implementation (in-
house)."Y The e-FISCAL project's state-of-the-art
repository contains several articles looking into cost
aspects in more detail, most of them concluding that
costs savings depend on the type of activities
supported and the type of infrastructure available in-
house.
Device and location independence enable users to
access systems using a web browser regardless of
their location or what device they use (e.g., PC,
mobile phone). As infrastructure is off-site (typically
provided by a third-party) and accessed via the
Internet, users can connect from anywhere.
Maintenance of cloud computing applications is
easier, because they do not need to be installed on
each user's computer and can be accessed from
different places.
Multitenancy enables sharing of resources and costs
across a large pool of users thus allowing for:
e centralization of infrastructure in locations with
lower costs (such as real estate, electricity, etc.)
e peak-load capacity increases (users need not
engineer for highest possible load-levels)

e utilisation and efficiency improvements for
systems that are often only 10-20% utilized.
Performance is monitored, and consistent and
loosely coupled architectures are constructed

using web services as the system interface.
Productivity may be increased when multiple users
can work on the same data simultaneously, rather
than waiting for it to be saved and emailed. Time may
be saved as information does not need to be re-
entered when fields are matched, nor do users need
to install application software upgrades to their
computer.

Reliability improves with the use of multiple
redundant sites, which makes well-designed cloud
computing Suitable for business
continuity and disaster recovery.
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Scalability and elasticity ~ via  dynamic  ("on-
demand") provisioning of resources on a fine-grained,
self-service basis in near real-time (Note, the VM startup
time varies by VM type, location, OS and cloud
providers), without users having to engineer for peak
loads. This gives the ability to

EXISTING SYSTEM: This problem of this existing work,
that we have analyzed the banking cloud server based
storage services and its components .We have tried to find
out the behavior of these mitigate attackers provide and
challenges that they are facing.

ISSUES IN EXISTING SYSTEM : Lack of security of
data,More man power,Time consuming,Consumes large
volume of pare work,Needs manual calculations,No direct role

Service Model
Cloud Computing is a process in which nothing but a

particular design of computing where everything from
processing energy to infrastructure, company
applications etc. are offered “as a service”.

Cloud computing generally works on three types of
architectures. These are: SAAS, PAAS and IAAS.
Software as a Service (SAAS)

Users are provided access to software and data source.
Cloud providers handle the systems and facilities that run
the programs.

Platform as a service (PAAS)

Cloud vendors provide a platform for computing, which
includes the OS, coding language, execution
environment, web server and the database. Developers
can use the resources to build and run their software
without buying expensive hardware.

Infrastructure as a service (IAAS)

Providers of IAAS offer computers — physical or virtual
— and other resources. A good example of IAAS is
dedicated servers provided by Web Hosting sites such as
Bluehost, Hostgator etc.

Cloud computing is making everything simpler and
flexible nowadays, but there is another important aspect
which is Cloud architecture with robust security
implementation is the key to cloud security. Cloud is
complex and hence security measures are not simple too.
Since it is new, it faces new security issues and challenges
as well. Till date, most users don’t trust storing their data
on SASS-based cloud computing providers such as
Dropbox, Skydrive and Google Drive etc. Since the
outburst of Cloud Computing in the year 2006, various
methods are devised to increase the security of the data
being stored over Cloud Servers. Some of which include
Encryption, Decryption, Data Partitioning, Digital
Signatures etc.

for the higher officials,
Damage of machines due to lack of attention

PROPOSED SYSTEM : The rapid growth of security
incidents and data breaches recently had risen concerns
on Internet banking security issues. Existing Internet
banking authentication mechanism that primarily relies
on the conventional password-only authentication
cannot efficiently resist to recent password guessing and
password cracking attacks. To address this problem, this
paper proposed an extended Honey Encryption (XHE)
scheme by adding an additional protection mechanism
on the existing user authentication mechanism. When
the malicious user attempts to unauthorized access to
online bank account by entering his guessed password,
instead of rejecting the access and preventing them from
using the application and keeping the information
secured.

BENEFITS OF PROPOSED SYSTEM :

e Error detection and correction is very low and
their resistance to fault attacks.

o SK( Secret key) and Common Randomness
protocol may eventually become one of the most
effective technologies for the development of
various innovations in the field of network
security.

e Easily to find the fault attackers and bug is free to
verify it.
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SYSTEM REQUIREMENTS

HARDWARE REQUIREMENTS :

e Processor
e Speed

-13 Processor
-2.0 GHz

e RAM capacity -4 GB

e Hard Disk

-500 GB

SOFTWARE REQUIREMENTS :

Operating Windows '07
System :
Back End : My SQL 5.0
Front End: PHP MVC Framework
Cloud Gsuite Server ( Google
Hosting : Cloud)

SYSTEM DESIGN :

MODULE DESCRIPTION

Admin and User Module:

The admin module will be used by the administrator of
this portal, admin can access the customer registration.
This module is having following functionalities.

Create New Account:

By using this functionality user can create a new account

in any bank by selecting bank name option.

View Account Information:

By using this functionality user view all his account
details, this can be viewed by users who are having
account in any bank.

Transfer Amount:

By using this functionality user can transfer money from
his account to other accounts of same bank or other banks.
Transaction Reports:

By using this functionality user can get all his transaction
reports like accepted transactions, rejected transactions
and pending transactions.

List of Customers:

By using this functionality Bank admin can get their
entire customers list and their details.

List of Accounts:

By using this functionality Bank admin can get their
entire customers list based on selected account type like
saving account, current account etc.

New Accounts creation:

By using this functionality Bank admin can maintain
entire user details who are requesting for new account in
that bank.

Reports Module:

In this module administrator will get different
types of reports regarding customers like Number of
customers of this portal and banks registered in this
portal. This module is controlled by administrator only.

IMPLEMENTATION

Testing : The purpose of testing is to discover errors.
Testing is the process of trying to discover every
conceivable fault or weakness in a work product. It
provides a way to check the functionality of components,
sub assemblies, assemblies and/or a finished product. It is
the process of exercising software with the intent of
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ensuring that the software system meets its requirements Admin and User Module :
and user expectations and does not fail in an unacceptable
manner. There are various types of test. Each test type
addresses a specific testing requirement.
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Transaction Report
U= i 1: Add user account() i
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Reports Module:

Manage Blocked Customers
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CONCLUSION : The SK generation protocol which is
introduced in this work uses a two phase approach to
achieve the given SK rate. In the first step, the user
estimates her state and sends this along with other
information which is obtained from her observation to
Admin. Although, this information is also received by
Admin it is shown that the strong secrecy and uniformity
of the generated SK is still guaranteed. In the second step,
user uses this information including the estimated state of
the owner to generate the SK. A Secret key is a capacity
of a finite compound source is derived as a function of the
communication rate parameter between user and admin.
This result is further extended to a multi-letter SK
capacity formula by discarding the public communication
rate constraint. As the final result, a single-letter SK

e sada e

capacity formula is derived for degraded compound
sources with no communication constraint and an
arbitrary (possibly infinite) set of source states. It is
shown that for any infinite compound source, with finite
marginal set of states, there exists an approximating finite
source whose SK generation protocol also guarantees the

achievability of the given rates for the infinite source.
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