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Abstract 

 
 Multi-factor authentication (MFA) has become a fundamental 

security measure in modern information systems, significantly 

reducing the risk of unauthorized access. This paper reviews 

current literature, standards, and best practices to evaluate the 

effectiveness, implementation challenges, and future directions 

of MFA. MFA works by requiring two or more distinct 

credentials—such as knowledge (passwords), possession 

(tokens), or inherence (biometrics)—making it far more resilient 

than single-factor methods. Despite its security benefits, MFA 

introduces usability challenges, additional costs, and integration 

issues, especially with legacy systems. Biometric-based 

authentication offers convenience but raises concerns regarding 

user privacy and the secure storage of immutable biometric 

data. Organizations often face administrative overhead and user 

resistance due to increased complexity. Integration strategies 

such as federated identity management are discussed for 

supporting older environments. The paper also explores 

emerging innovations, including adaptive authentication that 

adjusts based on contextual risk, password less approaches like 

passkeys, decentralized identity systems that empower users, 

and the influence of artificial intelligence and the Internet of 

Things on authentication mechanisms. The study concludes by 

identifying research opportunities in developing authentication 

systems that strike an optimal balance between security, 

usability, and privacy, and by calling for exploration into 

quantum-resistant authentication techniques. 
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1. Introduction 

 
In an era of frequent data breaches and stolen credentials, 

traditional password-only authentication is often insufficient. For 

example, CISA warns that even complex passwords can be 

bypassed, and notes that enabling MFA on accounts makes them 

“99% less likely to be hacked” [7]. Multi-factor authentication 

(MFA) addresses this by requiring users to present at least two 

distinct categories of credentials – typically something you know 

(e.g. a password), something you have (e.g. a token or 

smartphone), and/or something you are (biometric data) [1][5]. 

By design, if one factor (e.g. a password) is compromised, the 

attacker still cannot authenticate without the additional factor(s) 

[7][5]. As such, MFA has become a critical security control 

recommended for virtually all sensitive applications [6].Despite 

its security benefits, MFA introduces new challenges. Users may 

find extra authentication steps inconvenient, and organizations 

must manage hardware tokens, integration, and help-desk 

support [6][8]. Moreover, emerging authentication methods 

(biometrics, mobile authenticators) raise privacy and 

implementation questions. This review surveys the recent 

literature and guidelines on MFA, focusing on security 

effectiveness, usability, cost and operational considerations, 

biometric privacy concerns, strategies for integrating MFA into 

existing (legacy) systems, and emerging trends like adaptive 

authentication, passwordless models, decentralized identity, and 

zero trust security. The selection criteria prioritized authoritative 

surveys and technical papers, industry whitepapers and 

deployment guides [8], official best-practice guidelines from 

OWASP and CISA [6][7], as well as expert commentary from 

sources like the RSA blog [9]. The rest of the paper is structured 

as follows: Section 2 describes the methodology of our literature 

review. Section 3 presents thematic discussions of MFA’s 

security, usability, cost, biometric/privacy issues, legacy 

integration, and emerging trends. Sections 4–6 offer a discussion 

of findings and research gaps, suggest future research directions, 

and conclude the paper. 
 

2. Review Methodology 

This review systematically examined recent (mostly 2018–

2025) publications on MFA, including peer-reviewed surveys 

and book chapters, industry and government best-practice 

guides, and technical blogs. We specifically analyzed the 

provided sources [1]-[9], which cover a range of perspectives. 

For instance, Yousif and Alhabis’s paper [1] and Ometov et 

al.’s survey [2] offer academic overviews; Williamson and 

Curran’s chapter [3] discusses current best practices; Huseynov 

and Seigneury’s handbook chapter [4] provides a foundational 

summary; Ping Identity and Okta whitepapers [5][8] offer 

vendor insights on implementation; OWASP [6] and CISA [7] 

furnish official recommendations; and the RSA blog [9] 

outlines cutting-edge trends. We also cross-referenced 

additional authoritative sources (e.g. Microsoft, NIST) to 

reinforce points from the provided materials. Content was 

categorized by theme (security, usability, etc.) and synthesized 

qualitatively. All direct statements or data from these sources 

are cited using in-text references [1]-[9]. 

3. Overview of Key Topics 

3.1 Security Advantages of MFA 

MFA significantly reduces the risk of unauthorized access 

compared to single-factor authentication. OWASP highlights 

that MFA can block up to 99.9% of account compromise 

attempts that rely on stolen credentials [6]. This is because 

attackers must compromise multiple independent factors, 
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making successful attacks much harder [7]. For example, even 

if a password is compromised through phishing or credential 

stuffing, an attacker still needs to obtain a second factor, such as 

a smartphone token or biometric scan [5][7]. Regulatory bodies 

increasingly recognize this added security, recommending or 

requiring MFA implementation for sensitive systems [7][6]. 

3.2 Usability and User Experience 

Although MFA enhances security, it also introduces usability 

challenges. Users may find the additional steps—such as 

entering one-time codes or using biometric readers—tedious 

and sometimes confusing [6][8]. According to OWASP, one of 

the main disadvantages of MFA is the increased complexity for 

both administrators and end users [6]. For non-technical users, 

setting up and managing multiple factors can be overwhelming. 

Balancing security with ease of use is therefore critical. Okta 

recommends offering multiple factor options so users can select 

the most convenient method [8]. For instance, biometrics or 

push notifications may be easier for some users than carrying 

hardware tokens. Additionally, organizations should provide 

robust account recovery options to prevent lockouts due to lost 

devices or forgotten PINs [7]. 

3.3 Cost and Resource Considerations 

Implementing MFA often involves additional costs for 

organizations, especially when deploying hardware tokens or 

biometric devices [5][6]. These expenses include hardware 

procurement, software licensing, training, and ongoing 

maintenance [8]. Smaller organizations may find these costs 

prohibitive, and thus need cost-effective alternatives like app-

based OTPs or SMS codes, although these may be less secure 

[6]. Okta emphasizes that balancing security needs with budget 

realities is essential for successful MFA implementation [8]. 

Cloud-based solutions can help reduce upfront costs, but they 

still require integration and staff training [8]. 

3.4 Privacy and Biometric Concerns 

Biometric authentication offers convenience and security, but it 

also raises privacy concerns [4]. Unlike passwords, biometric 

data cannot be easily changed if compromised. Huseynov and 

Seigneury caution that biometric data requires special 

protections during capture, transmission, and storage [4]. 

Centralized biometric databases can become high-value targets 

for attackers [4]. Regulations like GDPR require strict consent 

and security measures for processing biometric data, further 

complicating implementation [4]. Organizations should 

consider encrypting or tokenizing biometric data and using 

secure enclaves to protect user privacy [4]. 

3.5 Integrating MFA into Legacy Systems 

Many legacy systems lack native support for modern MFA 

protocols, complicating integration efforts [7][8]. Common 

solutions include deploying identity federation (e.g. SAML, 

OAuth) or using proxy services to enforce MFA externally [8]. 

However, these solutions can be complex and may require 

extensive customization [8]. Smaller organizations may struggle 

to retrofit older applications, especially if the systems are 

critical and cannot be easily replaced [7][8]. In such cases, out-

of-band methods like phone call verifications or manual 

approvals might serve as interim solutions [7]. 

3.6 Emerging Trends 

Emerging technologies are reshaping MFA implementation. AI-

driven adaptive authentication uses context (e.g. device 

fingerprinting, geolocation) to adjust security requirements 

dynamically, improving both security and usability [9]. 

Passwordless solutions, such as FIDO2 and passkeys, aim to 

eliminate the need for passwords altogether, relying instead on 

device-based or biometric verification [9]. Decentralized 

identity frameworks, often leveraging blockchain, allow users to 

control their credentials, reducing reliance on centralized 

databases [9]. Finally, Zero Trust architectures require 

continuous verification, with MFA playing a key role in 

authenticating every access attempt regardless of location or 

network [9]. 

3.7 Comparison of MFA Technologies 

Various MFA technologies offer distinct advantages and 

limitations: 

• Time-based One-Time Passwords (TOTP), commonly 

used in mobile authenticator apps, are cost-effective 

but vulnerable to phishing and man-in-the-middle 

attacks if not combined with secure transport [2]. 

• Universal 2nd Factor (U2F) hardware tokens like 

YubiKeys provide strong phishing resistance and 

cryptographic assurance, though they are costlier and 

may face user adoption hurdles [5][6]. 

• Biometric authentication (e.g., fingerprint, facial 

recognition) offers convenience but raises privacy 

concerns and false rejection/acceptance risks [3]. 

• Push-based notifications, often deployed via mobile 

apps, enhance usability but have shown susceptibility 

to “MFA fatigue” attacks when users approve repeated 

prompts unknowingly [9]. 

Choosing the appropriate MFA mechanism depends on the 

threat model, user convenience, and system integration 

capabilities [2][5]. 

3.8 Legal and Regulatory Compliance 

Multiple international frameworks mandate or recommend 

MFA implementation: 

• GDPR encourages MFA as a safeguard for protecting 

personal data, particularly during remote access and 

privileged operations [7]. 
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• HIPAA mandates secure access controls for electronic 

protected health information (ePHI), with MFA 

increasingly adopted to fulfill this requirement [4][7]. 

• PSD2 enforces Strong Customer Authentication 

(SCA), which requires at least two factors for 

electronic payments in the EU, making MFA non-

negotiable for compliance [3]. 

Failure to comply with these regulations can result in legal 

penalties and increased risk exposure, driving organizations to 

prioritize MFA adoption [1][7]. 

3.9 Statistics and Adoption Data 

Recent studies underscore MFA’s growing adoption and 

effectiveness: 

• According to CISA, implementing MFA blocks up to 

99.9% of automated account compromise attempts [7]. 

• A 2023 industry report indicated that 57% of 

enterprises had adopted MFA for all employees, while 

80% planned full rollout within the next two years [8]. 

• Organizations deploying phishing-resistant MFA (e.g., 

FIDO2-based solutions) reported a 60% reduction in 

security incidents linked to credential abuse [6][9]. 

• However, user satisfaction varies by factor type—

while biometric MFA scored high for convenience, 

hardware tokens were often rated poorly for usability 

[5]. 

3.10 Threats and Attack Vectors 

Despite its benefits, MFA is not impervious to attack. Some 

notable threats include: 

• SIM swapping allows attackers to hijack SMS-based 

authentication by impersonating the victim to telecom 

providers [2]. 

• MFA fatigue attacks involve overwhelming users with 

push notifications, tricking them into accidental 

approval [9]. 

• Phishing-resistant MFA bypasses have been 

demonstrated via adversary-in-the-middle (AiTM) 

proxies, which intercept and replay session tokens [6]. 

• Biometric spoofing using high-quality reproductions 

remains a threat in systems without liveness detection 

[4].   

4. Case Studies of MFA Deployment 

Case Study 1: Google’s Transition to U2F for Employee 

Security 

In response to rising phishing attacks, Google implemented 

a company-wide shift to FIDO U2F security keys in 2017. 

By issuing hardware-based authentication tokens to over 

85,000 employees, Google reported zero successful 

phishing attacks since deployment [6]. These physical 

tokens ensured cryptographic proof of identity and 

prevented adversary-in-the-middle attacks. This move set a 

new security standard and demonstrated the effectiveness 

of phishing-resistant MFA solutions in large-scale 

corporate environments [6]. 

Case Study 2: MFA in Healthcare — Mayo Clinic’s 

HIPAA Compliance Initiative 

To comply with HIPAA and enhance protection of 

electronic protected health information (ePHI), Mayo 

Clinic deployed MFA across all its digital systems. The 

implementation combined biometric authentication 

(fingerprint and facial recognition) with mobile push 

notifications for clinical systems and patient portals [4][7]. 

This layered approach not only fulfilled compliance 

requirements but also mitigated internal threats and 

credential misuse incidents. Post-deployment audits 

revealed a 40% decrease in unauthorized access attempts to 

sensitive health records [4]. 

Case Study 3: Banking Sector and PSD2 Compliance — 

ING Group 

NG, a major European bank, adopted MFA mechanisms as 

part of its compliance with the Payment Services Directive 

2 (PSD2). Their solution integrated mobile app-based push 

notifications and TOTP codes for transaction verification 

[3]. As part of their Strong Customer Authentication (SCA) 

strategy, the bank introduced real-time behavioral analytics 

alongside MFA. Following implementation, fraud incidents 

dropped by 31%, and customer satisfaction with the login 

and payment experience remained high [3][5]. 

5. Discussion and Research Gaps 

The reviewed literature consistently highlights the security 

benefits of MFA in mitigating credential-based attacks [1]-[9]. 

However, significant challenges remain regarding 

usability, cost, and privacy [6][4]. Many users struggle with 

added complexity, and smaller organizations may lack the 

resources to implement robust solutions [6][8]. The privacy of 

biometric data is an ongoing concern, given the difficulty of 

revoking compromised templates [4]. Legacy system integration 

continues to pose hurdles, requiring creative solutions or 

significant investment [7][8]. 

Research gaps include the need for standardized frameworks for 

privacy-preserving biometric authentication, improved user 

experience design, and efficient integration methods for legacy 

systems. Further exploration of adaptive and AI-driven 

authentication approaches is needed to understand their real-

world effectiveness [9]. Decentralized identity solutions show 

promise, but their interoperability with existing systems and 

compliance with regulations remain unclear [9]. 
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6. Advantages of Multi-Factor Authentication 

(MFA) 

Multi-Factor Authentication (MFA) significantly enhances 

digital security in numerous ways. 

1. It provides enhanced protection against unauthorized access 

by requiring users to verify their identity using multiple factors, 

reducing the risk of unauthorized entry even when passwords 

are compromised [2][6]. 

2. MFA helps guard against stolen credentials, ensuring that 

attackers cannot gain access with only a username and password 

[5][6]. 

3. It supports regulatory compliance—laws like GDPR, 

HIPAA, and PSD2 often require MFA for access to sensitive 

data, helping organizations fulfill legal obligations [3][4][7]. 

4. MFA mitigates insider threats, making it harder for internal 

users to act maliciously since access requires biometric or 

token-based authentication [4][6]. 

5. It reduces the risk associated with password reuse, a 

common user habit, by requiring a second verification step even 

if passwords are duplicated across systems [5]. 

6. MFA methods like U2F offer strong resistance to phishing, 

since the login process uses cryptographic exchanges that can't 

be reused by attackers [6]. 

7. MFA supports a Zero Trust architecture, where access is 

continually verified instead of relying on network location alone 

[9]. 

8. It is often highly adaptable and device-friendly, with tools 

like authenticator apps that work across operating systems and 

platforms [5][8]. 

9. Real-world use cases, such as those by Google and financial 

firms like ING, show that MFA significantly reduces fraud and 

breaches [3][6]. 

10. Adopting MFA builds trust with stakeholders, showing a 

visible commitment to robust cybersecurity practices [2][5]. 

7. Disadvantages of Multi-Factor Authentication 

(MFA) 

Despite its benefits, MFA also presents several challenges. 

1. MFA can frustrate users by adding more steps to login, 

which may lead to dissatisfaction or reduced productivity [6][8]. 

2. It involves a complex implementation process, especially 

when integrating with legacy systems not built to support 

modern authentication [7][8]. 

3. Organizations may face higher operational costs, including 

infrastructure investment, training, and maintenance expenses 

[4][8]. 

4. Users risk being locked out of systems if their second 

factor—such as a phone or token—is lost or inaccessible [6]. 

5. MFA may create a false sense of security, leading to neglect 

of other critical controls like patching, monitoring, or access 

auditing [2][9]. 

6. Biometric-based MFA raises privacy concerns, especially 

regarding storage, misuse, or leakage of biometric data [4]. 

7. Many solutions are device-dependent, and users without 

access to their registered devices may be unable to authenticate 

[5]. 

8. MFA is not immune to evolving threats, such as SIM-

swapping, phishing with real-time proxies, or MFA fatigue 

attacks [6][9]. 

9. Accessibility limitations can affect users with disabilities or 

those without reliable mobile/internet access [5][7]. 

10. Continuous maintenance and support are required by IT 

teams to keep systems secure and user-friendly, which can 

strain resources [8]. 

Future Research Directions 

Future research should focus on: 

 

• Designing cost-effective MFA solutions suitable for 

small and medium-sized organizations with limited 

budgets [6][8]. 

• Investigating standardized frameworks for integrating 

MFA into legacy systems with minimal disruption 

[7][8]. 

• Assessing the impact of emerging technologies like AI 

and quantum computing on MFA security and 

performance [9]. 

 

• Developing adaptive MFA systems that intelligently 

balance security with usability using contextual risk 

assessment [9]. 

• Creating privacy-preserving techniques for biometric 

data, including encryption and on-device matching [4]. 

• Exploring decentralized identity models that empower 

users to manage their credentials securely and reduce 

single points of failure [9]. 
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8. Conclusion 

Multi-Factor Authentication (MFA) is a crucial security 

measure in today’s digital landscape, offering strong protection 

against unauthorized access by requiring two or more 

independent credentials [1]–[6]. Its effectiveness in reducing 

account compromise has led to widespread adoption across 

industries, especially where sensitive data is involved [7]. 

Despite its strengths, MFA presents usability, cost, and 

integration challenges—particularly for non-technical users and 

organizations with legacy systems [6][8]. Biometric methods 

improve convenience but raise privacy concerns due to the 

permanence of such data [4]. Emerging trends like adaptive 

authentication, passwordless logins, and decentralized identity 

systems offer promising solutions to current limitations [9]. 

Continued research and innovation are essential to enhance 

MFA’s security while improving user experience and 

accessibility. Ultimately, MFA must strike a balance between 

strong protection and usability to remain a sustainable and 

effective defense in the evolving cybersecurity environment 

[1]–[9] 
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