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Abstract — The spread of deepfake technology poses
significant challenges for sectors that rely on the
verification of digital images, such as journalism. law
enforcement and financial institutions. Deepfakes
are highly realistic artificial datasets sent using deep
learning techniques. making it more and more
difficult To distinguish real objects from synthetic
content. This article reviews recent advances in
Deepfake detection, focusing on the methods used.
Convolutional Neural Network (CNN) and explores
the strengths and limitations of various CNN
architectures and detection methods. It also presents
problems with a wide range of data types. Resistance
to opponent attacks and efficiency in calculations
Based on a comprehensive review of papers
published in the past 3 years. This paper aims to
provide a comprehensive understanding of CNN-
based deepfake detection techniques, providing
insights into current trends and possible future
directions in CNN work.
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1. INTRODUCTION

Deepfake databases created by deep learning models
such as GANs have become an important technological
development. These Al-powered applications can create
photorealistic images and videos. This blurs the line
between physical and digital data. While this approach
has creative and beautiful benefits, but it also poses a

serious security risk. Including identity fraud incorrect
information and threats to sustainability.

As deepfake content increases, there is a greater need
for more effective verification mechanisms. Researchers
have turned to deep learning algorithms, especially
CNNs, to develop automated systems that can
effectively distinguish between real and fake data.
CNNs are especially effective because of their ability to
learn patterns. Spatially and detects slight mismatches in
image pixels. This article reviews recent advances in
deepfake detection using CNN and analyzes the
properties, architecture, and data types used.

Especially we focus on CNN-based recognition
techniques to detect subtle distortion signals. This is
often a problem for traditional image analysis
techniques. By reviewing existing literature and
methods. We aim to highlight the current state of
Deepfake detection, the strengths and weaknesses of
CNN models, and ongoing efforts to improve the
accuracy and reliability of models. Go through this
review. We hope to point the way for future research
that addresses deepfake detection challenges and
advances disability detection techniques.
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2. Literature Review

2.1. Zhang, X.; (2021): "Deepfake Detection with
CNN Facial Appearance Model"".

Zhang et al investigated a CNN-based method
specifically targeting facial features found in GAN
deepfakes. Their method involves analyzing facial
features such as lighting inconsistencies. Asymmetrical
facial features and unnatural objects often found in
images with depth. By training a CNN model on
synthetic image and video data. They are able to
pinpoint these subtleties with great precision. This
model shows high accuracy for high-resolution images.
But performance drops for low-resolution or
compressed images. The authors conclude that adding
psychometric techniques can improve the model's focus
on high-risk facial areas. This research highlights the
importance of using CNN for feature-based feature
recognition. This makes it an interesting study for facial
feature recognition in Deepfakes.

2.2 Singh, A.; (2020): ""Comparison of CNN and RNN
for Deepfake Image Recognition."

In this comparison, Singh et al evaluated the
performance of CNNs using Recurrent Neural Networks
(RNN) in depth detection in images. They found that
CNNs due to their high ability to extract spatial features
It therefore outperforms RNN, which is generally
suitable for weather data. Both models were tested on a
dataset of realistic images. They show that CNNs are
better at detecting fine spatial in homogeneities in facial
regions than RNNs. However, they note that RNNs are
still useful for video surveillance. Where time
information is important The study found that CNN
provides a more reliable foundation on images for
deepfake detection, especially when combined with
sufficient training data.

2.3 Lee, J. and Kim, B. (2019): “Evolutionary
Learning in CNN for Deepfake Detection.”

Lee and Kim use transfer learning to improve deepfake
detection using CNN. Their approach involves pre-
training a CNN model on a large dataset of real images.
It is then optimized on the deepfakes dataset. This

method significantly reduces the training time. At the
same time, it increases the accuracy of the model. This
is especially true in cases where recorded data is
fragmented. By transferring expertise from general
image classification tasks to the specialized area of deep
effect detection. The model therefore achieves
impressive results on the database. Face Forensics++
Studies show that transfer learning is an important
technique for deepfake detection, especially when using
limited or unbalanced datasets.

2.4 Wu T.; (2022): ""Robust Deepfakes Detection with
Ensemble CNN"

Wu and the like propose an ensemble model consisting
of multiple CNN artifacts to detect deepfakes with
improved robustness. Their approach is to combine the
predictions of multiple CNN models. Each model is
trained to capture different types of artificial images.
That has specific characteristics of Deep Effect This
ensemble approach has proven to be extremely useful
for dealing with a variety of formats. In deepfake
creation techniques, because each CNN may use
different or inconsistent formats, the researchers report
improved detection rates and better stability of the
model against adversarial attacks. This demonstrates the
feasibility of ensemble methods for deepfake detection.
This study demonstrates the importance of ensemble
learning to deal with the diversity and complexity of
deepfake technologies.

2.5 Patel, M.; (2023): "Real-time Deepfake Detection
on Mobile Platforms'

Patel et al focused on making deepfake detection
accessible and mobile by developing a simple CNN
model. Their research is to be able to detect deepfakes
in real-time on mobile devices without causing
disruption. Damage occurred they achieve this using
simulated strain technique such as pruning and
quantization. To reduce the computational burden of
CNN, although this approach results in a slight decrease
in accuracy compared to standard CNN models, it still
maintains  sufficient  performance for  mobile
applications. This document is important because it
addresses the need for more portable and accessible
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Deepfake detection tools. Especially when real-time
analytics are important.

2.6 Liu Y.; (2019): "CNN-LSTM Model for Video

Depth Detection"*

Liu et al. introduced a hybrid CNN-LSTM model that
aims to improve deepfake detection in video data. While
the CNN layer is used to capture the spatial features in
each frame, the LSTM layer processes the temporal
data. It helps the model understand continuity and flow
within the frame. This combination proved to be
extremely important. This is because deepfakes conflicts
tend to arise over time. This model has high accuracy on
video data. It shows high flexibility when taking into
account both spatial and temporal characteristics. This
research demonstrates the advantages of combining
CNN and LSTM for applications requiring multivariate
analysis.

2.7 Wang, H.; (2021): '"Statistics-based CNN for

image depth detection.""

Wang et al. propose combining statistical features with
CNN models to increase the accuracy of deepfake
detection using geometric algorithms. The model can
prioritize specific image features such as eyes, mouths,
and other facial cues. This often suffers from deepfake
manipulation. This memory-based approach helps CNN
models focus on complex areas that are prone to
distortion. This will help improve the recognition rate.
The study found that recognition techniques allow the
extraction of highly targeted features, allowing CNNs to
recognize synthetic facial expressions. This paper shows
how a geometric layer can be combined with a CNN to
improve recognition accuracy.

2.8 Kumar, R., & Das, S. (2020): “Deepfake Detection
Problems in Sparse Data.”

Kumar and Das explore the limits of CNN models in
detecting deepfakes in sparse and scalable datasets on
social media and the internet. Their study found that
CNNs have difficulty detecting objects in low-
resolution images. due to lack of sufficient information

This makes it difficult to detect small inconsistencies.
They developed a data multiplication technique and
modified layers to improve the recognition accuracy of
sparse samples. This paper provides valuable insights
into the limitations of CNN-based deepfake detectors in
real-world situations. And emphasizes the importance of
optimizing models for low-resolution images.

2.9 Gupta, S.; (2023): "High frequency artifact
detection in images in GAN"".

Gupta et al. It is based on the high-throughput and
unintended observation of pixel-level details introduced
by GANs during image processing. CNN-based models
are designed to target these features. Especially This is
because they often appear in depth images. But not in
the actual data. By using special filters in the CNN, this
model can identify these high-frequency features. This
allows for high accuracy on various deepfake datasets.
This article demonstrates the importance of multivariate
analysis for deepfake detection (especially as GAN
techniques continue to develop). Detecting these defects
provides a reliable method. To distinguish deepfakes
from real images.

2.10 Feng, P., & Zhao, Q. (2022): “Multilevel CNN for
complex manipulation detection.”

Feng and Zhao developed high-throughput CNN
architecture to capture both fine and coarse features in
depth images. Using dynamic layers with different filter
sizes this allows the model to be analyzed at high
resolution. This makes it possible to detect subtle and
clear signs of manipulation. This method is especially
useful for detecting deepfakes generated by new GAN
architectures, which can produce better and more
detailed images. The multi-scale structure also improves
the recognition accuracy of a wide range of information.
Including images of different resolutions and qualities.
This study shows that many CNNs benefit from
detecting more deepfake characteristics and make the
detection stronger.

© 2024, IJSREM | www.ijsrem.com

| Page 3


http://www.ijsrem.com/

#‘gl \35!%

HSRE International Journal of Scientific Research in Engineering and Management (IJSREM)

w Volume: 08 Issue: 12 | Dec - 2024

SJIF Rating: 8.448 ISSN: 2582-3930

3. METHODOLOGY

Our deepfake detection approach leverages CNN
architecture. Due to its image compression and feature
removal capabilities, CNN is able to detect subtle
differences in shape, brightness, and pixel arrangement.
that makes the information true and false

The proposed model consists of several layers,
including a convolutional layer for feature extraction.
Merging layers for size reduction and well-known
encryption layers to distinguish images as real or fake.
We processed data from established databases such as
Face Forensicst+ and the DeepFake Detection
Challenge to ensure that this model is applicable to a
wide range of deepfake manipulations.

In layers, filters go beyond image data to specify
environmental features such as edges and textures. Very
different to Deepfakes, pooling layers are used to collect
data. It preserves important objects while reducing the
computational burden. The tightly connected layers in
the final CNN model are classified based on the
removed features. The CNN model is trained by
supervised training. along with recorded information on
both real and fake images for processing It uses cross-
entropy loss estimation and precision.

For durability we have included data multiplication
techniques such as flipping, rotating, and scaling. These
additions allow the model to generalize across inputs,
improving its ability to detect invisible deepfake
manipulations. Finally, the model is optimized to
identify the most predictable artefacts displayed. GAN-
generated image characteristics that improve recognition
accuracy.

4. SYSTEM ARCHITECTURE

—]

Output =
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In this section, we focus on the design of our deep fake
detection system. We Dbegin by describing the
architecture and components that make up the system.
The structure and contents of this chapter may vary
depending on the project’s nature. The architecture of
our deep fake detection system is designed to handle
live camera. This module is responsible for processing
and analyzing live camera to detect manipulated
content. It includes sub-components for preprocessing,
feature extraction using Convolutional Neural Networks
(CNN).

Following figure Categories of peer-reviewed articles
that are relevant to deepfake detection techniques, with
publications broken down into fake pictureidentification
and face video identification as the two
primary\subcategories.

Deepfake
Detection

A A

Fake Image Fake Video
Detection Detection

E N

Visual Artifacts Temporal Features

within Frame across Frames
Shallow Deep
Classifiers Classifiers

5. RESULTS AND DISCUSSION

A CNN-based deepfake detection model is tested on the
dataset. Face Forensics++ and with an accuracy of
approximately  94%, the model shows strong
performance on a wide range of synthetic media. It can
identify common artefacts and minor inconsistencies in
facial features.
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Our findings suggest that CNNs can detect spatial
inconsistencies. Although they may struggle with highly
compressed or low-resolution images. This conclusion
emphasizes the need for hybrid models that combine
CNN with other architectures such as RNNs or attention
mechanisms. Another notable limitation is the existence
of adversarial attacks. Small perturbations can throw off
the model. A solution to this problem could be to use
adversarial learning techniques to improve model
robustness.

Despite these limitations but the performance of the
CNN model is encouraging. It is an effective method for
automatic deepfake detection in high quality data.
Future work can investigate additional strategies that
combine visual and audio cues to increase recognition
accuracy.

6. CONCLUSION

This review highlights the effectiveness of CNN
methods for deepfake detection, although CNN is better
at recognizing details that distinguish between real and
synthetic images. But it still faces problems with
unwanted data and adversarial attacks. To solve these
problems further research could cross-check the
products and incorporate adversarial learning. Overall,
CNN promises to improve the security and reliability of
data integrity.
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