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Abstract— NavMorpho — Smart Vehicle Safety and Monitoring System is a cutting-edge, real-time intelligent safety
solution designed to enhance road safety and reduce accident-related fatalities. The system aims to provide automatic
crash detection, live vehicle tracking, obstacle monitoring, and instant emergency alert transmission.This innovative
solution integrates [oT technology with advanced sensors to monitor vehicle movement and detect accidents in real time.
The system provides immediate emergency communication by automatically sending live GPS location data to
registered emergency contacts when a crash is detected.The ESP32-based system consists of multiple hardware
components including an MPU6050 accelerometer and gyroscope for crash detection, ultrasonic and IR sensors for
obstacle monitoring, and a GPS module for real-time location tracking. The system connects to the internet using WiFi,
enabling real-time data transmission to a cloud-based backend developed using Node.js and MongoDB.The cloud
platform processes vehicle data, stores crash history, and updates a live monitoring dashboard. Upon detecting a crash,
the system automatically triggers WhatsApp alerts containing the vehicle’s live location. A manual emergency button is
also integrated to allow users to send instant alerts when needed.NavMorpho provides a smart, scalable, and life-saving
solution for modern vehicles by combining [oT hardware, cloud computing, and real-time communication technologies.
The system has strong potential to transform vehicle safety systems into intelligent, automated emergency response
platforms.
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1. Introduction

Road safety has become one of the most serious concerns in today’s rapidly growing transportation environment. Every
year, a large number of road accidents occur due to overspeeding, driver negligence, poor road visibility, sudden
obstacles, and lack of immediate emergency response systems. In many accident cases, victims are unable to inform
emergency services because they may be unconscious or severely injured. The delay in communicating accident
information significantly increases the risk of fatalities. Traditional vehicles do not have an intelligent system capable
of automatically detecting crashes or sharing real-time location details with emergency contacts. This lack of smart
monitoring and automated alert mechanisms creates a major gap in vehicle safety. With the advancement of the Internet
of Things (IoT), modern vehicles can now be equipped with smart sensors, microcontrollers, and cloud connectivity to
enhance safety and monitoring capabilities. IoT-based systems enable real-time data collection, processing, and
transmission, making vehicles more intelligent and responsive. NavMorpho — Smart Vehicle Safety and Monitoring
System is designed to address these challenges by integrating crash detection, live location tracking, obstacle monitoring,
and automated emergency communication into a single unified system. The system uses an ESP32 microcontroller as
the core processing unit, along with an MPU6050 accelerometer and gyroscope sensor to detect sudden impacts or
abnormal tilts indicating a crash. Additionally, ultrasonic and IR sensors are used to detect nearby obstacles and enhance
driver awareness. A GPS module continuously tracks the vehicle’s real-time latitude and longitude coordinates. When a
crash is detected, the system automatically retrieves the live location and sends emergency alerts via WhatsApp to
registered emergency contacts. A manual emergency button is also included to allow users to trigger alerts in critical
situations. The collected data is transmitted to a cloud-based backend developed using Node.js and MongoDB, where it
is securely stored and managed. A web dashboard provides real-time monitoring of vehicle status, crash history, and live
tracking. The system ensures fast communication, improved emergency response time, and enhanced safety monitoring.
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NavMorpho aims to reduce accident-related fatalities by minimizing response delays and providing intelligent vehicle
monitoring. The solution is scalable, cost-effective, and suitable for integration into modern smart mobility systems. By
combining [oT hardware, cloud computing, and real-time communication technologies, NavMorpho represents a
significant step toward safer and smarter transportation systems.

2. Problem Statement

Traditional vehicles lack intelligent safety mechanisms capable of automatically detecting accidents and
immediately notifying emergency contacts. This limitation creates serious challenges in ensuring timely medical
assistance during road accidents, often leading to increased fatalities and severe injuries. In many accident scenarios,
victims may be unconscious or unable to communicate their location, resulting in dangerous delays in rescue operations.
Additionally, conventional vehicles do not provide real-time monitoring of vehicle movement, obstacle detection, or
automatic location sharing, which further reduces road safety efficiency. Although modern technologies such as IoT,
GPS, and sensor-based monitoring systems exist, integrating them into a reliable, secure, and real-time vehicle safety
solution presents technical challenges. These include accurate crash detection without false alerts, secure transmission
of live location data, maintaining data privacy, and ensuring uninterrupted communication during emergencies.
Moreover, the system must be cost-effective, scalable, and easy to deploy in real-world vehicles without complex
infrastructure requirements. Therefore, this project aims to design and develop NavMorpho — a secure, efficient, and
intelligent Smart Vehicle Safety and Monitoring System that leverages loT sensors, GPS tracking, cloud computing, and
automated emergency communication to enhance road safety and minimize accident response time.

2.1 Delayed Accident Detection and Emergency Response :-

In traditional vehicle systems, there is no automatic mechanism to detect accidents in real time. Emergency services are
usually informed manually by drivers, passengers, or nearby people. In many serious accident cases, victims may be
unconscious, severely injured, or unable to communicate their location. This delay in reporting significantly increases
the risk of fatal outcomes. Without real-time crash detection and automatic alert systems, emergency responders cannot
reach the accident site quickly. Furthermore, the absence of live GPS tracking makes it difficult to determine the exact
location of the vehicle, especially in remote or unfamiliar areas. Manual communication methods are unreliable and
time-consuming, leading to inefficient rescue operations. The lack of an integrated intelligent monitoring system reduces
overall road safety and increases accident-related casualties. Therefore, there is a critical need for a smart system that
can automatically detect crashes, retrieve live location data, and instantly notify emergency contacts to ensure faster
medical assistance and improved survival rates.

2.2. Lack of Intelligent Real-Time Monitoring and Decision Making

Traditional vehicles operate without intelligent real-time monitoring systems, meaning safety decisions depend entirely
on human awareness and reaction time. Drivers may fail to notice sudden obstacles, sharp turns, or dangerous road
conditions due to fatigue, distraction, or poor visibility. Without automated monitoring, vehicles cannot analyze sudden
impact forces, abnormal tilt angles, or rapid deceleration that typically indicate accidents. Additionally, conventional
systems do not provide dynamic safety responses based on real-time data such as vehicle movement, speed variations,
or environmental conditions. This absence of smart decision-making leads to delayed reactions during emergencies. Just
as fixed-route systems fail to adapt to real-time waste conditions, traditional vehicles fail to adapt to real-time road risks.
Without intelligent sensor integration and automated alert mechanisms, available technological resources are not used
effectively to enhance safety. Therefore, there is a strong need for a smart monitoring system like NavMorpho that
continuously analyzes sensor data, detects abnormal vehicle behavior instantly, and triggers immediate emergency
communication to improve road safety outcomes.

2.3. Increased Operational Risks and Maintenance Costs

In traditional vehicle systems, the absence of intelligent monitoring mechanisms can lead to increased operational risks
and long-term maintenance costs. Without real-time crash detection and obstacle monitoring, minor impacts or sudden
abnormal vehicle behavior may go unnoticed, eventually causing serious mechanical damage. Vehicles operating
without smart tracking systems also make it difficult to monitor driving patterns, overspeeding, or harsh braking, which
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can lead to higher fuel consumption and engine wear. Additionally, in emergency situations, delayed response increases
the severity of damage to both the vehicle and passengers. Manual accident reporting systems require human
intervention, which may result in miscommunication or incomplete information. The lack of automated alerts and live
tracking increases the burden on emergency management services and vehicle owners. Frequent unexpected breakdowns
and accident-related repairs contribute to higher maintenance expenses. Therefore, integrating an intelligent loT-based
monitoring system like NavMorpho can help reduce operational risks, detect abnormal events early, and minimize repair
and emergency handling costs.

2.4. Lack of Real-Time Monitoring and Transparency

Most conventional vehicles do not provide centralized real-time monitoring or data logging capabilities. Vehicle owners
and authorities cannot track vehicle location, accident history, or emergency events in real time. This absence of
transparency makes it difficult to analyze driving behavior, monitor vehicle safety performance, or improve emergency
response strategies. Without live GPS tracking, identifying the exact accident location becomes challenging, especially
in remote or unfamiliar areas. Furthermore, there is no secure cloud-based system to store and analyze historical data
related to vehicle movement or crash incidents. This leads to inefficient decision-making and limited accountability. The
lack of data-driven insights prevents improvements in safety systems and emergency planning.

3. Literature Review

Several research studies have explored loT-based safety systems, intelligent monitoring platforms, and secure
communication frameworks relevant to smart transportation systems.

[1] Research on federated and split learning for IoT anomaly detection proposes decentralized security mechanisms that
protect sensitive data while detecting abnormal behavior in smart systems. This approach ensures improved security in
distributed IoT environments.

[2] A comprehensive [oT security framework highlights the importance of vulnerability assessment, intrusion detection,
and user awareness in smart device ecosystems. These security principles are crucial for protecting vehicle monitoring
systems from cyber threats.

[3] Studies on machine learning-based Denial of Service (DoS) detection in IoT networks demonstrate how intelligent
algorithms can secure communication channels in connected devices, ensuring uninterrupted real-time data
transmission.

[4] Anomaly-based intrusion detection systems using machine learning have shown improved detection accuracy
compared to traditional signature-based methods. Such techniques can enhance the security of cloud-connected vehicle
systems.

[5] Reviews of IoT applications in smart cities emphasize the role of connected technologies in transportation,
healthcare, and public safety, supporting the development of intelligent vehicle monitoring systems.

[6] Research on security and privacy risks in smart city infrastructures discusses encryption, secure communication
protocols, and data protection strategies necessary for cloud-based loT platforms.

[7] Deep learning-based intrusion detection systems using CNN and LSTM models have demonstrated superior
adaptability to evolving cyber threats in IoT networks.

[8] Software-defined networking (SDN) frameworks combined with machine learning techniques have been proposed
to prevent DDoS attacks and improve network resilience in connected systems.

[9] Optimization algorithms integrated with deep learning models improve anomaly detection and resource utilization
in IoT-based smart infrastructures.
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[10] Ensemble learning techniques combined with advanced optimization methods enhance attack detection accuracy in
IoT environments, ensuring system reliability and robustness.

3.1 IoT-Based Vehicle Safety Monitoring Systems

Many research studies have explored the use of IoT technology in improving vehicle safety and monitoring. These
systems typically use sensors such as accelerometers, gyroscopes, vibration sensors, and GPS modules to monitor
vehicle movement and detect abnormal conditions. For example, several researchers have developed accident detection
systems using accelerometer sensors that identify sudden impact or unusual tilt and send alert messages through GSM
modules to emergency contacts. Other studies have integrated GPS modules with microcontrollers to transmit live
location data to centralized servers for monitoring purposes. Some systems also use mobile applications or cloud
dashboards to display vehicle status in real time. These solutions help reduce response time during accidents and improve
overall safety awareness. However, many of these systems focus only on crash detection or only on vehicle tracking,
without integrating multiple safety features such as obstacle detection, cloud-based logging, secure authentication, and
automated messaging platforms into one unified system.

3.2 GPS-Based Vehicle Tracking Research

GPS tracking technology is widely used in transportation, logistics, fleet management, and smart mobility systems.
These systems monitor vehicle location, speed, route history, and travel patterns to improve operational efficiency and
accountability. Research by various authors has demonstrated that GPS integrated with GSM or internet connectivity
allows real-time location tracking and route monitoring. Some studies have combined GPS tracking with driver behavior
monitoring systems to detect overspeeding, harsh braking, and unsafe driving patterns. Industrial telematics systems
further enhance vehicle management by collecting and analyzing data from multiple sensors. While these systems
improve fleet supervision and route optimization, most of them do not integrate intelligent crash detection or automatic
emergency alert mechanisms. Additionally, many tracking systems lack secure cloud storage, data encryption, and real-
time dashboard visualization tailored specifically for accident response scenarios.

3.3 Limitations of Current Systems

Although significant research has been conducted in the fields of vehicle tracking and accident detection, several
limitations still exist. First, most existing systems focus on either GPS tracking or crash detection separately, rather than
combining both functionalities into a fully integrated safety solution. Second, many systems rely on GSM-based SMS
alerts, which may not provide rich real-time communication features such as live location links through modern
messaging platforms. Third, several solutions lack secure authentication mechanisms and centralized cloud dashboards
for monitoring and data logging. Fourth, scalability remains a challenge, as many systems are designed for small-scale
deployment and cannot efficiently manage multiple vehicles simultaneously. Fifth, current systems often generate false
crash alerts due to inaccurate sensor calibration or lack of threshold optimization. Finally, limited use of real-time
analytics and cloud integration restricts data-driven improvements in vehicle safety. These gaps highlight the need for a
comprehensive, secure, real-time, and scalable loT-based vehicle safety system like NavMorpho, which integrates crash
detection, obstacle monitoring, GPS tracking, cloud storage, and automated emergency communication into a single
intelligent platform.

4. Design Methodology

A. Java (Backend & Application Layer)

Java is a class-based, object-oriented, high-level programming language widely used for building secure and scalable
applications. In the NavMorpho system, Java can be used for developing Android applications or integrating application-
level logic due to its platform independence and strong memory management features. Java provides structured
development using classes, interfaces, and packages, making the system modular and maintainable. Its strong typing
and built-in security features reduce vulnerabilities and ensure safe execution.
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B.ESP32 Microcontroller (System Controller)

The ESP32 microcontroller acts as the brain of the NavMorpho system. It reads data from various sensors such as the
MPU6050 (accelerometer and gyroscope) for crash detection, ultrasonic and IR sensors for obstacle detection, and the
GPS module for real-time location tracking. The ESP32 processes this sensor data using predefined threshold algorithms
to detect abnormal vehicle conditions such as sudden impact, extreme tilt, or dangerous proximity to obstacles. When a
crash is detected, the ESP32 immediately triggers the emergency alert mechanism. With built-in WiFi connectivity, the
ESP32 transmits real-time data to the cloud server for monitoring and logging. Its compact size, low power consumption,
high processing capability, and integrated wireless features make it ideal for IoT-based vehicle safety applications.

C. GPS Module

The GPS (Global Positioning System) module is a critical component of NavMorpho, providing accurate real-time
location data of the vehicle. It receives signals from multiple satellites orbiting the Earth and calculates the precise
latitude, longitude, speed, and direction of the vehicle. This location data is transmitted to the ESP32, which forwards it
to the cloud server. During a crash event, the GPS module ensures that the exact accident location is captured and
included in the emergency alert message. Real-time GPS tracking also enables live dashboard monitoring and historical
route analysis. This enhances transparency, improves emergency response time, and allows better vehicle supervision.

D. MPU6050 Sensor (Crash Detection Sensor)

The MPU6050 is a combined accelerometer and gyroscope sensor used to detect sudden acceleration, vibration, or
abnormal tilt in the vehicle. It continuously monitors motion parameters along multiple axes. When the measured
acceleration exceeds a predefined threshold or an abnormal angular change is detected, the system identifies it as a
potential crash event. The sensor sends this data to the ESP32 for processing. Accurate calibration and threshold setting
help minimize false alerts while ensuring reliable crash detection. This sensor forms the core of the automatic accident
detection mechanism in NavMorpho.

E. Ultrasonic and IR Sensors (Obstacle Detection System)

Ultrasonic and IR sensors are used to detect nearby obstacles and enhance driver awareness. The ultrasonic sensor emits
high-frequency sound waves that bounce back after hitting an object, allowing the system to calculate the distance
between the vehicle and the obstacle. The IR sensor provides additional proximity detection support. If the detected
distance falls below a predefined safety limit, the system can trigger a warning alert through buzzer or LED indicators.
This feature helps prevent collisions and enhances overall driving safety.

F. Emergency Button

The emergency button provides a manual alert mechanism within the NavMorpho system. In situations where the user
feels unsafe or faces a medical emergency without a crash, the button can be pressed to instantly send the vehicle’s live
location to registered emergency contacts. The button acts as a backup safety feature, ensuring that help can be requested
even if automatic crash detection is not triggered. This improves reliability and user confidence in the system.

5: Module Description

The NavMorpho — Smart Vehicle Safety and Monitoring System is designed with specific functionalities for three
primary user types: Admin, Vehicle Owner/User, and Emergency Contact Authority. Each user type has tailored access
to system features that ensure secure monitoring, efficient emergency communication, and proper system management.

1. Admins Module: The Admin Module provides complete control over the NavMorpho system. Admins can securely
log in using authenticated credentials and manage all system activities. The core functionalities include adding and
managing user accounts, registering vehicles, and monitoring system logs. Admins have access to real-time crash reports,
live vehicle tracking data, and historical movement records. They can monitor emergency alert history and verify
whether notifications were successfully delivered. The admin dashboard displays system statistics such as total
registered vehicles, number of crash incidents detected, and active device status. Admins are also responsible for
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maintaining data integrity, managing database records, and ensuring secure backend operations. This module ensures
smooth system functioning and centralized supervision.

2. Vehicle Owner / User Module: The User Module is designed for vehicle owners or drivers using the NavMorpho
system. Users can register and securely log in to the system. After login, they can add their vehicle details and register
emergency contact information. Users can monitor their vehicle’s live location through the dashboard and view crash
history records. In case of an accident, the system automatically sends emergency alerts with live GPS location to the
registered contact. Users can also manually trigger alerts using the emergency button. The module provides transparency
by allowing users to track alert status, view previous incidents, and update emergency contact details when necessary.
This ensures enhanced safety, accountability, and real-time monitoring.

3. Emergency Contact / Monitoring Module: The Emergency Contact Module is activated during crash detection or
manual emergency trigger events. Registered emergency contacts receive instant WhatsApp alerts containing the live
location link of the vehicle. This allows them to quickly track the vehicle’s exact position and take immediate action. In
extended implementations, authorities such as ambulance services or traffic monitoring centers can also be integrated
into this module. The system ensures fast communication, reduced response time, and improved accident management.
This module plays a critical role in minimizing delays during emergencies and enhancing overall road safety.

6. System Implementation

1.The Admin Module is implemented through a secure web-based dashboard connected to the backend server developed
using Node.js and MongoDB. Admins can log in using authenticated credentials secured with JWT (JSON Web Token).
Once logged in, admins can manage user accounts, register vehicles, and monitor real-time crash reports. The dashboard
displays system logs, active devices, crash history, and alert status. Admins have full access to the database, enabling
them to ensure data integrity, monitor emergency notifications, and maintain overall system performance. This module
ensures centralized control and effective system supervision.

2. The User Module is designed for vehicle owners who use the NavMorpho system. Users can register and log in
securely. After authentication, they can register their vehicle details and add emergency contact numbers. The ESP32
device installed in the vehicle continuously sends sensor and GPS data to the backend server via WiFi. In case of crash
detection, the backend triggers an automated WhatsApp alert containing the live GPS location. Users can monitor live
vehicle location and view crash history through the dashboard interface. Additionally, a manual emergency button
installed in the vehicle allows users to trigger alerts instantly during emergencies. This module enhances user safety and
real-time monitoring capabilities.

3. When the MPU6050 sensor detects sudden acceleration or abnormal tilt exceeding the predefined threshold, the
ESP32 confirms a crash event. The GPS module retrieves the real-time latitude and longitude coordinates. This data is
transmitted to the Node.js backend server, which processes the event and automatically sends an emergency alert
message via WhatsApp API to the registered contact. The alert includes a clickable Google Maps live location link. The
event is simultaneously logged in the MongoDB database for future reference and monitoring. This ensures fast
communication and improved emergency response time.
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7. System Architecture
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Fig:System Architecture

NavMorpho consists of an ESP32 microcontroller connected to MPU6050, GPS, ultrasonic/IR sensors, LED
indicators, and an emergency button.

The MPUG6050 sensor continuously monitors acceleration and tilt to detect crash events.

The GPS module provides real-time vehicle location coordinates.

Ultrasonic and IR sensors detect nearby obstacles to enhance safety.

All sensor data is processed by the ESP32 using predefined threshold algorithms.

When a crash is detected, the ESP32 sends live GPS data to the cloud server via WiFi.

The Node.js backend processes the data and stores it in a MongoDB database.

An automatic WhatsApp alert with live location is sent to the registered emergency contact.

The web dashboard displays live tracking, crash history, and system logs.

This architecture ensures real-time monitoring, fast emergency response, and improved vehicle safety.
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8. Proposed System

The NavMorpho Smart Vehicle Safety and Monitoring System is designed to provide a complete, intelligent, and
scalable vehicle safety solution. It uses loT technology to detect vehicle crashes, monitor obstacles, and track real-time
location. The system improves emergency response time, enhances driver safety, and reduces accident-related risks
through automated alerts and cloud-based monitoring.

8.1 Overall System Architecture
A. Integrated System Overview
The NavMorpho system combines two main parts:
. Crash & Obstacle Detection Module
. Vehicle Location Tracking & Emergency Alert Module
These modules communicate with a central cloud server that stores, processes, and displays vehicle data in real time.
The system is built using three layers:

Device Layer — Includes ESP32 microcontroller, MPU6050 sensor for crash detection, GPS module for location
tracking, ultrasonic & IR sensors for obstacle detection, LED indicators, and emergency button.

Communication Layer — Uses WiFi connectivity and HTTP/REST APIs to send and receive real-time data securely
between the vehicle and the cloud server.

Cloud & Application Layer — Includes Node.js backend server, MongoDB database, WhatsApp alert integration,
analytics tools, and a web-based dashboard.

8.2 Crash Detection & Monitoring Module:- The Crash Detection Module continuously monitors the vehicle’s
movement and detects accident conditions in real time.
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A. How the MPU6050 Sensor Works
The MPUG6050 sensor is installed securely inside the vehicle.

A. The MPUG6050 sensor is securely installed inside the vehicle to continuously monitor its motion and orientation. It
measures acceleration along the X, Y, and Z axes as well as angular rotation to detect tilt. By analyzing sudden changes
in acceleration and abnormal angular movement, the system can identify possible crash conditions. The acceleration
magnitude is calculated using the formula V(AX? + Ay? + Az?). If the calculated value exceeds a predefined threshold,
the system detects it as a crash event. This method enables fast, automatic, and reliable accident detection without
requiring any human intervention.

B The ESP32 microcontroller continuously reads data from the MPU6050 sensor, calculates acceleration magnitude,
and compares it with a predefined crash threshold. If the value exceeds the limit, it detects a crash, retrieves the real-
time GPS location, and sends the combined data to the cloud server through WiFi. The backend processes the
information, triggers a WhatsApp emergency alert, and updates the live dashboard instantly. All crash and location data
are stored in the database for monitoring and future analysis. This ensures fast processing, accurate detection, and real-
time emergency response.This ensures quick processing and low power consumption while maintaining high accuracy.

C. A predefined crash threshold is programmed into the system. When the sensor value exceeds this limit, the system
automatically detects a crash and generates an alert. The live GPS location is captured and sent to the cloud server. The
dashboard immediately displays the crash notification, and an emergency message is sent to the registered contact. This
ensures quick response and improves overall vehicle safety.

D. The processed crash and location data are sent to the cloud server using the ESP32’s built-in WiFi module. The data
is transmitted either continuously for live tracking or immediately when a crash is detected. The server receives and
stores the information in the database. The web dashboard updates in real time, showing vehicle location and crash
alerts. This ensures instant communication and effective monitoring of vehicle safety.

A. Each vehicle in the NavMorpho system is equipped with a GPS module such as NEO-6M. The GPS receives signals
from satellites and calculates the vehicle’s latitude and longitude coordinates. These coordinates are sent to the ESP32
microcontroller for processing. The data is then transmitted to the cloud server for real-time monitoring. This enables
accurate live tracking of the vehicle’s location at any time.

B.The cloud dashboard provides real-time vehicle monitoring through a live map interface. It shows the current location
of the vehicle, its previous route history, and updated movement data. The system also logs crash events and timestamps
for better tracking. This allows administrators and vehicle owners to monitor vehicle activity and ensure safety. Real-
time visibility improves control, transparency, and emergency response efficiency.

C. The cloud server analyzes vehicle location, crash data, and movement history to improve monitoring and safety
decisions. Based on real-time GPS information, the system ensures accurate tracking and faster emergency response. It
helps reduce delays by automatically sharing live location during accidents. This intelligent data processing improves
overall vehicle safety and operational efficiency. The system supports smart decision-making through real-time
analytics.

D. All system data is securely stored in the MongoDB database, including crash records, vehicle location history, alert
details, and timestamps. This stored information helps monitor system performance and track past incidents.
Administrators can analyze accident patterns and vehicle movement over time. The historical data supports better
decision-making and future safety improvements. Proper data logging ensures transparency and system reliability.
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9.Future Scope:

The future scope of NavMorpho — Smart Vehicle Safety and Monitoring System is highly promising and
innovative. In the coming years, the system can be enhanced using Artificial Intelligence (Al) and Machine Learning
(ML) algorithms to predict accident risks based on driving patterns and road conditions. Advanced analytics can be
integrated to detect abnormal driving behavior such as overspeeding, harsh braking, or reckless turns. The system can
also be expanded with voice assistant integration for hands-free emergency activation. Future versions may include
automatic ambulance notification and direct integration with hospital and traffic control systems for faster response.
Additionally, mobile application development can provide more user-friendly access and control. With advancements in
IoT and smart transportation, NavMorpho can become a key component in smart city infrastructure, contributing to safer
roads and reduced accident fatalities. The system also has potential for integration with insurance claim automation and
vehicle telematics platforms, making it a scalable and future-ready safety solution.

10.Conclusion:

In conclusion, NavMorpho — Smart Vehicle Safety and Monitoring System is an innovative loT-based solution
designed to enhance road safety through real-time crash detection, live GPS tracking, and automated emergency alerts.
By integrating advanced sensors, ESP32 microcontroller, and cloud-based monitoring, the system ensures quick accident
detection and immediate communication with emergency contacts. This significantly reduces response time and
improves the chances of saving lives during critical situations. The platform also provides real-time dashboard
monitoring, secure data logging, and intelligent analytics for better safety management. As technology continues to
evolve, NavMorpho has strong potential to become an essential component of smart transportation systems, contributing
to safer roads and more efficient emergency response mechanisms.

11.Referance

1. Priyadarshini, “Anomaly Detection of [oT Cyberattack in Smart Cities Using Federated Learning and
Split Learning,” Big Data and Cognitive Computing, vol. 8, no. 3, p. 21, 2024.

2. Bhardwaj et al., “Fortifying Home [oT Security: A Framework for Comprehensive Examination of
Vulnerabilities and Intrusion Detection Strategies for Smart Cities,” Egyptian Informatics Journal, vol. 25, p.
100443, 2024.

3. R. Bukhowah, A. Aljughaiman, and M. M. H. Rahman, “Detection of DoS Attacks for IoTs in
Information-Centric Networks Using Machine Learning: Opportunities, Challenges, and Future Research
Directions,” Electronics, vol. 13, no. 6, p. 1031, 2024.

4. E. Altulaihan, M. A. Almaiah, and A. Aljughaiman, “Anomaly Detection IDS for Detecting DoS Attacks
in [oT Networks Based on Machine Learning Algorithm,” Sensors, vol. 24, no. 2, p. 713, 2024.

5. M. Hassebo and M. Tealab, “Global Model of Smart Cities and Potential IoT Applications: A Review,”
1oT Journal, vol. 4, no. 3, pp. 366411, 2023.

6. P. M. Rao and B. D. Deebak, “Security and Privacy Issues in Smart Cities/Industries: Technologies,
Applications, and Challenges,” Journal of Ambient Intelligence and Humanized Computing, vol. 14, no. 8, pp.
10517-10553, 2023.

7. Awajan, “A Novel Deep Learning-Based Intrusion Detection System for IoT Networks,” Computers,
vol. 12, no. 2, p. 34, 2023.

8. M. M. Alshahrani, “A Secure and Intelligent Software-Defined Networking Framework for Future
Smart Cities to Prevent DDoS Attacks,” Applied Sciences, vol. 13, no. 17, p. 9822, 2023.

© 2026, IJSREM | https://ijsrem.com DOI: 10.55041/IJ]SREM56980 | Page 10


https://ijsrem.com/

< Journal

€7 2y,
b e . e : : :
@““ International Journal of Scientific Research in Engineering and Management (I[JSREM)
RpciadR  Volume: 10 Issue: 02 | Feb - 2026 SJIF Rating: 8.659 ISSN: 2582-3930

9. P. Manickam et al., “Billiards-Based Optimization with Deep Learning-Driven Anomaly Detection in
loT-Assisted Sustainable Smart Cities,” Alexandria Engineering Journal, vol. 83, pp. 102—-112, 2023.

10. M. Aljebreen et al., “Enhancing DDoS Attack Detection Using Snake Optimizer with Ensemble
Learning in [oT Environments,” IEEE Access, vol. 11, pp. 104745-104753, 2023.

11. F. S. Alrayes et al., “Intrusion Detection Using Chaotic Poor and Rich Optimization with Deep Learning
Models for Smart City Environments,” Sustainability, vol. 15, no. 8, p. 6902, 2023.

12. M. Whaiduzzaman et al., “A Review of Emerging Technologies for [oT-Based Smart Cities,” Sensors,
vol. 22, p. 9271, 2022.

13. F. A. Turjman, H. Zahmatkesh, and R. Shahroze, “An Overview of Security and Privacy in Smart Cities’
IoT Communication,” Transactions on Emerging Telecommunications Technologies, vol. 33, no. 3, e3677, 2022.

14. R. P. Janani et al., “loT in Smart Cities: A Contemporary Survey,” Global Transitions Proceedings, vol.
2, no. 2, pp. 187-193, 2021.

15. A. A. Elsaeidy, A. Jamalipour, and K. S. Munasinghe, “A Hybrid Deep Learning Approach for Replay
and DDoS Attack Detection in a Smart City,” IEEE Access, vol. 9, pp. 154864—154875, 2021.

© 2026, IJSREM | https://ijsrem.com DOI: 10.55041/IJ]SREM56980 | Page 11


https://ijsrem.com/

