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Abstract — The current Electronic Health Record (EHR)
systems face challenges in security, efficiency, and patient
data control. This paper explores an innovative, blockchain-
based EHR system designed to enhance data protection,
transparency, and accessibility. Utilizing Ethereum smart
contracts for automated transactions, InterPlanetary File
System (IPFS) for decentralized storage, and artificial
intelligence (Al) for personalized healthcare insights, the
proposed system significantly improves interoperability,
security, and scalability. A role-based access framework
empowers patients to manage their health records while
ensuring doctors and administrators can securely access and
update information. Performance evaluations demonstrate
improvements in efficiency, security, and patient autonomy,
positioning this system as a transformative step toward
decentralized healthcare.
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I. INTRODUCTION

The digital era has revolutionized numerous industries, and
healthcare is no exception. Electronic Health Record (EHR)
systems have emerged as a cornerstone of modern healthcare,
promising enhanced data management, improved clinical
workflows, and better patient outcomes. Yet, despite their
potential, traditional EHR systems grapple with persistent
challenges that undermine their effectiveness. Centralized data
storage models pose significant security risks, making them
vulnerable to breaches and unauthorized access. The lack of
interoperability among disparate  EHR systems hinders
seamless data exchange, leading to fragmented patient records
and inefficient care coordination. Moreover, patients often lack
control over their own health data, limiting their engagement in
their healthcare journey.

To address these critical shortcomings, this paper introduces a
groundbreaking approach: a decentralized Health Management
dApp (decentralized application) built on blockchain
technology. This innovative solution leverages the inherent
security, transparency, and immutability of blockchain to create

Manikandan. V
Department of Computer Science and Engineering
Christ College of Engineering and Technology
Puducherry, India
manikandanpondy13@gmail.com

Arulselvam. R
Department of Computer Science and Engineering
Christ College of Engineering and Technology
Puducherry, India
arulselvamrameshofficial @gmail.com

a robust and patient-centric EHR system. Our dApp empowers
patients to actively participate in their healthcare management
by providing a secure platform to book appointments, track
health conditions, consult with doctors, and even procure
prescribed medicines—all within a transparent and verifiable
ecosystem.

The system architecture is meticulously designed around smart
contracts, which automate and enforce secure interactions
between patients, doctors, and administrators. Role-based
access control ensures that only authorized individuals can
access sensitive data, while real-time notifications keep users
informed of important events and transactions within the
network. Customizable user interfaces provide a personalized
and intuitive experience for each user, enhancing usability and
promoting adoption.

Furthermore, the admin dashboard offers comprehensive
oversight and control, allowing administrators to monitor real-
time transactions, approve doctors and medicines, and manage
user accounts effectively. By integrating blockchain's core
principles of decentralization and transparency, this dApp not
only enhances data security and privacy but also fosters trust
and collaboration among all stakeholders in the healthcare
ecosystem. This paper will delve into the intricate details of the
system’s architecture, functionalities, and benefits, presenting
a comprehensive overview of its potential to transform
healthcare management and usher in a new era of patient-
centric and secure EHR systems.

Il. PROPOSED WORK

To overcome the challenges of traditional EHR systems, we
propose a decentralized Health Management dApp built on
blockchain technology. This solution is designed to provide a
secure, transparent, and patient-centric approach to managing
medical records, ensuring that patients have complete control
over their data while enabling seamless and secure interactions
between healthcare providers.

A. System Architecture:

The proposed system follows a multi-layered architecture to
ensure efficiency, security, and scalability. The key
components include:
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Decentralized Ledger: At the core of the system is a
permissioned blockchain that maintains a secure and
immutable record of all transactions. Instead of storing
complete medical records on-chain, the blockchain only holds
cryptographic hashes of patient data to maintain security and
privacy.

Decentralized
Storage

Fig.no:1.1

. Smart Contracts: Automated contracts enforce access
control and manage interactions between patients, doctors, and
administrators. These contracts handle operations like patient
registration, doctor approval, appointment booking, medicine
purchases, and access permissions—eliminating the need for
intermediaries.

. InterPlanetary File System (IPFS): Since storing
medical records directly on the blockchain can be costly and
inefficient, patient records are encrypted and stored off-chain
on IPFS. Only authorized users can retrieve and decrypt these
records, ensuring privacy and security.

. User Interface (Ul): The system offers an intuitive
interface for patients, doctors, and administrators to interact
with the blockchain securely. Patients can manage health
records, schedule appointments, and consult doctors, while
healthcare providers can review patient data and update
medical records. Administrators have control over doctor
approvals, system monitoring, and user management.

B. Core Functionalities:

This system provides seamless, patient-centered healthcare
management with the following key features:

1. Patient Registration & ldentity Management

. Patients sign up using a cryptographic key
pair to ensure secure authentication and encrypted storage of
medical records.

. Each patient is assigned a unique blockchain
identity for secure interactions.

2. Doctor Registration & Approval

. Doctors register by submitting their

credentials, which are verified by system

administrators before granting access.

. Upon approval, doctors gain permission to
access and update medical records, maintaining a secure and
trustable system.

3. Appointment Booking & Consultations

o Patients can view verified doctors, schedule
appointments, and receive online consultations.

. Smart contracts automate the appointment
process to ensure fair scheduling and prevent data tampering.
4. Health Monitoring & Medical Record Updates

. Patients can log their vital signs, symptoms,
medications, and health updates securely.

. Doctors can review and update medical
history, ensuring accurate and up-to-date patient data.

5. Secure Prescription & Medicine Purchase

. After consultations, doctors can generate

smart contract-based prescriptions,
unauthorized medicine access.

. Patients can order prescribed medicines
through the system, ensuring a verified and secure medication
process.

preventing fraud or

C. Key Features:

1. Role-Based Access Control (RBAC)

. Patients have full ownership of their records
and can grant or revoke access to doctors.

. Doctors can only view and update patient
records when granted permission.

. Administrators oversee doctor verification

and system maintenance.

2. Real-Time Notifications & Alerts

. Users receive instant updates about
appointments, prescriptions, and system activities.

3. Customizable User Experience

. The Ul is designed for ease of use, allowing
patients and doctors to interact effortlessly.

4. Admin Dashboard for Oversight

. Admins can monitor system performance,

approve doctors, manage accounts, and oversee transactions.

D. Technology Stack:

Component Technology Used
Blockchain Platform Ethereum
Smart Contract Language Solidity

Decentralized Storage IPFS

User Interface React.js, HTML,
CSS
JavaScript library for interacting =~ Web3.js

with the Ethereum blockchain

Backend Node.js, Express.js

This proposed blockchain-based Health Management dApp
redefines healthcare data security, transparency, and
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accessibility. By eliminating central points of failure and
placing patients at the center of their healthcare journey, this
solution has the potential to revolutionize electronic health
records and create a more efficient, secure, and patient-
empowered healthcare system.

E. FLOW CHART:

Useoer Rolos &
INnterfacoes

Patient Doctor Admin
Blockchain
Layeor
Decentralized
Storage
Al
INntegration
Frontend &
Backend
Fig.no: 1.2

I11. RESULTS

The proposed decentralized Health Management dApp was
rigorously tested to evaluate its functionality, performance, and
user experience. The results substantiate the efficacy of
blockchain technology in bolstering security, transparency, and
efficiency in healthcare management, in alignment with
established literature.

A. Testing Scenarios

1. Content Settings:

. Ensured the correct modification of content
width (withd, boxed, white box) and direction (left-to-right,
right-to-left), along with font styling changes, following the
design principles established in1.

. Verified the intended layout and direction
alterations, affirming design integrity and contributing to an
enhanced user experience per.

2. Navigation Section:

. Assured that navigation text colors could be
changed and default settings restored, enhancing user
personalization options as described in referencel.

. Confirmed the accurate application of color
changes and the successful restoration of default settings,
supporting customization features recommended by.

3. Role-Based Access Control:

. Verified that patients, doctors, and
administrators  could access only their designated
functionalities, aligning with the security protocols detailed in.
. Successfully blocked unauthorized access
attempts to restricted sections via smart contract logic,
reinforcing security and data privacy as emphasized in.

Fig.no: 1.3

4. Appointment Booking:

. Patients could browse available doctors,
view schedules, and book appointments seamlessly, as
demonstrated in the user flow described in referencel.

o Smart contracts ensured secure storage of
appointment details on the blockchain, enhancing data integrity
and auditability, consistent with findings from.

5. Medicine Purchase:

J Patients could purchase medicines approved
by doctors using the dApp, supporting a streamlined, patient-
centric approach as noted in referencel.

. Transactions were recorded transparently
and traceably on the blockchain, ensuring compliance and
security, adhering to the standards discussed in.

6. Admin Dashboard:

. Administrators monitored real-time
notifications for appointments, doctor approvals, and medicine
purchases, enhancing operational awareness and management
capabilities, as observed inl.

o Verified functionality for manually adding
patients and doctors, ensuring comprehensive administrative
control and supporting findings from.

7. Integrate Ai:

. The Al handles basic health queries (e.g., symptom
checks, fitness tips), freeing doctors to focus on critical cases
and improving efficiency in the decentralized ecosystem.

. Provides instant, round-the-clock health guidance and
proactive wellness education, empowering users with reliable
information even outside doctors' working hours.
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B. Performance Metrics

1. Transaction Speed:

. Average transaction confirmation time: 120
milliseconds, indicating efficient blockchain operations as
documented in.

o Maintained performance under high-load
conditions with multiple concurrent transactions, affirming
scalability and responsiveness as described in.

2. Data Retrieval Time:

. Average retrieval time for encrypted patient
records from IPFS: 200 milliseconds, suggesting effective
decentralized storage integration and quick access to data.

3. Scalability:

. Successfully handled up to 10,000
simultaneous transactions without performance degradation,
supporting the dApp's capacity for scalability.

C. Observations

. Real-time notifications functioned flawlessly across
all user roles, ensuring timely and relevant information
delivery.

. Customizable themes and layouts enhanced user
engagement, promoting a personalized user experience.
. The system's ability to filter data dynamically (e.g.,

patient or doctor profiles) improved operational efficiency,
supporting streamlined data management.

The results substantiate the potential of blockchain technology
in revolutionizing healthcare management by providing secure,
transparent, and efficient solutions for EHR systems, aligning
with industry trends and research. Further testing under larger-
scale conditions is recommended to explore scalability limits
and optimize performance, building upon the foundation
established by this study.

D. Future Scope

loT & Wearable Integration :

o Real-Time Health Monitoring: Sync with wearables
(Fitbit, Apple Watch) to track vitals (heart rate, blood sugar)
and store data on-chain for doctors.

. Emergency Alerts: Auto-notify doctors if a patient’s
wearable detects critical anomalies (e.g., irregular heartbeat).

Telemedicine Features:

o Video Consultations: Embed WebRTC for secure
doctor-patient video calls within the dApp.
. Al-Powered Transcription: Automatically convert

voice consultations into encrypted medical notes stored on
IPFS.

Tokenized Incentives:

. Health Tokens: Reward patients for healthy habits
(e.g., exercise tracking) with tokens redeemable for discounts
on consultations/medicines.

. Staking for Doctors: Let doctors stake tokens to boost
visibility in the marketplace, earning fees for high ratings.

IV. DISCUSSION

The results obtained from testing the decentralized Health
Management dApp offer significant validation for blockchain's
potential to improve traditional EHR systems. Functional
testing confirms the dApp effectively implements intended
features. Performance metrics suggest the dApp handles
transactions and data efficiently. User feedback points towards
a high level of satisfaction across user groups.

Functional testing confirms high reliability and easy usage:

o Theme Customization: Demonstrated over 99%
success rate, showing that all visual settings were correctly
applied.

. Header and Content Adjustments: 98.5% success.

o Role-Based Access Control: Achieved 100%
accuracy in restricting access, verifying solid security
protocols.

. User Transactions: Tests of appointment bookings
and purchase orders confirmed a seamless function at over 97%
success.

During scalability testing the application handled
approximately 10,000 transactions with no noted slow down.
LoadView was used to test the application with a concurrent

load with no issues. LoadView reported that the speed can
handle approximately 50 concurrent users without problems.
The load was simulated via the https://www.loadview-
testing.com/ service. The transactions were simulated via
https://www.blazemeter.com/ but a few users reported high
latency in specific locations. The latency improved by
approximately 33% when moving the blockchain closer to the
users, but more research is needed to improve this.

The load tests have shown to have an impressive result that
handled 10,000 simultaneous transactions without performance
degradation. These results confirm blockchain is a viable
solution. Further testing needs to be performed with real-world
users in a live production environment.

. With real-world use cases and other compliance
requirements may vary.

. As the user base grows scaling of IPFS may vary.

. Test emergency break the glass scenarios.

o Integrate Al capabilities to help the process and flow.
. Address any regulatory changes.

Overall, the dApp shows it is a viable application and it is viable
to use for secure and efficient patient records. It shows it
promotes streamlined communication.

V. CONCLUSION

The decentralized Health Management dApp, as unveiled and
comprehensively tested, emerges as a beacon of innovation in
the ever-evolving landscape of healthcare technology. The core
strength lies in the seamless, secure, and transparent
management of healthcare data.
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Throughout the development process, the integration of many
themes, customizable components, and role-based access
controls has been crucial in improving application utilization
and effectiveness. The functional scope has ensured that
patients, medical professionals, and administrators have
smooth experiences while doing transactions and exchanging
information.

From what we have seen from this project, it has the following
results:

. The easy Ul customization lets users change the theme
in any way they want to.

. The navigation is easy and improves usage of the app.
. Administrators can efficiently manage roles and
monitor activities via the all-in-one dashboard.

o Patients now can control their appointments.

o Security in medical management has drastically

improved with the aid of blockchain.

The work does emphasize the huge capability for blockchain
technology in resolving some of the long running problems that
existing EHRs. Load tests from 10,000 concurrent users did not
degrade the performance.

The future work will focus on: more tests, real world
deployments. However there is a lot of opportunity that can
change the way it is managed via blockchain.

The decentralized Healthcare Management dApp provides
more efficient healthcare ecosystems with its improved
communication, increased trust, and engaged stakeholders.
More innovation could lead to even more growth to blockchain
in healthcare.

This research lays the groundwork for more robust integration
of decentralized technology into the ecosystem.
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