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Abstract -A web-based exam monitoring system en-
hances the integrity and fairness of online examinations by
simulating the role of an invigilator through advanced Al
technologies, ensuring secure, fair, and regulated condi-
tions. In a virtual setting where direct supervision is not
possible, this system serves as an automated proctor, de-
tecting and flagging suspicious behavior that may indicate
potential cheating. One of its key features is Face Detection
and Recognition, which verifies the student’s identity to
eliminate the risk of impersonation. Additionally, People
Counting enhances security by scanning the environment
for additional faces, preventing unauthorized assistance.
The system also employs Head and Eye Tracking, which
monitors the student’s gaze and head movements to ensure
their attention remains on the exam screen. Any prolonged
distraction is logged and flagged for review. To counter
fraudulent attempts, Face Spoofing Detection uses liveness
detection techniques to differentiate between a real person
and fake representations like photographs, videos, or 3D
models, ensuring only authentic users take the exam. Fur-
thermore, Object Recognition identifies and flags unauthor-
ized items such as mobile phones, calculators, and notes,
which are typically restricted in exam settings. By integrat-
ing object detection algorithms, the system can automati-
cally recognize such items, alert proctors, and even pause
the exam if necessary. Together, these features create a
comprehensive, Al-driven monitoring solution that closely
mimics in-person invigilation, making online exams more
secure and fair. This application not only upholds academic
integrity but also ensures students are evaluated purely on
their knowledge and efforts, providing a virtual invigilation
process that is reliable, effective, and as close as possible to
traditional exam supervision.

Keywords: Web-based exam monitoring, virtual invigila-
tor, Al-powered proctoring, Face Detection, Face Recogni-
tion, People Counting, Head Tracking, Eye Tracking, Face
Spoofing Detection, Object Recognition, online exam secu-
rity, automated proctoring, academic integrity, liveness
detection, fraud prevention, cheating detection, biometric
verification, digital invigilation.

1. INTRODUCTION

With the rapid growth of online education, ensuring the
integrity of remote examinations has become a major chal-
lenge. Traditional proctoring methods, such as manual in-
vigilation through webcams and basic screen recording, are
often ineffective in detecting sophisticated cheating tech-
niques. This has created the need for an advanced and au-
tomated proctoring system that can provide a secure and
fair examination environment.

This project focuses on developing an online exam proctor-
ing system that leverages machine learning to enhance
monitoring and security. The system is designed to authen-
ticate examinees, track their activities during the exam, and
detect any suspicious behavior. By incorporating features
such as face detection, object recognition, and behavioral
tracking, it aims to minimize the chances of malpractice
and unauthorized access. The proctoring process is auto-
mated, reducing the need for human supervision while
maintaining strict exam protocols.

By integrating artificial intelligence and computer vision
techniques, the system provides real-time monitoring and
accurate cheating detection. This approach not only ensures
the credibility of online examinations but also enhances the
efficiency of remote assessments. As online learning con-
tinues to expand, such intelligent proctoring solutions will
play a crucial role in maintaining academic integrity and
fairness in digital education.

2. LITERATURE REVIEW

[1]The paper "Face Recognition Based on Stacked Convo-
lutional Autoencoder and Sparse Representation' by
Liping Chang, Jianjun Yang, Sheng Li, Hong Xu, Kai Liu,
and Chaogeng Huang was presented at the 2018 6th Inter-
national Conference on Digital Signal Processing (DSP). It
proposes a face recognition approach that integrates
stacked convolutional autoencoders with sparse representa-
tion techniques to enhance accuracy and robustness. The
combination leverages deep learning-based feature extrac-
tion and sparse representation for classification, improving
recognition performance. This method aligns with ad-
vancements in face recognition, such as deep stacked de-
noising sparse autoencoders (DSDSA) and sparse represen-
tation-based techniques, which address challenges like oc-
clusion and illumination variations.

[2]The paper titled "Facial Emotion Recognition of Stu-
dents using Convolutional Neural Network" was authored
by Imane Lasri, Anouar Riad Solh, and Mourad El
Belkacemi. Presented at the 2019 Third International Con-
ference on Intelligent Computing in Data Sciences (ICDS)
in Marrakech, Morocco, this study introduces a system
designed to recognize students' emotions through facial
expressions. The proposed approach involves three main
phases: face detection using Haar Cascades, normalization,
and emotion recognition employing a Convolutional Neural
Network (CNN) trained on the FER 2013 database, which
encompasses seven distinct expressions. The authors report
achieving an accuracy rate of 70% after 106 epochs. They
suggest that implementing such a system in educational
settings can assist teachers in adapting their presentations
based on students' emotional feedback, thereby enhancing
the overall learning experience.
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[3]The paper "Trunk-Branch Ensemble Convolutional Neu-
ral Networks for Video-Based Face Recognition” by
Changxing Ding and Dacheng Tao presents a comprehen-
sive framework to address challenges in video-based face
recognition, such as image blur, pose variations, and occlu-
sion. The authors propose artificially blurring training data
to enhance blur robustness and introduce a Trunk-Branch
Ensemble CNN (TBE-CNN) model that extracts comple-
mentary information from holistic face images and facial
component patches. This end-to-end model shares low- and
middle-level convolutional layers between trunk and
branch networks, improving feature extraction efficiency.
Additionally, an improved triplet loss function is proposed
to enhance the discriminative power of the learned repre-
sentations. Experiments demonstrate that TBE-CNN
achieves state-of-the-art performance on video face data-
bases such as PaSC, COX Face, and YouTube Faces. No-
tably, the approach secured first place in the BTAS 2016
Video Person Recognition Evaluation.

[4]The paper titled "ProctorNet: An Al Framework for
Suspicious Activity Detection in Online Proctored Exami-
nations" by P. Tejaswi, S. Venkatramaphanikumar, and K.
Venkata Krishna Kishore introduces an automated system
designed to uphold academic integrity during online as-
sessments. ProctorNet employs artificial intelligence to
monitor examinees in real-time, focusing on three primary
aspects: Examinee Recognition, Eye-Gaze Tracking, and
Mouth Opening Detection. Initially, it authenticates the
test-taker's identity using Inception-ResNet v1 blocks for
facial recognition. Subsequently, it tracks eye movements
by calculating the pitch and yaw from facial landmarks
extracted via an hourglass model, detecting deviations that
may indicate dishonest behavior. Additionally, the system
monitors the Mouth Aspect Ratio to identify instances
where an examinee might be speaking to someone off-
camera. Upon detecting any suspicious activities, Proctor-
Net alerts human proctors for further investigation. The
framework was evaluated using datasets such as the La-
beled Faces in the Wild (LFW), Unity Eyes, and a proprie-
tary "Proctor Dataset" containing various malpractice sce-
narios. Extensive experimentation demonstrated that the
combination of Inception-ResNet v1 blocks with hourglass
modules achieved an accuracy rate of 91%, indicating the
system's reliability and robustness in detecting suspicious
behaviors during online examinations.

[5] The paper titled "An Intelligent System for Online Ex-
am Monitoring™ by Swathi Prathish, Athi Narayanan S.,
and Kamal Bijlani presents an Al-driven approach to moni-
tor online exams without a physical proctor. The system
uses a webcam to capture video and audio, along with ac-
tive window tracking, and applies a rule-based inference
system to detect malpractice. It identifies the examinee
through face detection, extracts feature points to estimate
head pose, and flags misconduct based on yaw angle varia-
tions, audio presence, and screen activity. Tested in an e-
learning scenario, the system improved exam monitoring
efficiency. However, it lacks advanced features like face
spoofing detection, detailed eye tracking, object detection,
and people counting, making it vulnerable to impersonation
and subtle cheating techniques. While effective for basic
proctoring, more advanced Al-driven systems with deep

learning-based analysis would enhance security and accu-
racy.

[6]The paper "A Novel Deep Learning-based Online Proc-
toring System using Face Recognition, Eye Blinking, and
Object Detection Techniques" by Istiak Ahmad et al. pre-
sents an Al-driven approach to maintaining academic in-
tegrity in online examinations. The system utilizes deep
learning methods, integrating face recognition to authenti-
cate examinees, eye blinking detection to prevent imper-
sonation via static images or videos, and object detection to
identify unauthorized items like mobile phones, books, or
other cheating aids. Developed using OpenCV and trained
on datasets like FDDB and LFW, the system achieves high
accuracy rates of 97% for face detection and 99.3% for
face recognition. While offering robust security measures,
it lacks advanced features such as face spoofing detection,
head and eye tracking, and people counting, making it sus-
ceptible to sophisticated cheating methods. Despite these
limitations, the system provides a reliable framework for
remote proctoring, enhancing exam security without the
need for physical invigilation.

3. PROBLEM STATEMENT

With the rapid shift towards online education and re-
mote assessments, ensuring the integrity of online examina-
tions has become a critical challenge. Traditional in-person
supervision methods are difficult to replicate in a virtual
environment, leading to increased opportunities for aca-
demic dishonesty. Existing online proctoring solutions of-
ten fall short in effectively preventing cheating, as they rely
on either manual monitoring, which is time-consuming and
prone to human error, or automated systems that may lack
the necessary sophistication to detect advanced cheating
tactics. Additionally, identity verification remains a signifi-
cant concern, as students may attempt impersonation or use
face spoofing techniques to deceive the system.

Moreover, current proctoring technologies primarily
focus on face detection but do not comprehensively moni-
tor user behavior. While some systems incorporate eye
tracking and head movement detection, they are often lim-
ited by environmental conditions such as lighting and cam-
era quality, reducing their accuracy. The absence of robust
object recognition further weakens exam security, as stu-
dents may use unauthorized devices or notes during as-
sessments. Another major challenge is maintaining a bal-
ance between strict proctoring measures and respecting
students’ privacy, as excessive monitoring can lead to dis-
comfort and ethical concerns. The proposed system aims to
address these gaps by integrating advanced Al-driven tech-
nologies, such as facial recognition for identity verification,
eye and head tracking to ensure student focus, and face
spoofing detection to prevent impersonation. Additionally,
real-time object recognition will enhance security by iden-
tifying unauthorized materials within the examination envi-
ronment. To ensure a seamless experience, the system must
be scalable, user-friendly, and capable of integrating with
various learning management systems while maintaining
high ethical standards in data privacy and security.
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4. PROPOSED SYSTEM

The proposed online proctoring system is designed to
ensure secure, fair, and transparent remote examinations by
leveraging advanced Al-based monitoring techniques. It
eliminates audio-based monitoring for privacy concerns
while incorporating face recognition, headpose estimation,
object recognition, and gaze tracking to detect suspicious
activities in real-time. The system aims to provide auto-
mated proctoring by verifying the test-taker’s identity, de-
tecting potential cheating attempts, and ensuring a con-
trolled exam environment without requiring human invigi-
lators.

Key Features:

1. Face Detection & Recognition — Verifies the student’s
identity and prevents impersonation using OpenCV’s DNN
model.

2. Headpose Estimation — Tracks head movement to detect
distractions or potential misconduct.

3. Eye Tracking — Monitors eye gaze direction to ensure
focus remains on the exam screen.

4. Face Spoofing Detection — Uses Caffe-based deep learn-
ing models to prevent fraud using photos, videos, or 3D
masks.

5. People Counting — Detects additional individuals in the
test environment, preventing unauthorized assistance.

6. Object Recognition — Identifies unauthorized items such
as mobile phones, notes, and external devices.

7. Lip Movement Detection — Uses Dlib’s facial key points
module to analyze lip movements, helping detect speech-
related cheating.

ALGORITM USED:

The online proctoring system utilizes several advanced
algorithms to ensure secure and fair examinations. Face
detection and recognition play a crucial role in verifying
the student’s identity and preventing impersonation using
OpenCV’s deep neural network (DNN) model. To further
enhance monitoring, head pose estimation is implemented
to track head movements, detecting any signs of distrac-
tions or potential misconduct. Eye tracking is another es-
sential feature that monitors the direction of the student's
gaze, ensuring that their focus remains on the exam screen
at all times.

To prevent fraudulent activities, the system incorpo-
rates face spoofing detection using Caffe-based deep learn-
ing models, which help identify attempts to deceive the
system with photos, videos, or 3D masks. Additionally,
people counting is employed to detect the presence of un-
authorized individuals in the test environment, effectively
preventing external assistance. Object recognition is also
integrated into the system to identify prohibited items such
as mobile phones, notes, and other external devices that

could be used for cheating. Furthermore, lip movement
detection, powered by DIib’s facial key points module,
analyzes lip motions to detect any speech-related cheating,
ensuring that students do not communicate with others dur-
ing the exam. These algorithms collectively enhance the
effectiveness of the proctoring system by providing a ro-
bust and reliable solution for remote examinations.

SYSTEM ARCHITECTURE:

The system architecture of the Online Proctoring Sys-
tem outlines the structured workflow for secure remote
examinations. It integrates student, teacher, and admin
modules with Al-driven monitoring techniques such as face
detection, gaze tracking, and object recognition to ensure
exam integrity.

ONLINE PROCTORING SYSTEM

Student Module Teacher Module Admin Module

Student Registration Teacher Registration Login

Capture face image via Upload d proof

webcam

Request for approval - Approval/Reject

Store image in database
and email notification

Approval notification View student, teacher

Login

Login

Exam registration Add Exam details

Student Face

Start Exam/ Continuous Proctoring
detection (Open cv )

Gaze detection (CNN, Opency to detect eyes)
Mouth opening (DIib library's facial key points
module)

Object detection (Yolov3 object detection model)
Mutltiple person detection (Open cv DNN model)

The online proctoring system architecture consists of
three main modules: the student module, the teacher mod-
ule, and the admin module. Each of these modules plays a
crucial role in ensuring the integrity of online examina-
tions. The student module begins with the registration pro-
cess, where students capture their face image via a
webcam. This image is stored in the database, and an email
notification is sent for confirmation. Once registered, stu-
dents can log in and register for exams. During the exami-
nation process, face detection using OpenCV is implement-
ed to verify the student's identity and prevent impersona-
tion.

The teacher module allows teachers to register by up-
loading their ID proof and submitting a request for approv-
al. After receiving approval from the admin, teachers can
log in to the system and add exam details, ensuring a struc-
tured and well-monitored exam setup. The admin module is
responsible for handling student and teacher approvals,
managing user data, and overseeing the examination pro-
cess.
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Once an exam begins, continuous proctoring is carried
out using Al-based techniques. Gaze detection, utilizing
CNN and OpenCV, tracks eye movement to detect any
signs of distraction or possible cheating. Mouth opening
detection, powered by the Dlib library, helps identify unu-
sual activities such as speaking or reading aloud. Addition-
ally, object detection using the YOLOv3 model scans for
unauthorized materials like mobile phones or notes, while
multiple-person detection, based on the OpenCV DNN
model, ensures that no unauthorized individuals are present
in the examination environment.

At the end of the examination, a detailed report is gen-
erated, summarizing any suspicious activities detected dur-
ing the proctoring process. This automated and structured
approach enhances the security of remote examinations,
reduces the need for human intervention, and ensures a fair
and transparent assessment environment.

Flowchart Diagram

Verify teacher
identification

Student
Registration
Face detection &
Recognition

Exam
Registration

1.Face detection &

Recognition
i 2.Head &Eye tracking
Attend exam 3.Face spoofing

4.People counting
5.0bject Recognition
6.Lip movement

RESULTS AND DISCUSSION

The Online Proctoring System developed in this study
integrates advanced technologies such as face detection,
eye tracking, people counting,object detection and face
spoofing detection to ensure the integrity of online exams.
The system effectively identifies and authenticates test-
takers using OpenCV’s Deep Neural Network (DNN) for
face detection and the Caffe model for face spoofing pre-
vention. Additionally, features like lip movement detection
and head pose estimation enhance the system’s ability to
monitor student behavior and detect potential cheating at-
tempts. The real-time monitoring capabilities ensure a se-
cure examination environment while reducing human in-
tervention. The implementation of SQLite for database
management and Python-Flask for web development ena-
bles smooth data handling and user management. The sys-
tem successfully mitigates common cheating methods and
provides a reliable platform for remote assessments.

However, despite the system’s efficiency, certain limita-
tions persist. The reliance on webcam-based tracking may
not be foolproof in detecting all cheating methods, particu-
larly when users attempt sophisticated evasion tactics. Ad-
ditionally, while eye tracking and lip movement detection
improve monitoring accuracy, they require robust lighting
conditions and high-quality cameras for optimal perfor-
mance. Privacy concerns regarding continuous monitoring
also remain a challenge, as students may be uncomfortable
with extensive surveillance. Future enhancements could
focus on integrating artificial intelligence (Al) for behav-
ioral analysis, multi-modal biometric authentication, and
improved usability to ensure both security and user ac-
ceptance. By addressing these challenges, the system could
evolve into a more comprehensive and ethically balanced
proctoring solution.
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£ Proctor e’ n i O ous monitoring features enhance the credibility of online
examinations while minimizing human intervention.
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e Despite its effectiveness, the system has certain limitations,
Discover Best Exams including dependency on camera quality, lighting condi-
For The'Best Learning tions, and potential privacy concerns. Future improvements
can focus on enhancing Al-driven behavioral analysis, im-
proving user experience, and incorporating multi-modal
biometric authentication for greater accuracy. Overall, this
project demonstrates a robust and scalable approach to
online proctoring, ensuring fairness and integrity in remote

Distance Examination With Fun Learning

Read More

Proctor " S o assessments
Teacher’s Registration
REFERENCES
[1] “Face Recognition Based on Stacked Convolutional
Autoencoder and Sparse Representation” by Liping Chang,
Jianjun Yang, Sheng Li, Hong Xu, Kai Liu, and Chaogeng
s Huang
[2]”Facial Emotion Recognition of students using CNN”
Proctor . . & by Imane Lasri, Anouar Riad Solh, and Mourad El
Student's Registration Form Belkacemi. Presented at the 2019 Third International Con-

ference on Intelligent Computing in Data Sciences (ICDS)
in Marrakech, Morocco

[3]"Trunk-Branch Ensemble Convolutional Neural Net-
works for Video-Based Face Recognition" by Changxing
Ding and Dacheng Tao.

[4]"ProctorNet: An Al Framework for Suspicious Activity
Detection in Online Proctored Examinations” by P.
Tejaswi, S. Venkatramaphanikumar, and K. Venkata
Krishna Kishore

[5]"An Intelligent System for Online Exam Monitoring" by
Swathi Prathish, Athi Narayanan S., and Kamal Bijlani

[6]"A Novel Deep Learning-based Online Proctoring Sys-
tem using Face Recognition, Eye Blinking, and Object De-
tection Techniques" by Istiak Ahmad et al.

[7]”Fast and Efficient Facial Expression Recognition Using
= a Gabor Convolutional network™ By p.jiang,b.wan,g.wang
4 s o and j.wu(2020)

[8] “Face recognition based on stacked convolutional auto-
encoder and sparse representation” L. Chang, J.Yang, S. Li,
H. Xu, K. Liu, and C. Huang

CONCLUSION: [9] “Automated online exam proctoring” Yousef Atoum,
Liping Chen, Alex X Liu, Stephen DH Hsu, and Xiaoming

The Online Proctoring System developed in this project Liu,2017.

effectively addresses the challenges of remote exam moni-

toring by integrating advanced technologies such as facial [10] “Al based proctoring system for online

recognition, gaze detection, and object detection. By utiliz- tests”,Vandana, Hema GA, Jeevitha M D, Nischitha K

ing OpenCYV for face detection, CNN for gaze tracking, and
the YOLOV3 object detection model, the system ensures a
high level of security and accuracy in preventing academic
dishonesty. The multi-layered authentication and continu-

© 2025, IJSREM | www.ijsrem.com DOI: 10.55041/IJSREM43097 | Page 5


http://www.ijsrem.com/

