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Abstract:----- The creation of autonomous and 

intelligent devices for  manufacturing firms has been 

made possible by the Industrial Internet of Things and 

the progress made in machine-to-machine 

communication. These autonomous machines are able 

to collect data from various sensing devices and other 

related machine systems by using communication 

protocols such as OPC UA. Here we perform machine 

to machine communication through an Arduino 

microcontroller. Any board or computer with a full-size 

USB A host connector can be connected to the Arduino 

with the help of a USB-A to USB-B cable. The 

communication takes place over the serial port 

(USART/UART). Machines can currently send and 

receive enough data to enable independent decision-

making. Existing low-level machine-to-machine 

communication only involves data processing, and 

higher-level decision-making processes are limited to a 

single machine system rather than communications 

amongst networked machines. The goal of this effort is 

to employ OPC UA protocols to improve these 

limitations in machine-to-machine communication. 

This could mean deciding how to respond to receiving 

information and directing both horizontally (same level 

machines) and vertically (higher level machines) 

connected equipment. Proactive machine-to-machine 

communication improves factory intelligence in this 

way.  
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1.INTRODUCTION  

The expansion of smart industries and the world's ever-

expanding requirements have led to two good 

advancements in the manufacturing industries: machine-to-

machine (M2M) connectivity and the Industrial Internet of 

Things (IIoT). The development of widely used 

communication protocols with data collection and 

processing capabilities was also accelerated by rapid 

expansion. Typical M2M communication protocols, in 

contrast to communication, are made to gather machine data 

and respond with ease. The existing communication 

protocols can be used to monitor the production 

environment, but the data collected is often restricted to 

basic operations. Advanced machine-to-machine 

communication is the first step toward turning machines 

into intelligent entities. This is an advanced M2M protocol 

that can send and receive data. Moreover, it can make 

decisions and provide commands to the equipment that is 

networked. The Open Platform Communication Unified 

Architecture (OPC UA) is one such standard protocol. This 

project focuses on developing sophisticated M2M 

communication with OPC UA. Here, we use an Arduino 

microcontroller to perform machine-to-machine 

communication. A USB-A to USB-B cable can be used to 

connect the Arduino to any board or computer that has a 

full-size USB A host port. A brief summary of the 

development of communication standards from their 
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conception to the most recent standards is given in Section 

2. In Section 3, a succinct overview of M2M 

communication is provided, along by several illustrations of 

sophisticated M2M communication. This article discusses 

the current approach to M2M advancement as well. In 

section 4, the concept's utility is demonstrated by a real-

world application. The paper's fifth and final section 

provides the details of the potential advancement using this 

strategy, followed by closing thoughts. In relation to OPC 

and OPC Software developers and providers to the industry 

developed the UAOPC standards. Initially called OLE 

(Object Linking and Embedding) for Process Control 

(OPC), this OPC was created in 1996 by the Industrial 

Automation Task Force.  

2.LITERATURE SURVEY  

An Implementation of OPC UA for Machine-to Machine 

Communications in a Smart Factory Santhana Pandiyan 

Muniraj, Xun Xu* This paper focuses on improving such 

barriers inside the machine-to-system verbal exchange the 

use of OPC UA protocols, which may additionally involve 

making decisions in responding to acquired records and 

turning in commanding movements to the machines 

connected vertically (higher-degree machines) and 

horizontally (same stage machines). In doing so, factories 

are made smart thru more proactive device-to-device 

communications. The framework of the presented concept 

become developed and validated the usage of python OPC 

UA server-patron instances.Requirements and concept for 

Plug-and-Work Miriam Schleipen*, Arndt Lüder, Olaf 

Sauer, Holger Flatt, and Jürgen Jasperneite  For this paper 

we expect, that IT structures also are objects to exchange – 

they should be adapted to modifications to products and 

centres at the shopoor. Today the adaption of IT systems is 

managed and done manually – therefore the authors 

recommend an auto-mated way of converting the 

production’s IT structures. For this reason  essential 

thoughts are described: studying and interpreting a self 

description of manufacturing equipment and enrichment of 

those descriptions with records from the “digital factory” 

bridging the gap between planning and operating IT-

structures and therefore enabling higher adaptivity of 

manufacturing systems.Analysis of OPC UA performances 

Ferdinando Chiacchio, Salvatore Cavalieri The aim of this 

paper is to cope with the performance evaluation of OPC 

UA. The primary data alternate mechanisms which may 

also affect overall performance of the customer/server 

communications can be pointed out; then, the evaluation of 

the overhead they introduce could be provided and 

mentioned. Finally, some hints about the putting of OPC 

UA mechanisms may be given on the premise of the 

outcomes done. 

Bottleneck Identification and Performance Modelling of 

OPC UA Communication Models Andreas Burger, Heiko 

Koziolek, Julius Rückert The predominant purpose of this 

mission is to done a sizeable performance measurements 

with OPC UA client/server and pub/sub conversation and 

created a CPU utilization prediction model based totally on 

linear regression that can be used to size hardware 

environments. We found that the server CPU is the principle 

bottleneck for OPC UA pub/sub communique, but permits 

a throughput of as much as 40,000 signals consistent with 

2nd on a Raspberry Pi Zero. We additionally observed that 

the purchaser/server session control overhead can 

significantly affect performance, if extra than 20 customers 

access a unmarried server.OPC UA & Industry 4.0 - 

Enabling Technology with High Diversity and Variability 

Miriam Schleipen a, Syed-Shiraz Gilani b, Tino Bischoff a, 

Julius Pfrommer Industrial 4.0 demands flexibility, 

adaptability, transparency and many more necessities which 

ought to be fulfilled by Industry four.0 components or 

structures a good way to reap horizontal and vertical 

interoperability as well as interoperability over the 

lifecycle. The gift paper describes exclusive eventualities 

and deployed use instances that are all based totally on the 

OPC Unified Architecture (OPC UA), to kingdom the 

position of OPC UA as allowing generation for flexible, 

adaptive, and transparent manufacturing. Nevertheless, the 

eventualities, based on different strategies, architectural 

approaches, hardware and software, are located in different 

application domain names, and cover one-of-a-kind 

components of the OPC UA popular series. The application 

http://www.ijsrem.com/


          International Journal of Scientific Research in Engineering and Management (IJSREM) 
            Volume: 08 Issue: 03 | March - 2024                                SJIF Rating: 8.176                     ISSN: 2582-3930                                                                                                                                               

 

© 2024, IJSREM      | www.ijsrem.com                           DOI: 10.55041/IJSREM29287                                              |        Page 3 

domain names consist of high-quality defect monitoring, 

monitoring and manipulate, and code analysis. Smart 

manufacturing process and system automation – A critical 

review of the standards and envisioned scenarios Yiqian Lu 

a, Xun Xu a, Lihue Wang A comprehensive review of 

existing standards for allowing production process 

automation and production system automation is provided. 

Subsequently, specializing in meeting converting needs of 

efficient production of distinctly personalized merchandise, 

we detail several futureproofing production automation 

eventualities via integrating various present standards. We 

agree with that present automation requirements have 

supplied a strong foundation for developing clever 

production solutions. Faster, broader and deeper 

implementation of clever production automation can be 

expected thru the dissemination, adoption, and development 

of relevant standards in a need-driven method.Machine-to-

Machine Communication Michael Weyrich; Jan-Philipp 

Schmidt; Christof Ebert  Although wi-fi communication is 

essential to our daily lives, there are numerous important 

questions related to insurance, electricity consumption, 

reliability, and safety on the subject of commercial 

deployment. The authors provide a top level view of wi-fi 

device-to-gadget (M2M) technology inside the context of a 

clever manufacturing facility.A Cyber-Physical Machine 

Tools Platform using OPC UA and  MT Connect Chao Liu 

a, Hrishikesh Vengayil a, Yuqian Lu b, Xu n Xu Cyber-

physical system equipment (CPMT) are new technology 

device equipment which are exceedingly intelligent, well 

related, widely to be had, fairly adaptable and incredibly 

independent. CPMT improvement calls for records 

modelling methodologies and gadget tool communique 

protocols. This paper is based at the CPMT platform for 

OPC UA and MT Sync to offer popular, well suited and 

efficient records change between system tools and various 

software applications. First, the design of an OPC UA-

based CPMT method based at the commonplace OPC UA 

facts version of CNC machine gear is proposed. Second, to 

solve the compatibility problem among OPC UA and MT 

Connect, an MT Connect-OPC UA interface became 

created to convert the MT Connect facts model and its data 

into their OPC UA opposite numbers. An OPC UA 

prototype primarily based on CPMT has been evolved and 

incorporated with the already advanced MT Connect from 

CPMT to create a commonplace CPMT platform. Third, 

diverse applications had been advanced to demonstrate the 

benefits of the proposed CPMT platform, including an OPC 

UA purchaser, an advanced AR-enabled HMI, and a 

conceptual framework for cloud primarily based CPMT 

production. Experimental consequences have shown that 

the proposed CPMT platform can notably enhance 

productivity and performance in the store ground.The 

industrial internet of things (IIoT): An analysis framework. 

Hugh Boyes, Bil Hallaq,Joe Cunningham, Tim Watson 

Historically, business automation and manipulate structures 

(IACS) have been largely separated from business 

enterprise ICT environments inclusive of conventional 

virtual networks. Where connectivity is wanted, quarter 

structure using strategic walls and/or zones is used to defend 

key system components. The adoption and use of Internet 

of Things (IoT) generation is driving architectural 

modifications in IACS, such as accelerated connectivity to 

industrial systems. This article explores what the Industrial 

Internet of Things (IIoT) is and the way it pertains to 

standards which include cyber-bodily structures and 

Industry 4.Zero. The article explains the definition of IIOT 

and the related phase develops the IoT taxonomy. Develops 

an analytical framework for IIoT that can be used to 

quantify and describe IoT devices even as studying gadget 

architecture and studying safety threats and vulnerabilities. 

The article concludes via figuring out several gaps inside 

the literature.Digital Twin in manufacturing: Werner 

Kritzinger ⁎, Matthias Karner ⁎, Georg Traa r ⁎, Jan Henjes 

⁎, Wilfried Sihn The virtual dual (DD) is extensively 

recognized as a key enabler of digital transformation, but 

the literature lacks a not unusual information of the time 

period. It is used a little in another way in distinctive places. 

The cause of this paper is to provide a hierarchical review 

of the prevailing DD literature in production and publishing 

courses consistent with the extent of DD integration. Hence, 

Digital Model (TM), Digital Shadow (DS) and Digital Twin 

are one of a kind. The results indicate that the literature on 
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TD, in its maximum developmental degree, is confined, 

while the literature on DS and DS is ample.  

3.OBJECTIVE:  

The goal is to assess the overall performance of OPC UA 

for communications in the Industrial Internet of Things 

(IIoT) surroundings to higher recognize the technical 

implementation of OPC UA and the feasibility of 

integrating OPC UA directly on aid restricted side devices. 

We propose a gadget structure framework to assess the 

overall performance of OPC UA in a wide variety of tests. 

Our experimental consequences confirmed the 

effectiveness of the proposed assessment technique and 

framework. Based on the OPC UA IoT device architecture 

and framework, the demonstrated price effective gadget 

can be flexibly adapted to protocol testing, prototyping, and 

academic functions.  

OPC UA 

 OPC UA is a machine to machine communication protocol 

used for industrial automation and developed by the OPC 

Foundation. The OPC UA platform in an platform -

independent service -oriented architecture that integrates 

individual OPC Classic specification into an extensible 

framework 

IOT 

Internet of Things refers to the collective network of 

connected devices and the technology that facilitates 

communication between devices and the cloud as well 

between the devices themselves. 

Descion Making 

Decision making in IoT OPC UA involves a structured 

process starting with data acquisition from sensors and 

devices .This data is transmitted to an OPC UA server, 

where it undergoes processing ,including filtering and 

aggregation .Subsequently, the processed data is analysed 

to derive insides, detect patterns, and identify anomilies. 

Based on this analysis ,decisions are made either 

autonomously through predefined rules with human 

intervention. Actions are then executed, which may involve 

controlling actuators, sending commends, or triggering 

alerts  

4.EXISTING SYSTEM  

In existing system we used Arduino microcontroller as the 

communication module. And here they transmitting the 

signals and data’s through this Arduino microcontroller 

.Machine to machine communication will taken place 

without the use of human intervention 

Disadvantages in Existing System 

 Efficiency value is too low. Effective cost of requirements. 

Accuracy of displaying the values is slow. 

5.PROPOSED SYSTEM  

In proposed system we used Arduino microcontroller as the 

transmitting medium. In Aurdio uno micro controller data 

should transfer from one micro controller to another with 

out using Wi-Fi internet. In proposed system we using the 

RX transmitting medium to convert the data to the receivers 

side.ESP8266 Wi-Fi  module is used in the proposed 

network to transfer data from  sensor to the Aurdio uno 

microcontroller 

Advantages of proposed system 

Arduino over node mcu is Arduino is capable of handling 

larger sketches and more complex devices than the node 

mcu since it has a more potent processor and more memory. 

Furthermore, Node MCU has two hardware UARTs 

(UART0 and UART1) that can interact at a maximum of 4.5 

Mbps and have baud rates of up to 115200.Efficiency value 

is high compared to node Mcu 
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6.SYSTEM ARCHITECTURE  

               Transmitter part:   

                    

                              Fig.1 

                  Receiver Side :

 

                          Fig.2 

• Power Supply 

• Wi-Fi module 

• Temperature Sensor DHT11 

• LCD Display 

• Arduino Uno  

• Software used here is  Arduino IDE 

• Programming language used here is Embedded C 

Arduino is a tool for making computers that can sense and 

control more of the physical world than your desktop 

computer. It's an opensource physical computing platform 

based on a simple microcontroller board, and a 

development environment for writing software for the 

board. Arduino can be used to develop interactive objects, 

taking inputs from a variety of switches or sensors, and 

controlling a variety of lights, motors, and other physical 

outputs. Arduino projects can be stand-alone, or they can be 

communicate with software running on your computer. The 

boards can be assembled by hand or purchased 

preassembled; the open-source IDE can be downloaded for 

free..  

  

                                          Fig.3 

A Wi-Fi module is integrates all the necessary components 

for wireless communication using Wi-Fi technology. It 

typically consists of a system-on-chip (SoC) or module with 

a Wi-Fi radio transceiver, a microcontroller or processor, 

memory, and support circuitry Wi-Fi modules are used 

to provide internet connection to robotic and electronic 

projects. Wi-Fi modules allow developing IoT (Internet of 

Things) projects. By using Wi-Fi modules you can send 

data over the internet to your robot or make it send data over 

the internet. he Arduino Uno Wi-Fi is an Arduino Uno with 

an integrated Wi-Fi module. The board is based on the 

ATmega328P with an ESP8266WiFi Module integrated.  

 

                                 Fig.4  

The amount of water vapor in the air is measured by its 

humidity. Numerous physical,chemical,and biological 

processes are impacted by the air's humidity level.. 

http://www.ijsrem.com/
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                       Fig.5 

The Liquid Crystal Library allows you to control LCD 

displays that are compatible with the Hitachi HD44780 

driver. The LCDs have a parallel interface, meaning that the 

microcontroller has to manipulate several interface pins at 

once to control the display 

 

                               Fig.6 

RESULT AND DISCUSSION  

The m2m will work with the sender side and receiver side 

microcontrollers .In sender side we will have DHT11 sensor 

it will detect the temperature and send the data to the 

ESP8266 Wi-Fi module ,then Wi-Fi 7controller in the 

server side .The Aurdio uno  micro controller send the data 

to the microcontroller which is placed in  the receivers side 

through the RX transmitter ,then receivers side 

microcontroller send it to the Wi-Fi module to display the 

temperature value in the connected display to the Wi-Fi 

module  

 

 

          Fig.7 

 

CONCLUSION  

This paper discuss M2M communication's present status 

and potential future possibilities in a smart industrial 

setting. Its primary focus is M2M communication based on 

OPC UA standards and here we use Arduino 

microcontroller as a decision maker. The core concepts of 

OPC UA, M2M communication, the proposed enhanced 

M2M communication concept, and its advancements were 

all presented in this section. The study also discusses how 

to create improved M2M communication using OPC UA 

standards. This M2M communication uses a revolutionary 

concept called the client-client communication framework 

to achieve more complex M2M interactions. Ultimately, an 

application was developed to demonstrate these two 

concepts: (a) the creation of multiple client-client instances 

within an M2M communication framework, and (b) the 

distribution of commanding messages through advanced 

M2M communication steps based on the information 

obtained. Future Research will focus on multilayer M2M 

communication as an expansion of the current concept by 

placing various microcontroller and enhancing the m2m 

communication. 

 

 REFERENCES 

 

1.On the Security of IIoT Deployments: 

An Investigation of Secure Provisioning 

SolutionsforOPCUA,Florian                                                       

khnnauser 2021 

 

 2.OPC Foundation, OPC UA Part 1 - Overview and 

Concepts RC 1.04.07 Specification, 

http://www.opcfoundation.org/  

 

3.Imtiaz, Jahanzaib, and Jürgen Jasperneite. “Scalability 

of OPC-UA down to the chip level enables “Internet of 

Things”.” In 2019 11th IEEE International Conference on 

Industrial Informatics (INDIN), pp. 500-505. IEEE, 2019.  

http://www.ijsrem.com/


          International Journal of Scientific Research in Engineering and Management (IJSREM) 
            Volume: 08 Issue: 03 | March - 2024                                SJIF Rating: 8.176                     ISSN: 2582-3930                                                                                                                                               

 

© 2024, IJSREM      | www.ijsrem.com                           DOI: 10.55041/IJSREM29287                                              |        Page 7 

4. Schleipen, Miriam. “OPC UA supporting the automated 

engineering of production monitoring and control 

systems.” In 2018 IEEE International Conference on 

Emerging Technologies and Factory Automation, pp. 640-

647. IEEE, 2018.  

5.Cavalieri, Salvatore, and Ferdinando Chiacchio. 

"Analysis of OPC UA performances." Computer 

Standards & Interfaces 36, no. 1 (2018): 165-177. 

6. Schleipen, Miriam, Syed-Shiraz Gilani, Tino Bischoff, 

and Julius Pfrommer. “OPC UA & Industrie 4.0-enabling 

technology with high diversity and variability.” Procedia 

Cirp 57 (2019): 315-320. 

 7. Lu, Yuqian, Xun Xu and Lihui Wang. “Smart 

manufacturing process and system automation – A critical 

review of the standards and envisioned scenarios”. 

Journal of Manufacturing Systems, 56 (2020), 312-325. 

8. Weyrich, Michael, Jan-Philipp Schmidt, and Christof 

Ebert. “Machine-to-machine communication.” IEEE 

Software 31, no. 4 (2019): 19-23. 

 9.Liu, Chao, Hrishikesh Vengayil, Yuqian Lu, and Xun 

Xu. “A CyberPhysical Machine Tools Platform using 

OPC UA and MTConnect”. Journal of Manufacturing 

Systems, 51 (2019), 61-74. 

10.Kusiak,Andrew.“Smartmanufacturing.International 

Journal of Production Research 56, no. 1-2 (2018): 508-

517. 58 Santhana Pandiyan Muniraj et al. / Procedia 

Manufacturing 53 (2021) 52–58 Santhana Pandiyan 

Muniraj / Procedia Manufacturing 00 (2021) 000–000 7. 

 11. Boyes, Hugh, Bil Hallaq, Joe Cunningham, and Tim 

Watson. “The industrial internet of things (IIoT): An 

analysis framework.” Computers in industry 101 (2018): 

1-12.  

 

12. Kritzinger, Werner, Matthias Karner, Georg Traar, Jan 

Henjes, and Wilfried Sihn. “Digital Twin in 

manufacturing: A categorical literature review and 

classification.” IFAC-PapersOnLine 51, no. 11 (2018): 

1016-1022,. 

 

 13.Zhou, Guanghui, Chao Zhang, Zhi Li, Kai Ding, and 

Chuang Wang. “Knowledge-driven digital twin 

manufacturing cell towards intelligent manufacturing.” 

International Journal of Production Research 58, no. 4 

(2020): 1034-1051.  

 

14.Drahoš, Peter, Erik Kučera, Oto Haffner, and Ivan 

Klimo. “Trends in industrial communication and OPC 

UA.” In 2018 Cybernetics & Informatics (K&I), pp. 1-5. 

IEEE, 2018.  

 

15. Cupek, Rafal, Łukasz Gólczyński, and Adam 

Ziebinski. “An OPC UA Machine Learning Server for 

Automated Guided Vehicle.” In International Conference 

on Computational Collective Intelligence, pp. 218-228. 

Springer, Cham, 2019.  

 

16. Bakakeu, Jupiter, Franziska Schäfer, Joerg Franke, 

Schirin Baer, Hans-Henning Klos, and Joern Peschke. 

"Reasoning over OPC UA Information Models using 

Graph Embedding and Reinforcement Learning." In 2020 

Third International Conference on Artificial Intelligence 

for Industries (AI4I), pp. 40-47. IEEE, 2020.  

 

http://www.ijsrem.com/

