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Abstract: One of the biggest problems that institutions
& organizations face is information security. The frequency
and scope of cybercrime have increased recently, as new
methods for stealing, altering, and destroying data or taking
down computer networks are emerging daily. Malware is
one kind of intrusion that can occur into information
systems that handle sensitive data. When malware is
introduced into a computer system, the attacker gains full or
partial access to the system's vital data. An ensemble
classification-based detection of malware algorithm is
proposed in this paper. A layered ensemble of dense (fully
connected) and CNN handles the initial step of
classification, and a meta-learner handles the last stage of
classification. We investigate and contrast 14 classifiers for
a meta-learner. Eight ML techniques are KNN, SVM,
Random Forest, AdaBoost, Decision Tree, Logistic
Regression, Gradient Boosting, XGB, and the suggested
approach are utilized as a baseline comparison. We report
on the studies conducted using the CSV or XLS file
datasets for the classification of malware. The results all
demonstrate how simple it is to identify malware in
software files using the suggested method.

Keywords: Cloud Computing, Malware detection,
Machine Learning, Deep learning, Ensemble Learning.

I.INTRODUCTION

Cloud computing has become the preferred option for
numerous corporate and public sector organizations
because of its scalability & ease of use. Providing resources
on-demand utilizing the pay-as-you-go paradigm, if and
when required is one of the primary features of the cloud.
The benefits of the cloud are generally hampered by the
need for IT specialists at businesses to oversee and
administer these resources. With the advent of cloud
automation solutions, IT staff may now provide resources
in the cloud autonomously. By using tools and
configuration programs that can build, edit, and remove
cloud resources, this kind of automation is made possible.

Although these orchestration tools greatly assist DevOps
teams, they also increase the surface area for potential
security breaches. Specifically, virtual machines are
frequently created by automated configuration instruments,
resulting in a huge number of identical or almost identically
configured virtual machines. Because of these virtual
machines' inherent redundancy, malware may spread
quickly across them, particularly if these configuration
programs have flaws. A single compromised VM has
significantly less consequences than a collection of
vulnerable VMs. Because cloud infrastructure is inherently
complex and operates in a dynamic environment where
threats are always changing and expanding, it requires
significant security implementations. It is crucial to create
rapid and accurate malware detection techniques for the
same reason [1].

One of the biggest threats to cloud systems is malware.
With benefits and drawbacks, several malware detection
techniques have been put forth. An executable's signature is
examined and contrasted with a database of known
malware signatures in the widely used technique known as
"static malware identification" [2]. Attackers have
attempted to reduce the efficacy of static analysis through
the use of packing and methods of obfuscation.
Furthermore, static malware analysis can only identify
executables of known malware; it cannot identify the
constantly changing zero-day malware. Many studies on
behavioral malware detection techniques have been
conducted as a result of these two significant drawbacks.
Two behaviorally based techniques for detecting malware
are dynamic and online. In order to identify dynamic
malware, the malicious executables are run in a protected
environment, like a sandbox, and their activity is observed.
By doing this, the detection system can study new zero-day
malware because it is analyzing the executable's real
activity rather than relying on previously known signatures.
Nevertheless, bad actors have managed to introduce
malware that recognizes when a sandbox is being used and
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stops acting nefariously to evade detection. Both dynamic
and static approaches have the same drawback, which is
that the detection system concentrates on finding malware
in the provided executables prior to their execution on real
systems. Nevertheless, malware frequently enters a system
through security holes, eluding these antiquated methods of
detection. Online malware detection [3—4] concentrates on
a machine's behavior indicating it is attempting to defend
against infection. Instead of examining applications or their
actions, online techniques keep an eye on the virtual
machine's overall performance and sound an alarm
whenever any signs of malicious activity are discovered.
Because they get around the drawbacks of static and
dynamic malware detection techniques, online malware
detection methods are therefore regarded as continuous
real-time detection systems.

When there are enough dangerous programs or a wide
enough variety of alternatives, ML is also frequently
employed by security experts as a potent method to
accurately identify harmful programs. The Windows
Portable Executable 32-bit (PE32) file header analysis is
one of the primary techniques [5]. Nisa et al. [6], for
instance, converted malware code into pictures and used
segmentation-based fractal texture analysis to extract
features. For classification, two deep neural networks
AlexNet & Inception v3 were employed. In the past,
ML systems'  abilities to  identify malware in
0T environments or WSN were enhanced by the use of
ensemble approaches like RF and extremely randomized
trees.

Numerous research projects are being conducted to
examine malware in an effort to stop the spread of
malicious software. CNN, DBN [7], graph convolutional
networks (GCN), LSTM and Gated Recurrent Unit (GRU)
[8], VGG16, and generative adversarial networks (GAN)
[9] are some of the DL based malware detection methods
now in use. Nonetheless, the potential for generalization of
algorithms based on ANN cannot be guaranteed.

Consequently, more generic & robust solutions are needed
to overcome the aforementioned challenges. Many
ensemble classifiers that are less vulnerable to malware
feature gathering are being developed by researchers [10].
A class of methods known as ensemble methods [11]
combines multiple learning approaches to improve the
overall prediction accuracy. Several models for
classification are integrated by these ensemble classifiers to
reduce the likelihood of over fitting in the training results.
This leads to a more efficient use of the training dataset and

an improvement in generalization effectiveness. Even if a
number of ensemble model classifications have already
been created, researchers can still work to increase sample
classification accuracy, which will help with recognizing
malware. In order to overcome this, this research suggests
an ensemble earning-based method for malware detection
that uses convolution and completely linked neural systems
as base learners. The following describes how the paper is
organized: The Ensemble method is explained in Section II,
the literature review is shown in Section IlI, the proposed
study's findings, & discussions are explained in Sections 1V
and V, & the conclusion and future directions for the work
suggested are provided in Section VI.

I1. Ensemble Classification

Ensemble approaches work on the basic premise of
rearranging training data sets in multiple manners (whether
it's by resembling or reweighting) before constructing an
ensemble of base classifiers by including a base classifier to
each rearrange training set. Then, by integrating the
forecasting impacts of all those base classifiers, a new
ensemble classifier is created utilizing the stacked ensemble
approach, where a novel model learns how to better
integrate predictions from multiple base classifiers. The
two-step stacking approach was employed. Initially, an
inventory is used to train a number of models. Next, each
model's output is processed to produce a fresh data set.
Every instance in the present dataset is associated with the
actual value that it is intended to represent. Second, the
final output is obtained from the data set using the meta-
learning process.

Base models, also known as level-0 models, are typically
used in the construction of a stacking model (Figure 1),
together with a meta-learner (or generalize) that combines
base model projections, also known as a level-1 model. The
base models are those that are compiled with forecasts and
fit into the training data. A classification model trained to
aggregate the base model's forecasts is called the meta-
learner (level-1) model. Basic models provide the meta-
learner with information about the decisions taken. The
input & output value pairs from the training data are
utilized to fit the meta-learner together with the predicted
outputs provided by these forecasts. This process is
repeated for learning the fundamental models using a fresh
batch of formerly unused data.
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The ensemble learner approach contains of 3 phases:
1. Set up the ensemble:

a) Select N base learners;

b) Select a meta-learning algorithm.

2. Train the ensemble:

a) Train each of the N base learners on the training dataset
(X1, Xz,....Xwm), where M is the set of instances;

b) Perform the k-fold cross-validation on each of the base
learners and record the cross-validated predictions (Y1,
Y2,....Yw),

¢) Combine cross-validated estimations from base learners
to form a new feature matrix as obeys. Train the
meta-learner on the new data (features x estimations from
base- level classifiers) (X1, Xz,....Xwm, Y1) (X1, Xa,.... XM,
Y2),onon.n. (X1, Xa,....Xm . Yn),, Integrate the meta-learner
with base models of learning to produce forecasts on
unknown data that are more accurate.

3. Conduct a test using fresh data by:
a) Documenting base learners' output decisions;

b) Forwarding base-level choices to the meta-learner for
group decision-making.

ov O I

T )
oOv | rOj—-- ?
o9 " & & ©
Dataset JH Meta-learner ~ Outcome

Base models

Figure 1. Schematics of ensemble classification
approach[11]

I11.LITERATURE SURVEY

Rajesh Kumar et al.,(2022) makes use of waterfall plots
using Shapley value as a basis to identify trends in the
characteristics responsible for incorrect classification.
Inductive principles are derived from the trends in the five
most important features for misclassification. In order to
prevent misclassification and improve bagging method

performance, inductive rules are utilized. Zero-day malware
is a type of malware that is unknown in the future and can
be detected using inductive principles, which can stop
attacks on security systems. In the case of future undetected
malware, the Extra tree bagging method's accuracy is
98.1%. Given that the inductive criteria also identify the
incorrectly classified specimens, the accuracy is 100%[12].

Deepak Gupta et al.(2020) created two techniques to
enhance malware detection on a wide scale, utilizing big
data and ensemble learning. The first approach uses the
ensemble learning weighted voting procedure, whereas the
second selects the best possible set of base classifiers to be
stacked. Utilizing Apache Spark, a well-liked large data
processing framework, the suggested techniques are put
into practice. Their effectiveness is assessed and tested on a
dataset including 198,350 Windows files, of which 100,200
are malicious and 98,150 are benign samples. The proposed
approach's efficacy is validated by the experimental results,
as it enhances the generalization performance in identifying
novel malware[13].

Apoorv Joshi et al.(2023) developed a ML malware
detection model that uses stacking to identify malware on
Android devices. The model building process uses four
different machine learning models: Random Forest,
Catboost, Histogram Gradient Boosting, & SVM. Using the
two most current information sets, CIC-MalDroid 2020 and
CIC-MalMem 2022, the efficacy of the suggested model is
investigated. The model's accuracy is 99.99% and 98.0%,
respectively. Furthermore, it was noted that the suggested
model's performance surpassed that of certain cutting-edge
models in terms of assessment metrics and classification
accuracy[14].

Halit Bakir et al.,(2024) suggested using the random
search optimization approach to determine the models'
structure that will be utilized as ensemble classifier voter
classifiers. CNN-ANN, pure CNN, and pure ANN are the
three DL models that have been constructed using this
optimization technique. The three models that were chosen
have been trained and evaluated using the created picture
dataset, with the optimal structure for each DL model
having been chosen. Subsequently, we proposed combining
the optimized three deep learning models into a hybrid
model that combines two distinct working modes: MMR
(Malware Minority Rule) and LMR (Label Majority Rule).
This is the first instance of an ensemble classifier for
malware detection that we are aware of that has been
refined and hybridized in this manner. The findings
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demonstrated the promise of the suggested models, with
classification accuracy surpassing 97% across all tests[15].

IV.PROPOSED WORK

e Methodology

The proposed work methodology involves a comprehensive
approach to building a robust machine learning model. The
first step is to read the dataset from a CSV or XLS file,
ensuring a solid foundation for subsequent analyses.
Following this, data preprocessing techniques will be
applied to handle missing values and eliminate NaN entries,
ensuring the dataset's integrity. To address class imbalance,
the Synthetic Minority  Over-sampling  Technique
(SMOTE) will be employed to balance the dataset. Feature
selection plays a crucial role in enhancing model efficiency
and interpretability. This proposal suggests using Principal
Component Analysis (PCA) or an Extra Tree-based
classifier to identify and retain the most relevant features.
Subsequently, the dataset will be divided into training and
testing sets to assess model performance accurately. Three
diverse machine learning algorithms, namely Random
Forest (RF), Logistic Regression (LR), and XGBoost, will
be trained individually. To harness the collective strength
of these models, an ensemble learning approach using a
Voting Classifier will be implemented, providing a more
robust and accurate prediction. Finally, the proposed
methodology emphasizes thorough performance evaluation.
Metrics such as accuracy, precision, recall, and F1 score
will be employed to assess the models' effectiveness. This
holistic approach ensures a systematic and rigorous process
to develop a reliable and high-performing machine learning
model for the given dataset.

e Objectives
1.To implement effective data pre-processing technique for
better accuracy
2.To implement ensemble learning with voting classifier to
improve classification performance
3.To perform comparative analysis of proposed work.

Figure 2:Flowchart of proposed work

V.RESULTS

The Cloud Computing Environment requires the use of
Data Mining Techniques. Cloud offers all of the software
and hardware to its clients as online services. Thus, in order
to find relevant patterns among the vast amount of data that
is now available in the form of samples, this work
suggested cloud mining techniques. As a result, the Cloud
Server can receive the.apk files in order to use the ensemble
classification model to identify malware. The server will
next determine whether or not the.apk file includes
malware. By doing this, the malware can be found utilizing
the Android program on the.apk files. The accuracy score,
True Positive Rate (TPR), and False Positive Rate (FPR)
are the metrics use to report the outcomes. Accuracy is
defined as the ratio of correct classifications to total
classification tries. TPR is the proportion of malware
samples correctly categorized as malware, and FPR is the
fraction of non-malware samples wrongly classified as
malware.

A tabular summary of a classification model's performance
that shows the model's predictions on a dataset is called a
confusion matrix. It is frequently used to clearly visualize
true positive, true negative, false positive and false negative
predictions in machine learning tasks, particularly in binary
and multiclass classification issues.

The confusion matrix is a vital instrument for evaluating
the effectiveness of a classification model. It is frequently
used in conjunction with other assessment metrics to give a
thorough picture of the model's ability to make accurate
predictions.
Confusion Matrix
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Figure 3:Confusion Matrix
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arrangements is accuracy. The total number of correct
instances is a measure of precision, whereas incorrectly
arranged events do not form an efficient cluster when it
comes to error rates.
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20 Figure 5 shows the TPR for the different approaches,
showing that the recommended method correctly displays

the instances with a 99.26% proportion.
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False Positive Rate (FPR): In binary problem solving, the
proportion of negative instances that a classification model
incorrectly classifies as positive is known as the FPR,
which is an indicator of performance. Put another way, it
calculates the false alarm rate that is raised by the model
when it misinterprets negative events as positive ones.

Various Method

Figure 4: Accuracy

Figure 4 shows how different approaches to malware
detection differ in terms of accuracy percentages; however,
the recommended strategy is the most successful, as

evidenced by its 98.87% detection rate. An excessive false positive rate (FPR) suggests that the

model might be incorrectly labeling negative situations as
positive, which could lead to incorrect data interpretations

Table 1: Accuracy for VVarious Approaches
or unnecessary actions. Because of this, lowering the FPR

Technique Accuracy(%o) is frequently necessary to raise the model's overall
LR 86.7% effectiveness.
SVM 93.33%
KNN 80%
GB 86.7% 251
XGB 80%
DT 80%
RF 93.33% § 154 14.28 14.28
Proposed 98.87% ®
10
True Positive Rate (TPR): Performance statistic TPR,
sometimes known as sensitivity or recall, is employed in >
binary classification problems. The percentage of actual . 0 0 0 o oo
positive cases that a classification model correctly classifies s F &£ & § &5 & z
is computed. Stated differently, it assesses the model's £

Various Method

ability to predict positive events with accuracy out of all
actual positive events. Figure 6:FPR
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It is clear that Figure 6 shows zero results for inaccurate
classifications for all techniques, in contrast to SVM, XGB,
and DT. All of the outcomes show how easy it is to find
malware in software files by applying the recommended
technique.

VI.CONCLUSION

In this work, we examined and empirically verified the
utilization of ensemble learning to merge the malware
prediction outcomes provided by various DL and
ML models. This procedure aims to increase the detection
of Windows PE malware. It is not necessary to use a
specific ML model when using ensemble approaches.
Instead, a learning technique that yields the optimum
malware detection performance is created by aggregating
the prediction capabilities of each combination of
ML models. In order to develop effective & efficient
malware detection designs, we combined
DL & ML approaches with lightweight fully integrated and
CNN architectures to investigate our suggested ensemble
classification approach. For a fair comparison, we carried
out in-depth tests on a range of ML models and lightweight
deep learning architectures within the ensemble learning
structure under identical settings. The findings obtained
demonstrate that ensemble stacking is more effective at
detecting malware than other ML techniques, such as

neural networks.

We demonstrated how the malware detection issue may be
effectively addressed by the ensemble learning framework
built on lightweight deep neural networks. The outcomes
show that methods of ensemble learning can be applied and
employed as clever malware identification strategies. The
future study's texture evaluation and categorization
techniques still have a lot of room for improvement.
Therefore, by integrating a mixed model with texture,
texture-based picture interpretation and classification from
a huge dataset can be improved.
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