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Abstract - In a typical orphanage, records are usually kept
for future reference, retrieval, reproduction, and easy
management. The daily activities, schedules and events are
also recorded. For instance, if there is need to know the
population of the orphanage/ children home, one may need
to count the records obtained from different files that
contain papers with information. The main objective of this
project was to design and develop a new system of managing
information in these orphanages. The system helps in
reducing paperwork and enhance efficiency in record
keeping since the existing one uses manual keeping i.e. use of
files and papers. It also reduces costs incurred in purchasing
files and papers for individual entities. The system manages
records of children, guardians/doctors, donors, adoptive-
Guardian and adoption. The system allows the user to add,
modify, delete the records.

Keyword - Orphanage , Blockchain , children, guardians,
doctors, donors, adoptive-Guardian, adoption, add, modify,
delete.

I.  INTRODUCTION

Orphanage Management System is software which is helpful for
managing and maintaining orphan’s data which can be used by
orphanages. In the current system all the activities are done
manually. It’s very time consuming and costly. Orphanage
Management deals with the various activities related to the
orphanage. In this project an admin can manage the orphan
details and take decision about the record like deletion of any.
This system provides a simple interface for the maintenance of
orphan. Attaining this goal is challenging when using a manual
system due to the scattered nature of information, the potential
for redundancy, and the time-consuming process of collecting
pertinent information.

"To create a prototype-based website for Orphanage
management system using blockchain” Recently, due to the
covid-19 pandemic there has been immense growth in the
number of orphans and the problem has become a global issue.
Due to these reasons, the maintenance of proper records for the
Orphanage is difficult to handle. So we can use Blockchain to
maintain the basic records of these people on a private network
to store and share data among the network.

In the proposed system, we are using blockchain technology
instead of storing our data in a centralized cloud database or any
alternatives of that to ensure a decentralized and more secure
approach. Our system aims to store sensitive information such
as the details of orphans and all the necessary details regarding

the child and the Guardian , including address, phone number,
and contact details. To secure this sensitive data, we employ [1]
Blockchain consensus protocol such as PBFT (Practical
Byzantine Fault Tolerance) and methods blockchain technology
such as IPFS and Hyperledger Fabric

PBFT is an innovative security concept that enhances the
security of data in a decentralized blockchain environment.
Anonymity-based methods are also employed to anonymize
sensitive data before storing it in the blockchain. This system
ensures safe and secure storage of sensitive data, and IPFS is an
essential tool used to assure the accuracy of data. The use of
blockchain technology helps to protect sensitive data in a
decentralized environment.

The goal is to develop a blockchain-based orphanage
management system that improves transparency, security, and
accessibility while protecting the privacy and personal
information of the orphans. The system should automate the
tracking of medical and educational information, allow for easy
donation management, and enhance communication and
collaboration between authorized parties to ensure the best
possible care and support for the orphans. The use of blockchain
technology provides immutability and tamper-resistance to
enhance the security of the system.

The foundation of this platform is to revolutionize orphanage
management by providing transparency, accountability, and
better security through the use of a blockchain-based system. By
storing background and health-related information, the platform
aims to connect with a ready-to-give audience and charge fewer
fees than traditional orphanage agencies. The system is built to
be traceable, immutable, and reliable, using advanced
technology to ensure a secure and trustworthy process.

Without an Orphanage Management System, managing and
maintaining the details of orphans is a tedious task for any
organization. The Orphanage Management System will store
comprehensive information about the orphans, including their
medical reports.

The proposed system is a secure and efficient orphanage
management solution that utilizes blockchain technology to
protect orphan data from unauthorized access. The system
provides a comprehensive view of orphan details including
background information, educational qualifications, personal
data, and medical reports. Data exchange among connected
orphanages is enabled, and donor and adoption management are
streamlined. Donor information and donations received are
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easily managed and adoption processes are tracked and reported
in real-time. Overall, the system provides a transparent and
reliable solution to orphanage management.

Il. Related Work

Securing and authenticating healthcare records through
blockchain technology. [2] Healthcare data is critical for
medical professionals and policymakers, but it is also at risk of
being compromised by cyber-attacks. Traditional centralized
record-keeping systems have a single point of vulnerability that
can be exploited by attackers. A decentralized system, on the
other hand, can provide greater security and privacy by
distributing the data across a network of nodes. Blockchain
technology offers a way to implement such a system, using
cryptographic algorithms to ensure the reliability, transparency,
and interoperability of electronic healthcare data. In this context,
a blockchain-based architecture can provide a secure and
transparent mechanism for healthcare data exchange. Reports
and prescriptions of patients can be stored using hash values of
the patient 1D, and only authorized persons can make
transactions to retrieve stored reports. [3]

The proposed blockchain-based architecture for e-healthcare
systems offers several benefits, including improved security and
privacy, greater transparency and accountability, and
interoperability between different healthcare providers. By
keeping the patient at the center of the system, the proposed
architecture aims to provide a more patient-centric approach to
healthcare data management. With the help of blockchain
technology, the proposed system can prevent unauthorized
access to sensitive patient data, ensure the integrity of the data,
and enable efficient data exchange among healthcare providers.
In summary, a blockchain-based architecture can provide a
secure, efficient, and patient-centric solution for healthcare data
management.

Land Record Management using IPFS and Hyperledger Fabric
[3] Land ownership records in many countries are fragmented
and not available in a comprehensive single location, which
creates inefficiencies and challenges for property buyers. The
proposed solution presented in this paper involves bringing all
stakeholders for a piece of land/property onto a single peer-to-
peer, decentralized network using Hyperledger Fabric, a
blockchain framework. This network maintains a detailed record
of every transaction that any property listed on the platform has
been involved in, providing transparency and accountability.
The central government can view land records pertaining to all
state government offices under its jurisdiction, while each state
government maintains land records that can be accessed and
edited by private realty companies, the Builders’ Association of
India, and Tehsil Level Property Registrars of each district in the
state. Each landowner can access the details of their respective
land, which are maintained by the blockchain. The proposed
solution aims to make documents such as registered sale deeds,
records of rights, property tax receipts, survey data, and land
titles easily available to all stakeholders on a single platform by

interfacing Hyperledger Fabric with Interplanetary File System
(IPFS), a decentralized distributed file system.

To ensure data security and privacy, the paper proposes to
integrate Passports, a secure authorization and authentication
middleware, and require record-entry makers to log in through
their Github accounts before accessing the blockchain network.
This integration of IPFS and Passports with Hyperledger Fabric
will greatly improve land acquisition and record management
practices in the region and prevent malicious tampering of
information that requires utmost confidentiality. The proposed
solution provides a clear framework for a transparent, efficient,
and secure land ownership record keeping system, which has the
potential to improve land acquisition and real estate investment
practices, benefitting property buyers, landowners, and real
estate developers.

BlockIPFS - Blockchain-enabled Interplanetary File System for
Forensic and Trusted Data Traceability [5]

The InterPlanetary File System (IPFS) is a distributed file
system that aims to connect all computing devices with the same
system of files, providing a more efficient way to share large
files across the network. IPFS incorporates technologies such as
BitTorrent and Git to achieve high throughput and allows users
to share files and information without relying on centralized
servers.

However, the popularity and effectiveness of IPFS also create
security and access control concerns. When an object is
uploaded to the network, anyone who has access to the hash
address of the file can access its content. This lack of control
over who can access uploaded files raises serious security and
intellectual property concerns. In addition, there is no way to
trace or audit access to files on the network, making it difficult
to investigate and resolve disputes.

To address these issues, the solution proposes called BlockIPFS,
which enhances IPFS with Hyperledger Fabric, [5] a
permissioned blockchain platform that provides immutability
and high performance. By integrating BlockIPFS within IPFS,
the proposed approach provides traceability capabilities to
record and audit access to files on the network, improving
security and access control.

BlockIPFS provides a clear trail of activities associated with a
given file, including who accessed it and when. This can be used
for forensic investigations and dispute resolution, as it can help
to identify who has downloaded a file and narrow down the
scope of investigation in the event of illegal sharing. The
proposed approach also protects authorship by providing
evidence of ownership and authorship of files on the network.

In summary, the solution proposes called BlockIPFS that
enhances IPFS with Hyperledger Fabric to provide traceability
capabilities for auditing and safeguarding authorship of files.
The proposed approach provides a clear audit trail of all
activities associated with a given file, improving security and
access control on IPFS.
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EduChain: A highly available education consortium blockchain
platform based on Hyperledger Fabric [6]
The proposed solution is a blockchain platform for education

consortiums that aims to address scattered data in educational
institutions and traditional limitations in recording learners'
learning behaviors. The platform utilizes the advantages of
blockchain technology, including decentralization, anonymity,
immutability, and high-trust. To ensure credible sharing and
verification protection of education data, the solution uses a data
transfer mechanism and a data collaboration scheme based on
"onchain and offchain."

To reduce storage pressure on the blockchain ledger, the
solution employs erasure codes to process blockchain ledger
files, reducing the total ledger storage by about 53.56%. It also
introduces the Byzantine fault-tolerant ability to the platform by
designing a HotStuff consensus to access the ordering service of
Hyperledger Fabric. The solution completes Fabric deployment
based on Kubernetes to solve the education blockchain runtime
environment problem and designed a container control plug-in
for Fabric to support Kubernetes at the code level.

Overall, the solution aims to promote the reform of the education
system and build an education information system compatible
with the national economic, social, and educational
development level. By providing a credible and secure platform
for storing and sharing educational data, the solution is expected
to contribute to the development of the digital economy and
promote economic and social development.

I11.  Proposed Solution

To address the challenges faced by orphanages, a proposed
solution is to create a prototype-based website for Orphanage
management system using [4] IPFS and Hyperledger Fabric.
Hyperledger Fabric is a permissioned blockchain platform that
allows organizations to create private and secure networks for
storing sensitive information. In this solution, a private chain
will be used to store and manage the basic records of the
orphans, including medical and educational information. By
using a private chain, only authorized personnel will have access
to sensitive information, ensuring its security.

In addition, refer to Fig -1, Inter Planetary File System (IPFS)
will be used to store and share files related to the orphanage
management system. IPFS is a decentralized storage system that
allows files to be stored and shared in a distributed network. By
using IPFS, the system can offer high performance and low
latency, making it a suitable choice for storing and sharing files
related to the orphanage management system.

By creating a private chain for storing and managing the
orphan's records, it becomes easier to manage the data
efficiently. The records can be accessed and updated by
authorized personnel, reducing the risk of errors and
duplications. Additionally, the use of a private chain ensures that
the data is tamper-proof and cannot be modified by unauthorized
personnel.

Hyperledger
Fabric

Authentication
Middlewara

4

Fig -1: Interfacing Underlying technologies with Fabric to
improve Orphanage Management System [1]

IPFS

Improved Orphanage
Management

Finally, a public chain will be used to manage donations,
providing transparency and accountability to donors. By using a
public chain, donors can be assured that their contributions are
being tracked and recorded in a secure and immutable manner.

IV. UNDERLYING TECHNOLOGY & ARCHITECTURE

A. Making the choice with Hyperledger Fabric :

When considering blockchain platforms for the Orphanage
Management system, the two main options are open-public
blockchains, such as Ethereum, and permissioned enterprise
blockchains, such as Hyperledger. While open-public
blockchains do not require parties to verify their identity,
permissioned enterprise blockchains only allow trusted parties
who have been approved by the network creator to transact, and
their identities can be abstracted.

In the case of the Orphanage Management system, where only
known, verified parties will be transacting with each other, using
an open-public blockchain [8] with its computational power
requirements would be inefficient. Instead, a permissioned
enterprise blockchain like Hyperledger Fabric would be more
suitable. The Smart Contract, or Chaincode in Hyperledger
Fabric, ensures that only transactions that satisfy set conditions
and do not violate the consensus algorithm can be admitted to
the chain.

Hyperledger Fabric also offers benefits such as modularity,
distributed ledger and logic processing, confidentiality,
resilience, and flexibility, all of which are crucial for the
Orphanage Management system. Furthermore, Hyperledger
Fabric has a higher throughput in terms of the number of
transactions performed per minute compared to Ethereum,
which is important for a system handling a large amount of data.

Overall, choosing Hyperledger Fabric as the blockchain
platform for the Orphanage Management system ensures
efficient and secure management of orphanage records while
minimizing operational and hardware costs.
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Fig -2: Simple Storage and Retrieval on IPFS

B. Peers:

Endorsing Peers, Ordering Nodes (Orderer), and Committing
Peers. Endorsing Peers receive transaction requests from the
Application SDK and check if business logic is satisfied.
Ordering Nodes bundle up approved transactions into blocks
and distribute them to Committing Peers. The solution uses
Kafka consensus algorithm to minimize network downtime.
Committing Peers validate and commit the transactions to the
Blockchain. Application SDK sends requests to Endorsing Peers
and gets a response after checking all rules. The transaction is
divided into blocks by Orderer and validated by Endorsing and
Committing Peers

C. IPFS:

IPFS (InterPlanetary File System) is a decentralized file storage
system that allows for the secure storage and access of files over
a distributed file system. [1] , Refer to the Fig -2 Every file is
given a unique cryptographic hash and stored in nodes. These
nodes are indexed so that each file can be accessed through a
node, preventing duplication. [9]

V. Implementation

The management of orphanages requires accurate and
transparent record-keeping to ensure that the orphans receive the
necessary care and support they need. The proposed solution for
orphanage management involves the use of Hyperledger Fabric
and IPFS to create a tamper-proof, secure, and transparent
system for orphan record-keeping [6] .

To implement the proposed solution, a private network will be
set up using Hyperledger Fabric, which includes all necessary
services such as Certificate Authority (CA), Peers, Orderer, and
CouchDB. The CA will issue certificates to each user to validate
their identity for transactions on the blockchain.

The algorithm of the consensus, i.e. Chaincode, will be written
in Go or NodeJS to ensure that only legitimate actions
pertaining to the mutation of orphan-records can be performed.
Transactions satisfying set conditions defined in the Chaincode
can only be admitted in the Blockchain.

In addition, [9] IPFS provides versioning and content-
addressing features, which can be beneficial for managing and
updating files related to the orphanage management system.
This can be particularly helpful for orphanages that need to store
and share large files, such as videos or images.

Hyperledger Fabric
Network
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Fig -3: The System Architecture

The front-end interface of the business network will be
developed using React to enable authorized persons to access
the orphan record-keeping system. The interface will be
connected to the backend to display the orphan records in real-
time. The implementation of an authentication middleware
using Redis will ensure that only authorized persons can access
the orphan record-keeping system refer the Fig -3 , thus
preventing unauthorized access and data breaches.

To ensure data integrity and avoid data loss, a distributed storage
system using IPFS will be implemented. Each organization will
maintain a distributed storage system using IPFS, which can be
accessed using the CID of the item and gateway, open on port
8080. This will ensure that orphan records are safe and
accessible at all times.

Saved : 72737
{

path:

cid: CID(QmQbMNFZjuSsypQTXw3a2dxflj2pv3hKF42foDa3Emy7P7),
size: 72751
}

Fig -4: The Terminal Screen Shows Uploaded Document to
IPFS Network

In addition, a donation system will be implemented using Ethers
to provide a better future for orphans in the orphanage and fulfill
their daily needs. Donations will be made using Ethers, [10] and
the records of the donations will be stored on the blockchain,
providing transparency and accountability in the use of funds.

To ensure that the proposed solution meets the requirements of
the orphanage management system, it will be thoroughly tested.
The testing process will involve verifying that all transactions
are recorded on the blockchain, and that orphan records are
accessible to authorized persons in real-time. Any issues
encountered during testing will be addressed and resolved to
ensure the optimal performance of the system.
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VI. Methodology

Requirement Gathering : In this initial phase, the project team
should meet with the orphanage staff, doctors, and Guardian to
gather the requirements for the orphanage management system.
The team should identify the key pain points and challenges
faced by the orphanage and also the goals and objectives for the
new system. Based on the requirements, the team should define
the scope of the project.

Design : In this phase, the project team should design the
architecture of the orphanage management system. The team
should identify the different types of data that need to be stored
in the blockchain, such as information about the orphans, doctors,
and Guardian. Based on this, the team should create separate
blockchains for each type of data, using IPFS and Hyperledger
Fabric. Additionally, the team should design the public network
for accepting donations using cryptocurrency.

Development : In this phase, the project team should develop the
orphanage management system. This involves implementing the
various features and functionalities required by the system, such
as the ability to store and update information about the orphans,
doctors, and Guardian. The team should also implement the
different roles and access levels for the system. Furthermore, the
team should create a public network for accepting donations
using cryptocurrency and connect it with the orphanage
management system.

Testing : In this phase, the project team should conduct various
types of testing to ensure that the system is secure. This includes
functional testing, performance testing, and security testing. The
team should also test the donation system to ensure that it is
working as expected.

Deployment : In this phase, the project team should deploy the
orphanage management system on the appropriate infrastructure,
such as cloud-based servers.

Maintenance and support : In this final phase, the project team
should provide ongoing maintenance and support for the
orphanage management system. The team should also monitor
the system to ensure that it is functioning properly and addressing
the needs of the orphanage. Additionally, the team should
provide support for the public network that accepts donations
using cryptocurrency.

VII. Result and Discussion

Our research has successfully created a private blockchain-
based orphanage management system using Hyperledger Fabric
and InterPlanetary File System (IPFS) to store and manage
orphan details and medical records. The system ensures
transparency between orphanages, doctors, and Guardian and
provides a tamper-proof solution for securing orphan data from
unauthorized access.

The use of Hyperledger Fabric offers several advantages in
terms of scalability and security. Fabric allows for the creation
of private blockchain networks with customizable levels of

permission, which ensures that only authorized parties can
access and modify data on the network. This makes Fabric a
suitable choice for our orphanage management system as it
requires a high level of data security and privacy.

In addition, we have implemented the Practical Byzantine Fault
Tolerance (PBFT) consensus algorithm to ensure that all nodes
on the network agree on the validity of transactions. This
consensus algorithm ensures that the system is resistant to
malicious attacks and prevents any single point of failure.

VIII. Conclusion

The proposed solution of using IPFS and Hyperledger Fabric
for orphanage management provides a secure, transparent, and
tamper-proof system for orphan record-keeping. The
implementation of the proposed solution ensures that orphan
records are safe and accessible at all times, and that authorized
persons have real-time access to orphan records. Additionally,
the use of Ethers for the donation system provides transparency
and accountability in the use of funds, providing a better future
for orphans in the orphanage and fulfilling their daily needs.

IX. Future Work

Optimizing the system for scalability and security: Upgrading
hardware, software, and network infrastructure to handle a
larger volume of data and users as the orphanage grows and
expands.

Improving usability based on user feedback: Gathering and
analyzing feedback to identify issues or concerns and making
improvements to ensure a positive user experience.

Conducting further research on blockchain technology:
Investigating the potential benefits and limitations of public and
private blockchains and identifying ways to optimize them for
enhanced security, privacy, and efficiency.

X. References

[1] N. Jayapandian, A. M. J. M. Z. Rahman, A. Sowntharya and V. Nivedha,
“ENHANCED SECURITY FRAMEWORK TO PROTECT
ORPHANAGE SENSITIVE DATA USING CLAIM-CARRY-CATCH
METHOD IN CLOUD ENIVIRONMENT,” ARPN Journal of
Engineering and Applied Sciences, vol. 10, no. 7, pp. 3102-3107, 2015.

[2] L. Li*, Z. Yue and G. Wu, “Electronic Medical Record Sharing System
Based on Hyperledger Fabric and InterPlanetary File System,” in 2021
The 5th International Conference on Compute and Data Analysis,
China, 2021.

[3] Jayapandian, N. ; Rahman, A. M. J. Md. Zubair ; Sowntharya, A. ;
Nivedha, V.;, “ENHANCED SECURITY FRAMEWORK TO
PROTECT ORPHANAGE SENSITIVE DATA USING CLAIM-
CARRY-CATCH METHOD IN CLOUD ENVIRONMENT,” ARPN
Journal of Engineering and Applied Sciences, vol. 10, no. 7, 04 2015.

[4] H. Mukne, P. Pai, S. Raut and D. Ambawade, “Land Record
Management using Hyperledger Fabric and IPFS,” in 10th International
Conference on Computing, Communication and Networking
Technologies, Kanpur, 2019.

[ 5] E. Nyaletey, R. Parizi, Q. Zhang and K.-K. Raymond Choo, “BlockIPFS
- Blockchain-enabled Interplanetary File System for Forensic and

© 2023,IJSREM | www.ijsrem.com

DOI: 10.55041/IJSREM18558 |

Page 5


http://www.ijsrem.com/

ﬂgg‘l 3

IJSREM
%"‘ International Journal of Scientific Research in Engineering and Management (IJSREM)
A Volume: 07 Issue: 04 | April - 2023 Impact Factor: 8.176 ISSN: 2582-3930

Trusted Data Traceability,” in 2019 IEEE International Conference on
Blockchain , 2019.

[6] S. Kumar, A. K. Bharti and R. Amin, “Decentralized secure storage of
medical records using Blockchain and IPFS: A comparative analysis
with future directions,” spy2, vol. 4, no. 5, pp. 01-16, 2021.

[7] X. Liang, Q. Zhao, H. Liu and . Q. Zhang, “EduChain: A highly
available education consortium blockchain platform based on
Hyperledger Fabric,” 13 6 2021.

[8] A. Mukherji and N. Ganguli, “Efficient and Scalable Electronic Health
Record Management using Permissioned Blockchain Technology,” in
2020 4th International Conference on Electronics, Materials
Engineering & Nano-Technology, Kolkata, 2020.

[9] R. Kumar, N. Marchang and R. Tripathi, “Distributed Off-chain Storage
of Patient Diagnostic Reports in Healthcare System using IPFS and
Blockchain,” in International Communication Systems and Networks
and Workshops, Bengaluru, 2020.

[10] G. Singh, M. Mohandas and S. Venkatesan, “Decentralized Patient
Centric e-Health Record Management System using Blockchain and
IPFS,” in 2019 IEEE Conference on Information and Communication
Technology, Allahabad, 2020.

[1 1] N. Sharma , M. Mangal and A. Mahajan, “Blockchain and IPFS Based
Framework for Secure Student Document Record Keeping,” Journal of
Educational Multimedia and Hypermedia, vol. 30, no. 02, pp. 165-181,
2021.

[12] M. Uddin, “Blockchain Medledger: Hyperledger fabric enabled drug
traceability system for counterfeit drugs in pharmaceutical industry,”
ELSEVIER, vol. 574, pp. 1-16, 2021.

[13] L. Foschini, A. Gavagna, G. Martuscelli and R. Montanari |,
“Hyperledger Fabric Blockchain: Chaincode Performance Analysis,” in
2020 IEEE International Conference on Communications (ICC), 2020.

[14] A. Khatoon, “A Blockchain-Based Smart Contract System for
Healthcare Management,” Molecular  Diversity  Preservation
International, vol. 9, no. 1, pp. 01-23, 2019.

[1 5] Y. Chen, H. LI* and J. Zhang, “An improved P2P File System Scheme
based on IPFS and Blockchain,” in 2017 IEEE International Conference
on Big Data (BIGDATA, China, 2017.

[16] S. K. Dwivedi, R. Amin and S. Vollala, “Blockchain-Based Secured
IPFS-Enable Event Storage Technique With Authentication Protocol in
VANET,” IEEE/CAA Journal of Automatica Sinica, vol. 8, no. 12, pp.
1913 - 1922, 07 September 2021.

[17 X. Wu, . Y. Han, M. Zhang and S. Zhu , “Secure Personal Health
Records Sharing Based on Blockchain and IPFS,” in 13th Chinese
Conference, 2020.

© 2023, [JSREM | www.ijsrem.com DOI: 10.55041/IJ]SREM18558 | Page 6



http://www.ijsrem.com/

