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ABSTRACT

The SkillSwap platform is a peer-to-peer skill exchange system that enables individuals to
learn and teach skills directly with one another without the need for monetary transactions.
The primary objective of this system is to create a collaborative learning environment where
users can exchange knowledge and expertise efficiently. Through this platform, users can
create profiles, list their skills, search for others with complementary skills, and schedule
sessions for skill sharing. The platform encourages mutual learning by allowing users to trade
skills— such as coding for graphic design, or photography for language learning—thereby
promoting community growth and self- improvement. Built using modern web technologies
like HTML, CSS, JavaScript (and optionally React for frontend and Node.js for backend),
SkillSwap provides an intuitive, user-friendly interface that simplifies interactions between
learners and mentors.The system overcomes the limitations of traditional e-learning platforms
by focusing on real-time collaboration, skill barter, and equal opportunity for users to be both
learners and teachers. The system includes key features such as user authentication, skill
listings, chat-based communication, and a rating system to ensure trust and reliability among
users. Overall, SkillSwap aims to democratize learning by fostering a global community of
skill exchangers, making education more accessible, interactive, and personalized.
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CHAPTER 1 INTRODUCTION
1.1 OVERVIEW

The SkillSwap — Peer-to-Peer Skill Exchange Platform allows users to share and learn skills
directly from each other. It connects people based on the skills they can teach and those they
wish to learn, promoting free and collaborative learning. The system includes modules for user
registration, skill listing, matching, chatting, and feedback, making skill exchange simple and
efficient.

The platform connects users based on their interests, skills offered, and skills needed, creating
a community-driven learning environment. It eliminates the need for costly courses by
enabling peer-to-peer exchange of knowledge. The system includes modules for user
registration, skill matching, chat communication, and feedback management, ensuring a
smooth and effective experience for both learners and teachers. The platform allows users to
create personalized profiles where they can list the skills they possess and those they wish to
learn.

A smart matching system then connects users with others who have complementary skill sets,
making it easier to find ideal learning partners. For example, a user who wants to learn graphic
design and can teach web development can be matched with another user interested in web
development and skilled in graphic design. SkillSwap integrates several key features to
enhance the user experience — including user authentication for secure access, chat and
messaging functionality for seamless communication, and a review and rating system to
ensure trust and credibility within the community.

Overall, SkillSwap provides an interactive and engaging environment that promotes mutual
growth, continuous learning, and networking among users. It encourages individuals to not
only gain new knowledge but also share their expertise with others, thereby creating a

sustainable ecosystem of skill development and lifelong learning.
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1.2 OBJECTIVE

The primary objective of the Peer-to-Peer (P2P) Skill Exchange is to establish a collaborative
learning ecosystem that enables individuals to share their expertise, knowledge, and practical
skills directly with one another. Unlike traditional education systems that rely heavily on
hierarchical teacher—student structures, the P2P model empowers every participant to function
both as a learner and a teacher. This reciprocal approach not only democratizes access to
education but also promotes a sense of equality, ownership, and mutual respect among
learners. By facilitating direct knowledge exchange, the system helps individuals gain

relevant, real-world competencies that are often absent from conventional classroom settings.

Another major objective is to enhance accessibility and inclusivity in skill development. The
P2P Skill Exchange seeks to eliminate economic, social, and geographical barriers to
education by providing open, community-driven, and often technology-enabled platforms for
learning. This allows individuals from diverse backgrounds—regardless of age, income level,
or formal qualifications—to engage in meaningful skill-building activities. By enabling
participants to share what they know and learn what they need, the system helps bridge

educational and digital divides within communities.

Furthermore, the initiative aims to foster lifelong learning and self-directed growth. In a
rapidly changing world, where technologies and professional skills evolve continuously, it is
essential for individuals to develop adaptability and a continuous learning mindset. The P2P
model encourages learners to set personal goals, choose learning paths that align with their
interests, and actively participate in their own development. This autonomy strengthens

intrinsic motivation and deepens the learning experience.

The Peer-to-Peer Skill Exchange also aims to bridge skill gaps that exist in the workforce and
local communities by connecting individuals who possess complementary abilities. Through
mutual exchange, participants can develop both technical and soft skills, such as
communication, teamwork, leadership, and problem- solving, which are critical for
employability and social interaction. In doing so, the model contributes to personal

empowerment and collective capacity building.

Another important objective is to leverage digital technology for effective knowledge sharing
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and collaboration. The use of online platforms, learning management systems, and digital
communication tools allows for scalable and flexible peer interactions across different regions
and time zones. This integration of technology supports innovation, makes learning more
interactive, and enables the documentation and dissemination of shared knowledge on a global

scale.

In addition, the Peer-to-Peer Skill Exchange seeks to promote community engagement and
social bonding. By creating a network of learners and educators who support one another, the
initiative nurtures trust, cooperation, and a spirit of shared purpose within communities. It

transforms learning into a collective experience rather than an isolated one.

Lastly, this initiative aligns with the United Nations Sustainable Development Goal (SDG) 4
— Quality Education, which emphasizes inclusive, equitable, and lifelong learning
opportunities for all. By offering a decentralized, community-based, and sustainable approach
to education, the Peer-to-Peer Skill Exchange contributes to a more equitable and empowered
society. Through these interconnected objectives, the model not only transforms how people

learn but also redefines how knowledge is valued, shared, and applied in the modern world.

CHAPTER 2 LITERATURE SURVEY

[1] Patel et al. (2018) — Online Skill Learning and Sharing Platform Developed a web
portal where users could register, list their skills, and exchange knowledge sessions virtually,
promoting community-based learning.

[2] Kaur & Mehta (2019) — Peer-to-Peer Tutoring System

Proposed a digital system enabling users to connect as tutors or learners, facilitating skill
development through real-time scheduling and feedback mechanisms.

[3] Alzahrani et al. (2019) — Hybrid Feature Learning for Face Shape Introduced Al-
driven image processing techniques enhancing user profile personalization and trust in digital
collaboration environments.

[4] Ramesh & Gupta (2020) — Collaborative Learning through Digital Focused on building

an online ecosystem supporting peer-based learning through gamified rewards and progress
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tracking tools.

[S] S. Karthikeyan et al. (2021) — Blockchain-Based Identity Verification Implemented a
decentralized verification model to ensure user authenticity and prevent fraud in peer-to-peer
digital interactions.

[6] Jonita M. J. et al. (2021) — User-Centric E-Learning Portal

Created a scalable web application emphasizing personalized learning paths, progress tracking,
and secure data storage for users.

[7] Arya S. et al. (2022) — Cloud-Based Skill Management Platform Developed a cloud-
integrated skill-sharing application allowing real-time communication, data synchronization,

and secure content hosting.

[8] Hamdzar W(2022) — Implementation of QR-Code for Digital Credentials

Applied QR-code authentication to validate user profiles and skill certificates for transparency
and trust in peer-learning systems.

[9] Suryavanshi D. et al. (2022) — Next-Gen Authentication in Learning Introduced Al-
powered verification and secure login mechanisms ensuring reliable identity validation in
online education environments.

[10] Kumar A. & Sharma V. (2023) — Machine Learning-Based Recommendation
Developed an algorithm to intelligently match users with complementary skills and interests,
optimizing peer-to-peer connections.

[11] Patil P. et al. (2023) — IoT-Enabled Smart Learning Environment Integrated [oT tools
with learning platforms to enable real-time interaction tracking and activity monitoring for
collaborative sessions.

[12] Ramesh B. et al. (2024) — Skill Exchange and Learning Platform Proposed a gamified,
reputation-based peer-to-peer network encouraging trustworthy and engaging skill-sharing
experiences.

[13] Verma S. et al. (2024) — Al-Driven Mentorship Matching System Implemented

artificial intelligence models to pair learners and mentors based on expertise levels, user
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history, and feedback analytics.

[14] Kumar D. et al. (2024) — Decentralized Learning Ecosystem Focused on secure data
sharing and immutable skill validation through blockchain integration, reducing dependency
on centralized servers.

[15] Sharma R. & Patel K. (2018) — Community-Based Learning Network Developed a
collaborative platform encouraging users to share skills through community forums and peer-

approved tutorials.
CHAPTER 3 SYSTEM ANALYSIS

3.1 EXISTING SYSTEM

In the current digital landscape, skill development and knowledge sharing are largely
dependent on traditional online learning platforms, training centers, or paid mentorship
programs. Existing systems such as Coursera, Udemy, and LinkedIn Learning provide
structured courses where users enroll and learn from professional instructors. While these
platforms are effective for formal learning, they do not foster mutual skill exchange between

individuals who wish to teach and learn from one another in a collaborative environment.

Furthermore, existing systems lack a personalized peer-to-peer interaction model, where
users can directly exchange their expertise without financial constraints. Most online
education systems follow a one-way communication model, where users passively consume
pre-recorded content rather than engaging in real-time knowledge exchange. There is minimal
opportunity for users to connect based on shared interests, similar learning goals, or

complementary skills.

Additionally, community-based learning forums and social media groups (like Reddit,
Discord, or Facebook communities) do allow informal knowledge exchange, but these lack
structure, credibility, and effective user verification. Users may struggle to find trustworthy
skill partners or relevant learning resources. The absence of a centralized and secure platform
that allows users to both offer and request skills directly is a major limitation of existing
systems. Thus, a more efficient, secure, and user-driven model is required to promote real

skill-sharing among individuals.

© 2025,IJSREM | https://ijsrem.com | Page 6



https://ijsrem.com/

e
‘j‘IJSREl:{‘
h.en 7 International Journal of Scientific Research in Engineering and Management (IJSREM)
W Volume: 09 Issue: 11 | Nov - 2025 SJIF Rating: 8.586 ISSN: 2582-3930

DISADVANTAGES OF EXISTING ROAD ANOMALY DETECTION SYSTEMS:

Existing systems for detecting potholes and speed breakers face several limitations that reduce

their reliability and effectiveness in real-world scenarios:

1. Lack of Centralized Platform

. There is no unified place for users to find skill partners.
. Skill seekers and providers struggle to connect effectively.
2. Limited Reach

. Users can only exchange skills within their local area or known network.

It limits exposure to diverse skills and global opportunities.

3. Time-Consuming Process

. Finding suitable partners manually (through social media or word of mouth) takes a lot
of time.
. Scheduling and communication are often inefficient.

4. No Proper Verification
. Users’ skills and credentials are not verified.

. Leads to trust issues and unreliable learning experiences.

5. Lack of Rating or Feedback System
. There’s no structured way to assess the quality of teaching or learning.

. Makes it difficult to identify skilled or genuine users.
6. Difficulty in Matching Skills

. Manual matching often leads to mismatched skill pairs (e.g., interests, time zones,
proficiency levels).

. Reduces user satisfaction and engagement.

7. Absence of Progress Tracking

. Learners cannot track their learning progress or improvement.
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. No structured learning path or performance analytics.
8. Communication Barriers
. Without an integrated chat or video system, users rely on external tools.

. This leads to miscommunication or loss of interaction data.

9. Privacy and Security Concerns

. Sharing personal contact information outside a secure platform can lead to
misuse.
. No proper data protection or privacy control.

10. No Incentive or Reward System
. Users may lose motivation due to lack of recognition, rewards, or badges for skill
sharing.

3.2 PROPOSED SYSTEM

The Proposed System, named Peer-to-Peer Skill Exchange (SkillSwap), introduces an
innovative approach to collaborative learning by enabling users to exchange skills directly
with one another. Instead of relying on formal instructors or paid platforms, users can both
offer and request skills based on their areas of expertise and interest. For example, a user
proficient in graphic design can offer lessons in design and, in return, learn photography or

programming from another user.

This proposed platform creates a mutually beneficial ecosystem, where learning and teaching
occur through real human connections. The system includes features for user registration,
authentication, skill management, and search functionality. Each user maintains a profile
that lists their offered and wanted skills, making it easier to find suitable matches. The system
leverages MongoDB for storing user and skill data, Express.js and Node.js for backend logic,

and React.js for the frontend interface.

Security is maintained through JWT-based authentication and password encryption using

berypt.js, ensuring that all user information remains private and secure. The system promotes
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an inclusive, community-based environment where users can learn without financial barriers,
connect through shared goals, and build a global skill-sharing network. It eliminates the
dependency on paid instructors while promoting equal access to learning opportunities for

everyone.

The proposed platform allows users to register, create profiles, list their skills, and specify
the skills they wish to learn. Based on this information, the system uses intelligent
algorithms to recommend suitable partners for skill exchange. It also integrates real-time
communication tools such as chat, voice, or video calling for interactive learning sessions. In

addition, the system maintains records of skill exchanges, user ratings, and progress reports.

ADVANTAGES OF PROPOSED SYSTEM:

1. Centralized Platform

The proposed system provides a centralized online platform where users can easily connect
and exchange skills. Unlike traditional methods where learners rely on personal contacts or
social media, this system serves as a unified space for all users to find suitable partners,

reducing time and effort in searching for skill exchange opportunities.

2. Global Connectivity

One of the major advantages of the proposed system is its ability to connect users across the
globe. This allows individuals to share and learn skills from diverse backgrounds and cultures,
promoting global collaboration and cross-cultural learning experiences. It eliminates

geographical barriers and opens access to a wider range of skills.

3. Intelligent Skill Matching

The system uses smart algorithms to match users based on their skill sets, learning interests,
and available time slots. This ensures that both parties have compatible goals, leading to
effective and productive learning sessions. The automated matching process saves time and
increases user satisfaction compared to manual pairing.

4. User Verification and Trust

The proposed system includes a secure user verification process, ensuring that only genuine

and verified users participate in the platform. This builds trust among users and minimizes the
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risk of fake profiles or fraudulent activities. A verified environment encourages more people

to share and exchange their skills confidently.

5. Rating and Feedback System
A rating and feedback mechanism is incorporated into the proposed system, allowing users
to review their learning experiences and rate skill partners. This helps maintain

quality standards within the platform and enables new users to identify trustworthy ..
6. Time and Cost Efficiency

The platform significantly reduces the time and cost involved in traditional skill learning.
Users can exchange skills directly without spending money on expensive courses or travel.
The automation of search, scheduling, and communication also ensures that skill exchange

happens efficiently and conveniently.

7. Real-Time Communication
The proposed system integrates real-time communication features such as chat, audio, and
video calls. This enhances interaction and collaboration between users, allowing them to

conduct live sessions, clarify doubts instantly, and share resources during learning activities.

8. Data Security and Privacy

The system ensures that all user data, including personal details and communication records,
are protected using secure authentication and encryption techniques. This builds user
confidence by ensuring that their information remains private and safe from unauthorized
access.

9. Motivation and Recognition

To encourage participation, the system provides incentives such as digital badges, certificates,
and reputation scores. These rewards recognize active users and motivate others to contribute
more effectively. It fosters a sense of achievement and community engagement within the

platform.

3.3 PROPOSED SOLUTION
1. The Proposed Solution aims to overcome the drawbacks of existing learning platforms by

providing a secure, interactive, and community-oriented platform for exchanging skills. The

Peer-to-Peer Skill Exchange System connects users who want to learn specific skills with
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others willing to teach those skills in return. The system ensures a seamless exchange of
knowledge without monetary transactions, focusing instead on collaboration and personal
growth.

2. The core functionality of the system is implemented using the MERN stack — a powerful
combination of MongoDB, Express.js, React.js, and Node.js. The frontend (React.js) provides
an intuitive and responsive user interface, allowing users to register, log in, add new skills, and
search for others easily. The backend (Node.js and Express.js) manages business logic,
routing, and data validation, while MongoDB stores structured user and skill data.

3. When a user registers, the system securely encrypts the password and generates a JWT
token for authentication. Authenticated users can then post the skills they offer or search for
skills they wish to learn. The system’s search functionality uses query matching to display
relevant skill listings from the database. To enhance future scalability, the platform can later
integrate real-time chat for user communication, Al-based skill recommendations, and
rating systems to ensure quality interactions.

4. In summary, the proposed solution provides a digital ecosystem where individuals learn and
teach collaboratively, addressing the limitations of current e-learning systems and empowering

users to grow through peer engagement.

3.4 IDEATION & BRAINSTORMING

The Ideation and Brainstorming phase was crucial in developing the concept and functional
features of the Peer-to-Peer Skill Exchange system. Initially, a problem statement was defined
— the lack of a structured platform that allows direct skill exchange between individuals. A
brainstorming session was then conducted to explore possible solutions, focusing on user

needs, existing gaps in current systems, and feasible technological implementations.

Several ideas were discussed, including creating a forum-style discussion platform, a
mentorship application, and a barter-based learning system. The final concept — SkillSwap

— was chosen because it integrates the best aspects of these ideas into a single, user- friendly
platform. The main goal identified during brainstorming was to allow users to offer and learn

skills without financial involvement, creating a cycle of continuous, mutual learning.

The design thinking approach was applied, emphasizing empathy, ideation, and iteration. The
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team analyzed user personas, including students, professionals, freelancers, and hobbyists, to
understand their pain points. Various brainstorming techniques like mind mapping and
SCAMPER (Substitute, Combine, Adapt, Modify, Put to another use, Eliminate, Reverse) were

used to refine the concept.

Through this process, key system features emerged — secure registration, skill-based profile
creation, advanced search options, and user authentication. A simple yet engaging user
interface was conceptualized using low-fidelity wireframes and prototypes. The final idea
combined the principles of peer learning and collaborative networking, forming the foundation
of the SkillSwap system that promotes both teaching and learning within an inclusive

community.

34.1 FEASIBILITY STUDY

Before implementing the SkillSwap platform, a feasibility study is carried out to determine
whether the system is practical and beneficial. The study evaluates technical, economic, and
operational feasibility.

34.2 TECHNICAL FEASIBILITY

The project is technically feasible as it can be developed using commonly available

technologies such as:

v' Frontend: HTML, CSS, JavaScript, React.js
v' Backend: Node.js and Express.js

v' Database: MongoDB or MySQL

v' Authentication: JSON Web Token (JWT)

All these technologies are open-source and widely supported. The system can run efficiently

on standard computers or web servers without the need for high- end hardware.

34.3 ECONOMIC FEASIBILITY
The system is economically feasible as it requires minimal financial investment. Since all

frameworks and tools used are open-source, development cost is low. The platform reduces

manual work and saves time, which improves overall productivity. Thus, the system is cost-
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effective for both users and developers.

3.5 PROBLEM SOLUTION FIT

The Problem-Solution Fit stage focuses on ensuring that the proposed system effectively
addresses the identified challenges in existing platforms and meets real user needs. The core
problem identified was the lack of a structured, accessible, and interactive environment for
individuals to exchange skills directly. Users currently face high costs, limited engagement,

and restricted access to quality learning opportunities.

The Peer-to-Peer Skill Exchange platform provides a perfect solution by creating a mutual
learning ecosystem. It eliminates monetary barriers and promotes direct interaction between
learners and teachers. The solution aligns with the target users’ needs by enabling them to
showcase their expertise, find matching skill partners, and build a reputation within the

community through consistent participation.

The system’s design ensures usability, scalability, and security. For instance, secure
authentication through JWT tokens and encrypted passwords ensures user data privacy, while
the use of a NoSQL database (MongoDB) allows efficient storage and retrieval of skill-related
information. The search functionality provides users with relevant skill matches, helping them
find learning opportunities that suit their interests.

From a technical perspective, the architecture supports easy maintenance and future
enhancements such as live chat, peer reviews, and recommendation systems. From a user
perspective, the solution creates tangible value by providing a free and engaging environment
to learn and teach. Therefore, the system demonstrates a strong problem- solution fit, as it not
only bridges existing gaps in e-learning but also introduces a sustainable, community-driven

approach to skill development.
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3.6 ARCHITECTURE DESIGN
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Figure 3.6.1 : Model Architecture

The figure shown above represents the Solution Architecture that we made use of in our Project.

The Peer-to-Peer Skill Exchange (SkillSwap) system is built on a three-tier architecture,

which separates the application into three main layers — Presentation Layer, Application
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(Logic) Layer, and Data Layer. This architecture ensures modularity, scalability, and
maintainability. Each layer is designed to handle specific responsibilities, and all layers
communicate seamlessly through clearly defined interfaces. The system uses the MERN
Stack (MongoDB, Express.js, React.js, Node.js) as its core technology framework, which

provides both flexibility and performance for web-based applications.
1. Presentation Layer (Frontend Architecture)

The Presentation Layer is implemented using React.js, which serves as the user interface of
the SkillSwap system. This layer is responsible for all interactions between the user and the
system. Users can register, log in, add their skills, and search for others’ skills through

dynamic and responsive web pages.

The frontend is designed as a Single Page Application (SPA) to enhance user experience by
reducing page reloads and ensuring fast navigation. React components such as App.js,
Register/Login Forms, Skill Management, and Search Components handle different parts of
the interface. React’s state management (useState and useEffect hooks) ensures that the

interface updates in real time whenever data changes.

To facilitate communication with the backend, Axios is used for sending HTTP requests to the
RESTful APIs. The frontend uses JSON format for data exchange and stores authentication
tokens (JWTs) in local storage to maintain session persistence. This layer focuses on

delivering a clean, user-friendly design that makes interactions smooth and intuitive.

2. Application Layer (Backend Architecture)

The Application Layer forms the backbone of the SkillSwap system. It is implemented using
Node.js and Express.js, which handle the core logic, request processing, and system
functionality. This layer acts as a bridge between the user interface and the database, ensuring

that all operations are processed efficiently and securely.

The backend follows a RESTful API design that defines various routes for specific
functionalities such as authentication, skill management, and skill search. The auth.js route
manages user registration and login by verifying credentials and issuing JWT tokens for

authentication. The skills.js route handles all skill-related operations, including adding,
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searching, and retrieving skills from the database. Middleware such as auth.js ensures that only

authorized users can access certain routes by verifying tokens before processing requests.

This layer also manages error handling, input validation, and server-side security. Passwords
are encrypted using berypt.js to protect user credentials, and sensitive information is secured
using environment variables. Express.js efficiently routes requests while maintaining

scalability for handling multiple concurrent users.

3. Data Layer (Database Architecture)

The Data Layer is powered by MongoDB, a NoSQL database that stores data in flexible,
JSON-like documents. It is accessed through Mongoose, which provides an easy-to-use object

modeling interface for defining schemas and handling database operations.

The system uses two primary collections:

. User Collection — stores user information such as name, email, encrypted password,

and lists of skills offered and wanted.

. Skill Collection — stores skill details including name, category, description, and the

reference ID of the user who added it.

These collections are related through references (Objectld fields), allowing efficient data
retrieval and user-skill associations. The schema design ensures scalability, enabling the
system to handle a growing number of users and skills without performance degradation.
MongoDB’s indexing and query optimization features help improve the search functionality
for faster skill discovery.

4. Communication Flow Between Layers

The communication flow between layers is structured and secure. When a user interacts with
the frontend (for example, by registering or searching for a skill), the React interface sends an
HTTP request to the backend API using Axios. The backend processes the request, performs
necessary logic, and interacts with the MongoDB database to store or retrieve data. The

response 1s then formatted as JSON and sent back to the frontend, where it is displayed to the
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user.

This client-server interaction is stateless, ensuring scalability and simplicity. JWT tokens are
passed in the request headers to maintain authentication across requests. All data
communication uses HTTPS and CORS policies are configured to allow secure cross-origin

access between the frontend and backend.

5. Architectural Advantages
The architecture of the SkillSwap system offers several advantages:
. Scalability: Each layer can be independently scaled to handle increased user load.

. Modularity: The separation of frontend, backend, and database allows easy updates or

replacement of individual components.

. Security: JWT authentication, password hashing, and middleware protection ensure
data safety.
. Performance: The wuse of asynchronous operations in Node.js enhances

responsiveness, while React provides an optimized frontend experience.

. Maintainability: The clean folder structure and modular code make debugging and

future enhancements straightforward.

6. Summary

In conclusion, the system architecture of the Peer-to-Peer Skill Exchange (SkillSwap) platform
follows a robust three-tier structure that efficiently manages user interactions, application
logic, and data storage. The use of the MERN stack enables full-stack JavaScript development,
ensuring seamless integration and consistency across all layers. This architecture not only

supports current functionalities like skill sharing and discovery.

3.7 DATA FLOW DIAGRAMS

Data Flow Diagrams (DFDs) are essential tools for visualizing how data moves through a system,
from collection to processing and reporting. In the context of our pothole and speed breaker detection

project, DFDs help illustrate how images are processed, analyzed, and stored, providing clarity for both
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the development and implementation phases.

Figure 3.7.1 Data Flow Diagram
The Data Flow Diagram (DFD) for the Peer-to-Peer Skill Exchange (SkillSwap) system

represents the logical flow of data between the main components — users, processes, and the
database. It helps visualize how information moves through the system, from user input to data
storage and retrieval. The DFD is divided into two levels: Level 0 (Context Diagram) and

Level 1 (Detailed Process Flow).
Level 0 — Context Diagram

At the highest level, the SkillSwap system is represented as a single process that interacts with
two main external entities: the User and the Database. The User can perform actions such as
registration, login, adding skills, and searching for others’ skills. These actions send data to the

system, which processes the requests and communicates with the MongoDB database to store
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or retrieve information. The system then sends the appropriate response back to the user

interface.

Data Flow (Level 0):

1. The User sends registration or login details to the SkillSwap System.

2. The system validates the data and stores or verifies credentials in the Database.

3. Upon successful authentication, the system generates a token and sends it to the User.
4. The User can then submit skill information or search for existing skills.

5. The system fetches the required data from the Database and displays it back to the

User.
This level provides a general overview of how the system interacts with its environment.
Level 1 — Detailed Process Flow

At Level 1, the internal processes of the SkillSwap system are broken down into several
functional components. These include User Authentication, Skill Management, SKkill

Search, and Database Management.

l. User Authentication Process:

When a user registers or logs in, the system receives the user’s credentials (name, email,
password). The password is hashed using bcrypt.js and securely stored in MongoDB.
During login, credentials are verified, and if valid, a JWT token is generated and sent back to
the frontend for session management.

2. Skill Management Process:

Authenticated users can add, edit, or delete their skills. The user enters details such as skill
name, category, and description, which are sent to the backend via API requests. The backend
processes the data and updates the Skill Collection in MongoDB.

3. Skill Search Process:

Users can search for skills offered by others. The search query is sent to the backend, which
performs a text search in the Skill Collection. The relevant results are fetched and displayed to
the user in the frontend interface.

4. Database Management Process:
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The MongoDB Database stores two main collections — Users and SKkills. The database
handles CRUD (Create, Read, Update, Delete) operations through Mongoose models. Each
user document maintains references to their skills, allowing efficient linking and retrieval of

related data.

The interaction between these processes ensures smooth communication between the frontend,
backend, and database, resulting in a responsive and efficient peer-to-peer skill exchange

platform.

CHAPTER 4 SYSTEM REQUIREMENTS

1. Hardware / Host Requirements (minimum — recommended)

1. Developer laptop / workstation (minimum): 4 CPU cores, 8 GB RAM, 20 GB free
disk.

2. Developer (recommended): 4-8 CPU cores, 16+ GB RAM, SSD with 50+ GB free
disk for Node modules, Docker images, DB data.

3. Small production server (starter): 2 vCPUs, 4-8 GB RAM, 40+ GB SSD.

4. Production (growing usage): 4+ vCPUs, 16+ GB RAM, scalable disk (cloud
volumes) and backup snapshots.

2. Operating System

1. Local development: Windows 10/11, macOS (Monterey or later), or Ubuntu 20.04+.
2. Server / deployment: Ubuntu 22.04 LTS or a managed container host (e.g., Render,
Heroku, AWS EC2/ECS, DigitalOcean).

3. Note: All commands shown below assume a Unix-like shell; Windows users can use
WSL2 or Git Bash.

3. Software Dependencies (exact versions recommended)

1. Node.js — LTS (v18.x or v20.x). Confirm with node -v.
2. npm — bundled with Node. Use npm -v. Optionally use pnpm or yarn.
3. MongoDB — Community Server 6.x (or MongoDB Atlas managed DB). For local

testing, install mongod.

4. Git — for version control.
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5. Optional dev tools: nodemon (for auto-restart during dev), dotenv (for env vars),

Postman / Insomnia for testing APIs.
4. Project Dependencies (packages used)

1. Backend: express, mongoose, cors, bcryptis, jsonwebtoken.

2. Frontend: React (create-react-app or Vite), axios.
5. Environment Variables & Configuration (must-have)

Create a . env or set host environment variables; do not commit secrets.

1. MONGO URI — e.g. mongodb://localhost:27017/skillswap or Atlas
URL

2. JWT SECRET — strong random string (used for signing JWTs).

3. PORT — backend port (default 5000) if needed.

4, NODE ENV — development or production.

5. REACT APP API URL — frontend environment variable (e.g.

http://localhost:5000/api or deployed backend URL).

6. Network / Port Requirements

1. Local dev: Backend default 5000, Frontend default 3000. Ensure no port conflicts.

2. Production: open ports 80 (HTTP) and 443 (HTTPS) on server or rely on reverse
proxy (Nginx) / load balancer. Backend internal port (e.g., 5000) should be accessible by
frontend or proxied.

3. Database: MongoDB listens on 27017. If remote, ensure your deployment/host can

reach the MongoDB instance (whitelist the host IP on Atlas).

7. Security Requirements

1. Use HTTPS in production — TLS certificates (Let's Encrypt or managed).
2. Keep JWT SECRET and DB credentials out of source control. Use environment
secrets in cloud provider.

3. Hash passwords with bcrypt (already implemented).
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4. Use a salt factor of at least 10.

8. Development Setup — step by step
1. Clone repo:

git clone <repo-url> && cd skillswap.

2. Backend install:

o cd backend

o npm install

o create .env withMONGO URI, JWT SECRET, PORT (if needed)

o Start MongoDB locally (sudo systemctl start mongod or run Docker
container).

o npm run dev (uses nodemon)or npm start.

3. Frontend install:

o open new terminal: cd frontend

o npm install

o create .env or set

REACT APP API URL=http://localhost:5000/api

o npm start tolaunch dev serverat http://localhost:3000.
9. Database Requirements & Backups

1. Schema: Users and Skills collections (Mongoose models provided).

2. Indexes: Add index on Skill.name for faster search (SkillSchema.index ({
name: 'text' }) for textsearch).

3. Backups: For production, enable automated backups (MongoDB Atlas or cloud

provider snapshots). Schedule daily or hourly depending on RPO/RTO.
4. Migrations/Seed: Provide a seed script for dev/test data (optional).

10. Testing Requirements

1. Unit tests: Jest for backend logic; React Testing Library for frontend components.
2 Integration tests: Supertest + Jest to test REST endpoints.

3. Manual tests: Use Postman to test register/login/skill creation/search endpoints.

4 E2E (optional): Cypress for Ul end-to-end tests.
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11. Logging & Monitoring

1. Logging: Use console for dev; in production use a logger (Winston, Pino) with
structured logs.

2. Monitoring: Use uptime and performance monitoring (Prometheus + Grafana, or SaaS
like Datadog, Sentry for error tracking).

3. Alerts: Configure alerts for high error rate, memory spikes, or DB connection failures.

12. Deployment Options (step by step high level)

l. Containerized deployment (recommended): Build Docker images for backend and

frontend, use docker-compose for local integration (backend + mongo).

o Provide Dockerfile for backend, Dockerfile for production frontend
build, and docker-compose. yml (backend, mongo, optional nginx).

2. Cloud PaaS: Deploy backend to Render/Heroku/AWS Elastic Beanstalk and frontend
to Netlify/Vercel. Set environment vars in the platform.

3. CD/CI: Configure GitHub Actions or GitLab CI to run tests, build images, and deploy

on merge to main.

13. Scaling & High Availability (production considerations)

1. Use managed MongoDB (Atlas) with replica sets for HA and read scaling.

2 Run backend in multiple instances behind a load balancer (AWS ALB / Nginx).
3. Use a CDN for frontend static assets to reduce latency.

4 Add caching (Redis) for hot data or rate-limiting tokens.

14. Optional Components & Enhancements (requirements if added)

1. Real-time chat (Socket.10): requires a WebSocket-capable server and sticky sessions
in load-balanced setups or use a messaging broker (Redis adapter).

2. Push notifications: require FCM for mobile or web push setup.

3. ML-based matching: require data pipeline, model hosting (SageMaker, hosted

inference), and scheduled retraining.
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15. Final checklist before production launch

1. Environment variables set and secret-safe.
2. HTTPS enabled, CORS locked to frontend origin.
3. DB backups scheduled & tested restore.

CHAPTER 5 IMPLEMENTATION

The implementation of the Peer-to-Peer Skill Exchange (SkillSwap) system was carried out in
multiple structured phases, ensuring a clear workflow from environment setup to final testing.
The system was built using the Express.js, React.js, and Node.js — to provide a modern,

scalable, and efficient full-stack development framework.

1. Environment Setup

The first step in implementation involved setting up the development environment. Node.js
was installed to serve as the runtime for executing JavaScript on the server side, while
MongoDB was set up as the NoSQL database for storing user and skill information. The
project directory was then structured into two main parts — backend and frontend — to

maintain modularity and facilitate independent development.

In the backend folder, the package.json file was initialized using npm init, and essential
dependencies such as express, mongoose, bcryptjs, jsonwebtoken, and cors were installed.
Similarly, in the frontend folder, React was set up using create-react-app, and axios was
installed for HTTP communication between the client and server. This setup ensured a robust

foundation for the entire development process.

2. Backend Implementation

The backend of the system was developed using Node.js with the Express.js framework to
handle routing, middleware, and RESTful API design. The configuration file (config.js) was
created to manage environment variables such as the MongoDB connection URL and JWT
secret key. The main server file (server.js) initialized Express, established a connection to

MongoDB using Mongoose, and defined the base API routes for authentication, skills, and
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chat functionality.

Separate route files were created for modularization:

. auth.js handled user registration and login.
. skills.js managed skill creation and searching.
. chat.js served as a placeholder for future real-time chat integration.

The authentication system used JWT (JSON Web Token) to generate secure tokens during user

login or registration, allowing access to protected routes.

Passwords were encrypted using bcrypt.js before being stored in the database to ensure

security.

Middleware (auth.js) was implemented to verify tokens for each incoming request to

authenticated routes.

This approach ensured a secure backend that effectively managed user data and protected

sensitive operations.

3. Database Design

The MongoDB database was chosen for its flexibility and ability to handle dynamic data.

Using Mongoose, two primary schemas were designed: User and Skill.

. The User schema included fields for name, email, password hash, offered and wanted

skills, and user ratings.

. The Skill schema stored information such as skill name, category, description, and the

reference to the user who offered the skill.

These schemas established relationships between users and their skills, allowing efficient data

retrieval through populate() queries in Mongoose.

The database design ensured data integrity and scalability, supporting future additions like chat

history, reviews, and skill-matching algorithms.

4. Frontend Implementation

The frontend was developed using React.js to provide a responsive and interactive user
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interface. The main component, App.js, handled all primary functions, including user
authentication, skill addition, and skill search. React’s state management system (useState,

useEffect) was used to manage user data, tokens, and skill lists dynamically.

Axios was used to handle API calls to the backend endpoints, ensuring smooth communication

between client and server.

Forms were implemented for user registration, login, and adding new skills. Conditional
rendering was used to control access — for example, certain features were displayed only

when a user was logged in. T

he interface was designed for simplicity and usability, allowing even new users to interact with

the system without difficulty.

5. Integration and Testing

Once both the backend and frontend components were completed, they were integrated and

tested to ensure end-to-end functionality.

The backend server ran on http://localhost:5000, while the frontend operated on
http://localhost:3000.

API requests were tested using Postman to confirm correct responses for registration, login,

skill creation, and search functionalities.

During testing, several scenarios were validated — such as incorrect login credentials,
duplicate email registration, and missing fields — to ensure that the system handled errors

gracefully.

Successful tests confirmed that users could register, authenticate, add skills, and search for
skills effectively. The MongoDB database was inspected to verify that all data was stored and

retrieved accurately.
6. Security and Optimization

Security measures were prioritized throughout the implementation. User passwords were
never stored in plain text, and JWT tokens were used for authentication instead of sessions,

reducing the risk of unauthorized access.

CORS policies were configured to allow secure communication between frontend and
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backend servers. The application structure was also optimized for scalability, enabling easy

deployment to cloud environments like Render, AWS, or Heroku in the future.

7. Final Outcome

The final implementation successfully resulted in a fully functional web-based platform that
allows users to register, log in, add their skills, and search for others’ skills. The system
demonstrated smooth data flow, fast API responses, and a secure authentication process.

The modular design ensures that new features such as real-time chat, Al-driven skill matching,

and mobile app integration can be easily added in the future.

Overall, the implementation phase validated the feasibility and efficiency of the Peer-to- Peer
Skill Exchange model. The system proved to be stable, scalable, and user-friendly —
effectively fulfilling its goal of connecting learners and skill providers through a collaborative

online environment.

55
15.1 COMPONENTS DESIGN

The Peer-to-Peer Skill Exchange (SkillSwap) system has been designed using a modular
component-based architecture, which divides the entire application into logical, reusable,
and maintainable units. Each component is responsible for a specific functionality, ensuring
separation of concerns and easy scalability. The design follows the principles of ( React,
Node.js ) stack, where the system is divided into backend and frontend components, with
seamless communication between them through RESTful APIs.

The frontend components are built using React.js, focusing on user interaction and data
visualization. The core component, App.js, serves as the main controller that manages the
overall flow of the application. It handles user authentication, navigation between views, and
coordination between other components. The frontend includes specific components for user
authentication, skill management, and skill search.

. The Authentication Component manages user registration and login by capturing input
details and sending them to the backend API for verification.

. The Skill Management Component allows logged-in users to add new skills by
entering details such as name, category, and description.

. The Search Component enables users to search for skills offered by others and displays

© 2025,IJSREM | https://ijsrem.com | Page 27



https://ijsrem.com/

A

'jIJSREl:-:‘

h.en 7 International Journal of Scientific Research in Engineering and Management (IJSREM)
W Volume: 09 Issue: 11 | Nov - 2025 SJIF Rating: 8.586 ISSN: 2582-3930

the results dynamically. React’s state
management and lifecycle hooks (useState, useEffect) ensure that data updates in real time,
enhancing responsiveness and user experience. Each component is designed for reusability
and can be easily modified or extended in future versions of the application.
The backend components are implemented using Node.js and Express.js, serving as the core
logic and data management layer. The backend is composed of distinct modules such as
routes, models, middleware, and configuration files.
. The Route Components handle various functionalities like user authentication (auth.js),
skill operations (skills.js), and chat features (chat.js). Each route defines specific API

endpoints that interact with the database.

. The Model Components, built with Mongoose, define the structure of data in
MongoDB. The User model manages user details, authentication data, and linked skills, while
the Skill model handles all information related to offered skills.

. The Middleware Component provides security and validation by verifying JWT tokens
before allowing access to protected routes.

. The Configuration Component (config.js) manages global variables such as the
MongoDB connection URL and the secret key for authentication, ensuring centralized control
and easier maintenance.

The database component uses MongoDB as the data storage layer. It is designed to
efficiently handle large and unstructured datasets. Each user document in the database
contains references to the skills they offer, creating a relational structure within a NoSQL
environment through Mongoose population. This design allows quick and flexible data
retrieval, enabling features like searching for users by skill or listing all skills under a
category.

In summary, the component design of the SkillSwap system ensures clear separation between
presentation, business logic, and data management layers. The frontend handles interaction
and visualization, the backend manages logic and security, and the database stores and
retrieves information efficiently. This modular structure not only simplifies debugging and
maintenance but also makes the system scalable for future upgrades such as mobile
integration, Al-based matching, and real-time communication features.

5.2 SOFTWARE DESCRIPTION
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The Peer-to-Peer Skill Exchange (SkillSwap) system has been designed using the React,
Node.js) architecture, ensuring a structured, modular, and scalable software design. The
system is divided into three major components — the Frontend, Backend, and Database —
each with specific responsibilities. The design follows the principles of separation of concerns
and modular development, allowing independent development, testing, and future scalability.
At the frontend, the system is developed using React.js, a component-based JavaScript library
that provides an interactive and responsive user interface. The user interface is designed to be
simple and intuitive, allowing users to easily register, log in, add skills, and search for others’
skills.

Each section of the application — authentication, skill management, and search — is
implemented through reusable components. The frontend communicates with the backend
using Axios, which handles HTTP requests efficiently. The use of React’s state management
ensures real-time updates and dynamic content rendering without the need for page reloads,
enhancing the overall user experience.

The backend is built using Node.js and Express.js, serving as the application’s server layer.

It acts as an intermediary between the frontend and the database. T

he backend follows a RESTful API design, ensuring clean and organized communication
between components. Different routes are defined for user authentication, skill management,
and chat functions. Security and data integrity are maintained through JWT (JSON Web
Token)-based authentication, ensuring that only authorized users can access protected
resources. Additionally, berypt.js is used to hash user passwords, providing an extra layer of
data protection.

The backend design also includes middleware for authentication and error handling, allowing
smooth and secure processing of client requests.

The database layer is implemented using a NoSQL database that provides flexibility in
handling dynamic data structures. Mongoose is used as an Object Data Modeling (ODM)
library to define schemas and manage interactions between the application and the database.
The database includes two main collections: Users and Skills.

The User schema contains user credentials, offered and wanted skills, and ratings, while the

Skill schema stores information about skill names, categories, descriptions, and the user
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offering them. The relationship between users and skills is established through references,
ensuring efficient retrieval and manipulation of data.

The overall system architecture ensures scalability, maintainability, and high performance.
The modular design allows future enhancements such as Al-driven skill matching, real-time
chat integration, and mobile application extensions without disrupting the existing structure.
The use of asynchronous communication between the frontend and backend minimizes latency
and ensures a smooth user experience.

The layered architecture — consisting of the presentation layer (React), application logic layer
(Express + Node.js), and data layer (MongoDB) — contributes to a robust and efficient

system that supports peer-to-peer learning and collaboration.

5.3 RESULT

The development and implementation of the Peer-to-Peer Skill Exchange (SkillSwap)
platform successfully achieved its core objective of creating a digital environment where
individuals can share, learn, and exchange skills directly with one another. The system
provides an intuitive and secure interface that enables users to register, authenticate, and
manage their personal skill profiles effectively. Through the integration of the— the platform
ensures efficient data handling, smooth interaction between the client and server, and an
overall responsive user experience. Users are able to create and store their offered skills,
search for other users’ skills, and establish connections for mutual learning, all within a simple
and user-friendly web application.

The backend operations of the system functioned seamlessly, with Express.js managing the
routing, MongoDB efficiently storing user and skill data, and JWT authentication securing
user sessions. The frontend interface, developed using React, displayed smooth
communication with the backend through Axios, providing real-time updates and interactive
functionality. The search and skill management features were tested and verified to work
accurately, confirming that users could add new skills and retrieve results based on search
queries with minimal latency. Overall, the project demonstrated strong performance, data
consistency, and reliability under standard test conditions, establishing a functional prototype
for a collaborative skill-sharing platform.

Moreover, the implementation validated the concept of peer-to-peer learning as a practical
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and scalable model for knowledge exchange. The results indicate that users can both teach and
learn simultaneously, creating a balanced ecosystem where knowledge is circulated rather than
consumed in one direction. The project also proved that open, community-driven platforms
can foster collaboration, inclusivity, and continuous growth among participants. Thus, the
SkillSwap system successfully met its design goals and serves as a solid foundation for future
enhancements such as real-time communication, advanced matchmaking, and mobile

integration.
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CHAPTER 6
CONCLUSION AND FUTURE ENHANCEMENT

6.1 CONCLUSION

The Peer-to-Peer Skill Exchange program has demonstrated the immense potential of
collaborative learning as an effective model for personal and professional development. By
allowing participants to share their unique skills directly with one another, the program
fostered a culture of mutual respect, inclusivity, and continuous growth. Unlike traditional
training or classroom settings, this initiative empowered individuals to become both learners

and teachers, thereby enhancing confidence, communication, and leadership skills.

Through structured sessions, participants were able to exchange expertise in diverse areas such
as communication, design, technology, management, and creative arts.

This reciprocal model not only improved technical knowledge but also encouraged cross-
disciplinary collaboration and teamwork. Participants reported increased motivation, a
stronger sense of community, and improved adaptability—skills that are essential in today’s

dynamic, knowledge-driven world.

Moreover, the initiative strengthened interpersonal relationships and created an environment
where every participant felt valued for their unique strengths. The informal and interactive
format made learning enjoyable, practical, and relevant to real-world applications. As a result,
the Peer-to-Peer Skill Exchange stands as a sustainable model for continuous learning,

promoting a mindset of lifelong education beyond the confines of formal institutions.

In conclusion, this program has proven that knowledge is most powerful when shared. It
highlights the importance of peer collaboration as a key driver of innovation and personal
growth, further enhance skill diversity, improve employability, and create a supportive

ecosystem where learning never stops.
6.2 FUTURE SCOPE
The Peer-to-Peer Skill Exchange platform holds immense potential for future development

and innovation. As the foundation of the system is built on a scalable MERN stack

architecture, it can be expanded to include a wide range of advanced functionalities that
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enhance both user experience and community engagement. One of the most promising
directions is the integration of a real-time communication system using WebSockets or
Socket.1O. This would allow users to chat instantly, schedule skill exchange sessions, and even
conduct live virtual learning through embedded video or voice calls. Such interactivity would

create a more dynamic and engaging learning environment.

Another key area for growth lies in implementing a smart skill-matching algorithm. By
using artificial intelligence and machine learning techniques, the platform could analyze user
preferences, learning patterns, and skill ratings to recommend the most suitable peers for
exchange. This would make skill discovery more personalized and efficient, helping users
connect with those whose expertise best complements their learning goals. Additionally,
rating and feedback systems could be improved to maintain the credibility of users and

ensure a trusted community where quality skill sharing is encouraged.

The platform can also evolve into a global network for continuous learning, connecting
users from different countries and cultures. Integration with translation tools and timezone
management would allow seamless interaction across borders. Further enhancements could
include skill verification mechanisms through digital certifications or endorsements from
verified professionals, adding authenticity to user profiles.

Moreover, the inclusion of gamification features, such as badges, points, and achievement

levels, could boost user motivation and participation.

From a technical perspective, deploying the system on cloud services such as AWS, Google

Cloud, or Render would enable automatic scaling and secure data management, ensuring

reliability as the user base grows. Mobile application development for Android and iOS platforms could further increase

accessibility and convenience, allowing users to exchange skills anytime, anywhere.

In summary, the future scope of the SkillSwap platform extends far beyond its current
prototype. With the integration of real-time features, intelligent recommendations, global
connectivity, and gamified learning experiences, it has the potential to become a
comprehensive and sustainable ecosystem for peer-to-peer knowledge exchange —

empowering individuals to learn, teach, and grow together in a digitally connected world.

Integrating real-time chat and video communication using technologies like Socket.IO or
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WebRTC would allow users to interact instantly and conduct live skill exchange sessions. The
addition of a smart recommendation system powered by Al and machine learning could
automatically match users based on their skills, interests, and learning goals, making the
process of finding suitable partners faster and more effective.

Similarly, introducing a rating and feedback system would help maintain trust and

transparency, ensuring the quality of skill exchanges within the community.

Furthermore, the platform could be extended into a global skill-sharing ecosystem,
connecting people from diverse regions and cultures. Future updates may include mobile
application development for better accessibility, cloud deployment for scalability and
reliability, and multilingual support to bridge communication barriers. Gamification
elements such as badges, progress levels, and leaderboards could also be added to encourage
active participation and sustained engagement. By incorporating these innovations, the
platform can evolve into a comprehensive, interactive, and user-driven environment that

promotes lifelong learning and mutual growth.

APPENDICES

SOURCE CODE:

BACKEND CODE:

BACKEND : PACKAGE.JSON:
{

"name": "skillswap-backend", "version": "1.0.0",

n.n ot n

"main": "server.js", "scripts": {

"n.n

"start": "node server.js", "dev": "nodemon server.js"
5

"dependencies": { "beryptjs": "2.4.3",

"cors": ""2.8.5",

"express': ""4.18.2",

"jsonwebtoken": ""9.0.0",
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"mongoose": "*7.0.0"

b
}

BACKEND : CONFIG.JS

module.exports = {

MONGO URI:  process.env.MONGO URI | 'mongodb://localhost:27017/skillswap',
JWT _ SECRET: process.env.JWT SECRET || 'change this secret'
s

BACKEND: SERVER.JS

const express = require('express'); const mongoose = require('mongoose'); const cors =
require('cors');

const { MONGO_URI } = require('./config');

const app = express(); app.use(cors()); app.use(express.json());

// Routes
app.use('/api/auth', require('./routes/auth’)); app.use('/api/skills', require('./routes/skills"));
app.use('/api/chat', require('./routes/chat'));

mongoose.connect(MONGO URI, { useNewUrlParser: true, useUnifiedTopology: true

})

then(() => {
console.log('MongoDB connected'); const PORT = process.env.PORT || 5000;

app.listen(PORT, () => console.log('Server running on port', PORT));
})

.catch(err => console.error('MongoDB connection error', err));

© 2025, IJSREM | https://ijsrem.com | Page 39


https://ijsrem.com/

h.en 7 International Journal of Scientific Research in Engineering and Management (IJSREM)
W Volume: 09 Issue: 11 | Nov - 2025 SJIF Rating: 8.586 ISSN: 2582-3930

BACKEND: MIDDLEWARE /AUTH.JS

const jwt = require('jsonwebtoken");

const { JWT SECRET } = require('../config");

module.exports = function (req, res, next)
{
const token = req.header('x-auth-token') || req.body.token; if (!token) return

res.status(401).json({ msg: 'No token' });

try

{

const decoded = jwt.verify(token, JWT SECRET); req.user = decoded;
next();

b

catch (err) {

res.status(401).json({ msg: "Token invalid' });

}
|5
BACKEND : MODELS / USER.JS

const mongoose = require('mongoose'); const Schema = mongoose.Schema;

const UserSchema = new Schema({ name: { type: String, required: true },

email: { type: String, required: true, unique: true }, passwordHash: { type: String, required:
true }, skillsOffered: [{ type: Schema.Types.Objectld, ref: 'Skill' }], skillsWanted: [{ type:
Schema.Types.Objectld, ref: 'Skill' }], ratings: [{ score: Number, comment: String, from:
String }]

}, { timestamps: true });
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module.exports = mongoose.model('User', UserSchema);

BACKEND : MODELS / SKILL.JS

const mongoose = require('mongoose'); const Schema = mongoose.Schema,;

const SkillSchema = new Schema({ name: { type: String, required: true }, category: String,
description: String,
user: { type: Schema.Types.Objectld, ref: 'User' }

}, { timestamps: true });

module.exports = mongoose.model('Skill', SkillSchema);
BACKEND : ROUTES / AUTH.JS

const express = require('express'); const router = express.Router();
const User = require('../models/User'); const becrypt = require('beryptjs'); const jwt =
require('jsonwebtoken');

const { JWT SECRET } =require('../config');

// Register
router.post('/register', async (req, res) => { const { name, email, password } = req.body;

if (Iname || lemail || !password) return res.status(400).json({ msg: 'Missing fields' });

try {

let user = await User.findOne({ email });

if (user) return res.status(400).json({ msg: 'Email already used' });

const salt = await berypt.genSalt(10);
const passwordHash = await berypt.hash(password, salt);

user = new User({ name, email, passwordHash }); await user.save();
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const token = jwt.sign({ id: user. id }, JWT SECRET, { expiresIn: '7d' }); res.json({ token,
user: { id: user._id, name: user.name, email: user.email } });

} catch (err) { console.error(err);

res.status(500).send('Server error');

}
1)

// Login
router.post('/login', async (req, res) => { const { email, password } = req.body;

if (!email || !password) return res.status(400).json({ msg: 'Missing fields' });

try
{

const user = await User.findOne({ email });

if (luser) return res.status(400).json({ msg: '[nvalid credentials' });

const isMatch = await berypt.compare(password, user.passwordHash); if (lisMatch) return

res.status(400).json({ msg: 'Invalid credentials' });

const token = jwt.sign({ id: user. 1d }, JWT SECRET, { expiresln: '7d' }); res.json({ token,
user: { id: user._id, name: user.name, email: user.email } });

} catch (err)
{

console.error(err); res.status(500).send('Server error');

}
1)

module.exports = router;
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BACKEND : ROUTES / SKILLS.JS

const express = require('express'); const router = express.Router();
const Skill = require('../models/Skill"); const User = require('../models/User'"); const auth =

require('../middleware/auth');

// Create a skill
router.post('/', auth, async (req, res) => {
const { name, category, description } = req.body; try {

const skill = new Skill({ name, category, description, user: req.user.id }); await skill.save();

const user = await User.findByld(req.user.id); user.skillsOffered.push(skill. id);

await user.save();

res.json(skill);
} catch (err) { console.error(err);

res.status(500).send('Server error');

}

$);
// Search skills

router.get('/search’, async (req, res) => { const q =req.query.q || ";
const skills = await Skill.find({ name: { $regex: q, $options: 'i' } })
Jimit(50)

.populate('user', 'name"); res.json(skills);

1)

// Get user profile with skills router.get('/user/:id', async (req, res) => {
const user = await User.findByld(req.params.id).populate('skillsOffered'); if (luser) return
res.status(404).json({ msg: 'User not found' }); res.json(user);

$);

module.exports = router;
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BACKEND : ROUTES / CHAT.JS

const express = require('express'); const router = express.Router();

const auth = require('../middleware/auth");

router.post('/message', auth, async (req, res) => { const { toUserld, text } =req.body;

res.json({ from: req.user.id, to: toUserld, text, time: new Date() });

1)

module.exports = router;
FRONTEND CODE:

FRONTEND : PACKAGE.JSON

{

"name": "skillswap-frontend", "version": "1.0.0",
"private": true, "dependencies": { "react": "*18.2.0",
"react-dom": "*18.2.0",

"react-scripts": "5.0.1",

"axios": ""1.4.0"}, "scripts": {

"start": "react-scripts start", "build": "react-scripts build"} }
FRONTEND : PUBLIC/INDEX.HTML

<!doctype html>

<html>

<head>

<meta charset="utf-8" />

<meta name="viewport" content="width=device-width, initial-scale=1" />
<title>SkillSwap</title>

</head>

<body>
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<div 1d="root"></div>
</body>

</html>
FRONTEND : SRC/ APP.JS

import React, { useState } from 'react'; import axios from 'axios";

const API = process.env.REACT_APP_API URL || 'http://localhost:5000/api';

function App() {

const [user, setUser] = useState(null);

const [token, setToken] = useState(localStorage.getltem('token')); const [form, setForm] =
useState({ name: ", email: ", password: " });

const [skillForm, setSkillForm] = useState({ name: ", category: ", description: " }); const [q,
setQ] = useState(");

const [results, setResults] = useState([]);

const register = async () => { try {
const res = await axios.post(API + '/auth/register', form); setToken(res.data.token);
localStorage.setltem('token', res.data.token); setUser(res.data.user);

} catch (err) {

alert(err.response?.data?.msg || err.message);

}
|5

const login =async () => { try {

const res = await axios.post(API + /auth/login’', { email: form.email, password: form.password

$)s

setToken(res.data.token); localStorage.setltem('token', res.data.token); setUser(res.data.user);
} catch (err) {

alert(err.response?.data?.msg || err.message);

© 2025, IJSREM | https://ijsrem.com | Page 45


https://ijsrem.com/
http://localhost:5000/api%27%3B

h.en 7 International Journal of Scientific Research in Engineering and Management (IJSREM)
W Volume: 09 Issue: 11 | Nov - 2025 SJIF Rating: 8.586 ISSN: 2582-3930

const addSkill = async () => { try {

await axios.post(API + '/skills', skillForm, { headers: { 'x-auth-token': token } }); alert('Skill
added successfully!");

setSkillForm({ name: ", category: ", description: " });

} catch (err) {

alert(err.response?.data?.msg || err.message);

}
55

const search = async () => { try {
const res = await axios.get(API + ‘'skills/search?q=' + encodeURIComponent(q));
setResults(res.data);

} catch (err) { alert(err.message);

b

s

return (

<div style={{ padding: 20, fontFamily: 'Arial, sans-serif' }}>
<h1>SkillSwap</h1>

{luser && (

<div>

<h3>Register / Login</h3>

<input placeholder="Name" value={form.name} onChange={e => setForm({ ...form, name:
e.target.value })} /><br />

<input placeholder="Email" value={form.email} onChange={e => setForm({ ...form, email:
e.target.value })} /><br />

<input placeholder="Password" type="password" value={form.password} onChange={e =>

setForm({ ...form, password: e.target.value })} /><br />
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<button onClick={register}>Register</button>
<button onClick={login}>Login</button>
</div>

)}

{user && (

<div>

<h3>Welcome, {user.name}</h3>

<button onClick={() => { localStorage.removeltem('token'); setToken(null); setUser(null);

} +>Logout</button>

<h4>Add Skill</h4>

<input placeholder="Skill name" value={skillForm.name} onChange={e => setSkillForm({
...skillForm, name: e.target.value })} /><br />

<input placeholder="Category" value={skillForm.category} onChange={e => setSkillForm({

...skillForm, category: e.target.value })} /><br />

<textarea placeholder="Description" value={skillForm.description} onChange={e¢ =>
setSkillForm({ ...skillForm, description: e.target.value })}></textarea><br />
<button onClick={addSkill}>Add Skill</button>

</div>

)}

<h3>Search Skills</h3>

<input placeholder="Search..." value={q} onChange={e => setQ(e.target.value)} />
<button onClick={search }>Search</button>

<ul>

{results.map(s => (

<li key={s. id}>{s.name} — by {s.user?.name || 'unknown'}</li>

)}

</ul>

</div>
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export default App;
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