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Abstract : Pegasus spyware is a type of sophisticated
surveillance software that has been used by
governments and other actors to target individuals
and organizations worldwide. This research paper
examines the technical and legal aspects of the
Pegasus spyware, including its capabilities, modes of
operation, and the vulnerabilities it exploits. The
study draws on a range of sources, including public
reports, technical analyses, and legal documents, to
provide a comprehensive overview of the spyware
and its impact. The paper also assesses the ethical
and policy implications of the use of Pegasus,
particularly in light of the potential for human rights
abuses and violations of privacy. Overall, this
research contributes to a deeper understanding of the
challenges posed by advanced surveillance
technologies and the need for effective legal and
regulatory frameworks to safeguard individual
rights and freedoms.
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1. Introduction
Pegasus is a highly sophisticated and invasive spyware
developed by the Israeli cyber security company NSO
Group. The spyware is designed to infiltrate the target's
mobile device, whether it be an iPhone or Android, and
gain access to the user's messages, emails, phone calls,
and other sensitive data.
Pegasus spyware first came to public attention in 2016
when it was used to target a UAE human rights activist.
Researchers from Citizen Lab, a cyber security
watchdog group, discovered the spyware on the
activist's phone and identified it as Pegasus. Pegasus
spyware is believed to be able to bypass most security
measures, including two-factor authentication and end-
to-end encryption. The spyware can also remotely
control the device's camera and microphone, giving the
attacker the ability to record audio and video without

the user's knowledge. NSO Group claims that Pegasus is
designed for use by governments and law enforcement
agencies to combat terrorism and other criminal activity.
However, there have been reports of the spyware being
used to target journalists, human rights activists, and
political dissidents.

1.1 Technical capabilities

1. Advanced surveillance capabilities:  Pegasus
spyware is designed to provide advanced
surveillance capabilities to its users. It can be used
to monitor a target's communications, including
phone calls, emails, text messages, and instant
messaging apps.

2. Exploits software vulnerabilities: Pegasus spyware
is capable of exploiting vulnerabilities in software
to gain access to a target's device. This allows it to
be installed on the target's device without their
knowledge or consent.

3. Can bypass security measures: Pegasus spyware is
designed to bypass security measures on a target's
device, including two-factor authentication and
other security features. This makes it difficult for
the target to detect or remove the .

4. Stealth mode: Pegasus spyware operates in stealth
mode, meaning that it can run silently in the
background without the target's knowledge. It can
also be configured to automatically delete itself if it
is detected.

5. Remote control: Pegasus spyware allows its users to
remotely control a target's device, including
accessing files and data, activating the camera and
microphone, and monitoring the target's location.

6. Wide range of targets: Pegasus spyware can target a
wide range of devices, including iPhones and
Android smartphones. It can also be used to target
computers running Windows and macOS.

7. These insights highlight the sophisticated technical
capabilities of Pegasus spyware, which have raised
concerns about its potential to be used for unethical
purposes, such as invading people's privacy and
violating their human rights.
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1.2 impact on individual’s privacy

1.

Invasion of personal data: Pegasus spyware can gain
access to a wide range of personal data, including
emails, text messages, call logs, and social media
messages. This can result in a significant invasion
of privacy for the targeted individual.

Unauthorized monitoring: The use of Pegasus
spyware allows attackers to monitor an individual's
activities without their consent or knowledge. This
can result in a significant violation of their privacy
rights.

Location tracking: Pegasus spyware can track an
individual's location, which can compromise their
personal safety and privacy. This can be particularly
concerning for individuals who are at risk of
physical harm, such as journalists or activists.
Recording of audio and video: Pegasus spyware can
activate a device's microphone and camera to record
audio and video without the individual's knowledge
or consent. This can result in a significant invasion
of privacy and can compromise the individual's
personal safety.

Use of personal data for malicious purposes: If
personal data obtained through Pegasus spyware is
used for malicious purposes, it can cause significant
harm to the individual, including identity theft,
financial fraud, and reputation damage.

These insights highlight the significant impact that
Pegasus spyware can have on individual privacy.
The use of Pegasus spyware raises serious concerns
about the protection of privacy rights and the need
for accountability and transparency in the use of
surveillance technology.

. methods
The Pegasus spyware uses Vvarious sophisticated

methods to infect target devices and evade
detection. These methods include spear-phishing
attacks, zero-day exploits, and remote code
execution.

2 .1 spear phishing

Spear phishing is a type of social engineering attack
that targets specific individuals or organizations to
gain unauthorized access to sensitive data or
networks. The attackers typically use email or
messaging platforms to send a message that appears
to be from a trusted source, such as a colleague,
vendor, or service provider. The message may
contain a malicious link or attachment that, when
clicked or opened, installs malware on the target's
device. Pegasus spyware uses spear phishing as one
of its primary methods of infection. The attackers
create a customized email or message that appears
to be from a trusted source and is tailored to the
recipient's interests or job role. The email may
contain a link or attachment that, when opened,
exploits a vulnerability in the device's operating
system or applications to install the spyware.
Pegasus spyware is a sophisticated tool designed to
evade detection and remain hidden on the target's
device. Once installed, the spyware can collect a
wide range of data, including call logs, text
messages, emails, contacts, calendar events, and
even voice recordings and camera footage. The
spyware  can also intercept  encrypted
communications, such as those using Signal or
WhatsApp. Spear-phishing is a targeted form of
phishing attack that is designed to deceive specific
individuals or groups of individuals into divulging
sensitive information, such as login credentials or
personal data. Spear-phishing attacks are often
carried out by cybercriminals or state-sponsored
attackers who seek to gain access to sensitive
information or systems.

The process of spear-phishing usually begins with
the attacker conducting reconnaissance to identify
potential targets and gather information about them.
This can include studying the target's social media
profiles, online activity, and professional
affiliations. The attacker may also use publicly
available information to craft a convincing message
that appears to be legitimate.

Once the attacker has identified potential targets,
they will craft a convincing message designed to
trick the recipient into taking a specific action, such
as clicking on a link or downloading an attachment.
The message may appear to come from a trusted
source, such as a colleague, a bank, or a well-known
company. The message may also be personalized,

©20

23,IJSREM | www.ijsrem.com

| Page 2


http://www.ijsrem.com/

#ﬁé‘g ‘2;%
7 |

1z IJSREM
"& nternational Journal of Scientific Research in Engineering and Management (I[JSREM)
w Volume: 07 Issue: 05 | May - 2023 Impact Factor: 8.176 ISSN: 2582-3930

using the recipient's name or other personal
information to increase its credibility. The message
may also contain a sense of urgency, such as a
deadline or a threat of consequences if the recipient
does not take immediate action. For example, the
message may claim that the recipient's bank account
has been compromised and that they need to log in
immediately to prevent further damage. If the
recipient falls for the spear-phishing attack and
takes the desired action, such as clicking on a link,
they may unwittingly download malware onto their
device. The malware may be designed to steal
sensitive information, such as login credentials or
personal data, or to provide the attacker with remote
access to the victim's device.

Spear-phishing attacks are often highly effective
because they are tailored to the specific recipient
and appear to be legitimate. This makes them
difficult to detect, even by security systems that are
designed to identify phishing attacks. Furthermore,
attackers can use social engineering techniques to
manipulate the recipient into taking a desired action,
such as downloading malware or divulging sensitive
information. To remain undetected, Pegasus
spyware uses a variety of techniques to avoid
detection by anti-virus software and other security
measures. For example, the spyware may use code
obfuscation to make it difficult for security
researchers to analyse the code and identify its
malicious behaviour. The spyware may also use
stealthy installation techniques that do not require
user interaction, such as exploiting a zero-day
vulnerability.

Overall, spear phishing is a powerful and effective
technique used by attackers, and Pegasus spyware is
a particularly sophisticated and advanced tool that
uses this method to gain access to a target's device.
Protecting against spear phishing requires a
combination of technical and behavioural measures,
including robust security software, user education,
and awareness, and a culture of cyber security
within organizations.
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2.2 zero day exploit

A zero-day exploit is a type of vulnerability in
software that is unknown to the software vendor or
developer. This type of wvulnerability can be
exploited by attackers to gain unauthorized access
to a system, steal data, or carry out other malicious
activities. The term "zero-day" refers to the fact
that the software vendor has zero days to fix the
vulnerability before it can be exploited by
attackers. In other words, the wvulnerability is
already being actively exploited before the vendor
even knows about it. Zero-day exploits are
particularly dangerous because they can be used in
targeted attacks, where an attacker will use the
exploit against a specific organization or individual.
These attacks can be difficult to detect because the
exploit is not yet known to security researchers or
software vendors. Zero-day exploits can be
discovered in a number of ways, including by
security researchers, hackers, or government
agencies. Once a zero-day exploit is discovered, it
can be sold on the black market or used by the
discoverer for their own purposes. To protect
against zero-day exploits, software vendors must
implement  rigorous  security  testing and
development practices. This includes continuous
testing and monitoring for vulnerabilities, and the
use of tools such as static analysis and dynamic
analysis to identify potential security flaws.
Organizations can also use intrusion detection
systems, firewalls, and other security measures to
detect and block attempts to exploit zero-day
vulnerabilities. Additionally, organizations can
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implement a vulnerability disclosure program that
encourages security researchers to report any zero-
day exploits they discover to the software vendor,
so that a patch or update can be developed and
released as soon as possible. In some cases,
software vendors may offer a bug bounty program,
where  security  researchers  can  report
vulnerabilities in exchange for a reward. This can
help to incentivize researchers to report zero-day
exploits and other vulnerabilities to the vendor,
rather than selling them on the black market.
Overall, zero-day exploits are a significant threat to
computer security, as they can be used by attackers
to gain unauthorized access to systems, steal data,
and carry out other malicious activities. To protect
against these exploits, organizations and software
vendors must remain vigilant and implement
rigorous security measures and best practices.
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2.3 remote code execution

Remote Code Execution (RCE) is a type of
vulnerability that allows an attacker to execute
arbitrary code on a remote system. This can be used
to gain unauthorized access to a system, steal data,
or carry out other malicious activities. RCE
vulnerabilities can occur in a variety of software,
including web applications, operating systems, and
network services. When an attacker discovers an
RCE vulnerability, they can exploit it by sending

specially crafted input to the vulnerable system,
which can cause the system to execute arbitrary
code. For example, an attacker may exploit an RCE
vulnerability in a web application by sending a
specially crafted request that includes malicious
code. When the web application processes the
request, the code is executed on the server, giving
the attacker control over the system. RCE
vulnerabilities are particularly dangerous because
they allow an attacker to execute code on a remote
system without needing physical access to the
system or a user's login credentials. This means that
an attacker can carry out attacks from anywhere in
the world, as long as they can connect to the
vulnerable system over the internet. To protect
against RCE vulnerabilities, software vendors and
developers must implement secure coding practices
and implement rigorous security testing and
development practices. This includes the use of
tools such as static analysis and dynamic analysis to
identify potential security flaws. Organizations can
also use intrusion detection systems, firewalls, and
other security measures to detect and block attempts

to exploit RCE wvulnerabilities. Additionally,
organizations can implement a vulnerability
disclosure program that encourages security

researchers to report any RCE vulnerabilities they
discover to the software vendor, so that a patch or
update can be developed and released as soon as
possible. In conclusion, RCE vulnerabilities are a
significant threat to computer security, as they allow
an attacker to execute arbitrary code on a remote
system, potentially giving them complete control
over the system. To protect against these
vulnerabilities, software vendors and organizations
must remain vigilant and implement rigorous
security measures and best practices.
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3. results

Pegasus spyware is a malicious software that is
designed to secretly monitor and collect information
from a targeted computer or device without the
knowledge or consent of the user. Once installed on
a system, the spyware can track the user's
keystrokes, log their browsing history and online
activities, capture screenshots, and record audio and
video. The information gathered by Pegasus
spyware can be used for various purposes, including
spying on individuals or organizations, stealing
sensitive information such as login credentials or
financial data, or conducting espionage activities. It
can also be used to monitor employees, children, or
partners. It is important to note that the use of
Pegasus spyware, or any other form of spyware, is
illegal and unethical, and can have serious
consequences for the perpetrator, including legal
action and criminal charges. It is important to
respect the privacy and security of others, and to
only use technology in a responsible
and legal manner.

Source: Pegasus Project

Who has been targeted by Pegasus?

Arab royal family 600+ politicians/

members government officials
64 business 189 journalists
executives

85 human rights 50,000 phone
activists numbers leaked

B[B[C]

4. discussions

The Pegasus spyware is a highly controversial and
sophisticated piece of malware that has been used
by governments and other entities to target
specific individuals and groups for surveillance
purposes. Pegasus is a type of spyware that has
been identified by cyber security researchers.
According to reports, it is designed to target
individuals and organizations in South Asia,
primarily in India. Pegasus is believed to be the
work of a Chinese advanced persistent threat
(APT) group known as APT15 or Ke3chang.The
spyware is believed to be distributed via phishing
emails and malicious attachments or links. Once
installed on a victim's computer, Pegasus can
carry out a range of malicious activities,
including keystroke logging, stealing passwords,
taking screenshots, and stealing documents and
files. One of the distinctive features of Pegasus is
its use of a technique called DLL sideloading to
evade detection. This involves replacing a
legitimate DLL file with a malicious one that is
loaded by a trusted application, allowing the
spyware to execute without raising any alarms.
Pegasus is a serious threat to individuals and
organizations, and it highlights the need for
strong cyber security measures. To protect
against this and other types of malware, it is
important to keep software and systems up-to-
date, use anti-malware software, and practice
good security hygiene, such as not opening
suspicious emails or attachments. Additionally,
it's important to stay informed about the latest
threats and to follow best practices for cyber
security.

Pegasus is a type of spyware that has been developed
and used by the Israeli cyber security firm, NSO
Group. It is designed to infect and take control of
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targeted devices, including smartphones and
computers, in order to collect sensitive
information and monitor the activities of the
device's user. The spyware is typically installed
on a target's device through a malicious link or
attachment in a phishing email or text message,
or through a software vulnerability in the device's
operating system. Once installed, Pegasus
spyware can perform a wide range of surveillance
activities on the infected device, including
collecting data from the device's microphone,
camera, and other sensors, capturing keystrokes
and other text input, and accessing data from
popular messaging and social media apps such as
WhatsApp, Facebook, and Gmail. The spyware
can also be used to remotely control the device,
including turning on the device's camera and
microphone to capture audio and video
recordings, and even recording phone calls.
Pegasus spyware uses a variety of advanced
techniques to evade detection and avoid being
removed from infected devices. For example, it
can use "zero-day" vulnerabilities in the device's
operating system that have not yet been
discovered or patched by the device
manufacturer, making it difficult for security
researchers to detect and mitigate the threat.
Pegasus spyware can also use "sandbox escape"
techniques to bypass the security measures built
into popular mobile operating systems such as
iOS and Android. The use of Pegasus spyware
has raised a number of legal and ethical concerns,
particularly regarding the potential for misuse by
governments and  other entities. = Some
governments have been accused of using the
spyware to target political dissidents, human
rights activists, and journalists, leading to
concerns about the impact on civil liberties and
freedom of speech. In addition, the development
and distribution of Pegasus spyware has raised
questions about the responsibility of cyber
security firms in preventing the misuse of their
products.

5. conclusions

Spyware cases like Pegasus are a starting point of
a digital warfare age. With the advancement in
technology, such incidents are likely bound to
happen more. It is very crucial that there are
stringent laws in case of foreign illegal access to
devices and the limitations of spyware control.
The Pegasus case also highlighted the need for
regulating the spyware as the objective of
targeting users who are criminals or suspicious of
any such activities can prolong to spying on
individuals as well such as activists and protestors
and in a long term may damage the whole
structure of democracy and privacy of individuals.
This paper described the idea behind Pegasus and
how the zero day exploits can be utilized to harm
other devices. In this paper, we have studied any
malware or spyware always relies on vulnerability
present in system to create backdoors that help the
outsider to monitor your device remotely.
Although Pegasus has feature of zero-click that
doesn’t require any user input to infect the
devices. This paper described that there is only
way to detect that your device infected with
Pegasus by using Amnesty International’s Mobile
verification tool. This paper also elaborated the
working of Pegasus in android as well as in iOS.
This paper also presented the feature comparison
between android and i0S. This paper also
suggested some counter measures to prevent your
device from Pegasus or any malicious code.
Pegasus is a spyware program created by NSO
Group, an Israeli firm that specializes in so-called
“cyber weapons.” It came in the limelight when
the one of the most popular American based daily
newspaper New York Times published an article
where it revealed that Indian Government
purchased the Pegasus spyware to spy upon the
Leaders of Opposition, Journalists, writers,
Human rights activists etc. It created a lot of
ruckus and chaos all over the country against the
government during the Budget session. After
discussing about all the important legal provisions
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of The Telegraph Act, 1885 and The IT Act,2000
and some important case related to fundamental
right to privacy such as K.S Puttaswamy vs Union
of India,2012 which stated that individual’s
privacy can’t be breached at any cost Though
there are certain reasonable restrictions which are
necessary for the state to do so. One of the most
important thing is the Right to Privacy which is
violated by this spyware and how this harms an
individuals rights and what certain measures that
need to be taken up to prevent it and till how much
it can affect any individual’s privacy as well
as democracy also.
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