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Abstract: In today's fast-paced digital environment, 

phishing remains a persistent and damaging threat. Over 

90% of successful cyberattacks originate from a "Human 

Error Gap," such as clicking a deceptive link. To address 

this, PhishGuard AI has been developed—an AI-

powered cybersecurity system designed to combat 

phishing through real-time detection and transparent user 

education. This intelligent system is capable of analyzing 

complex URL features to predict malicious intent with 

high accuracy (over 93%). Built using an optimized 

XGBoost Classifier for backend analysis and a React.js 

browser extension for an intuitive front-end interface, the 

system’s core innovation is its Explainable AI (XAI) 

module. This module translates complex predictive 

scores into clear, human-readable risk factors (e.g., "The 

URL contains the '@' symbol"). This transparency serves 

as a real-time educational tool, empowering the user to 

understand threats and build digital resilience. This 

project explores the design, development, and 

deployment of this system, emphasizing the mitigation 

of human error by transforming security from a "black 

box" into a transparent educational partner. 
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I. INTRODUTION 

The rapid advancement of digital infrastructure has made 

the internet the primary domain for commerce and 

communication. However, this growth has accelerated 

the sophistication of cyber threats, among which 

phishing has become the most prevalent and damaging 

vector[5], [6]. Phishing is a form of social engineering that 

relies on psychological manipulation rather than 

technical exploits[8]. 

The traditional forms of security, including static 

blacklists, are inherently reactive. They are ineffective 

against "zero-day" threats and the thousands of new, 

deceptive links generated hourly by automated toolkits[6]. 

This creates two significant problems: 

⚫ The Detection Gap: Legacy systems cannot 

differentiate a new, legitimate URL from a new, 

malicious one[7]. 

⚫ The Human Error Gap: Over 90% of 

successful attacks are caused by human error[8]. 

Traditional "black box" security tools either block 

users without explanation, causing frustration, or 

provide no feedback, leaving the user vulnerable [9]. 

"PhishGuard AI" is an AI-based system developed to 

solve this dual challenge [1]. Its main objective is to serve 

as a real-time defense that offers instant, accurate, and 

automated classification of URLs. The system is 

developed on the backend with Python using the Flask 

framework to serve a high-performance XGBoost 

classifier, while the front end is a browser extension built 

with React.js to provide a seamless, non-intrusive user 

experience [1]. 

The system's novelty lies in its integration of Explainable 

AI (XAI). Instead of just blocking a threat, PhishGuard 

AI provides transparent, human-readable reasons for its 

warnings, based on the model's feature importance data 
[9],[10]. This real-time, contextual feedback educates the 

user, builds digital resilience, and directly mitigates the 

human error that causes the vast majority of security 

breaches [8], [9]. 

II. LITERATURE REVIEW 

The evolution of phishing detection justifies the project's 

approach. Security initially relied on static, reactive 

blacklists, which are ineffective against newly generated 
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or “polymorphic” phishing URLs[6]. To overcome these 

limitations, heuristic-based detection methods were 

introduced, but these methods were still prone to evasion 

due to attackers’ ability to mimic legitimate patterns [5]. 

This led to the dominance of Machine Learning (ML)-

based detection systems. ML models analyze URL 

structural and lexical features to determine malicious 

intent, enabling them to detect previously unseen (“zero-

day”) attacks[7]. This process typically involves 

systematic feature extraction—such as identifying 

suspicious symbols or character frequency patterns—

followed by classification. Ensemble learning models, 

including Random Forest and Gradient Boosting 

(particularly XGBoost), have consistently demonstrated 

superior predictive performance in phishing detection 

tasks [7], [10]. 

However, the use of such advanced ML models 

introduced the "Black Box Problem", where the internal 

decision-making process becomes opaque to the end user. 

In cybersecurity, this lack of transparency reduces user 

trust and creates confusion, especially when legitimate 

websites are incorrectly classified as malicious[9]. 

Therefore, Explainable AI (XAI) approaches have 

become essential to increase interpretability. The focus 

is particularly on Local Interpretability, where the model 

provides an explanation for individual predictions. 

XGBoost supports feature importance scoring natively, 

making it well-suited for interpretable phishing detection 

without significant performance overhead [10], [9]. 

Finally, because phishing is fundamentally a social 

engineering attack, technical solutions alone are 

insufficient [8]. Systems that provide real-time, 

contextual feedback—such as explaining why a URL is 

suspicious (e.g., “The '@' symbol is used here to disguise 

the real domain”)—not only detect threats but also 

educate users. This integrated awareness-building 

approach has been shown to be far more effective than 

traditional, one-time security training [8], [1]. 

III. SYSTEM METHODOLOGY 

The PhishGuard AI system is designed on a modular, 

three-tier architecture to ensure high performance, low 

latency, and scalability. 

 * Presentation Tier (Frontend): A dynamic browser 

extension developed using React.js. This tier captures the 

URL from the user's active tab and displays the final 

color-coded verdict and XAI reasoning. 

 * Application Tier (Backend API): A lightweight API 

built using Python and the Flask microframework. It 

serves as the gateway, handling requests from the 

extension, performing feature extraction, and exposing a 

/predict endpoint. 

 * ML/Data Tier (Core Logic): This contains the trained 

XGBoost Classifier model. The model is loaded into 

memory on server startup to eliminate disk access 

latency during predictions. 

 

Caption: Fig 1. The three-tier modular architecture of the 

PhishGuard AI system, illustrating the data flow from the 

React.js extension to the Flask API and the XGBoost 

core. 

3.1 Data Preparation and Feature Engineering 

The model was trained on a large, balanced dataset of 

approximately 40,000 legitimate and phishing URLs 

sourced from open-source repositories like Kaggle and 

PhishTank. The raw data underwent rigorous cleaning, 

duplicate removal, and standardization. 

The most critical phase is Feature Engineering, where a 

dedicated Python module converts raw URL text into 

numerical feature vectors for the model. Key features 

analyzed include: 

 * Structural Features: The total URL Length, Hostname 

Length, and Path Length. 

 * Lexical/Character Features: The presence of 

suspicious syntax used in social engineering, such as the 

'@' symbol, an excessive number of hyphens or dots, or 
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the use of a numerical IP address instead of a domain 

name. 

 * Domain-Based Features: The presence of 'https' 

(though less reliable now) and suspicious keywords like 

'login', 'verify', or 'secure'. 

3.2 XAI Module Integration 

The core innovation is the XAI Reasoning Dictionary. 

The XAI logic pipeline operates as follows: 

 * The XGBoost model makes a prediction (e.g., 

"Phishing"). 

 * The system extracts the feature importance data to 

identify the top 3 features that contributed most to that 

specific prediction (e.g., symbol_@_presence). 

 * These technical feature names are mapped against the 

Reasoning Dictionary to convert them into human-

readable, educational text. 

Example Mapping: 

 * Technical Feature: symbol_@_presence 

 * XAI Reasoning Output: "URL contains '@' symbol: 

Often used to hide the true domain name." 

 

 

Caption: Fig 2. A flowchart of the backend logic, 

detailing the process from receiving a URL to generating 

the final XAI-based response. 

IV. RESULT AND DISCUSSION 

The proposed PhishGuard AI system was successfully 

tested and evaluated. The primary goal was to maximize 

accuracy while prioritizing high Precision to maintain 

user trust. 

4.1 Model Performance Evaluation 

The optimized XGBoost model was tested against a 30% 

unseen testing dataset. The model achieved highly 

effective results, summarized below. 

Table 1: Performance Metrics of the Optimized XGBoost 

Classifier 

Metric Result 

(Simulated) 

Significance in 

Cybersecurity  

Accuracy 93.5% Overall 

predictive 

power of the 

system. 

Precision 94.1% Crucial for 

Trust: 

Minimizes False 

Positives 

(flagging a safe 

site as 

dangerous). 

Recall 92.8% Measures the 

model's ability 

to capture all 

actual phishing 

attempts. 

F1-Score 93.4% Harmonic mean 

indicating 

balanced 

performance. 

 

The 94.1% Precision is the most critical metric. In a real-

world security application, frequently blocking 

legitimate websites (False Positives) erodes user trust 

and leads to the tool being disabled. This high precision 

confirms the model is reliable and that its warnings are 

credible. 

4.2 System Latency and Real-Time Efficacy 

A security tool must be fast. The system's end-to-end 

latency was tested, from URL capture by the extension 

to the final verdict being displayed. 

The Total End-to-End Latency was approximately 140 

milliseconds. This speed is well below the threshold of 

human perception, confirming that PhishGuard AI is 

highly effective for real-time applications and provides a 

seamless, non-intrusive browsing experience. 
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4.3 XAI Efficacy: The Risk Breakdown 

The XAI module successfully translated numerical 

predictions into human-readable education. For 

example, when tested with a malicious URL like 

https://www.paypal-secure.com@login.net/verify: 

 * System Verdict: PHISHING DETECTED (96% 

Confidence) 

 * XAI Risk Breakdown: 

   * Critical Factor: The URL contains the '@' symbol, a 

classic trick to hide the true domain name (login.net). 

   * High Factor: The URL is unusually long, suggesting 

an attempt to distract the user. 

   * Medium Factor: The domain contains suspicious 

keywords like 'secure' and 'verify'. 

Caption: Fig 3. An example of the user-facing warning, 

demonstrating how the XAI module presents clear, 

actionable risk factors to the user. 

This transparent output fulfills the project's primary 

objective. It transforms the security tool into a 

"Personalized Training Module". By repeatedly showing 

the user why something is dangerous, the system actively 

retrains the user's perception and directly mitigates the 

Human Error Gap. 

V. CONCLUSION 

In conclusion, the PhishGuard AI system successfully 

enhances user security by providing high-accuracy 

(93.5%), real-time phishing detection. By automating 

URL analysis, it provides a robust technical defense 

against zero-day and polymorphic threats. 

The integration of an Explainable AI (XAI) module 

allows the system to provide transparent, contextual, and 

educational feedback for every warning it issues. This 

approach is the project's core contribution: it transforms 

the security tool from a distrusted "black box" into a 

transparent partner, directly addressing the critical 

Human Error Gap that is responsible for most security 

breaches. The system's low-latency (~140ms) and 

modular full-stack architecture (React, Flask, XGBoost) 

prove its effectiveness and scalability as a solution for 

modern cybersecurity challenges. 

VI. FUTURE SCOPE 

The modular design of PhishGuard AI provides a clear 

roadmap for future enhancements: 

 * NLP Content Analysis: Integrate a Natural Language 

Processing (NLP) layer to analyze the text content of 

webpages. This would detect social engineering cues like 

urgent tone, grammatical errors, or fake emotional 

manipulation, which URL-only analysis cannot. 

 * Community Feedback Loop: Develop a mechanism 

for users to report false positives (safe sites flagged) and 

false negatives (missed threats). This data would create 

a continuous feedback loop to periodically retrain and 

adapt the XGBoost model to emerging phishing tactics. 

 * Advanced XAI Dashboard: Integrate advanced local 

interpretability frameworks like SHAP or LIME to 

provide a more detailed, quantitative dashboard of each 

feature's exact contribution to the risk score. 

 * Mobile Integration and Scalability: Finalize the cloud 

deployment strategy using Docker and containerization 

for production-level scalability, and develop native 

application logic to extend protection to mobile 

operating systems. 
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