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Abstract—The rapid proliferation of location-based services in mobile online social networks (MOSNs) has
amplhified the nsk of privacy violations through sophisticated trajectory anaiysis and de-anonymization attacks.
This paper presents a novel hybrid framework foe privacy-preserving location data shaning that synesgistically
integrates three complementary layers of defense: Centralized Federated Leaming (FL) for structural privacy,
{&8)-Differential Privacy (DP) for algonthmic povacy guarantees, and Deep Reinforcement Learming (DRL) for
adaptive temporal obfuscation. The system further employs a three-factor biometne autheatication scheme
utilizing Chebyshev chaotic map-based session key establishment, Fuzzy Extractor-assisted biometric
verification, and AES-128 encryption. A DRL agent. formulated as a Murkov Decision Process (MDP) wath
Mutual Information (MI) as the privacy metric, learmns an optimal trajectory perturbatton policy. Secunity
correcingss 15 formally verified via BAN logic (17 derivation steps). the Real-oe-Random (ROR) model. and
ProVerf 1.93 simulation. Experiments conducted on the Geolife and T-Drive datasets demonstrate that the
proposed scheme achieves a total authentication latency of 117.12 ms while delivering a 60-80% reducton n
de-anonymizarion success rates compared 1o point-wise DP baselines. with a utility loss of less than 3% and a
federated model accuracy drop below 3% relative 1o non-privite counterparts.

Index Terms—Differential Privacy, Deep Reinforcement Leaming, Fedensed Leaming. Geo-Indistinguishability.
Location Privacy, Mobike Onhine Social Networks, Trajectory Obfuscation, Chebyshev Chaotic Map. Fuzzy Extractor,
Mutual Information.

L INTRODUCTION

A. Background and Motivation

The contemporary dependence on location-based services (LLBS) has generated an explosion of fine-grained
geospatial data in mobile online social networks, When users share their whereabouts with friends, navigae
using map services, or check in at venues, they inadvertently disclose rich spatiotemporal trajectories that can
reveal sensitive behavioral patterns including home and work locations, religious affiliations, medical visits, and
political activities [1]. The combination of dense GPS sampling rates and advanced machine learning has
dramatically lowered the barrier for adversarial inference: even a handful of lecanon points can umigquely
fingerprint an mdividual with more than 95% accuracy (2],

Extsung privacy mechanisms in mOSNs typically address either structural privacy (who the server sees) or
algonthmic privacy (what the released dats reveals), but rarely both simultaneously. Centralized architectures
expose raw irpjectones to @ single potentially compromised server, while naive anonymization technigues such
as k-gnonymity lfail to resist linkage attacks that exploit the sequential correlation of mobility traces. This
motivates the construction of a prncipled, multi-layer framework that addressex each privacy threat at the
appropriate level of the data pipeline [3].
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B. Problem Statement

Consider a mobile user (MU) who wishes to share her location with selected contacts through a Location-
Sharing Sccial Network Server (LSSNS) via an intermediate Cellular Tower {(CT), The system must satisfy five
concurrent security requirements: (1) mutual suthentication without reliance on costly public-key infrastructure;
(ii) structural privacy that prevents the server from observing raw location traces; (iii) algonithmic privacy that
bounds inference from published model updates; (iv) temporal privacy that disrupts HMM-based (rajectory
prediction from released sequences; and (v) semantic privacy that prevents disclosure of sensitive location
categories cven when coordinates are masked. No existing single-layer scheme satisfies all five requirements
simultancously within a practical latency budget for mobile devices [4].

C, Research Contributions
This paper makes the following five principal contributions:

I. Hybrid Three-Laver Privacy Framework: The fist framewosk 10 integrate Federated Learning
{structural layer), (£.8)-Differential Prnvacy (algorithmic layer), and DRL-based twemporal obfuscation
(temporal laver) within a single coherent mOSN architecture,

. Lightweight Cryptographic Protocol: A three-facter authentcation scheme combining Chebyshev chaotic
map-based session key estabhishment. SHA-1 hashed credenual binding, and Fuzzy Extractor brometric
verification—avoiding costly PKI, ECC, or bilincar pairing operations.

3. MDP-Formulated DRL Obfuscation Agent: An A3C-trained policy network that minimizes the Mutual
Information between true and released trajectory sequences, explicitly countering HMM-based and
behavioral fingerprinting adversaries.

4. Formal Security Proofs: Complete BAN logic derivation (17 steps), ROR maodel proof of session-key
secrecy, and ProVerif 1.93 automated venfication conlirming resistance 1o replay, MITM, impersonation,
and insider atacks,

5. Empirical Validation: Comprehensive benchmarking on GeoLife and T-Drive datasets demonstrating a
60804 de-anonymization reduction with less than 5% aggrepate vulity error and sub-120 ms end-10-end
authentication latency.

[ ]

D. Paper Organization

The remainder of this paper is structured as follows. Section 11 surveys related work. Section I presents the
proposed methodology and system aschitecture. Section 1V describes implementation details, Section V reports
experimental results and benchmarking. Section VI discusses advantages, limitations, and comparison with
state-of-the-art. Section VII concludes with future directions.

II. LITERATURE REVIEW
A. Foundational Location Privacy Methods

Early location privacy research focused on spatial anonvmity through K-anonymity [5]. which generalizes a
user's location 1o a cloaked region shared by at least k—1 other users. While conceptually appealing, k-
anonymity s vulnerable to homogenenty attacks and fails 1o protect semantic locatton information,
Pseudonymization techniques replace identifiers at regular intervals but are undermined by trajectory correlation
across pseudonym changes. Dummy locanon imection, wherein L—1 fictitious locations accompany each real
location repon, offers plausible deniability but does not provide formal. measurable guarantees. The
fundamental weakness of all these heunste methods is the absence of @ quantifiable praivacy metne that can be
calibrated against a specific threat model [6].

B. Location Sharing in OSN Architectures

The evolution of privacy-aware location sharing schemes in OSNs spans more than a decade. SmokeScreen

2

© 2026, IJSREM | https://ijsrem.com |  Page2


https://ijsrem.com/

s R

e 33 International Journal of Scientific Research in Engineering and Management (IJSREM)

RooisadR  Volume: 10 Issue: 05 | May - 2026 SJIF Rating: 8.659 ISSN: 2582-3930

(2009) introduced fnend-based access control but relied on a trusted server. MobiShare (2012) and its successor
MobiShare+ extended this with proxy re-encrypuion, while BMobiShare added biometric binding. CenlocShare
(2016) inroduced a centralized trusted third party for policy enforcement, The landmark work of Bhattacharya
et al. [4] in IEEE Access (2020} integrated Chebyshey maps with k-anonymity and dummy locations, achieving
a practical Isency of 131.62 ms total authentication cost—the closest predecessor 10 our scheme. Our
framework reduces this latency to 117,12 ms while adding three additionul lavers of formal privacy guarantee.

C. Differential Privacy for Geospatial Data

Dwork et al. [7] established the mathematical foundation for (£,8)-DP, ensuring that any algorithm's output
distribution changes by at mest a factor of e (plus a & additive slack) when a single record is added or
removed. Andrés et al. [8)] adapted this to continuous geospatial data through Geo-indistingoishability,
employing planar Laplace noise scaled so that a user's probability of being localized within radivs 1 decreases
exponentially with distance. This extension is critical for trajectory data where standard DP mechanisms
introduce excessive distortion, Calibrating ¢ remains challenging in practice: small & values vield high privacy
but degrade utility, while larger values risk re-identification. Our framework adopts adaptive £ scheduling tied to
the DRL agent's confidence estimate. achieving an effective utility drop of less than 3% on trajectory
classification tasks.

D. Federated Learning Architectures

MceMahan et al. [9]) introduced the FedAvg algorithm, enabling collaborative model wwaining without centralizing
ruw data. Each clicnt computes a local gradient update and transmits only the model delta to a centrul
aggregator, which performs a weighted sverage. While this eliminates direct exposure of raw trajectories, Zhu et
al. [10] demonstrated that gradient inversion attacks can reconstruct training data from shared gradients with
high fidelity, This vulnerability necessitates DP angmentation: each client clips gradients to a maximum norm C
and adds Gaussian noise N{{), 6°C[) before transmission, providing formal (£.8)-DP for the aggregation process.
The combined FL+DP scheme reduces privacy attack success by up 10 60% relative 1o plain FL while incurnng
less than 3% accuracy loss on mobility prediction benchmuarks.

E. Deep Reinforcement Learning for Privacy

Conventional privacy mechanisms apply uniform or Iocation-specific noise without regard to the sequential
predictability of the resulting trajectory, Al-Rubaie and Chang [11] first proposed formulating trajectory privacy
as @ Markov Decision Process, but their reward function did not account for HMM -based adversaries. Our work
extends this by using Mutual Information 1(X:Z) between the true trajectory X and the released trajectory Z as
the reward signal, which is information-thearetically tight. The A3C algonthm [12] trains an asynchronous
actor-critic network that outputs a perturbation action given the current location and K-step history context. This
adaptive approach yields a 60-80% reduction in HMM-based de-anonymization success compared 1o point-wise
DP. as validated on the T-Drive datases.

F, Comparative Analysis of Prior Schemes

TABLE I
COMPARATIVE ANALYSIS OF LOCATION PRIVACY SCHEMES
Scheme Architecture | Authentication SYRey T;':’:: Formal Proof

Lee et al, [13]) Cenralized 2-Facor k-Anonyminy No Informal
Lsetal [14] Centrahized 2-Factoe Pecudonym + DI No BAN

Tsu & Lo [15] Semidecen 2-Facux X-Anonymasty No ROR
Irshod et al, [16] Centratized 3-Facwoe ECC + Apoaymity No BAN + ProVen!
Wangeral [17] Federased 2-Factor FL+DP Partial Informal
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Bhanacharyaetal | Comratized | 3-Facaor Sl No BAN « ROR
14] Dumamy
Yes (M- BAN + ROR +
Propased Federuted 3-Factor FL + DP « DRL ) ProVeril

L PROPOSED METHODOLOGY
A. System Architecture Overview

The proposed system operates across a three-tier architecture comprising: (1) Mobile User (MU) devices that
generate location traces and host the DRL obfuscation agent; (2) Cellular Tower (CT) intermediaries that
perform initial guthentication handshake and relay encrypted location updates; and (3) the Location-Sharing
Social Network Server (LSSNS) cluster, which runs the FL aggregation server and responds to friend location
quenies. Raw spatiotemporal traces never leave the MU device: only perturbed, DP-noised model gradients and
encrypted location ciphertexts traverse the network. This three-tier separation ensures that no single pany
possesses sufficient information (o reCONSIUCT & user's true rajectory.

Three-Tier System Architecture - Privacy-Preserving mOSN

3 4 N r
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B. Three-Layer Privacy Framework

Layer 1 — Structural Privacy (FL): The FL layer employs FedAvg with gradient clipping (|jg'z < C) to ensure
that the LSSNS learns aggregate mobility pattems without accessing individual trazectories. Each MU teains a
local LSTM-based mobility predictor and trunsmiis only the chpped gradient delta Aw = w_local — w_global to
the CT, which aggregates and forwards to the FL server.,

Layer 2 — Algorithmic Privacy (DP) Before pansmitting the gradient delia, the MU injects calibrated
Gaussian noise: Aw_pniv = Aw + N(0. a*C?l), achieving (£.8)-DP with £ = 2Cv(2 In(1.25/8))'e. This ensures that
an adversary observing the aggregate model cannot distinguish whether any individual MU panicipated in a
given training round, providing a formal bound against gradient inversion attacks [ 10],

Layer 3 — Temporal Privacy (DRL)E: The DRL agent. running entirely on the MU, receives the current
geospatial state s 1 = (fat_t lon_t. h_t) where h_t is the k-step trajectory history embedding. and outputs a
continuous perturbation action a_t = {Alat. Alon) drawn from a Gaussian policy m &als). The reward r_t =
SMIX {1y Z {1iy) + a-Unlie(Z to X 1) s maximized using the A3C algonthm, dnving the policy to
prodduce releases that are maximally vnnformative about the rue wajectory while remaining geographically
plausable,
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C, Cryptographic Protocol

Authentication proceesds in four phases: Registration, MU Login, LSSNS Login, and Locaton Update, During
Registration, the MU submits (ID_MU, PW_MU, BIO_MU) to the CT over a secure channel. The CT computes
a biometric helper sinng (R, P) via Fuzzy Extractor, derives a session seed K_seed = Cheb{T_n. xo) mod p using
an n-th order Chebyshey map, hashes the credential triple using SHA-1. and stores only the hash digest on the
MU's smart card-—neither the plaintext password nor raw biometric template 18 retained.

During MU Login, the user presents {ID_MU. PW_MU. BIO_MU), The luzzy extractor recovers R from
BIO MU with tolerance & bio, and the CT verifies the hash chain. A fresh session key SK = hK sced ||
T_stamp || N_MU || N_CT) is established, whese N_MU and N_CT are nonces, Location updates are then
encrypied as C = AES-128(SK. loc_perturbed || L_dummies), where L. = 1 dummy locations accompany cach
real location reort, providing K-anonymity at the semantic level

The BAN logic derivation proves mutual authenticanon m 17 steps: the ROR model proof confirms that SK iz
computationally indistingusshable from a random string under the Chebyshev Discrete Logarithm hardness
assumption. ProVerif 1.93 simulation with Dolev-Yao attacker model finds no attack traces for replay, MITM.
Key compromise impersonation, or privileged insider attack classes,

D. DRL Agent Design
The DRL agent is formalized as an MDP (S. A, P, R, y):

4 State Space S: Continuous vector (lat, lon, POI_category, time_of _day. h_k) where h_k is a fixed-length
LSTM embedding of the preceding k = 5 location observations.

» Action Space A: Conunvous 2D perturbation (Alar, Alon) bounded by a maximum displacement radius
r_max calibrated to geo-indistinguishability parameter & geo.

+  Transition Dynamics P: Determmstic — the released location 2_t = {Jai_t + Alat, lon_t + Alon) is computed
determmstically given s_tand a_t,

+ Reward Function R: r t - —a - i(x_{ Ixt}; Z_{I:x])) = B - QoS(z_t. x_t), where I is an MINE-based MI
estimator, QoS measures friend-query utifity, and @, fi are radeofT weights,

« Discount Factor y: y = (.99, priontizing {fong-term MI minimization over myopic single-step perturbation.

The A3C actor network s a 3-Jayer MLP with ReLU activations outputting the mean and log-vanance of a
Gaussian policy. The cnitic estimates the state-value function V(s). Training converges in approximately 2,000
episodes on the T-Drive dataset, yielding an average episode reward improvement of 340% over the random
perturbation baseline,

E. Privacy Pipeline Integration

The end-to-end privacy pipeline processes each location event through six sequential stages: (1) Raw location
captured by GPS on the MU device: (2) DRL agent applies temporal perturbation (Alat, Alon): (3) Geo-
indistinguishable DP noise N(U. A%'e7) added to the perturbed coordinate; (4) FL gradient delta computed from
the local LSTM mobility model with DP noise imgection: (53 AES-128 encryption of the combined (perturbed
locatuon, L dummies) under session key SK: (6) Dummy injection appends L = 1 synthetic locations before
wransmussion o CT,
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IV.IMPLEMENTATION DETAILS

A. Technology Stack

The system s implemented entirely in Python 3.8+ and leverages the following technology stack. Deep learning
componems utihze TensorFlow 2.x and PyTorch 1.12 for LSTM mobility model traiming and DRL actor-critic
network implementation. Scikit-leam provides k-means clustenng for dummy location selection und standard
preprocessing pipelines. NumPy and Pandas handle spatiotemporal data ingestion and tsajectory wandowing,
The Chebyshev map and Fuzzy Extractor cryptographic primitives are implemented in pure Pyvthon using
NumPy arbitrary-precision  anthmetic, with AES-128 provided by the PyCryptodomé library. The FL
aggregation server is exposed via Flask REST APIs: the frontend dashboard is built with Streamlit for rapid
prototyping. MySQL stores user registration records (hash digests only); MongoDB stores anonymized
trajectory analytics. Security venfication 1s performed externally using ProVenif 193 and a custom BAN logic
derivation engine.

B. Module Architecture

The system 15 organized into six interconnected modules, The Data Ingestion Module reads raw GPS traces
from the Geolife and T-Drive CSV datasets, segments them into fixed-duration windows of 30 seconds, and
computes speed/beanring features, The Pre-Processing Module removes outliers via & Kalman filtes, maps
coordinates to POI categories using the GeoNames database, and constructs the LSTM input sequences. The
Privacy Engine hosts the DRL agent, DP noise calibrator, and Fuzzy Extractor, executing the six-stage pipeling
for each incoming location event. The FL Analvtics Module manages client-server communication tor FedAvg
rounds, gradient clipping, and model versioning. The Secure Storage Module encrypts all persisied records with
AES-128 under device-specific keys and enforces role-based access control. The Security Verification Module
runs automated BAN logic denvation and exports ProVerit scripts for protocol correctness checks.

C. Dashboard and Visnalization

The web dashboard provides real-time visualization of four panels: (1) original versus anonymized trajectory
overday on an OpenStreetMap base layer; (2) K-anonymity cluster distribution histogram: (3) privacy-utility
radeofl’ curve plotting de-anonymization rate against & and (4) DRL training convergence showing episode
reward over time. Users can interactively adjust the privacy budget g, the number of dummy locations L, and the
DRL perturbation radius r_max, observing the immediate impact on anonymized map output and utility metrics.

V.RESULTS AND BENCHMARKING

A. Computation Cost Analysis

Table 1l presents the per-operation computation costs for the proposed scheme measured on a mid-range
Android device (ARM Cortex-AS55, 4 GB RAM). All measurements represent the mean of 1000 independent
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triats,
TABLE U
COMPUTATION COST OF THE PROPOSED SCHEME
Operation Entity Cost (ms)
Regstration (ore-time) MU 65.60
MU Login + Authentication Mu 7158
LSSNS Login - Aubentication LSSNS 4554
Tonal Login + Auth (hah sides) MU + LSSNS 11712
Location Update MU —CT 7210
Friesu! Location Query LSSNS — MU ~85.00
{Fig, 3> Compurationy Cost Commparison — Groupes' bar chart comparing topel aaalentcation cost (ms) of proposed

seheme (11712 ms) e dev et al (135,62 ms), L3 et wf, (13502 mx), Tsai-La (9558 ms), Irshad ¢t al. {190.62 ms),
Wang et al (17504 mix). Lower (s better. |

Fig. 3. Computation Cost Comparison with State-of-the-Art Schemes

B. Communication Cost
TABLE IIT
COMMUNICATION COST PER PHASE (BITS)
Phase Message Bits
Registration MU CT 448
MU Login MU — CT — LSSNS 640
Locabon Updse MU — CT — LSSNS 512
Friead Query Respanse LSSNS — MU 256
Total Communication — 1856
. Comparative Performance
TABLE IV
COMPARATIVE AUTHENTICATION COST WITH PRIOR SCHEMES (MS)
Scheme MU Auth Server Auth Total A-Factor Formal Proof
Lee et al, [13] 85.10 4652 13162 Ner No
Ls et ol [14] SOLOR 4554 3562 Na BAN
Tsai & Lo [15] M 4554 95.58 Na ROR
Irshad ¢1al, [ 16] 95.08 4554 14062 Yes BAN: ProVenf
Wangezal [17] 13250 4554 17804 No No
Proposed 7L 4554 11712 Yes BAN+-ROR+ProVeril
7
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fFig, 4: Commuuication Cost Companizon Sracked bay chont shewwing compmunication overfead (bits) per pixise i
(Registration, Login, Lovanon Update, Qwery) for proposed scheme v, priar schemes. Toval of [856 bits for proposed |
vy, 22402820 bax for competitors., [ :
1
L]
1
1
L)
]
.

Fig. 4. Communication Cost Comparison Across Schemes

D. Storage Overhead Analysis
TABLE V
STORAGE OVERHEAD ANALYSIS (BITS)
Eotity Stared Data Size (hits)
Mobile User {Soxan Cand) Hash digest, nonce, biometric helper 1088
Cellular Towes (CT) Session key table, credentind hashes 3296
LSSNS User grohile hash, FL maodel version 1D L)
Total — 5184

E. Privacy-Utility Tradeoff Discussion

The FL+DP combination introduces @ model accuracy drop of less than 3% compared 1o a non-private
centralized baseline when evaluated on next-location prediction using the GeoLife dataset (AUC: 0.847 vs.
0.873), The DRL abfuscation layer independently reduces de-anonymization success from 91.3% (no privacy) 1o
18.7% (DRL only) on the T-Dnve test set using an HMM adversary with 20 known trajectory anchors,
representing 4 79.5% reduction. The aggregate utility error—defined as the mean absolute distance between the
released trajectory and the rue trajectory —is maintained below 5% of the mean trip length. confirming that the
released data remains practically useful for friend proximity quenes within a S00-meter threshold,

F.Security Attack Resistance
TABLE II (SECURITY)
INFORMAL SECURITY ANALYSIS — ATTACK RESISTANCE SUMMARY

Attack Class Defense Mechanisin Resistance
Replay Attack Tunestamp + nonce banding 1o session key ' Foomal
MITM Attack Chebyshey DLP bardness: mutual uth v Foemal
linpersonation 3-foctor tinding: BAN venfied v Foemat
Privileged Insider Hash-only storage: no raw PWitkeo v Formal
Passwoard Guessing Fuzzy Extractor + SHA- | hash chain Vv Informal
Stolens Smart Curd e lactor: cand alone msullicient Vv Informal
DaS Anack CT mte-limiting, session expiry V' Informal
De-anoaymization {HMM) DRL M mamnmizaton v Empirical
Gradient Inversion (251 DP noise on FL gradients ' Foomal
Location Inference Geo-mdistinguashability + Darmmy v Foemal
Behavioral Fingerpont DRL tempocal obfuscaton v Empincal
Session Hijacking AES-128 + fresh session key per roamd V' Informal

A, Advantages

VI. DISCUSSION

The proposed framework presents seven substantive advantages over poor art. First, it i5 the only scheme 1o
formally combine three independent privacy layers, cach addressing a distinct threat vector, within a single
mOSN deplovment. Second, the Chebyshey chaotic map authentication avoids the heavy computational
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overhead of ECC and bilinear pairing while mantining equivalent security under the Chebyshey Discrete
Logarithm problem. Third. the DRL agent's MI-minimizing reward function is information-theoretically oprimal
~no deterministic perturbation policy can achieve Jower M1 leakage for a given utility budget. Fourth, the
inclusion of formal proofs (BAN, ROR. ProVerif) distinguishes this work from the majority of practical privacy
schemes that rely solely on informal analysis. Fifth, the ol authentication latency of 117,12 ms is Jower than
five of the six compared schemes, making it viable for real-ime mOSN interactions on censtrained mobile
devices. Sixth. the utility loss of less than 5% ensures that location-based friend proximity services remain
functional despite the mulu-layer obfuscatzon. Seventh, the framework is modular—each privacy layer can be
independently scaled or replaced without redesigning the overall protocol.
B. Limitations
Despite these contributions, six limitations warrant acknowledgement. First, the DRL agent requires an oftline
training phase on representative trajectory data, which may not always be avarlable for new user populations or
geographic regions. Second. the MI estimator (MINE) intrexduces variance in the reward signal that can slow
convergence in environments with sparse mobility data. Third, the Chebyshev map session Key establishment is
secure under the Chebyshey DLP assumption, which. unlike ECC, has not been as extensively studied in the
cryplographic community, Fourth, the current implementation assumes a single FL aggregation server, creating a
potential bottleneck and single point of fuilure in very large deployments. Fifth, the dummy location injection
straegy with L= | dummy provides k = 2 anonymity, which may be insufficient against adversanes with strong
background knowledge about the user's activity patterns. Sixth, the ProVerif venfication assumes a simplified
Dolev-Yao attacker model and does not account for side-chanpel attacks on the smart cand hardware,

C. Comparison with State-of-the-Art

Against the six benchmark schemes in Table IV, the proposed framework achieves the best balance of security
coverage, formal guarantees, and computational efficiency. Tsal & Lo [15] achieves lower total [atency (95.58
ms) but provides no temporal privacy, vo formal ProVenf verificaton, and only two-faclor authentication.
Bhattacharya et al. [4]—the closest predecessor—provides Chebyshev authentication and BAN/ROR proofs but
lacks FL structural privacy, DP algonthmic guarantees, and temporal obfuscation enurely, Wang et al. [17]
integrates FL and DP bat has the highest latency (178.04 ms). omits temporal privacy, and does not provide
formal security proofs. The proposed scheme s umgue in satisfying all five security requirements
simultaneously while maintzining competitive latency and utility metrics.

VIL. CONCLUSION AND FUTURE WORK

A. Summary of Contributions

This paper proposed a hybnd privacy-preserving frumework for location data sharing in mobile online social
networks that integrates three mutually reinforcing lavers: Federated Lesming for structural privacy, (£,8)-
Differential Privacy for algorithmic privacy, and Deep Reinforcement Learning for temporal obfuscation. The
framewark is anchored by a lightweight three-factor avthentication protocol using Chebyshey chaotic maps,
SHA-1 hash chains, and Fuzzy Extructor biometric binding., which eliminates dependence on PKI1 while
achieving mutual avthentication in 117,12 ms. Formal secunty is verified via BAN logic derivation in 17 steps,
the Real-or-Random model. and ProVerit automated simulation, confirming resistance to twelve attack classes,
Empirical evaluation on the GeoLife and T-Drive datasets demonstrates a 60-80% reduction in HMM-based de-
anonymization success, less than 5% aggregate utility ervor, and less than 3% FL model accuracy degradation—
collectively establishing a new state-of-the-art for privacy-utility balance in mOSN focation sharing.

B. Future Enhancements

Several research directions remain open, First, integrating blockchain-based avdit trails would provide tamper-

evident logging of location access events without centralizing raw daty, complementing the existing multi-layer

privacy stack, Second. replacing Gaussian-mechanism DP with Homomorphic Encryption (HE) for gradient

aggregation would climinate the need for a trusted FL server entirely, enabling fully decentralized maodel
9
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training. Third, deploying the privacy pipeline on edge computing nodes collocated with cellular base stations
would reduce MU-side computational load, enabling the framework on low-end IoT devices. Founth, replacing
A3C with Proximal Policy Optimization (PPO) or Soft Actor-Critic (SAC) may yield faster convergence and
more stable policies in environments with sparse mobility dat, Fifth. extending the framework to cross-domain
federated fearning-— where mobility models trained in one city are transferred 1o another —would improve
generalization and reduce cold-start latency for new deployments. Finally. incorporating user-adaptive privacy
budgeting, where « 15 dynamically tuned based on inferred sensitivity of the visited location. represents a
promising direction toward comtext-awiare prviacy management,
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