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Abstract  

Computer networks are an important part of cloud computing, data centres, and modern Internet services. Traditional 

network switches use fixed hardware designs, which can make it difficult to support new protocols and changing 

network requirements. Programmable data plane switches provide more flexibility by allowing network operators and 

researchers to define packetprocessing rules in software.  

This paper reviews the development of network switching technologies, including traditional switches, Software-

Defined Networking (SDN), P4 programmable switches, in-network computing, network telemetry, Smart NICs, and 

optical switching. It discusses their main features, benefits, limitations, and possible applications. The paper also 

identifies important challenges, such as limited hardware memory, restricted processing operations, telemetry overhead, 

and differences between hardware platforms.  

Based on this review, the paper proposes a conceptual Unified Programmable Switching and Telemetry Framework 

(UPSTF). The proposed framework combines programmable packet processing, in-network computing, adaptive 

telemetry, SDN control, and a web-based monitoring dashboard. It is a conceptual design and has not yet been 

implemented or experimentally evaluated. Future work may include developing a prototype and testing its performance 

under different network conditions.  

Keywords: Programmable Data Plane, P4, Software-Defined Networking, In-Network Computing, Network Telemetry, 

Smart NIC, Optical Switching  

  

  

I. INTRODUCTION   

  

Computer networks play an important role in cloud computing, data centres, online services, and modern communication 

systems. These networks need to handle large amounts of data while providing reliable and fast communication. 

Network switches are important devices because they receive data packets and forward them toward their destinations.  

Traditional network switches use fixed hardware designs to process packets. These designs can provide high-speed 

forwarding, but they may be difficult to update when new protocols or network requirements appear. Software-Defined 

Networking (SDN) provides greater control by separating network management from packet forwarding. Programmable 

data plane technology extends this flexibility by allowing developers to define how packets are processed.  
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P4 is a programming language designed to describe packet-processing behaviour in programmable network devices. It 

allows developers to define packet headers, parsing operations, and processing rules. However, the features supported 

by a P4 program depend on the target hardware. Hardware resources, memory limits, processing stages, and supported 

operations can restrict the design of a programmable switch.  

  

Other technologies also contribute to modern network switching. In-network computing allows certain operations to be 

performed inside the network, while network telemetry collects information about packet forwarding and network 

performance. Smart NICs provide programmable processing capabilities on network interface cards. Optical switching 

offers another approach to moving data through high-speed networks.  

  

Although these technologies provide different benefits, they also have limitations. For example, programmable hardware 

may have limited memory, telemetry can add processing and datacollection overhead, and different hardware platforms 

may support different features. These challenges make it important to understand how the technologies compare and 

how they may be combined.  

  

The main aim of this paper is to review programmable data plane switches and related network switching technologies. 

It discusses their features, applications, limitations, and research challenges. Based on this discussion, the paper presents 

a conceptual Unified Programmable Switching and Telemetry Framework (UPSTF). The framework is a proposed 

design; it has not yet been implemented or tested experimentally.  

  

The remainder of this paper is organized as follows. Section II describes the review approach.  

Section III discusses the related technologies and literature. Section IV presents a comparison  

and identifies research gaps. Section V introduces the proposed UPSTF framework. Section VI discusses future research 

directions, and Section VII concludes the paper.  

  

      

   
Fig. 1. Architectural Structural Shift: Fixed Silicon vs. P4 Programmable Data Plane Pipeline.   

This limitation sparked the modern revolution in programmable data planes, driven by domain specific programming 

languages like P4 (Programming Protocol-Independent Packet Processors) and reconfigurable switching hardware 

targets such as the Protocol-Independent Switch Architecture (PISA) and Reconfigurable Match Tables (RMT). As 

shown in Fig. 1, in a PISA switch—exemplified by commercial silicon such as the Intel Tofino ASIC family—the rigid, 

hardcoded parser is replaced by a software-compiled Programmable Parser. The match-action pipeline consists of 

sequential, modular stages containing Arithmetic Logic Units (ALUs), exact match Static RAM (SRAM), wildcard 

Ternary Content Addressable Memory (TCAM), and stateful register arrays. P4 programs compile directly into switch 
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silicon, empowering network engineers to define entirely bespoke packet headers, dynamic routing logic, and line-rate 

telemetry without altering the underlying physical hardware.   

Furthermore, the advent of high-speed programmable switching ASICs has catalysed the emergence of 'In-Network 

Computing'. Rather than serving merely as passive bit-forwarding pipes, modern switches are utilized as distributed 

hardware compute accelerators. Workloads such as distributed deep learning gradient aggregation (Switch ML), in-

network key-value storage caching (Net Cache), line-rate Denial of Service (DDoS) packet scrubbing, and financial 

highfrequency trading arbitrage are executed directly inside switch ALU pipelines at line rate, dramatically reducing 

host server CPU loads and inter-node network latency.   

      

At the boundary of physical switching, host servers in virtualized clouds now rely on high-speed software switches such 

as Open v Switch (OVS) accelerated by the Data Plane Development Kit (DPDK) to deliver 10–40 Gbps inter-VM 

container connectivity. To prevent soft switches from cannibalizing expensive server CPU cores, Smart NICs offload 

entire match-action pipelines to on-board network processors. Simultaneously, the physical limits of electronic 

interconnects at 100 T bps+ aggregate bandwidth have driven exploration into hybrid Optical Circuit Switching (OCS), 

routing multi-gigabyte elephant flows optically without power-intensive electrical conversion.   

Despite these unprecedented capabilities, programmable switches introduce intricate architectural trade-offs and 

hardware constraints. Silicon chip area and thermal power envelopes impose severe physical bounds: TCAM memory 

is power-hungry and expensive, stateful SRAM on-chip registers are confined to tens of megabytes per chip, pipeline 

recirculation of complex packets degrades forwarding capacity, and host-to-switch offloading introduces PCIe bus 

latency. Consequently, academic and industrial literature has produced specialized, fragmented studies addressing 

memory compression, buffer queue congestion, telemetry overhead, and hardware offloading.   

The primary motivation of this systematic literature review is to bridge the disconnect between localized switching 

mechanisms and overarching data plane requirements. By categorizing modern switching innovations across 

standardized analytical dimensions—spanning line-rate packet parsing, memory hierarchies, congestion control 

mechanisms, and distributed acceleration—this review establishes an end-to-end perspective on how switching 

hardware is evolving to meet the computational demands of the coming decade.   

The remainder of this paper is structured as follows: Section II formalizes the review methodology, analytical criteria, 

and thematic taxonomy. Section III presents the detailed technical literature survey divided into five core switching 

domains. Section IV provides a comparative analysis and outlines seven critical open research gaps. Section V details 

the proposed Unified Programmable Switching and Telemetry Framework (UPSTF) accompanied by an architectural 

system diagram. Section VI explores strategic future research directions, Section VII concludes the paper, and Section 

VIII compiles the formal bibliographic reference records.   

      

II. REVIEW METHODOLOGY   

A. Review Scope: This review examines the structural, algorithmic, and operational evolution of computer network 

switching architectures grounded in peer-reviewed benchmark research literature. The scope encompasses five 

generations of switching technology: (1) conventional fixed-function Layer-2/Layer-3 hardware switches, (2) 

OpenFlow-enabled Software-Defined Networking switches, (3) P4/PISA protocol-independent programmable ASICs, 

(4) host-based software switches (Open v Switch / DPDK) and Smart NIC accelerators, and (5) hybrid optical electronic 

circuit switching fabrics.   

B. Analytical Criteria: To provide a rigorous comparative assessment, each surveyed research work is evaluated 

against six uniform technical dimensions:   

• 1. Switching Paradigm and Target Architecture: Examines whether the switch operates as fixed silicon, 

centralized SDN OpenFlow, P4-programmable ASIC, FPGA prototype, software switch, or Smart NIC engine.   

• 2. Packet Pipeline & Header Parsing Flexibility: Analyses the degree of programmability available during 

packet parsing, whether headers are fixed 12-tuples or dynamically reconfigurable via software Directed Acyclic 

Graphs (DAGs).   
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• 3. Forwarding Throughput & Latency Bounds: Evaluates physical packet forwarding capacity (ranging from 

gigabit-per-second soft switching to 12.8+ T bps hardware line rate) and port-to-port packet traversal latency.   

• 4. Memory Hierarchy & Silicon Constraints: Investigates how the architecture manages physical memory 

constraints, specifically TCAM rule limits, on-chip SRAM capacity, and register array scalability.   

• 5. Queue Scheduling & Telemetry Instrumentation: Assesses buffer management policies, microburst 

congestion handling, Explicit Congestion Notification (ECN), and In Band Network Telemetry (INT) capabilities.   

• 6. Recirculation Overhead & Operational Complexity: Analyses pipeline stage dependency limitations, 

throughput penalties incurred when packets undergo recirculation, and control-plane communication overhead.   

      

C. Literature Synthesis Approach: Rather than evaluating research in chronological isolation, the literature is synthesized 

thematically across five fundamental switching challenges:   

• i. OpenFlow Flow-Table and TCAM Memory Scalability: Synthesizes algorithmic approaches to overcome 

TCAM silicon constraints, wildcard rule compression, and distributed control plane partitioning to avoid single-

point-of-failure bottlenecks.   

• ii. P4 Protocol-Independent Switching Pipelines (PISA/RMT): Examines the mechanics of reconfigurable 

match-action stages, stateful memory register arrays, and streaming measurement sketch algorithms operating at 

line rate.   

• iii. In-Network Computing, Storage Acceleration, and Line-Rate Security: Evaluates how modern switches 

execute distributed deep learning gradient aggregation (Switch ML), key-value storage caching (Net Cache), and 

line-rate DDoS filtering in hardware.   

• iv. High-Speed Buffer Queue Management and Lossless Cloud Fabrics: Investigates shared buffer 

allocations, dynamic ECN marking under in cast microbursts, and Priority Flow Control (PFC) deadlock prevention 

in cloud fabrics.   

• v. Host-Level Soft-Switching, Smart NICs, and Optical Interconnects: Analyses kernel bypass soft-

switching (OVS-DPDK), programmable hardware prototyping (Net FPGA), Smart NIC SDN offloading, and 

reconfigurable photonic circuit switching.   

The taxonomy established in this review directly informs the systematic taxonomy matrix presented in Table I, aligning 

each domain with its corresponding architectural approach, physical hardware implementation target, and primary 

experimental objective.   

      

TABLE I: SYSTEMATIC TAXONOMY OF NETWORK SWITCHING STUDIES   

The following taxonomy table summarizes the benchmark switching research studies reviewed in this paper, 

categorizing each work by its core domain, architectural approach, target hardware, and primary research objective.   

  

Switching Domain   Architecture / Core Focus   Hardware Target   Primary 

Research 

Objective   

Flow-Table Scalability   OpenFlow Match-Action  Broadcom Trident ASIC 

Tables   

TCAM rule compression 

and caching algorithms   

  Programmable Data   P4 / RMT Architecture   Intel Tofino ASIC   Protocol-independent   

  Plane    custom packet parsing   

In-Switch Storage   Net Cache In-Network   P4 Top-of-Rack Switch 

Storage   

Handling query skew and 

hotspot traffic   
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Buffer / Congestion   Dynamic ECN / Microburst Data Centres Spine-Leaf 

Tuning   

Sub-microsecond buffer 

bloat elimination   

In-Switch Computing   Switch ML Hardware 

Aggregation   

Programmable Switch 

ASIC   

All Reduce AI gradient 

aggregation in-switch   

In-Network Telemetry   P4 In-Band Network 

Telemetry (INT)   

Barefoot Tofino PISA   Hop-by-hop nanosecond 

latency monitoring   

Line-Rate Security   In-Switch DDoS 

Mitigation   

P4 Hardware Pipeline   Line-rate SYN-flood 

mitigation without CPU   

Stateful Switching   Register Memory 

Optimization   

PISA Data Plane Registers   Bounded state tracking 

for multi-million flows   

Hybrid SDN Switching   Distributed Control Plane 

Clustering   

OpenFlow SDN Fabric   Mitigation of controller 

bottleneck & SPoF   

NIC-Switch Offloading   Smart NIC Packet 

Processing Engine   

Mellanox Blue Field /  

Smart NIC   

Offloading flow tables 

and overlay parsing   

Lossless Data Centres   PFC Deadlock-Free 

Switching   

RoCEv2 Cloud Switch  

Fabric   

Lossless  forwarding  

without buffer deadlocks   

Software Switching   Open v Switch with DPDK  x86 Server Multi-Core   Kernel-bypass high throughput 

soft switching   

Hardware Fast Path   Net FPGA Programmable 

Switching   

Xilinx Net FPGA-SUME   Open-source FPGA line 

rate packet pipeline   

Stateful Telemetry   UnivMon Universal 

Streaming Sketch   

PISA Switch Architecture   Tracking  multi-metric  

network telemetry   

Optical Switching   Hybrid Optical-Packet 

Fabrics   

OCS + Electronic Top-of 

Rack   

Terabit reconfigurable 

interconnect scaling   

      

III. LITERATURE SURVEY: EVOLUTION OF SWITCHING ARCHITECTURES   

A. OpenFlow Flow-Table Management and Memory Scalability   

In Software-Defined Networking (SDN) deployments, packet classification and dynamic forwarding depend upon multi-

field match-action tables implemented inside physical Ternary Content Addressable Memory (TCAM). TCAM provides 

single-clock-cycle parallel lookup capabilities across arbitrary wildcards, an attribute essential for Layer-2/Layer-3 

packet routing, sub-network masking, and Access Control Lists (ACLs). However, TCAM is fundamentally constrained 

by severe silicon manufacturing footprints and excessive electrical power dissipation. Each TCAM memory cell utilizes 

up to 16 silicon transistors (compared to 6 transistors for standard Static RAM), generating massive thermal energy 

when operated at gigahertz clock frequencies.   
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Fig. 2. Hardware Memory Lookup Hierarchy: Fast-Path Line-Rate TCAM vs. Slow-Path Cache Miss Recovery.   

As illustrated in Fig. 2, standard commercial enterprise switch ASICs contain TCAM capacities limited to only 2,000 to 

16,000 wildcard flow rules. When an enterprise campus or cloud data centres scales to hundreds of thousands of 

concurrent micro-flows, the physical switch TCAM suffers immediate table exhaustion. To mitigate this physical 

ceiling, researchers developed rule compression and dynamic caching algorithms. Rule-caching frameworks partition 

forwarding policies: active, high-frequency working sets are retained inside line-rate switch TCAM, while inactive or 

long-tail elephant flow rules are offloaded to larger-capacity Static RAM (SRAM) or external controller DRAM.   

Concurrently, distributed controller frameworks partition the control plane hierarchically into local and root controllers. 

Local controllers handle high-frequency, localized flow arrivals directly adjacent to the switch fabric, preventing 

control-channel saturation and shielding the root controller from packet-in storms. While caching and distributed 

clustering alleviate TCAM pressure, they introduce eviction thrashing when network traffic entropy spikes suddenly. 

Under heavy traffic churn, flow-cache misses force switches to buffer packets and query controllers, causing packet 

traversal latency to balloon from sub-microsecond line rates to 15–20 milliseconds.   

B. Protocol-Independent Switch Architecture (PISA) and P4 Pipelines   

The fundamental limitations of fixed-pipeline OpenFlow switches motivated the architectural conception of the 

Protocol-Independent Switch Architecture (PISA) and the Reconfigurable Match Table (RMT) paradigm, formalized 

through the P4 programming language. In a PISA switch (embodied in commercial silicon by the Intel Tofino ASIC 

family), the hardwired silicon parser is completely replaced by a software-compiled Programmable Parser modelled as 

a Directed Acyclic Graph (DAG). Packets traverse a series of sequential Match-Action Stages. Each stage incorporates 

an array of parallel Arithmetic Logic Units (ALUs), exact-match SRAM tables, wildcard TCAM blocks, and stateful 

register arrays.   

The defining technical breakthrough of PISA is protocol independence: the underlying physical silicon possesses no 

hardcoded understanding of Ethernet, IPv4, MPLS, or TCP. Instead, the network developer specifies packet header 

layouts, parsing state graphs, and table execution flows within a high-level P4 software program. The P4 compiler 

automatically synthesizes these logical constructs onto the physical silicon stages while guaranteeing line-rate 

forwarding (e.g., 6.4 T bps to 12.8 T bps with deterministic sub-400-nanosecond latency). Universal sketch architectures 

further demonstrate that compact hashing algorithms (e.g., Count-Min Sketches, Bloom Filters) can be mapped onto 

PISA stateful register arrays. This enables switches to monitor heavy hitters, flow entropy, and packet size distribution 

concurrently in a single physical pass.   

Nevertheless, physical stage dependencies impose rigorous architectural boundaries. PISA chips possess a finite number 

of physical stages (typically 12 to 20 stages per pipeline). If a P4 program contains complex sequential dependencies 

that exceed the physical stage allocation, the compiler rejects the layout or mandates packet recirculation. Recirculation 

routes the packet back to the ingress parser through an internal loopback port, halving aggregate switch forwarding 

bandwidth per recirculation cycle and inducing jitter in latency-sensitive traffic streams.   

https://ijsrem.com/
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C. In-Network Computing, Storage Acceleration, and Line-Rate Security   

Beyond traditional packet routing, programmable data plane switches have evolved into high performance compute and 

storage accelerators. Recent literature establishes that programmable Top-of-Rack (To R) switches can operate as ultra-

fast, line-rate key-value caches for distributed storage systems. By leveraging on-chip SRAM register arrays to maintain 

the hottest data keys directly inside the switch pipeline, systems serve read queries directly from the data plane, 

absorbing query hotspot skew and delivering billions of queries per second with sub microsecond read latency.   

   
Fig. 3. In-Network Computing Paradigm: Switch ML Gradient All Reduce Aggregation inside Top-of-Rack 

Hardware.   

In parallel, architectures leverage switch ALUs to accelerate distributed artificial intelligence training workloads, as 

shown in Fig. 3. In large-scale deep learning model training (such as training foundation models and LLMs across 

thousands of GPUs), worker nodes continuously exchange gigabytes of gradient updates using All Reduce 

communication algorithms. By performing integer gradient addition directly inside switch ALUs as packets transit the 

To R switch fabric, the network eliminates server-to-server gradient exchange overhead, speeding up training epochs 

by up to 2.5x. Furthermore, hardware-level security frameworks exploit programmable pipelines to detect volumetric 

DDoS attacks (e.g., SYN floods and DNS reflection) at line rate, dropping attack packets in under a microsecond without 

burdening host CPU servers.   

Moreover, hardware acceleration inside switches extends to line-rate traffic filtering and stateful firewall inspection. In 

conventional enterprise topologies, scrubbing terabits of malicious traffic requires redirecting packets to dedicated 

external firewall appliances, consuming immense transit bandwidth and introducing milliseconds of inspection delay. 

By compiling stateful connection tracking state machines directly into PISA register arrays, modern programmable 

switches identify TCP sequence violations and malformed headers at line rate, eliminating the need for dedicated 

scrubbing centres for common volumetric attacks.   

D. High-Speed Buffer Management, Microburst Congestion, and Lossless Fabrics   

Modern hyperscale data centres switches incorporate shared on-chip packet buffers ranging from 16 MB to 64 MB 

across 32 to 64 physical ports. In distributed storage fabrics and AI training clusters, synchronized many-to-one 

communication patterns induce in cast congestion: dozens of servers transmit bursts of data simultaneously to a single 

egress port. This sudden burstiness rapidly overwhelms switch buffer queues, triggering packet drops, TCP timeout 

collapses, and taillatency degradation.   

To counteract in cast collapses, programmable switches employ sub-microsecond dynamic Explicit Congestion 

Notification (ECN) algorithms. Rather than using static buffer thresholds, switches calculate queue drain rates and buffer 

growth velocity dynamically within stage registers, marking ECN bits proactively before queues overflow. In lossless 

cloud environments running Remote Direct Memory Access (RoCEv2), Priority Flow Control (PFC) pauses upstream 

switches to guarantee zero packet drop; however, PFC buffer pauses can propagate upstream, creating circular deadlock 

https://ijsrem.com/
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loops. Modern programmable queuing mechanisms track buffer dependencies in hardware registers, mitigating 

deadlocks and preserving lossless transmission.   

Furthermore, fine-grained telemetry plays a decisive role in contemporary queue management. Through In-Band 

Network Telemetry (INT), packets gather hop-by-hop queue depths, transit delays, and link utilization metrics as they 

traverse intermediate switches. This granular data enables destination end-hosts to execute precise, rate-based transport 

protocol throttling before buffer exhaustion occurs, transforming cloud data centres fabrics into deterministic, low-

latency communication highways.   

      

E. Host-Level Software Switching, Smart NICs, and Optical Circuit Fabrics   

Switching functionality has simultaneously migrated into host servers and optical transmission domains. In cloud server 

hypervisors, software switches like Open v Switch (OVS) running with the Data Plane Development Kit (DPDK) bypass 

Linux kernel networking, routing packets between virtual machines and Docker containers at 10–40 Gbps. To prevent 

soft switches from consuming expensive server CPU cores, programmable Smart NICs offload OVS match-action tables 

and VXLAN encapsulation directly onto Smart NIC on-board network ASICs, sustaining 100 Gbps line rates with near-

zero host CPU utilization.   

For academic hardware research, open-source FPGA pipelined switching targets enable deterministic line-rate 

prototyping. Finally, to overcome electrical power scaling limits in 100 T bps+ cloud fabrics, hybrid Optical Circuit 

Switching (OCS) frameworks combine reconfigurable optical cross-connects with electronic packet switches, directing 

massive elephant data flows optically without undergoing energy-intensive optical-to-electrical-to-optical (OEO) 

conversions.   

The convergence of optical and electronic switching represents a paradigm shift for future hyperscale clusters. By 

dynamically assigning optical circuit paths to long-duration AI model checkpoint transfers while directing short, 

latency-sensitive RPC queries through programmable electronic packet switches, cloud operators achieve 

unprecedented throughput scaling while drastically lowering overall operational power dissipation.   

      

TABLE II: ARCHITECTURAL COMPARISON OF MODERN NETWORK SWITCHING PARADIGMS  The 

following matrix provides a side-by-side comparative analysis of the seven dominant switching paradigms reviewed in 

this literature study, evaluating packet parsing, control planes, throughput/latency limits, stateful memory support, and 

primary architectural bottlenecks.  

   

Switch 

Paradigm   

Packet Parsing   Control Plane   
Throughput 

/ Latency   

Stateful 

Processing   

Key 

Bottleneck / 

Limitation   

Traditional   

ASIC (Layer   

2/3)   

Fixed-function 

silicon   

On-switch 

distributed OS   

1 - 100 T bps /   

<500 ns   

Stateless / MAC 

table only   

Zero flexibility; 

3year silicon 

respin 

OpenFlow SDN Predefined 12-  Centralized   100 Gbps - 3.2   Stateless flow-  TCAM capacity   

Switch   tuple matching   Controller   T bps / ~1 us   table counters   bounds (2k-16k  

rules)   

Soft-Switch   

(OVS-DPDK)   

Software parser  

(x86 C)   

Kernel / Host 

Controller   

10 - 40 Gbps /   

~5-15 us   

Full software 

state arrays   

High host CPU 

core load & PCIe  

latency   

P4   

Programmable   

(PISA)   

Custom Protocol  

Independent   

Central SDN + 

P4 Runtime   

6.4 - 25.6 T bps /   

<400 ns   

Stateful register 

arrays (ALUs)   

Limited stage   

memory & ALU   

operations   
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In-Switch   

Compute   

(Switch ML)   

Custom gradient 

header   

Hybrid Switch 

Host Worker   

Line-rate ASIC / 

sub-us   

Integer vector 

aggregation   

Fixed ALU bit 

width & floating 

point lack   

Smart NIC Data Offloaded e BPF / Host Driver /  

 Plane  P4 engine  Smart NIC OS   

25 - 200 Gbps /   

~1-3 us   

On-NIC   

ARM/RISC-V   

state   

Limited on-NIC 

cache & thermal 

envelope   

Optical Circuit Protocol-agnostic Centralized  

Switch (OCS)  photons  Matrix Scheduler   

100+ T bps /   

Speed-of-light   

Zero state / Pure 

analog path   

Millisecond 

reconfiguration 

switching delay   

      

IV. COMPARATIVE ANALYSIS AND RESEARCH GAPS   

A systematic synthesis of the surveyed switching research reveals seven persistent architectural and technical bottlenecks 

that impede next-generation high-performance switching fabrics:   

• 1) TCAM Silicon Density and Power Ceilings: Ternary Content Addressable Memory remains the undisputed 

gold standard for single-clock wildcard IP lookup and Access Control List (ACL) evaluation. However, TCAM cells 

require up to 16 transistors per bit compared to 6 transistors for standard SRAM. This transistor density penalty 

imposes severe silicon area bounds and creates an aggressive thermal power dissipation ceiling, capping commercial 

switch TCAM tables to fewer than 16,000 rules.   

• 2) Stateful Memory Capacity Bounds in PISA ASICs: While programmable PISA switches support stateful 

register arrays for per-flow packet tracking, on-chip SRAM is strictly bounded by silicon area to tens of megabytes 

per chip (<50 MB). When tracking multi-million concurrent enterprise flows for telemetry or security, register arrays 

suffer hash collision corruption, forcing switches to query external SDN controllers or drop tracking state.   

• 3) Recirculation Penalties and Pipeline Rigidity: High-speed switching pipelines are strictly linear and feed-

forward. If a complex packet processing operation (such as multilayer encapsulation, recursive packet parsing, or 

advanced cryptographic signature validation) requires more match-action stages than the physical ASIC provides, 

the packet must be recirculated back to the ingress port. Each recirculation pass reduces total switch forwarding 

capacity by 50%.   

• 4) Floating-Point ALU Absence for In-Switch AI Acceleration: Current programmable switch pipelines 

execute arithmetic operations exclusively in fixed-point integer math. Largescale distributed artificial intelligence 

model training relies on 16-bit or 32-bit floatingpoint   

(FP16/FP32) gradient representations. Offloading machine learning aggregation to switches (Switch ML) mandates 

lossy integer quantization, which degrades model convergence accuracy.   

      

• 5) Telemetry Header Overhead in In-Band Network Telemetry (INT): In-Band Network Telemetry inserts 

hop-by-hop queue occupancy and timestamp metadata directly into data packet headers. On deep, multi-tier data 

center topologies (spine-leaf fabrics with 5 to 7 switching hops), telemetry header growth expands packet sizes 

beyond standard MTU limits, causing packet fragmentation and consuming up to 5% to 8% of total effective link 

bandwidth.   

• 6) Control Plane Channel Saturation and Bottlenecks: In centralized OpenFlow and SDN architectures, 

high-frequency table misses, microburst alerts, and state synchronization requests overwhelm the switch-to-

controller control channel. Under network-wide traffic spikes, controller response times inflate from microseconds 

to hundreds of milliseconds, paralyzing reactive routing orchestration.   

• 7) Heterogeneous Compiler Portability Barriers: P4 source programs compiled for an  Intel Tofino ASIC 

cannot be cleanly deployed onto Broadcom Tomahawk, Net FPGA, or  

Smart NIC targets without substantial manual restructuring. The absence of a unified, hardware-agnostic 

intermediate representation creates software fragmentation across multivendor data center fabrics.   
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These unresolved technical challenges demonstrate that achieving truly scalable, adaptive, and programmable network 

fabrics requires moving beyond isolated point solutions. Addressing these limitations necessitates coordinated 

frameworks that balance hardware constraints, in network computing, and high-precision telemetry.   

      

V. PROPOSED UNIFIED PROGRAMMABLE SWITCHING AND TELEMETRY FRAMEWORK   

To resolve the fundamental trade-offs identified in the literature—specifically reconciling hardware line-rate switching 

throughput with dynamic, scalable telemetry monitoring and in network computing—this paper formulates a conceptual 

Unified Programmable Switching and Telemetry Framework (UPSTF). The proposed architecture partitions switching 

functionality across five coordinated tiers.   

A. Architectural Layers of the Proposed Framework   

• 1. Line-Rate P4 Data Plane Pipeline: Deployed on physical PISA switching ASICs. Features protocol-

independent custom header parsing, dynamic microburst ECN marking, and compact multi-sketch register arrays 

(Count-Min Sketches) to monitor flow statistics without exceeding on-chip SRAM bounds.   

• 2. Hardware In-Switch Acceleration Engine: Offloads distributed integer gradient reduction (Switch ML) 

and hot-key key-value caching (Net Cache) directly at the switch ingress stage, neutralizing storage query skew and 

accelerating AI training epochs at sub microsecond line rates.   

• 3. Adaptive-Sampling Telemetry Collector: Dynamically throttles INT telemetry header insertion based on 

traffic volatility: during quiet periods, switches sample at 1:1000, while during microburst congestion, telemetry 

switches instantly to 1:1 hop-by-hop instrumentation to eliminate bandwidth waste.   

• 4. Centralized SDN Orchestration Layer: Runs an asynchronous, multi-threaded controller cluster interfacing 

with data plane switches via g RPC and P4Runtime, dynamically pushing compiled rule tables and eliminating 

controller single-point-of-failure bottlenecks.   

• 5. Web-Based Network Observability Dashboard: A real-time administrative interface rendering per-port 

queue depth heatmaps, nanosecond link latencies, flow-table occupancy, and automated buffer congestion alerts.   

      

B. Architectural System Flow Diagram   

   
Fig. 4. Conceptual Architecture: Unified Programmable Switching and Telemetry Framework (UPSTF).   
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The operational interaction across these layers guarantees that time-critical forwarding decisions remain localized 

entirely within physical ASIC silicon, while policy reconfiguration, global traffic balancing, and historical trend 

analytics are managed asynchronously by the higher-tier SDN controllers and web dashboards.   

      

VI. FUTURE RESEARCH DIRECTIONS   

While programmable data plane switching has made immense strides, addressing emerging terabit workloads requires 

pioneering research across four key dimensions:   

• 1. Photonic-Electronic Co-Packaged Switches (CPO): As switch ASIC aggregate throughput scales beyond 

51.2 T bps toward 102.4 T bps, copper trace electrical interconnect resistance creates unsustainable thermal 

dissipation. Integrating optical transceivers directly onto the switch silicon substrate eliminates copper traces, 

reducing transceiver energy by up to 30%.   

• 2. Hardware-Native Floating-Point PISA ALUs: Designing energy-efficient, on-chip floating-point 

arithmetic units inside programmable switch match-action stages will enable full-precision in-switch AI gradient 

reduction, eliminating quantization errors in foundation model training.   

• 3. Autonomous Self-Healing Switch Fabrics: Embedding reinforcement learning agents into switch 

management processors and Smart NICs to monitor queue growth velocity and autonomously reroute traffic around 

congested links in sub-microsecond intervals without controller intervention.   

• 4. Hardware-Enforced Zero-Trust Data Planes: Integrating line-rate post-quantum cryptographic 

authentication engines inside switch ingress pipelines to verify packet signatures and enforce micro-segmentation 

at 100 Gbps line speeds without software latency penalties.   

Exploring these multidisciplinary paradigms will bridge the gap between optical physics, silicon hardware architecture, 

and distributed systems software engineering.   

      

VII. CONCLUSION   

Computer network switching has decisively transitioned from an era of proprietary, fixed function silicon to an era of 

fully software-defined, protocol-independent programmability. This systematic review evaluated the historical and 

technological trajectory of switching hardware based on contemporary literature. We analysed the evolution spanning 

TCAM flow-rule optimization in modern OpenFlow deployments, line-rate P4/PISA programmable pipelines, in band 

network telemetry, in-switch computational acceleration, Smart NIC offloading, and optical interconnects. While 

programmable data planes unlock unprecedented control over network behaviour, they remain constrained by physical 

silicon limits, including restricted on-chip SRAM/TCAM capacities, pipeline recirculation penalties, and integer-only 

ALU architectures. The proposed Unified Programmable Switching and Telemetry Framework presents a balanced 

architectural blueprint for harmonizing line-rate forwarding with scalable, adaptive telemetry monitoring. Continued 

exploration into optical-electronic co-packaged switching, floating-point hardware ALUs, and autonomous self-healing 

fabrics will define the next frontier of high performance computer networking.   
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