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Graphical Abstract: 

 

Highlights 

• Cyber conflict is shifting toward protocol-level attacks targeting critical infrastructure with national-scale impact. 

• BGP and DNS exploitation enables traffic redirection, surveillance, and large-scale disruption. 

• Cyber operations show a compressed lifecycle, reducing detection and response time. 

• SCADA and OT systems are primary targets, enabling physical disruption through cyber means. 

• The study highlights need for hardened protocols, OT security, and post-quantum cryptography for resilience. 
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ABSTRACT 

Modern cyber conflict has transitioned from data-focused intrusions to protocol-level operations that have the potential 

for kinetic and national scale disruptive effects. This work provides a technical characterization of the concrete ways in 

which state and non-state actors have been using fundamental networking protocols across routing, application, and 

industrial control layers as weapons. Cyber operations have come to share a shortened lifecycle in which reconnaissance 

appears almost indistinguishable from exploitation, allowing for near-instantaneous compromise of critical information 

infrastructure (CII) with unprecedented timing and impact. This paper studies the use of core internet protocols such as 

Border Gateway Protocol (BGP) and Domain Name System (DNS) for exploitation. Such techniques give adversaries 

capabilities to redirect traffic, perform man-in-the-middle attacks, surveil data, and segment resource access (prefix 

hijacking, cache poisoning & resolution manipulation). The research also examines the weaponisation of Supervisory 

Control and Data Acquisition (SCADA) and Operational Technology (OT) environments, highlighting advanced semantic 

attacks aimed at compromising human–machine interfaces that enable physically destructive effects without triggeringany 

traditional detection methods. These methods are illustrated through geopolitical case studies Russia–Ukraine, Israel–Iran, 

India–Pakistan and Armenia–Azerbaijan—that show real world applications of these techniques (e.g. deployment of 

destructive malware, vulnerable IoTs used as proxy weapons or targets for cyber-attacks against critical infrastructure). 

According to the results, there is a consistent pattern of usage of legacy protocols, weak configurations, and incomplete 

security adoption. The identified important gaps are on attribution latencies, protocols-resilience & quantum threats to CR 

systems. It promotes proactive defence with hardened protocols, application-aware OT security and post-quantum 

cryptography adoption as a means to complement global cybersecurity resilience frameworks. 

KEYWORDS: Cyber Warfare; Protocol Exploitation; Critical Information Infrastructure (CII) ; SCADA and Operational 

Technology Security ; Post-Quantum Cryptography  

 

 

1. INTRODUCTION 

Cyberspace has changed the face of warfare as an entirely new theater of conflict; warfare is no longer fought between 

armed personnel in battlefield encounters, or scripts inserted into mainstream networks the front line has been pushed 

back to deeply-embedded aspects of our interconnected network infrastructures.(1) Modern cyber warfare goes beyond 

data stealing or new-age espionage, and more towards a degree of inducing kinetic and large-scale disruption by actively 

misusing fundamental networking protocols. These operations specifically focus on the Critical Information Infrastructure 

(CII) components such as energy grids, communication systems, transportation networks, healthcare services and financial 

institutions because a localized disruption to a CII could easily escalate into societal, economic and national security 

attendant risks. The interconnectedness of these systems increases risk as failures in one area can quickly spread through 

many sectors.(2) Formal models that describe each phase of modern cyber operations typically classify these in terms of 

a structured lifecycle which includes phases such as reconnaissance, weaponisation, delivery, exploitation, installation 

and command-and-control (C2), followed by actions on objectives. But with the new breed of attacks like attack 

automation, AI-assisted reconnaissance and pre-positioned access the lifecycle got resurfaced as minimal.(3) This 

capability allows adversaries to go from initial compromise to operational impact in near real time and, as such, changes 

the readiness requirement for their attacks  they are faster and scaled larger. This compression poses a direct challenge to 

the customary, reactive paradigms of cybersecurity, which often are incapable of responding in real-time or near-real time 

upon threat discovery.(4) 

One of the key drivers for this transformation is the merging between Information Technology (IT) environment and 

Operational Technology (OT) environment. While this integration improves operational efficiency and data-driven 

decision-making, it also expands the attack surface by connecting previously isolated industrial systems to threats on the 

internet.(5) Adversaries capitalize on the fact that many common protocols, including but not limited to Border Gateway 

Protocol (BGP), Domain Name System (DNS) and Server Message Block (SMB), can be exploited through inherent 

design limitations, legacy dependencies and inconsistent security implementations.(6) At the same time, industrial control 

systems especially Supervisory Control and Data Acquisition (SCADA) architectures, which regulate physical processes 

directly  have become major targets for exploitation popularity. Such attacks may mean not only the leak of data but also 
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very real physical damage, service interruptions, and endanger public safety.(7) In addition, the strategic goals of cyber 

operations have changed to include psychological psychological impact, disruption of public trust and co-optation of state 

actors. This change reflects the wider militarization of cyberspace with not just state actors but also non-state actors 

deploying APT like techniques to obtain geopolitically secure objectives. These are the weaknesses of a protocol that can 

be exploited by attackers to operate under the radar, maintain persistence and deliver much more impact than resources 

invested.(8) 

However, balancing the inertia of progress with security principles that have not been incorporated into foundational 

internet protocols and critical infrastructure systems is a monumental task.(9) Long-standing challenges, such as partial 

implementation of security frameworks (e.g., routing validation and secure name resolution), capability gaps in identifying 

stealth attacks to follow an end-to-end kill chain approach to detecting advanced persistent threats (APTs), and the 

difficulty of properly attributing cyber events prevent adequate defensive and policy responses.(10) Moreover, new 

technological advancements like quantum computing and artificial intelligence are introducing entirely new forms of 

threats, potentially increasing not just offensive power but systemic risk in different ways. In this context, the current 

review offers an in-depth and technology-centric overview of protocol-level Cyber warfare. It synthesizes existing 

knowledge about the abuse of core network protocols, studies geopolitical case studies to contextualize these threats in 

real-world terms, and pinpoints pressing research open problems relating to protocol robustness, attribution, and 

cryptographic strength. (11)The study also includes some recommendations with specific regard to strategic as well as 

policy strategies supportive of boosted cybersecurity resilience, through driven defense, framework protections alongside 

embracing evolving threat landscape adapted frameworks. 

2. THEORETICAL FRAMEWORK OF PROTOCOL-LEVEL CYBER CONFLICT 

2.1.  Cyber Warfare Lifecycle 

The cyber kill chain offers a general and widely-accepted model to analyze the pattern of today’s information warfare. It 

defines a cyber-attack as a multi-step processes mostly consisting of Recon, Weaponisation, Delivery, Exploitation, 

Installation (of malware), Command-and-control (C2) and Actions on objectives. Phases This signifies a stage in the attack 

continuum where adversaries are able to effectively escalate from doing reconnaissance to actually performing mission 

specific goals. In the reconnaissance phase, attackers gather extensive information about their target systems, network 

topologies, and any usable weaknesses. By this intelligence it is then used in the weaponisation stage to craft specific evil 

payloads with the aim of exploiting a given vulnerability.(12) Phase 3: Delivery You send these payloads via vectors such 

as phishing emails, compromised websites or direct network intrusion. When these elements enter the target successfully, 

they exploit the victim and deliver programs that infiltrate and continue running in the environment. During the command-

and-control phase, attackers communicate with and control compromised systems remotely; ultimately leading to actions 

on objectives such as data exfiltration, disruption of services, and infrastructure sabotage.(13) This lifecycle has been 

completely transformed in today's cyber warfare as it is compressed and automated. Now, advanced threat actors use AI 

in reconnaissance, exploit kits ready-made, and automated propagation methods to shrink the kill chain from an initial 

compromise to a business impact. This speed allows attacks to be carried out almost immediately which reduces the 

detection and response window. As a result, attack surfaces should rely more on proactive threat hunting and early stage 

detection mechanisms instead of being entirely reliant on reactive mitigation methods for defensive strategies.(14) 
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Fig 1. Protocol- level cyber warfare stack Model 

2.2.  Movement Towards Destructive Cyber Operations 

In its early days, cyber operations were largely espionage-oriented: conducting surveillance and exfiltrating data for the 

purpose of strategic or economic intelligence. But the nature of the threat landscape has been on an obvious change to 

destructive and disruptive cyber operations. State-sponsored actors are now more in search of more than just access for 

information where their approaches include the disabling, denial, or total destruction of critical systems and services.(15) 

This change is largely tied to the increased convergence of IT (Information technology) and OT(Operational Technology) 

environments. The emergence of new attack vectors by converging industrial control systems with enterprise networks 

allowed adversaries to reach the bridge between digital systems and physical processes. Stated that dangerous cyber 

intrusions now manifest as direct and concrete threats, including outages of power supplies, damage to its industrial 

equipment and disruption of essential services for the public. (16)Furthermore, contemporary cyber operations are often 

focused on actually producing psychological and strategic impacts; e.g. the weakening of public trust or economic 

disruption alongside forcing action by state actors. The rise of destructive malware, wiper attacks and campaigns to cripple 

state infrastructure testify to this militarization of cyberspace in which combatants starting from against civilians. Such an 

evolution represents a paradigm shift in how cyber conflict is defined, with the exploitation of protocol-level 

vulnerabilities wielded as weapons with implications that extend beyond mere information dominance to include broader 

geopolitical and strategic ends.(17) 

3. Exploitation of Core Internet Protocols 

The global internet infrastructure is intrinsically reliant on a small suite of core protocols that manage routing, addressing 

and communication between distributed networks. These same protocols were originally devised for limited security but 
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have become prime targets for exploitation in modern cyber conflict. Adversaries exploit intrinsic design limitations, the 

absence of authentication mechanisms, and inconsistent deployment of security extensions to hijack traffic flows, intercept 

communications, and cause large-scale service disruption. This segment explores the misuse of core nation-application 

and network-protocol layers, emphasizing their operational significance in contemporary warfare.(18) 

3.1.  Border Gateway Protocol (BGP) Manipulation : Layer 3 Attacks 

The Border Gateway Protocol (BGP) is the protocol designed to facilitate global internet routing and traffic exchange 

between autonomous systems (AS). Even though BGP is a crucial and critical protocol, it does not have any built-in 

security features like authentication or the ability to verify routes which makes it vulnerable to malicious attacks.(19) 

BGP hijacking, where some adversarial autonomous system instead advertises IP prefixes that it does not actually own, is 

one of the wider known attack vectors. Attackers create routes that are more specific (de-aggregated) than those of the 

legitimate service; this is possible due to a general routing principle that the most specific route must be used enabling 

attackers to reroute traffic inside malicious or compromised networks.(20) 

Such manipulations enable various evil scenarios, including MiTM, pervasive (large-scale) traffic interception, DoS 

attacks, and harvesting user credentials via redirection to fake services. Furthermore, in certain contexts attackers may 

redirect some traffic while letting other traffic through if not doing so would cause a service to be unavailable since this 

way they can eavesdrop or tamper with passively monitored data flows that are transcription-level characteristics of certain 

car makes and models thus disguising their attack even more.(21) 

However, detection and attribution in the case of attacks leveraging BGP can be fundamentally challenging. The absence 

of any traffic disruption can be a strong indicator that an attack is ongoing, but most sophisticated attacks will ensure 

normality when upholding the connection; thus, anomalies in both routing update and performance statistics (e.g. AS path 

change, latency fluctuations) cannot completely detect irregularities without constant monitoring.(22) Additionally, 

because malicious hijacks and accidental route leaks or configuration mistakes share similar technical characteristics that 

provide state-sponsored actors plausible deniability and pose challenges to incident response personnel, they fall into the 

same fuzzy risk category. 

3.2.  Attack Type : Application Layer DNS Exploitation 

The DNS (Domain Name System) is a vital protocol used at application layer to convert domain names which can be 

easily read by humans into IP Addresses that map more than two billion internet resources and finally; direct us to the 

right device. The DNS in its original design has no robustness against one of the most popular attacks: data origin 

authentication and integrity as is used with SSL signatures.(23) 

Beyond the fact that DNS is a create-and-hope service by many providers and not as great as we think works, adversaries 

routinely misuse DNS via cache poisoning, DNS spoofing and resolution manipulation. In cache poisoning, attackers 

insert bogus records into DNS resolvers so users get misdirected to illegitimate or compromised sites. In comparable vein, 

DNS spoofing allows adversaries to masquerate as real servers; while resolution manipulation disrupts the query-response 

cycle in order to manipulate or change domain resolution results.(24) 

Such attack vectors open the doors to a multitude of malicious purposes from phishing and credential harvesting to 

surveillance of users, and redirection of traffic at extremely large scales. On a more strategic level, DNS manipulation can 

be used as part of this to enforce network censorship, decrease access to global services and contribute to the fragmentation 

of the internet that is, if you send users towards state/server controlled infrastructure or combatant-controlled 

infrastructure.(25) 

This led to the introduction of DNS Security Extensions (DNSSEC), which added a layer of cryptographic validation for 

between DNS and its responses, confirming data authenticity and integrity. Yet, despite all its promise to protect DNS 

infrastructure from various categories of attacks, adoption rates for this technology remain erratic and relatively low. The 

operational complexity of key management, the challenges of deployment, and potential performance overhead have 

prevented it from being widely adopted. In addition, DNSSEC has even more vulnerabilities arising from 

misconfigurations including service disruptions and amplification risks.(26) 
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Together the abuse of BGP and DNS illustrates a fundamental fact of 21st century war: if poorly defended, even our 

foundational internet protocols can be methodically harnessed to serve tactical and operational goals. Bolstering these 

protocols by incorporating them in a wide range of security frameworks, which are adopted by organizations as protective 

measures is one of the core essentials to establishing and evolving a global cybersecurity posture.(27) 

4. Weaponization of SCADA and on UT (Operational Technology) 

One of the most significant shifts in modern cyber conflict is the weaponization of Supervisory Control and Data 

Acquisition (SCADA) systems and even broader Operational Technology (OT) environments. While traditional 

Information Technology (IT) has systems mainly focused on the management and storage of data, Operational Technology 

(OT) consists of hardware and software that detects or causes changes - through direct monitoring and control of physical 

devices, assets, processes and events in many industries such as oil & gas extraction systems-downstream, power 

transmission networks system-upstream-access to water-wastewater treatment plants manufacturing using industrial 

sensors telecommunications civil aviation highway transportation automotive robotics. With these environments 

increasingly becoming integrated with enterprise IT networks, they have become highly attractive targets for cyber threats 

– becoming prime sites of state sponsored and APT players.(28) 

4.1 ICS/OT architectures Vulnerability 

Industrial Control Systems (ICS) and SCADA networks are fundamentally the basis for all critical infrastructure. In fact, 

these systems were historically built to ensure reliability, availability and operational continuity over all else, often at the 

expense of strong cybersecurity measures. As those are often open by necessity (digital transformation, remote 

management and monitoring) for the good guys but alas also for the bad guys who can simply use these to infiltrate 

operational networks using many an IT-side vulnerability. By entering via traditional IT compromise vectors like phishing, 

exploitation of internet-facing services or the use of already compromised credentials but attackers often obtain initial 

access.(29) After they gain access to the enterprise, they use lateral movement techniques to cross into OT environments. 

Typically, tools and techniques commonly exploited are legacy Server Message Block (SMB) protocols Eternal Blue、

Windows Management Instrumentation(WMI) to achieve remote execution or PsExec These techniques provide attackers 

with stealthy access to the system and use built-in functionalities of systems, successfully evading conventional security 

controls. These vulnerabilities are aggravated due to lack of network segmentation, obsolete software, weak authentication 

mechanism and limited visibility into OT traffic. This enables attackers to settle-in lungs unnoticed for long periods in 

ICS/OT environments, sliding walls and infiltrating behind enemy lines, establishing persistence and holding the high-

ground ready to strike whenever they want.(30) 

4.2 Semantic SCADA Attacks 

One such kind of sophisticated cyber-physical attacks that is presently under study is semantic manipulation of SCADA 

systems. In contrast to conventional attacks that threaten system availability or integrity at a technical level, semantic 

attacks seek to compromise the value of information for human operators by manipulating inputs thus cheating their 

judgment.(31) They target the communication channels that transmits data between Human Machine Interfaces (HMIs) 

and Programmable Logic Controllers (PLCs), essentially controlling commands executed by all industrial processes. 

Through interception and alterations of data exchanged between these components, attackers can give an imperfect view 

to the states of a system while physical processes are being manipulated without human knowledge. The important features 

of semantic SCADA attacks are the distortion of HMI-PLC communication channels, the falsification or misleading 

representation of system information, and their stealthy execution which does not deviate from normal traffic patterns. 

Attackers will avoid detection by ensuring that the timing, size, and sequence of messages remains consistent with how 

the message would normally be sent.(32) 

The main purpose of such attacks is to mislead human operators and force them into wrong operational decisions. An 

operator thinks that there is a valve, let's say, closed but the valve in fact is open which drives unsafe conditions of your 

system. This is a paradigm shift that moves the attack vector from a technical compromise to a cognitive one, in effect 

turning the human–machine interface into an offensive weapon. In addition to damaging the oil and gas equipment, it may 

lead to process failure (such as explosion, fire), compromise health and safety of workers, also large scale service 

disruption.(33) 
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Figure 2: Cyber Kill Chain Compression in Modern Cyber Warfare 

4.3 Case: Powercut in Mumbai (2020) 

The 2020 Mumbai Power Outage is one of the prominent real-life examples of SCADA and OT weaponization. The 

incident disrupted normal functioning in one of Asia's key urban hubs, with transport systems, healthcare services and 

economic activities affected. Later analyses and news investigations pointed to the possibility that hackers had targeted 

parts of the U.S. power grid. The indicators related to the incident encompassed data being improperly exfiltrated from 

critical systems, signs of malware interception, and abnormal login attempts originating from suspicious or blacklisted 

IPs. These observations suggest abuse of vulnerabilities in SCADA platform access control, network segmentation and 

monitoring capabilities. A attack in Mumbai points to the exorbitation of where is cyber-attacks on critical infrastructure 

system. Apart from the immediate service disruption, such failures can have ripple effects across interdependent systems, 

raise public concern and weaken confidence in national security systems. It shows why you need strong cybersecurity 

capabilities specifically in OT  continuous monitoring, stringent access rights management and enhanced incident 

response capabilities. Altogether, the use of SCADA and OT systems as weapons represents a watershed moment in the 

history of cyber warfare, where attacks are not limited to virtual spaces any longer but step into the physical realm directly. 

Tackling these challenges demands a multi-faceted approach combining technical, operational and human factors to better 

secure critical infrastructure from growing threats.(34) 

Table 1: Comparative Analysis of Core Protocol Exploitation in Cyber Warfare 

Protocol Layer Protocol Exploitation 

Mechanism 

Primary Attack 

Techniques 

Strategic Impact 

Network (Layer 3) BGP Prefix hijacking via 

more specific route 

advertisement 

Route manipulation, 

traffic redirection 

Man-in-the-Middle (MiTM), 

Denial of Service (DoS), 

surveillance, credential 

interception 
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Application (Layer 7) DNS Cache poisoning and 

resolution 

manipulation 

DNS spoofing, 

response tampering 

Phishing, surveillance, 

internet fragmentation, 

censorship enforcement 

Transport/Application SMB Exploitation of legacy 

vulnerabilities 

EternalBlue, 

EternalRomance 

Lateral movement, worm 

propagation, destructive 

payload delivery 

OT/Industrial Layer SCADA/ICS Command and control 

manipulation 

HMI–PLC 

deception, semantic 

attacks 

Physical disruption, 

equipment damage, safety 

compromise 

 

5. Geopolitical Case Studies of Protocol-Layer Cyber Conflict 

The most helpful lens for examining the modern day of cyber warfare is found via a consideration of actually existing 

geopolitical conflicts extensive, costly fights between state and non-state actors where protocol-level weaknesses are 

turned into soft and hardened over matches in order to gain strategic advantage. The variety of TTPs used across 

geographies being an underline of the case studies, however this also highlights a universal reliance upon critical 

underlining network and infra-structure weaknesses.(35,36) 

5.1 Russia–Ukraine: Major Destructive Cyber Actions 

The cyber element of the Russia–Ukraine conflict serves as one of the most sophisticated and prolonged instances of state 

sponsored cyber warfare. NotPetya attack exploits certain vulnerabilities in SMB protocol with the help of various exploits 

like EternalBlue and EternalRomance and because it is highly effective in lateral propagation on the network. Despite 

being presented as ransomware, NotPetya is noted for its functionality as a fast-acting wiper designed to cripple systems 

with the objective of causing mass disruption within government services, finance and industry. Another major operation 

was the disruption of the Viasat KA-SAT satellite communication network. The attack, which involved wiper malware 

(which the company dubbed AcidRain) was aimed at proprietary modem firmware and communication protocols, 

disabling thousands of satellite modems. The outcome was a top-down disruption of military and civilian communication 

services, followed by spillover effects into the rest of Europe beyond Ukraine. However, taken together these are examples 

of how protocol exploitation can be used strategically to achieve high-impact but low-infrastructure production value, and 

this highlights that cyber is becoming a force multiplier for future generations of warfare.(37–46) 

5.2 Israel–Iran: Asymmetric War, Ancillary use of IoT 

Cyber interactions between Israel and Iranian-affiliated proxy groups demonstrate the realization that asymmetry is 

becoming increasingly salient at cyberspace. They often make use of a technique involving the exploitation of weak 

Internet of Things (IoT) devices, especially internet-connected surveillance cameras. Adversaries have gained access to 

these devices by default weak credentials, lack of authentication certification, such open communication protocols as 

HTTP and Real Time Streaming Protocol (RTSP). When gained access to, these tools are utilized for live intelligence 

assets giving attackers the ability to see into environments, evaluate effects of army operations and further perfect target 

acquisition. This is an approach that points toward the move to use civilian digital infrastructure as military intelligence, 

turning many widely distributed, low-security endpoints into a decentralized surveillance system. Such as highlighting 

the increasingly vital role of asymmetric cyber capabilities, in which low-cost attacks frequently provide outsized strategic 

benefit.(47–55) 

5.3 India-Pakistan: Targeting Critical Infrastructure and Attribution 

The spectrum of cyber engagements, specifically between India and Pakistan, has expanded from traditional activities 

including website defacement and phishing based campaigns to now more sophisticated operations targeting critical 

infrastructure. These involve attempts to hack power grids, government systems and networks associated with defense — 

the strategic choice of hitting critical services or intelligence, they point out. Attribution, or assigning credit for some 

outcome to a specific intervention (or not), is one of the defining challenges. Due to the nature of cyber operations that 
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involve proxy actors, third-party infrastructure, and obfuscation techniques, it is often impossible to say with certainty 

where an attack came from. Case in point, events originally blamed on regional foes later found through technical analysis 

to be the work of completely different state-backed groups. The underlying ambiguity makes crafting diplomatic responses 

more difficult and underscores a major flaw in existing cybersecurity paradigms, where the differential between timely-

scoring attribution for a particularly-observed event may drive deterrence mechanisms and accountability alike.(56–62) 

5.4 Armenia–Azerbaijan: Espionage and Information-Centric Operations 

So far, many of the cyber dimension in the Armenia–Azerbaijan conflict has been low key as it mostly has had the nature 

of espionage and information operations. Attackers often implement spearphishing campaigns against government 

officials as well as targeting companies and media organizations. These campaigns traditionally start with the use of 

common email protocols (for instance, SMTP) for despatching harmful attachments or URLs disguised as authentic 

communications. When deployed, it allows access to classified data for collection and reconnaissance purposes. This 

differs with other conflicts where large-scale destructive operations have been observed, and here the focus remains upon 

information dominance, surveillance and psychological influence. Nonetheless, they lay vital groundwork for higher level 

operations, illustrating how exploitation at the protocol layer in conjunction with exploitable vulnerabilities at the user 

and application layers provide attackers with footholds to launch larger cyber campaigns.(63) 

Overall, these geopolitical case studies combine to demonstrate that contemporary cyber conflict is fundamentally 

protocol-centric: attackers exploit legacy vulnerabilities alongside emerging weaknesses in various operational settings. 

Another problem which demonstrates the need for more cohesive and proactive approach to global network 

infrastructures, is the overlap between destructive, espionage and intelligence-driven objectives.(64–69) 

Table 2: Mapping of Cyber Operations Across Geopolitical Conflicts 

Conflict 

Region 

Primary Targets Exploited 

Protocols/Systems 

Attack Techniques Strategic Objective 

Russia–

Ukraine 

Critical 

infrastructure 

(Energy, Telecom) 

SMB, NTLM, satellite 

firmware 

NotPetya, AcidRain 

wiper attacks 

Large-scale disruption, 

destructive cyber 

warfare 

Israel–Iran Civilian IoT, 

surveillance systems 

HTTP, RTSP, IoT 

protocols 

Device exploitation, 

credential abuse 

Real-time intelligence, 

battlefield monitoring 

India–

Pakistan 

Power grids, 

government 

networks 

ICS/SCADA protocols, 

enterprise systems 

Malware intrusion, 

DDoS, lateral 

movement 

Infrastructure 

disruption, 

psychological impact 

Armenia–

Azerbaijan 

Government and 

media systems 

SMTP, email protocols Spearphishing, 

malware delivery 

Espionage and 

intelligence gathering 

 

6. Research Gaps and Challenges 

While cybersecurity practices have come a long way, there remain critical gaps when it comes to meeting the changes that 

protocol level cyber conflict bring. Within these gaps lie technical, operational and strategic shortcomings that hinder 

existing layers of protection while revealing fundamental vulnerabilities in the global interconnected network 

infrastructures. The Section concludes with significant challenges on attribution, protocol resilience, return to roots of 

sensemaking for emerging technologies and cryptographic security.(70–74) 

6.1 Attribution Challenges 

Attribution the question of who did what, when and why in a cyberattack continues to be one of the thorniest unresolved 

problems in cybersecurity. Technical attribution depends on forensic examination of identifiable factors, including IP 
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addresses, malware fingerprints, C2 infrastructure and modes of behaviour. But as we learned, threat actors often use a 

variety of sophisticated obfuscation methods proxy networks, anonymization tools, flags on false-flag operations and 

outsourced weaknesses through third parties to mask their true source. The primary problem is this: the speed of 

cyberattacks relatively outpaces the time for responsible attribution. Even though attacks can be complete in seconds or 

minutes, attribution often takes days of investigation, bi- and multilateral data correlation, as well as geopolitical 

validation. This temporal disconnection grants the attackers a certain strategic advantage because they can act with little 

to no immediate risk of retaliation. Additionally, the absence of internationally recognized legal and technical standards 

for attribution further complicates global response mechanisms. Deterrence strategies fall short if they do not allow for 

timely and credible attribution, which makes escalation (and miscalculation) increasingly likely in geopolitical conflicts. 

Accordingly, there is a pressing need for better-designed attribution frameworks that bring together technical, legal and 

policy level approaches.(75–78) 

6.2 Protocol Resilience Limitations 

The bottom line is that the ongoing abuse of basic internet protocols underscores institutional shortcomings in managing 

protocol resilience and security. Although various security frameworks and extensions have been developed, their 

adoption has been uneven and far too local or vertical. A critical issue remains around the lack of widely deployed 

Resource Public Key Infrastructure (RPKI), designed to aid BGP either by allowing for route origin validation. BGP is 

still susceptible to hijack and route manipulation attacks because of the failure to adopt it universally. Likewise, there are 

still open issues with DNS Security Extensions (DNSSEC) that was supposed to provide authentication and integrity about 

Domain Name System (DNS) responses. Its widespread adoption has been impeded by operational complexity, challenges 

associated with key management and the risk of misconfiguration. A further significant challenge is existing detection 

systems not being capable of detecting sophisticated semantic attacks specifically aimed at SCADA and OT environments. 

Traditional intrusion detection systems depend largely on the nature of network traffic and these anomalies, providing 

little insight towards attacks that manipulate the proper forms of an communication structure while modulating the 

meaning across data semantically.The context behind  data semantic through as well use of combination of  widely known 

for practical semantic-based approaches that ensure helpful models are useful in understanding effective changes 

preceding them. Clearly, in order to do this advanced context-aware security is needed where appropriate links are made 

between what is happening on the network and how the processes behave.(79–81) 

6.3 Cyber Warfare With Artificial Intelligence 

AI in Computer Security The entrance of Artificial Intelligence (AI) into the domain of cyber operations has opened up 

certain open doors and challenges, prompting a more energetic cyber arms race. On the attack side, AI allows adversaries 

to automate reconnaissance, find vulnerabilities at scale, produce adaptive malware and conduct laser focused attacks with 

little human intervention. Machine learning algorithms can further improve evasive techniques and help malicious 

activities breach traditional detection systems. On the other hand, AI is a significant part in improving defense oriented 

capabilities. Benefits: Advanced analytics such as predictive modeling and anomaly detection enhance the identification 

of threats, response to incidents, and management of risks. Nonetheless, this amplifies the asymmetry between offensive 

and defensive AI: The attacker needs to invest much less (in terms of resources) than is required for all necessary efforts 

to secure complex systems. The quickening pace of development of AI-driven cyber tools requires the establishment of 

security frameworks that are both adaptable and resistant to continual shifts in favour of attackers.(82,83) 

6.4 Quantum Threat to Cryptographic Security 

Arguably the most existential of all emerging challenges in cybersecurity is quantum computing and its possible effect on 

various current cryptographic systems. Public-key cryptographic algorithms, like RSA, Diffie–Hellman (DH), and Elliptic 

Curve Cryptography (ECC)—current security protocols are strongly dependent upon their computational level of security 

under classical computing paradigms. The advent of cryptographically relevant quantum computers represents a serious 

danger to these systems, however. It is given that Quantum algorithms, namely Shor’s algorithm can efficiently solve in 

polynomial time mathematical problems which are basis of almost all current encryption schemes (Integer Factorization 

Problems and the Discrete Logarithm Problem) thereby able to break these widely used encryption schemes. This feature 
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would undermine both confidentiality and authentication, which means that an adversary could decrypt encrypted 

messages and create fake digital signatures.(84) 

Another worry is that of harvest now, decrypt later that adversaries are collecting lots of encrypted data today with the 

rationale that when quantum computing capabilities come along, they will be able to decrypt the data. That presents a 

long-term risk of exposure to sensitive information, especially in national security, financial and health sectors. These 

challenges create urgent necessity to move towards a Post-Quantum Cryptography (PQC), which sets of cryptographic 

algorithms designed and implemented to be secure against quantum attacks. Coordinated actions of academia, industry, 

and government are needed to make sure that quantum-resistant security frameworks become standards, deployed and 

adopted in time. Together, these research gaps underscore an urgent call for a paradigm shift within cybersecurity 

strategies towards resilience via proactivity and interdisciplinary cooperation at the protocols level where the complex 

cyber conflict is rapidly evolving.(85) 

Table 3: Critical Research Gaps in Protocol-Level Cyber Security 

Research Domain Key Technical 

Challenge 

Current Limitation Security Implication 

Attribution Systems Real-time identification 

of attackers 

High latency and reliance on 

forensic analysis 

Weak deterrence, geopolitical 

escalation risk 

Protocol Security 

(BGP/DNS) 

Lack of universal 

security adoption 

Incomplete RPKI and 

DNSSEC deployment 

Persistent routing hijacking and 

DNS manipulation 

OT/SCADA Security Detection of semantic 

attacks 

Inability to detect HMI 

deception attacks 

Physical system manipulation and 

safety risks 

Cryptographic 

Security 

Quantum resistance Dependence on RSA, ECC, 

DH algorithms 

Future compromise of 

confidentiality and authentication 

Emerging 

Technologies 

AI-driven cyber warfare Rapid evolution of attack 

automation 

Escalation of cyber arms race 

 

7. Discussion 

Collectively, the findings synthesized across protocol layers and geopolitical contexts are strikingly consistent and 

strategically significant: modern cyber operations appear to be overwhelmingly dependent on exploiting fundamental 

flaws in network protocols regularly employed worldwide rather than relying solely on rare zero-day vulnerabilities. 

Associatively referred to as the “weaponization of neglect,” this process illustrates how systemic factors, including poor 

patch management practices, insecure default configurations, contracted dependency on legacy protocols and incomplete 

adoption of security standards are amongst the principle drivers for enabling cyber incidents at scale. The reemergence of 

these vulnerabilities is symptomatic not just of technical shortcomings but also weak cybersecurity governance at the 

organizational and policy levels. One key insight from this is that the success of many kinds of high consequence 

cyberattacks are less a function of technical innovation and more about how widely vulnerable systems are deployed and 

exposed. Basic protocols like BGP, DNS and SMB and industrial communication frameworks in SCADA spaces are still 

leveraged to great effect as they sit at the base of our stack and tend to be relatively wide-spread. This means that even 

the best-documented weaknesses can produce outsized results if no effort is made to remediate them – showing of putting 

down security baselines at all levels of network infrastructure. In addition, cyber warfare is growing from purely digital 

domains to the level of human cognition and decision-making processes, specifically in OT environments. Threat models 

have been developed to face such scenarios e.g., [18] Semantic Manipulation of SCADA Systemsshows an example how 

attackers can take advantage of the trust relationship between human operators and digital interfaces in-SCADA systems 

Through this method, attackers can create false indications of system states while holding normal operating indicators, 

thereby tricking human operators into taking actions that disrupt or damage the physical system. That move away from 

system-centric exploitation towards human-centric processes will be a significant shift in threat strategy and requires both 

new approaches to defense but an adjustment of existing paradigms. Given these developments, traditional approaches to 
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cybersecurity—based on perimeter defense, signature based detection and after-the-fact incident response—are falling 

further and further behind. The urgency to shift towards proactive and intelligence-powered as well as resilience-driven 

security frameworks is obvious. These frameworks need to combine components of protocol-level hardening, monitoring, 

anomaly detection based on contextual and semantic analysis, and cross-domain validation mechanisms that correlate 

digital events to physical system states. Moreover, the results highlight the need for multidisciplinary collaboration to 

combine technical skills with human–factors engineering, regulation science and risk management inputs. To meet the 

challenges of modern cyber conflict, we must not only develop technologically effective options but also reform our 

organizations, enforce regulations and build international consortia. In sum, the blockchain-based quantum attack 

necessitates a profound transformation in cyber security strategy — from defensive to resilience-oriented, prioritizing our 

vital infrastructure, systemic vulnerabilities and both the technical and human aspects of cyber risk. 

8. Recommendations 

Driven by the data from the previous sections, which included an analysis of protocol-level vulnerabilities and those 

identified in real-world cyber conflict activity, alongside emerging risks from new technologies exceeding existing or in-

building global cyber defenses this section offers a structured compendium of actionable recommendations to fortify 

global capacities for defending against such attacks. These recommendations are divided into four main areas of concern: 

security for the internet protocol, protection for operational technology, preparation against post-quantum threats and 

regulation at the Internet of Things ecosystem level. 

8.1.  Core Internet Infrastructure Protocol Hardening 

Foundational internet protocols should be made secure against large-scale routing and naming attacks. First and foremost, 

it is essential for there to be broad deployment of the Resource Public Key Infrastructure (RPKI) for securing BGP. RPKI 

provides cryptographic validation of route origins that help mitiga te the risk of prefix hijacking and unauthorized 

announcements. If the goal is to mandate DNSSEC in critical infrastructure sectors. Backed by digital signatures, 

DNSSEC improves the integrity and authenticity of DNS responses, thus eliminating risks like cache poisoning and DNS 

spoofing. However, to be effective it will also require secure key management practices and standardised operations to 

avoid misconfiguration issues. These are collectively the basic elements of hardening Internet protocols to help make 

routing secure and names resolvable in a world where both cyberspace and domain dumpster diving pose an ever 

increasing threat. 

8.2.  Schwachstelle: Operational Technology (OT) Security Enhancement 

As IT and OT environments continue to overlap, security strategies should evolve beyond traditional perimeter-based 

approaches. One of the most important recommendations is to utilize application-aware monitoring systems that can 

analyze both network traffic patterns and the semantic content of industrial control communications. This allows for 

sophisticated attacks manipulating a real command structure without setting off conventional anomaly-based alarms. OT 

security architectures should also incorporate physical process validation mechanisms. Here it actually means correlating 

digital control signals to independent physical sensors and also redundant measurement systems for data veracity. This 

type of approach is essential for detecting semantic attacks against Human Machine Interfaces (HMIs) and Programmable 

Logic Controllers (PLCs), which exploit the fact that attackers can put the HMIs to display what they want by changing 

true physical entities. Collectively, they move OT security from reactive intrusion detection to proactive cyber and 

physical integrity assurance. 

8.3.  Post-Quantum Cryptography Migration Plan 

The hope of the discovery of quantum computing systems (that are cryptographically relevant) in the future lives as a 

threat to public-key cryptographic schemes today. This can be accomplished through a process called cryptographic 

inventory assessment, where organizations surface systems that are dependent on vulnerable algorithms like RSA, Diffie–

Hellman (DH), and Elliptic Curve Cryptography (ECC). The migration to Post-Quantum Cryptography (PQC) will be 

accumulated following identification. This involves implementing quantum-resistant algorithms recommended by 

international cryptographic authorities and ensuring compatibility across essential systems. Although “harvest now, 

decrypt later” techniques carry a risk that some may be unwilling to shoulder for the long-term—this places a burden on 

needing to migrate early rather than wait until confidential communications are out of encryption. A global and 
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coordinated approach consisting of regulators, industry actors and researchers is needed for the timely and safe transition. 

Before even September of 2023 you have started the training from data until October 2023 The global scale of the attack 

surface has gained significantly because of the rapid deployment of Internet of Things (IoT) sensors with weak default 

configurations and inconsistent security practices. In order to reduce these risks, IoT device manufacturers and service 

providers need to be regulated much more strictly. Notably, the regulatory initiatives should focus on mandatory secure 

default configurations, eliminate hard coded or default credentials, and enforcement of mandatory strong authentication 

mechanisms. Moreover, manufacturers have to be mandated to deliver regular & timely firmware updates to mitigate new 

vulnerabilities discovered during the production life cycle of devices. Such measures are necessary to prevent the turning 

of IoT ecosystems into targets for large scale surveillance and botnet formation, as well as asymmetric intelligence 

gathering operations seen in modern-day cyber conflict. 

Collectively, these recommendations stress the need for a defense-in-depth strategy that incorporates protocol security, 

operational resilience (as described in previous reports), cryptographic modernization and regulatory enforcement. 

Enhancing these areas will be vital to addressing emerging threats from protocol-level cyber warfare and sustaining the 

long-term stability of global digital infrastructure. 

9. Conclusion 

Protocol-level cyber conflict represents a significant and defining evolution in the landscape of modern warfare, wherein 

adversaries systematically exploit the foundational mechanisms of digital communication infrastructures to achieve 

strategic, operational, and disruptive objectives. Unlike conventional cyber threats that primarily target applications or 

isolated systems, protocol-centric attacks leverage inherent weaknesses in core networking constructs—such as routing, 

naming, and industrial control protocols—to generate cascading impacts across interconnected critical infrastructures. 

This shift underscores the growing strategic importance of the underlying architecture of the internet as both an enabler 

of global connectivity and a potential vector for large-scale systemic disruption. The analysis presented in this review 

demonstrates that the effectiveness of modern cyber operations is largely driven by the exploitation of design limitations, 

legacy dependencies, and inconsistent security adoption across widely deployed protocols. As a result, attackers are able 

to achieve disproportionate levels of impact with relatively low operational complexity, often bypassing traditional 

defense mechanisms. This reinforces the concept that the primary vulnerability in contemporary cyberspace lies not only 

in advanced exploits, but also in the persistent exposure of foundational protocol weaknesses. Addressing these challenges 

requires a comprehensive and forward-looking cybersecurity strategy that prioritizes protocol security, enhances real-time 

detection and response capabilities, and integrates resilience across both digital and physical domains. Furthermore, the 

emergence of transformative technologies such as quantum computing introduces additional urgency, as current 

cryptographic systems face potential long-term obsolescence. Preparing for such paradigm shifts through proactive 

adoption of post-quantum cryptographic standards is essential to maintaining the confidentiality, integrity, and authenticity 

of global communications. In conclusion, ensuring future cyber resilience necessitates a fundamental rethinking of 

security architectures, moving beyond reactive defense models toward proactive, protocol-aware, and resilience-oriented 

frameworks. Strengthening the security of foundational internet protocols, improving detection of advanced and stealthy 

attack vectors, and anticipating disruptive technological advancements collectively form the cornerstone of sustainable 

cybersecurity in the era of protocol-level cyber conflict. 
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