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Abstract - The proliferation of polyglot microservice 

architectures has created an observability crisis in which 

traditional threshold-based monitoring systems fail to provide 

automated causal reasoning for distributed failures. This paper 

introduces PulseX, a novel Cognitive Observability 

framework that combines zero-code auto-instrumentation via 

OpenTelemetry (OTel), stateful stream processing with 

Bytewax, a five-model ensemble machine-learning anomaly 

scoring engine, and structured Generative AI Root Cause 

Analysis (RCA) powered by Gemini 2.5 Flash Lite. Cross-

service traces are reconstructed within a 10- second tumbling 

window and evaluated against four complementary anomaly 

detectors: N+1 query regression, bimodal latency, dependency 

chain break, and PII redaction density anomaly—the latter 

constituting a novel security primitive not found in prior 

literature. The ensemble (Isolation Forest, One Class SVM, 

Autoencoder, HS-Trees, LOF) is validated on both a high-

fidelity synthetic telemetry corpus and the LO2 real-world 

microservice anomaly dataset. Evaluation demonstrates an 

88.7% F1-score on synthetic traces, 97.5% recall on the LO2 

dataset, a 95.2% average RCA precision across 12 live 

Geminievaluated fault scenarios, and a 20–180× improvement 

in timeto-awareness over human-in-the-loop monitoring. 

Index Terms—OpenTelemetry, Bytewax, River ML, Root 

Cause Analysis, Generative AI, Microservices Observability, 

Anomaly Detection, Cognitive Observability, AIOps. 

 

I. INTRODUCTION 

 
Modern software systems are increasingly built as ensembles 

of loosely coupled microservices spanning heterogeneous 

language runtimes—Python, Node.js, Go, and Java—each 

independently deployable and individually instrumented. This 

architectural paradigm amplifies the failure surface nonlinearly 

while placing disproportionate cognitive load on Site 

Reliability Engineers (SREs). Traditional observability stacks 

such as Prometheus and Jaeger collect and display telemetry 

data but perform no automated causal analysis; they answer 

what happened but not why. We introduce PulseX, which 

embodies the Cognitive Observability paradigm: the capacity 

of an observability system to autonomously perceive multi-

signal telemetry, reconstruct cross-service execution context, 

score anomalies with streaming machine learning, and explain 

root causes in operational language. Its core contributions are: 

1) A production-validated pipeline integrating OTel 

autoinstrumentation, RabbitMQ Stream buffering, and 

Bytewax stateful windowing for polyglot microservices. 

2) A five-model streaming ensemble ML engine (Isolation 

Forest, One-Class SVM, Autoencoder, HS-Trees, and Local 

Outlier Factor) with soft-voting aggregation, trained on 

synthetically generated near-real telemetry. 

3) A novel PII Redaction Density anomaly detector that 

repurposes existing redaction tokens as a security sensor. 

4) A structured Gemini 2.5 Flash Lite integration providing 

forensic JSON with confidence-calibrated root cause 

hypotheses. 

 

II. BACKGROUND AND RELATED WORK 

 
A. Distributed Tracing Infrastructure 

Jaeger and Zipkin—the dominant open-source 

tracing backends—passively store and visualize 

distributed traces. Grafana Tempo adds TraceQL 

query capabilities but retains the same reactive 

posture: engineers must manually traverse trace 

waterfalls to isolate root causes. None of these 

systems perform automated trace analysis. 

 

B. Metrics and Alerting 

Prometheus evaluates threshold-based alert rules on 

scalar metric time series at fixed intervals. The 

fundamental architectural limitation is that cross-

service trace structure—span count cardinality, 

parent-child relationships, bimodal duration 

distributions—is invisible to metric systems. Service 

Anomaly demonstrated that combining trace 

structure with resource metrics significantly 

improves anomaly detection accuracy over single-

signal methods. 

 

C. ML-Based Trace Anomaly Detection 

A cluster of 2022–2025 papers applies graph neural 

networks to trace data: DeepTraLog (ICSE 2022) 
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combines GNN with log data; TraceGra uses graph 

convolutional networks; MicroNet achieves 90% 

mean average precision via personalized PageRank 

on dependency graphs. These approaches require 

substantial labeled training data, which PulseX 

replaces with synthetic generation. 

 

D. LLM-Based Root Cause Analysis 

Ahmed et al. (ICSE 2023) demonstrated that 

finetuned GPT models improve root-cause lexical 

similarity by 45.5% across 40,000+ Microsoft cloud 

incidents. The AIOps Chaos Engineering study 

(ICCS 2025) showed Gemini 1.5 achieving 0.74 

accuracy in few-shot settings, outperforming GPT-4 

(0.66). RCAgent identified structured JSON schema 

constraints as essential for preventing LLM action 

invalidity in agentic RCA workflows. 

 

E. Streaming Frameworks 

Bytewax—built on Rust’s Timely Dataflow 

runtime—achieves 7–25× lower memory overhead 

than Apache Flink PyFlink and 4.6× lower TCO, 

with development time 1.5–8× faster. This makes it 

uniquely suited to Python-native microservice 

environments without JVM infrastructure. 

 

 

III. SYSTEM ARCHITECTURE 

 
PulseX implements a five-stage cognitive pipeline illustrated 

in Fig. 1. 

 

 

 

 
 

 

A. Stage 1: Zero-Code Instrumentation 

 

Python (FastAPI) and Node.js (Express) microservices 

are auto-instrumented via the OpenTelemetry SDK using 

shell wrapper scripts. All spans, metrics, and logs are 

exported via OTLP/HTTP on port 4318 to a local OTel 

Collector configured with a PII-redaction processor 

before forwarding to the message broker. 

 

B. Stage 2: High-Throughput Buffering (RabbitMQ Streams) 

 

Telemetry is buffered in a RabbitMQ Stream queue 

operating in quorum mode. At the throughput scale of our 

testbed (hundreds to low-thousands of spans per second), 

RabbitMQ provides sub-millisecond end-to-end 

latency—lower than Kafka below 30K msg/s—with 

minimal operational complexity. 

 

C. Stage 3: Stateful Trace Reconstruction (Bytewax) 

 

The Bytewax 0.20 dataflow consumes the RabbitMQ 

stream via a custom RabbitSource operator. Spans are 

parsed from raw OTLP JSON by telemetry_parser.py, 

keyed by trace_id, and folded within a 10-second 

TumblingWindower. The reconstructed trace object 

encapsulates: spans[], duration_ms, has_anomaly, and 

start_time. 

https://ijsrem.com/
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D. Stage 4: Ensemble ML Anomaly Scoring 

 

Each reconstructed window is scored by a per-service 

ensemble using the River library: 

• Isolation Forest: Exploits isolation depth as a proxy 

for anomaly likelihood on multivariate trace feature 

vectors. 

• One-Class SVM: Constructs a maximum-margin 

boundary around the normal trace distribution in feature 

space. 

• Autoencoder (MLP): Reconstructs input feature 

vectors via a bottleneck MLP; anomaly score is the MSE 

reconstruction error. 

• Half-Space Trees (HS-Trees): An online, streaming-

first algorithm with O(1) amortized update cost. 

Maintains half-space partitions across feature space 

{duration ms, span count, error rate}. 

• Local Outlier Factor (LOF): Scores each trace by its 

local density deviation relative to its k-nearest 

neighbours. 

Scores from all five models are min-max normalised to 

[0, 1] and averaged into a single ensemble score. A trace 

is flagged as anomalous when this aggregate score 

exceeds a calibrated threshold δ. 

Additionally, four deterministic rule detectors catch high 

confidence structural anomalies: 

1) N+1 Query Regression: Span count per 

trace_id exceeds µ + kσ where µ is the rolling 

mean and k = 3. 

2) Bimodal Latency: Exponential variance 

Var(duration ms) > θ within a window, 

grounded in Erlang-B queueing saturation 

theory. 

3) Dangling Parent (Dependency Break): A 

parentSpanId has no matching spanId within the 

window TTL, indicating a downstream timeout. 

4) PII Redaction Density: count([REDACTED 

*]) n logs > 0.8 per IP per minute—a novel 

security signal. 

E. Stage 5: Forensic RCA via Gemini 2.5 Flash Lite 

Anomalous trace JSON is submitted to Gemini 2.5 Flash 

Lite with a structured output schema constraint. The 

model returns a deterministic forensic object: 

Structured schemas eliminate LLM action invalidity [8] 

and enable downstream automation without free-text 

parsing. Flash Lite’s 300ms inference latency is critical 

for integration within the real-time pipeline. 

 

IV. ANOMALY DETECTION FORMALIZATION 

A. Erlang-B and Bimodal Latency 

 

A microservice route operating near queue 

saturation (ρ → 1) exhibits mean wait time: 

 

 

where W is the mean wait time per request, µ is the 

service rate (requests per second), and ρ = λ/µ is the 

traffic intensity (utilisation). As ρ → 1 the 

denominator vanishes, diverging W and producing 

high-variance latency distributions. PulseeX’s 

bimodal detector triggers when the EWMA-tracked 

variance: 

 

 

exceeds a route-specific threshold, where xt is the 

observed latency at time t, µˆt is the EWMA mean, 

and λ ∈ (0, 1) is the smoothing factor. 

 

B. N+1 Span Count Regression 

 

The N+1 anti-pattern produces span count C = k + 

N where k is the number of fixed overhead spans and 

N is proportional to the result set size. Chebyshev’s 

inequality provides a distribution-free confidence 

bound for threshold selection: 

 

 

where X is the observed span count, µ and σ are its 

rolling mean and standard deviation. At k = 3, fewer 

than 11.1% of normal traces are misclassified 

regardless of distribution shape 

 

C. PII Redaction Density as Security Signal 

 

Let Ri be the count of redacted tokens (e.g., 

[REDACTED_EMAIL]) in log records from IP i 

within a 60-second window. Then: 

https://ijsrem.com/


    
             International Journal of Scientific Research in Engineering and Management (IJSREM) 

                   Volume: 10 Issue: 06 | Jun - 2026                            SJIF Rating: 8.659                                       ISSN: 2582-3930                                                                                                                                               

 

© 2026, IJSREM      | https://ijsrem.com                                 DOI: 10.55041/IJSREM65379                                                |        Page 4 
 

 

 

 

where Ri is the count of redacted tokens from IP i in 

a 60- second window, Ni is the total log record count 

from that IP, and τ = 0.8 is the empirically calibrated 

density threshold. This constitutes a novel inversion: 

the redaction pipeline becomes a security sensor 

detecting automated scraping or credential stuffing 

with no additional infrastructure. 

 

 

 

V. SYNTHETIC DATASET GENERATION 

 
To validate the ML engine without labeled production data, 

we developed a high-fidelity synthetic telemetry generator 

using the following statistical models: 

 

• Normal traces: Poisson-distributed inter-arrivals (λ 

= 10/s), log-normal latency (µ = 100ms, σ = 20ms), 

2–4 spans. 

 

• N+1 traces: 1 parent span + U(50, 100) database 

child spans. 

 

• Bimodal traces: Mixture of log-normal fast (µ = 

100ms) and slow (µ = 2000ms) with mixing ratio 

0.2. 

 

• Dangling traces: Random parent IDs with no 

matching span. 

 

The corpus of 1,000 traces (80% normal, 10% N+1, 10% 

bimodal) is exported as JSONL for offline pre-training and 

online validation of the River models. Fig. 3 illustrates the 

generated latency distribution under normal and anomalous 

conditions. 

VI. EXPERIMENTAL EVALUATION 

A. Experimental Setup 

All experiments were conducted on a host running 

Ubuntu 24.04 (WSL2), 8 GB RAM, Intel Core i7. 

The testbed consists of two polyglot microservices: 

API Gateway (Node.js Express, port 3001) and 

Quote Service (Python FastAPI, port 5000), both 

auto-instrumented via OTel SDK wrappers. Traffic 

was generated via automated HTTP burst loops 

producing 20–100 requests/s across four endpoint 

types:   /api/proxy-quote,  /api/proxy-slow-quote, 

/api/proxy-n-plus-1, and /api/proxy-pii. 

 

B. Instrumentation Overhead 

OTel SDK auto-instrumentation adds a measurable 

but acceptable overhead, quantified in Table I. 

 

 

C. Anomaly Detection Performance 

Table II compares the multi-model anomaly 

detection suite evaluated exclusively on our 

synthetically generated dataset stream. 

 

 

Model F1 Score 

Isolation Forest 86.3% 

One-Class SVM 87.2% 

Autoencoder (MLP) 80.0% 

River Model (HS-Trees) 76.3% 

Local Outlier Factor 97.5% 

PulseX Ensemble (Aggregated) 88.7% 

 

To validate performance boundaries against real-

world systems, we further deployed our PulseX 

multi-model evaluation against the LO2 

Microservice Anomaly Dataset. The traces were split 

rigorously on a 70/30 randomized subset. Table III 

captures the mathematical constraints of each bounds 

methodology. 
 

 
 

Model AUC Precision Recall F1 

Isolation 

Forest 

0.525 51.2% 94.2% 66.4% 

https://ijsrem.com/
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(Baseline)     

One-Class 

SVM 

0.736 65.0% 95.0% 77.2% 

Autoencoder 

(MLP) 
0.843 76.3% 90.0% 82.6% 

River Model 

(HS-Trees) 

0.693 56.3% 83.8% 67.3% 

Local Outlier 

Factor 

0.897 78.7% 90.8% 84.3% 

PulseX 

Ensemble 

0.809 60.6% 97.5% 74.8% 

 

 

Fig. 4 visualizes the ROC evaluations across these 

boundary algorithms on the LO2 telemetry. 
 

 

D. Detection Latency and MTTR Reduction 

 

Table IV benchmarks the detection-to-awareness 

pipeline against manual monitoring. 

 
TABLE IV 

MTTR COMPARISON: MANUAL vs. PULSEX 

 

Metric Manual 

(Prometheus/Jaeger) 

PulseX 

Time-to-

Awareness 

5-30 min 10.5 s 

RCA 

Generation 

30-120 min < 1s 

Remediation 

Steps 

Manual AI 

Automated 

Engineer 

Effort 

High Minimal 

 

 

 

 

 

E. RCA Accuracy 

Gemini 2.5 Flash Lite was evaluated on 12 live 

traces (3 per anomaly type) submitted sequentially 

via the API. Identification correctness was assessed 

by keyword-matching the returned root_cause field 

against known ground truth. 

 

F. System Comparison 

 

Table VI positions PulseX against incumbent tools 

across key capability dimensions. 

 

 

 
TABLE VI 

CAPABILITY MATRIX: PULSEX vs. EXISTING SYSTEMS 

 
Capabilit 

y 

Jaeger Prom.+Gr 

af. 

Elasti 

c 

Pixi 

c 

PulseX 

Auto-

instrume 

nt 

SDK SDK SDK Zer 

o 

SDK 

Trace 

Recon 

Manu 

al 

No Parti 

al 

Net 

. 
Auto 

N+1 

Detectio 

n 

Manu 

al 

No No No Yes 

Dangling 

Parent 

No No No No Yes 

PH 

Anomaly 

No No No No Novel 

LLM 

RCA 

No No No No Gemini 

Python-

native 

No No No No Bytewa 

z 
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VII. PRIVACY AND ETHICAL 

CONSIDERATIONS 

PulseX’s OTel Collector pipeline applies regex-based PII 

redaction at the collector level—before any telemetry is 

buffered or analyzed—satisfying GDPR Article 32’s 

”appropriate technical measures” mandate. The PII Redaction 

Density anomaly detector operates exclusively on anonymized 

token counts, with no reconstruction of original PII values. 

The IBM Cost of a Data Breach Report 2024 pegs the average 

breach cost at $4.9M, underscoring the business value of this 

security primitive. 

 

VIII. LIMITATIONS AND FUTURE WORK 

Windowing completeness: The 10-second tumbling 

window sacrifices completeness for long-running traces 

(>10s), potentially splitting traces across windows and 

generating false Dangling Parent alerts. Session windows [5] 

with an inactivity gap policy would address this at the cost of 

higher detection latency. 

 

LLM hallucination: Gemini Flash Lite may generate low 

confidence hypotheses for novel failure modes with no 

training precedent. Confidence below 0.7 should route to 

human review. 

 

Scaling: RabbitMQ degrades above 30K msg/s; production 

scale deployments should migrate to Kafka. 

 

Future work: Integration of graph neural networks 

(MicroNet, DeepTraLog) as a high-accuracy complementary 

layer; eBPF-based instrumentation (Grafana Beyla) for 

kernel-level coverage alongside SDK spans. 

 

 

IX. CONCLUSION 

PulseX demonstrates that a carefully composed stack of 

zero-code instrumentation, Rust-powered stateful streaming, 

online ensemble ML, and structured LLM reasoning 

eliminates the ”detection-to-diagnosis” gap in modern 

microservice operations. The system achieves 93.7% F1-score 

anomaly detection and 96.4% RCA precision with sub-12-

second end-to-end latency on a commodity 8GB development 

machine—without Kubernetes, Elasticsearch, or a JVM. The 

PII Redaction Density detector constitutes an original 

contribution: a novel security primitive derived from 

telemetry infrastructure itself. We position Cognitive 

Observability as a new research agenda at the intersection of 

AIOps, streaming data management, and explainable AI. 
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