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Abstract - The rapid growth of digital communication has
increased the need for secure image transmission and storage
mechanisms. Traditional encryption techniques provide
security but may become vulnerable with the advancement of
computational technologies. This project presents a Quantum
Visual Cryptography System that integrates quantum
computing concepts with image encryption to enhance data
confidentiality and protection.

The proposed system generates a random cryptographic key
using quantum circuits implemented through Qiskit and the Aer
Simulator. The generated quantum key is further processed
using the SHA-256 hashing algorithm to produce a secure key
stream. During encryption, the original image is divided into
cryptographic shares using visual cryptography principles and
XOR-based operations. One share is generated randomly, while
the second share is created using the original image, the random
share, and the quantum-derived key stream. The encrypted
shares are stored separately, ensuring that the original image
cannot be reconstructed without both shares and the correct
quantum key. For decryption, the authorized user provides the
quantum key, which is expanded and combined with the
encrypted shares to recover the original image. The system also
includes a graphical user interface developed using Python
Tkinter for user interaction and performance analysis through
execution time visualization. The proposed approach
demonstrates how quantum-generated randomness can be
integrated with visual cryptography techniques to improve
image security. The system provides confidentiality, secure key
management, and efficient image reconstruction, making it
suitable for secure multimedia communication and digital
image protection applications.
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1.INTRODUCTION

Digital images are used everywhere today, from social media
and online communication to healthcare, banking, and cloud
storage systems. As the use of digital images continues to
increase, protecting image data from unauthorized access has
become an important requirement. Sensitive images may
contain personal, financial, or confidential information, and if
such data falls into the wrong hands, it can lead to privacy and
security issues. Therefore, developing secure methods for
image protection has become a significant area of research.

Many traditional encryption techniques are available for
securing digital data. Although these methods provide a good
level of security, researchers are constantly looking for stronger
approaches to deal with evolving cyber threats. One of the
emerging technologies in this field is quantum computing.
Quantum computing introduces new concepts such as

superposition and quantum randomness, which can be utilized
to generate highly unpredictable cryptographic keys.

The main idea of this project is to combine quantum computing
concepts with visual cryptography to improve image security.
Visual cryptography protects an image by dividing it into
multiple shares. Individual shares do not reveal useful
information about the original image, making it difficult for
unauthorized users to access the actual content. Only when the
required shares are combined correctly can the original image
be reconstructed.

In this project, a Quantum Visual Cryptography System is
developed using Python. The system uses Qiskit to generate a
quantum-based random key. The generated key is further
processed using the SHA-256 hashing algorithm to create a
secure key stream. During the encryption process, a random
share is generated and combined with the original image using
XOR operations. The encrypted data is stored as separate
shares, providing an additional layer of protection.

A graphical user interface has been developed using Tkinter to
make the system easy to use. Users can upload images, generate
quantum keys, perform encryption and decryption operations,
and view the results through the interface. The project also
includes execution-time analysis to evaluate the efficiency of
the encryption process.

The objective of this project is to demonstrate how quantum-
generated randomness and visual cryptography can work
together to provide enhanced image security. The proposed
system offers secure image sharing, reliable image recovery,
and improved protection of sensitive image data. Such a
solution can be useful in areas where confidentiality and secure
image transmission are important requirements.

2. METHODOLOGY

The proposed Quantum Visual Cryptography System follows a
sequence of steps to ensure secure image encryption and
decryption. The methodology combines quantum key
generation, cryptographic hashing, visual cryptography, and
XOR-based encryption techniques to protect digital images
from unauthorized access. The system is designed to provide a
secure environment for image storage and transmission while
maintaining ease of use through a graphical user interface. Each
stage of the methodology plays an important role in ensuring
confidentiality, integrity, and successful image reconstruction.

2.1. Image Acquisition

The first step in the system is image acquisition. The user
selects an image through the graphical user interface developed
using Python Tkinter. The uploaded image is loaded into the
system using the OpenCV library and prepared for further
processing. This image acts as the input for the encryption
process.
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Image acquisition is an important stage because it serves as the
starting point for all subsequent operations. The system accepts
digital images and converts them into a matrix of pixel values
that can be processed computationally. Each pixel contains
color information represented in numerical form, allowing
mathematical and cryptographic operations to be performed
efficiently. Once the image is successfully loaded, it is
displayed within the user interface to confirm successful image
selection.

2.2. Quantum Key Generation

After uploading the image, a cryptographic key is generated
using quantum computing principles. The Qiskit framework is
used to create a quantum circuit consisting of multiple qubits.
Hadamard gates are applied to place the qubits into a
superposition state, allowing the generation of highly random
measurement outcomes. The generated quantum bit sequence is
converted into byte data and processed using the SHA-256
hashing algorithm. This produces a secure hexadecimal key
that serves as the encryption key for the system. The generated
key is also stored for later use during decryption.

The use of quantum-generated randomness increases the
unpredictability of the encryption key. Since the encryption
process depends heavily on the strength of the generated key,
this stage contributes significantly to the overall security of the
system. The generated key can also be copied and stored by the
user for future decryption purposes.

2.3. Key Expansion

The generated quantum key is transformed into a key stream
suitable for image encryption. Since image files contain a large
number of pixel values, the SHA-256 output is expanded to
match the size of the image data. This expanded key stream
ensures that every pixel component participates in the
encryption process.The key expansion process allows the
encryption algorithm to operate uniformly across the entire
image. By generating a key stream equal to the image size, the
system ensures that all image pixels are influenced by the

cryptographic key. This improves the effectiveness of the
encryption process and prevents direct exposure of image
patterns.

2.4. Image Encryption

The encryption process begins by creating a random share with
the same dimensions as the original image. This share contains
randomly generated pixel values and acts as the first encrypted
component.The second share is generated using XOR
operations between the original image pixels, the random share,
and the expanded quantum key stream. Mathematically, the
encryption process can be represented as:

Encrypted Share = Original Image XOR Random Share XOR
Quantum Key Stream.The resulting encrypted shares are stored
separately. Since neither share contains sufficient information
to reveal the original image independently, the confidentiality
of the image is preserved.

The encryption operation is performed on every pixel of the
image. As a result, the encrypted output appears completely
random and does not reveal any visible characteristics of the

original image. The use of XOR operations provides
computational efficiency while maintaining the ability to
accurately reconstruct the image during decryption.

2.5. Secure Storage of Shares

The generated shares are saved as separate files in the system.
Storing the shares independently increases security because an
attacker must obtain both shares and the correct encryption key
to reconstruct the original image.The separation of encrypted
shares introduces an additional layer of protection. Even if one
share becomes accessible to an unauthorized user, meaningful
image information cannot be extracted from it. This approach
minimizes the risk of data leakage and strengthens the overall
security of the image protection framework.

2.6. Image Decryption

To recover the original image, the user provides the quantum-
generated key through the graphical interface. The system loads
the encrypted shares and regenerates the key stream using the
provided key.
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The original image is reconstructed by applying reverse XOR
operations on the encrypted shares and the regenerated key
stream. If the correct key is entered, the original image is
successfully restored. An incorrect key produces an invalid
output, preventing unauthorized access.

The decryption process demonstrates the reversibility of the
XOR operation. Since the same key stream used during
encryption is required for reconstruction, only authorized users
possessing the correct key can successfully recover the original
image. This mechanism ensures secure access control and
protects sensitive image information.

2.7. Performance Analysis

The execution time of the encryption process is measured using
Python timing functions. The collected performance data is
displayed graphically using Matplotlib and Seaborn libraries.
This analysis helps evaluate the efficiency of the proposed
encryption framework.

Performance evaluation is important for understanding the
practicality of the system. By measuring execution time, the
system provides information regarding the computational cost
of image encryption. The graphical representation makes it
easier to observe the performance characteristics of the
proposed approach and assess its suitability for real-world
applications.

2.8. Result Visualization

The graphical user interface displays the original image,
encrypted image share, and decrypted image. This allows users
to visually verify the effectiveness of the encryption and
decryption processes. The interface also provides options for
key generation, key copying, image reconstruction, and
performance analysis.

Result visualization improves user interaction and system
usability. By presenting images before and after encryption,
users can clearly observe the transformation of image data. The
visualization also confirms successful image reconstruction
during decryption, thereby validating the correctness of the
implemented methodology.

3. DISCUSSION

The decryption process showed that the method can accurately
restore the original image when the correct quantum key and
encrypted shares are used. The reconstructed image kept its
original visual quality, showing that the encryption and
decryption steps maintained the image's integrity. Performance
tests indicated that the system completed encryption and
decryption tasks within a reasonable time frame. Combining
quantum key generation, hashing, XOR operations, and visual
cryptography offered a good balance between security and
efficiency. Based on the results, the proposed system is suitable
for applications that need secure image protection, such as
managing confidential documents, storing medical images,
securing cloud data, and ensuring safe communication systems.
In conclusion, the project shows that integrating quantum-
inspired techniques with visual cryptography can greatly
improve image security while ensuring reliable performance
and accurate image reconstruction.

4. CONCLUSIONS

In this project, a Quantum Visual Cryptography System was
created to ensure secure encryption and decryption of images.
The system uses quantum-based key generation, SHA-256
hashing, XOR encryption, and visual cryptography methods to
increase the security of digital images. By combining these
technologies, the approach provides multiple levels of
protection against unauthorized access. The implementation
successfully encrypted images, created secure cryptographic
shares, and accurately restored the original image during
decryption using the correct quantum key. The encrypted image
and shares did not contain any meaningful data on their own,
thus improving the confidentiality of the information. The
experimental results show that the system achieves a good
balance between security and efficiency while preserving
image quality during reconstruction. The use of quantum-
inspired randomness makes the encryption process more robust
and greatly reduces the possibility of predicting the key.
Overall, the system offers a dependable and effective method
for securely storing and transmitting images. The project
demonstrates the potential of merging quantum computing
ideas with visual cryptography for modern cybersecurity
applications. Future improvements could involve real-time
image processing, cloud integration, and more advanced
quantum algorithms to further boost security and performance.
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