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Abstract - This design demonstrates a new approach
to detecting ransomware targeted at Microsoft
Windows, combining 2 deep literacy neural network
classifiers to produce an ensemble, taking lines as
input in Microsoft’s standard PE train format, similar
as those with a *. exe ’ train extension, and returning a
vaticination of the train belonging to 1 of 3 classes
benign, general malware, or ransomware. The model’s
capability to distinguish between ransomware and
other forms of malware allows it to be applied as an
extension to a being malware discovery system similar
as anti-virus software, and aid in the categorization and
rear engineering of new in- the-wild ransomware
samples. The results of testing the ensemble model on
data not seen in its training suggest a high position of
prophetic power in classifying new in- the-wild
samples.
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Introduction

Ransomware is a malware type that is
designed to prevent or reduce access a user has to their
device, operating system, or files. Ransomware is
typically found in the forms of locker ransomware and
crypto-ransomware. Locker ransomware displays a

lock screen that prevents the victim from accessing

their computers, often pretending to be law
enforcement demanding monetary payment in return
for access to the computer. Crypto-ransomware
encrypts key files on a user’s system, using complex
encryption schemes and demand fees, usually in the
form of crypto currency to decrypt the victim’s files.
The decision to evaluate machine learning and deep
learning approaches as opposed to other non-machine
learning-based approaches was taken because of their
adaptability and strong ability to detect unseen samples
of ransomware malware. Non-learning approaches tend
to warrant the capability to acclimatize or be retrained
to a new conception snappily. These approaches would
take significantly more time to recalibrate. We have an
interest in the possible wide-scale integration of these
solutions in 10T (Internet of Things) to prevent the

infection of 10T devices.

SCOPE:

This application can be extended to include the
ability to predict multiple anti-virus and security
issues. we plan to explore the prediction methodology
using the updated viruses and use the most accurate

and appropriate methods for predicting.
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Related Work
1.Proposed Work

We propose this application that can be
considered a useful system since it helps to reduce the
limitations obtained from KNN and Logistic
Regression. By providing support through the
regression analysis, it can be able to generate best
results for attributes without any overlap. The system

is developed in a Flask based Python environment.

User System
Register A Store files
ogin Predicts for
Ransomware
Upload files View Results

MySQL is used for database management and the

N

models involved in this application are artificial neural
network ANN.
2. Model Architecture
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PE file

The system art he Portable Executable (PE)
format may be a file format for executable,
code, DLLs, FON Font files, et al. utilized in 32-bit

and 64-bit versions of Windows operating systems.
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The PE format may be an arrangement that
encapsulates the knowledge necessary for the
Windows OS haul to handle the banded executable
law. This includes energetic archive sources for
associating, APl import and import tables, resource
operation data and thread-original storehouse( TLS)
data. On NT operating systems, the PE formation is
assumed for EXE, DLL, SYS( device motorist), and
different train Kkinds. The Extensible Firmware
Interface( EFI) specification states that PE is that the

common executable formation in EFI terrain.
PE HEADER

The PE train title consists of a Microsoft MS-
DOS end, the PE hand, the COFF train title, and an
elective title. A COFF thing train title consists of a
COFF train title and an elective title. In both cases, the
train heads are succeeded incontinently by
neighborhood heads.

e MS-DOS Stub (Image Only)

e Signature (Image Only)

e COFF File Header (Object and Image)

e Machine Types

e Characteristics

e Optional Header (Image Only)

e Optional Header Standard Fields (Image Only)

e Optional Header Windows-Specific Fields (Image
Only)

e Optional Header Data Directories (Image Only)
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2. Algorithm

2.1.Artificial neural networks (ANNS)

Artificial neural networks (ANNS), usually
simply called neural networks (NNs), are computing
systems vaguely inspired by the biological neural
networks that constitute animal brains An ANN is
predicated on a collection of connected units or bumps
called artificial neurons, which roughly model the
neurons in a natural brain. Each connection, like the
synapses in a biological brain, can transmit a signal to
other neurons. An artificial neuron that receives a
signal then processes it and can signal neurons
connected to it. The "signal" at a connection is a real
number, and the output of each neuron is computed by
some non-linear function of the sum of its inputs. The
connections are called edges. Neurons and edges
typically have a weight that adjusts as learning
proceeds. .The weight increases or decreases the
strength of the signal at a connection. Neurons may
have a threshold such that a signal is sent only if the
aggregate signal crosses that threshold. Typically,
neurons are aggregated into layers. Different layers
may perform different transformations on their inputs.
Signals travel from the first caste( the input caste), to
the last caste( the affair caste), possibly after covering
the layers multiple times.

2.2.Tensor Flow

TensorFlow is a free and open- source
software library for machine literacy. It can be used
across a range of tasks but has a particular focus on
training and conclusion of deep neural networks.(
TensorFlow is a emblematic calculation library
grounded on  dataflow and  differentiable

programming. It's used for both exploration and
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product at Google. TensorFlow was developed by the
Google Brain platoon for internal Google use. It was
released undergoing the Apache License2.0 in 2015.
TensorFlow is Google Brain's alternate- generation
system. Version1.0.0 was released on February 11,
2017.( 14) While the reference perpetration runs on
single bias, TensorFlow can run on multiple CPUs and
GPUs( with voluntary CUDA and SYCL extensions
for general- purpose computing on plates recycling
units).( 15) TensorFlow is available on 64- bit Linux,
macOS, Windows, and mobile computing platforms
including Android and iOS. Its flexible armature
allows for the easy deployment of calculation across a
variety of platforms( CPUs, GPUs, TPUs), and from
desktops to clusters of waiters to mobile and edge
bias. TensorFlow calculations are written as stateful
dataflow graphs. The name TensorFlow derives from
the operations that similar neural networks perform on
multidimensional data arrays, which are appertained to
as tensors. During the Google I/ O Conference in June
2016, Jeff Dean stated that,500 depositories on
GitHub mentioned TensorFlow, of which only 5 were

from Google.

Procedure:

e Import all the Libraries/packages.
e Perform Exploratory data analysis.

e Train the folders neural networks algorithms

mentioned and record their accuracies.

e The model is used for prediction of performance

from the data.
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4. Result:

The Experimental Results detail is given below:
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Fig : Scanning files
Fig : Result of the project

5. Conclusion:

In this application, we have successfully
created a system to prediction whether the uploaded
folder contains Ransomware or not. This is developed
in a user-friendly environment using Flask via Python
programming. The system is likely to collect

information from the user to predict the requirements.
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