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ABSTRACT: 

With the advancement and easy accessibility of computer and internet technology, network security has become 

vulnerable to hacker threats, including ransomware attacks targeting smartphone operating systems (e.g., 

Android) and applications. Despite efforts to detect malicious URLs, lexical features sometimes need to be 

improved. This document provides an overview of ransomware, a timeline of assaults, and comprehensive 

research on methods for identifying, avoiding, minimising, and recovering from ransomware attacks. Analysing 

studies between 2017 and 2024 offers up-to- date knowledge on developments in ransomware detection and 

advancements in combating ransomware attacks, highlighting unanswered concerns and potential research 

challenges. 
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INTRODUCTION: 

Android is the most popular operating system for smartphones and other smart devices, making it a prime target 

for cyber-attacks. With more people using smartphones for everything from studying to shopping, the risk of 

attacks has increased. Unlike some other operating systems, Android is open and doesn't restrict what apps you 

can download, making it easier for cybercriminals to create malicious apps. One of the most dangerous types of 

attack is called ransomware. This is when hackers take control of your device and either lock you out of it or 

encrypt your data, demanding money to give it back. In 2020, ransomware caused the death of a woman in 

Germany when it hit a hospital's computer systems, preventing doctors from treating her. The number of mobile 

apps being used is growing fast, and this means more traffic on the internet, especially from apps that are always 

connected, like social media apps. As the internet gets faster with 5G, more devices like self-driving cars and 

smart home gadgets will be connected. This means even more internet traffic. To protect against malware on 

Android devices, antivirus software uses standard methods, but these are well-known to hackers. A better solution 

is to use machine learning to detect unusual patterns in network traffic, which can help identify ransomware 

attacks before they cause damage. 
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RELATED WORK: 

In the realm of ransomware detection, researchers have explored various approaches over the years. In 2017, 

Chen et al. introduced a system employing data mining techniques and dynamic analysis of Application 

Programming Interfaces (APIs) to detect ransomware. By monitoring API calls and mapping them into a feature 

space, they achieved high accuracy using the SL algorithm. Following this, in 2018, Al-rimy et al. Provided a 

detailed review of ransomware, outlining various detection and prevention technologies. Around the same time, 

Cusack et al. Utilised a programmable forwarding engine to monitor network flows between command and 

control servers and infected computers, achieving an 86% detection rate. In a different approach, Zhang et al. in 

2018 used static feature analysis, transforming opcode sequences into N-gram sequences and achieving 91% 

accuracy in ransomware classification. Moreover, Alhawi et al. proposed NetConverse, a machine learning 

method utilising network traffic conversations, achieving 97% accuracy. In 2019, Kaiiali et al. focused on crypto 

ransomware network activities, achieving high detection accuracy at packet and flow levels. Additionally, 

Noorbehbahani et al. Analysed six machine learning techniques for ransomware detection, with Random Forest 

proving the most effective. In subsequent years, research diversified, with studies focusing on Android malware 

detection, utilising machine learning methods such as Random Forest and Deep Neural Networks. Finally, in 

2021, Lee et al. emphasised the growing threat of Advanced Persistent Threats (APTs) and proposed an open-

source framework for ransomware detection at system and network levels, aiming to quickly extract and respond 

to ransomware attack features. 

 

BACKGROUND: 

Crypto-ransomware is a type of malicious software that targets computer systems and networks. It works by 

encrypting files and data using both symmetric and asymmetric encryption algorithms. Once the files are 

encrypted, they become inaccessible to the user. Even if the ransomware is removed from the infected computer 

or the compromised storage device is introduced into another system, the encrypted data remains unusable. 

However, the malware often leaves essential system files uncorrupted, allowing the compromised device to still 

be used to pay the ransom. This visual representation illustrates how crypto-ransomware operates and why it has 

become increasingly prevalent in cyberattacks. 

 

Figure I: Crypto-Ransomware 
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THE NETWORK TRAFFIC AND DATA SET USED: 

Analyzing network traffic is a crucial way to detect malware. By looking at the data moving through a network, 

including what it contains and where it's going, we can spot suspicious activity. When malware infects a device, it 

often connects to other servers to do bad things like stealing information or getting updates. So, by keeping an eye 

on both incoming and outgoing network traffic, as well as what's happening within a network, we can find 

malware. In a recent study, researchers used a dataset called And Mal2017, which has both good and bad samples, 

including 42 different types of malware. They focused on detecting ransomware, a type of malware that holds 

your files hostage until you pay money. By looking at the data from over 600,000 samples, they found that certain 

features in the network traffic can help us spot ransomware effectively. 

 

 

 

• Ransomware Dataset: 

In this study, a dataset of 353,288 ransomware samples was utilised, comprising 85 features collected from 10 

prevalent ransomware families. Table I presents the behaviour and characteristics of ransomware along with the 

number of samples used for each family. 

 

TABLE 1: Description of behaviour and characteristics of ransomware dataset 
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• Benign Dataset: 

The research used over 6,000 benign applications from the Google Play Store, published between 2015 and 2017. 

These were grouped based on popularity. 92 samples with 85 network traffic features were extracted and 

categorized into classes such as Flow-ID, Packet-based, Byte-based, Flow-based, and Time-based. The 

applications were checked using the Virustotal Web Service with two Antivirus Products. The findings were 

published in the Journal of Education and Science, Volume 30, Number 5, 2021, pages 86-102. 

 

 

 

THE PROPOSED SYSTEM: 

The proposed system in this research consists of five steps as shown in Figure II. 

 

 

 

 

 

Figure II: The methodology of the proposed system 
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A. Collect Data: First, we gather network data using tools like CICFlowMeter or from reliable 

websites. 

B. Prepare Data: Next, we clean up the data by removing any missing values and features with low 

variance. We also scale the data using a method called normalization, which puts all the data on a scale from 0 to 

1. 

C. Select Features: We then analyze the data to choose the most important features for our analysis. 

D. Train Algorithms: After selecting the features, we use six different machine learning algorithms to 

train our model. We use 80% of our data for training and the remaining 20% for testing. 

E. Test and Evaluate: Finally, we test our machine learning model using the 20% of data we set aside 

for testing. This helps us evaluate how well our model performs. 

 

 

 

RANSOMWARE DETECTION: 

There are two main ways to detect ransomware: automated and manual. 

• Automated methods use software tools to find and report ransomware attacks. These tools can 

potentially stop attacks before they cause damage. 

• Manual detection involves regularly checking data and devices for signs of attacks. This includes 

looking for changes to file extensions, seeing if authorized users can still access their devices and files, and 

checking for any other unusual changes. 

You can see the flow of this process in Figure III. 

 

 

Figure III: Ransomware detection taxonomy 
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ALGORITHMS: 

Machine learning, a type of artificial intelligence, allows computer systems to improve performance without 

explicit programming. Ransomware, malicious software, encrypts files and demands payment for decryption. To 

combat this, various machine learning algorithms such as support vector machines, decision trees, random forests, 

k-nearest neighbours, XGBoost, and logistic regression are employed. Each method has its advantages and 

disadvantages, and the choice depends on the situation and data. 

 

 

Table 2. Machine learning algorithms 

 

CONCLUSION & FUTURE WORK: 

 

Some attackers try to mimic normal network traffic to evade detection systems by changing certain characteristics 

like flow duration or using fake IP addresses. This research focuses on selecting the best features from a range of 

network traffic characteristics to detect ransomware. The experiments showed that these network traffic features 

are very effective in detecting ransomware, especially when the data is taken from online network traffic. Various 

techniques were used to select the best features, and six machine-learning algorithms were tested for detecting 

Android ransomware. Seven performance metrics were used to evaluate these algorithms. The results showed that 

decision trees (DT) and extreme gradient boosting (XGB) had an average detection accuracy of over 99%, with 

very low false positive rates (0.016% for DT and 0.029% for XGB). For future research, the suggestion is to use 

network traffic features to detect and classify other types of Android malware. Additionally, the aim is to 

incorporate other types of features, such as memory dump, permissions, logs, or API calls, to create a more 

comprehensive Android ransomware detection framework. 
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