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Abstract: The global real estate sector is currently hindered by
centralized inefficiencies, opacity, and susceptibility to
fraudulent activities. This paper presents a Real Estate
Management System (REMS) utilizing Ethereum smart
contracts and the InterPlanetary File System (IPFS) to establish
a decentralized, tamper-proof registry. The system automates
critical conveyancing processes, including ownership
verification and funds escrow, thereby eliminating the need for
traditional intermediaries such as brokers and notaries. By
integrating a React.js frontend with a Node.js backend and
MetaMask for non-custodial identity management, the proposed
solution ensures high data integrity and operational efficiency.
The study analyses the architectural implementation, security
frameworks, and economic implications of transitioning from
legacy databases to distributed ledger technology. Findings
indicate that the proposed blockchain architecture significantly
reduces transaction friction, enhances transparency, and
provides a robust framework for secure property transfers.

Index Terms: Blockchain, Smart Contracts, Real Estate, IPFS,
Decentralization, Ethereum.

1. INTRODUCTION

The real estate sector serves as one of the most critical pillars of
the global economy, representing a significant portion of
individual and national wealth. Despite its economic magnitude,
the  technological supporting  property
management and land registration has remained largely stagnant
for decades. The traditional real estate industry is currently
plagued by systemic inefficiencies, ranging from fraudulent

infrastructure

transactions and a lack of transparency to cumbersome
paperwork and exorbitant intermediary costs. These issues not
only slow down economic activity but also erode public trust in
property rights and land governance.

A. Limitations of Traditional Systems Currently, land
registries and property management systems rely heavily on
centralized databases managed by government authorities or
private entities. While digitization has improved some aspects
of record-keeping, these centralized architectures suffer from a
"Single Point of Failure." If a central database is compromised—
whether through external cyberattacks, internal corruption, or
data mismanagement—property records can be altered, lost, or
forged. This vulnerability makes the system prone to fraud,
where malicious actors can manipulate ownership history or sell
the same property to multiple buyers.

Furthermore, the existing ecosystem relies on a complex web of
intermediaries, including brokers, lawyers, banks, and
registration agents. While these intermediaries theoretically
provide trust, they introduce significant friction into the market.
They act as gatekeepers, increasing the time required to close
deals and imposing high operational costs on both buyers and
sellers. The dependency on manual verification processes also
results in significant delays, often taking weeks or months to
finalize a title transfer.

B. The Blockchain Paradigm Shift To overcome these
challenges, this project proposes a Real Estate Management
System (REMS) leveraging Blockchain technology to create a
secure, transparent, and decentralized platform. Unlike
traditional databases, blockchain operates on a distributed ledger
where data is replicated across a network of nodes. This ensures
that once a property record is added to the blockchain, it
becomes immutable and verifiable, significantly reducing the
risk of fraud.

The core innovation of the proposed system lies in the use of
"Smart Contracts." These are self-executing contracts with the
terms of the agreement directly written into code. Our system
employs smart contracts on the Ethereum blockchain to
automate and enforce real estate transactions, ensuring that all
parties adhere to the terms without the need for third-party
intermediaries. For instance, the transfer of ownership can be
programmed to occur automatically and instantly once the
buyer's funds are verified, eliminating the need for an escrow
agent.

C. Scope of the Proposed Solution This research aims to bridge
the gap between physical assets and digital trust. The proposed
REMS stakeholders—buyers, sellers, and
government bodies—to interact directly on a unified platform,
enhancing both trust and efficiency. Key features of this system
include user authentication via cryptographic digital wallets
(MetaMask), decentralized property listing, and automated
property transfers. Crucially, to address the storage limitations
of blockchain, the system integrates the InterPlanetary File
System (IPFS) to store heavy documents (such as deeds and
images) in a tamper-resistant manner.

allows key

By integrating blockchain into real estate management, this
project demonstrates the potential of distributed ledger
technology to revolutionize property transactions. It moves
beyond simple digitization to create a system that is
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cryptographically  secure, economically efficient, and
transparent by default.
2. LITERATURE REVIEW

The application of Blockchain technology in the real estate
sector has been a subject of increasing academic and industrial
interest. Numerous studies have explored how distributed ledger
technology (DLT) can address the systemic flaws of traditional
land registry systems. This section reviews key existing works,
analyzing their contributions and identifying the gaps that the
proposed Real Estate Management System (REMS) aims to fill.

A. Blockchain-Based Transaction Frameworks Recent
research has heavily focused on utilizing smart contracts to
automate property transactions. Redekar et al. (2024)
implemented a blockchain-based platform designed to facilitate
secure transactions smart contracts. Their work
demonstrated how automation could enhance transparency and
reduce the potential for fraud in property management.

using

Similarly, Sahai and Pandey (2020) proposed a smart contract
definition specifically for land registries, creating a protocol for
property validation that minimizes manual dependency.

Critique: While these frameworks successfully demonstrated
the utility of smart contracts for transferring assets, they often
focused primarily on the transaction layer. Many existing
models lack a comprehensive user interface that bridges the gap
between complex blockchain backend logic and non-technical
users (buyers and sellers), a gap this project addresses through a
React.js-based frontend.

B. Land Administration and Record Reliability Beyond
simple transactions, the broader scope of land administration has
been examined by Stefanovic et al. (2021). They designed a
smart-contract-driven framework for land administration that
automated ownership transfers, thereby improving the accuracy
and reliability of records compared to manual systems. This
contrasts with the findings of Abdullah et al. (2020), who
assessed land administration after the computerization of
records in Punjab. Their comparative study highlighted that
mere digitization (without blockchain) still left gaps in data
consistency, strongly recommending the adoption of blockchain
to ensure data integrity.

Gollapalli et al. (2020) further supported this by proposing a
decentralized land registration structure aimed at minimizing
intermediaries and improving record accessibility.

Critique: These studies highlight the need for decentralized
authority. However, a fully decentralized system poses
regulatory challenges. Our proposed system integrates a hybrid
approach where "Government Authorities" retain a verification
role within the smart contract, ensuring the system remains

compliant with legal standards while

decentralized security.

benefiting from

C. Decentralized Data Storage and Integrity One of the
critical technical challenges in blockchain real estate systems is
the high cost of storing data on-chain. Humdullah et al. (2021)
addressed this by developing a "Secured Data Storage
Framework" for land registration. Their research emphasized
ensuring data immutability and tamper resistance for land
records.

Synthesis: Building upon Humdullah’s work, our project
recognizes that storing high-resolution property deeds and
images directly on the Ethereum mainnet is prohibitively
expensive due to gas limits. Therefore, this project advances the
existing literature by implementing an integrated architecture
that combines Ethereum smart contracts for logic with the
InterPlanetary File System (IPFS) for decentralized, content-
addressed storage. This ensures that while the heavy data is
stored off-chain efficiently, the cryptographic proof (hash)
remains immutable on the blockchain.

D. Summary of Research Gaps While previous works have
successfully isolated specific components—such as secure
storage or automated transactions—there is a lack of unified
systems that seamlessly integrate user-friendly frontends,
decentralized storage, and role-based access control for
government verification. This research bridges these gaps by
developing a holistic REMS that leverages the strengths of
Ethereum, IPFS, and modern web technologies to create a
commercially viable and secure solution.

3. SYSTEM ARCHITECTURE AND
METHODOLOGY

The development of the Real Estate Management System
(REMS) follows a systematic, modular approach designed to
address the specific inefficiencies of traditional land
registration. The system architecture is a hybrid model that
integrates the immutable trust of the Ethereum Blockchain with
the efficiency of modern web technologies and decentralized
storage.

A. System Architecture Overview The proposed system
operates on a three-tier architecture comprising the Client Layer,
the Application Layer, and the Blockchain Layer. This
separation of concerns ensures scalability, security, and user
accessibility.

o Client Layer: The user interface is built using React.js
and Tailwind CSS to provide a responsive experience
for Buyers, Sellers, and Government Authorities. This
layer interacts with the user’s browser-based digital
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wallet (MetaMask) to sign transactions locally before
sending them to the network.

e Application Layer: A lightweight backend API
(Node.js/Flask) serves as the bridge between the
frontend and the decentralized network. It handles off-
chain data validation and routes requests to the IPFS
nodes for document retrieval.

e Blockchain Layer: The core logic resides on the
Ethereum Network. Here, Solidity-based smart
contracts govern the rules of engagement, storing
ownership records and executing transfer logic.
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Figure 1: Propesed Blockchan-Based Real Estate System Architecioe
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B. Smart Contract Implementation The backbone of the
system consists of three primary smart contracts, developed
using the Solidity programming language and deployed using
Remix IDE/Hardhat.

1. PropertyRegistry.sol: This contract acts as the
decentralized ledger. It utilizes a struct data type to
define property attributes (ID, Location, Area, IPFS
Hash) and maintains a mapping of Property IDs to
Owner Addresses. This ensures that ownership records
are immutable; once a record is written to the
blockchain, it cannot be altered by any single party.

2. TransactionEscrow.sol: To eliminate the risk of
financial fraud, this contract serves as a trustless
intermediary. When a buyer initiates a purchase, their
funds are deposited into this contract rather than going
directly to the seller. The contract holds the funds in a
"Locked" state until the ownership transfer is
successfully verified on the PropertyRegistry contract,
at which point the funds are released to the seller.

3. UserProfile.sol: This contract manages identity
verification, ensuring that only authorized users
(verified via digital wallets) can initiate transactions.
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Figure 3: Smart Contract Transaction Exacution

Decentralized Storage and Data Integrity A critical

challenge in blockchain development is the high cost of storing
large data sets on-chain. Storing high-resolution images of
property deeds and legal documents directly on the Ethereum
mainnet is economically unviable due to gas limits.

To address this, the project utilizes the InterPlanetary File

D.

System (IPES). IPFS is a peer-to-peer storage network that
allows for decentralized hosting of files.

e  Process: When a user uploads a property deed, the file
is hashed and stored on IPFS nodes.

e Content Addressing: IPFS returns a unique
cryptographic hash (Content Identifier or CID).

e Linking: This lightweight Hash (string) is the only data
stored on the Ethereum Smart Contract. This links the
immutable blockchain record to the external document
securely. Any alteration to the document would result
in a different hash, immediately signaling a
discrepancy.
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Figure 2= User Registration and Praparty Listing Workflow

Verification and Consensus Mechanism The system

implements a Role-Based Access Control (RBAC) mechanism.
While the system is decentralized, the initial validity of a
property requires verification.

1. Seller: Submits property details and digital copies of
the deed.

2. Authority Node: A designated government wallet
address reviews the submission. Upon verification, the
authority calls the approve Property() function on the
smart contract.

3. Public Listing: Only after this cryptographic approval
does the property become visible to potential buyers on
the marketplace.
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This hybrid approach ensures that while the execution of the
trade is trustless and automated, the input data adheres to legal
standards, effectively bridging the gap between digital
innovation and regulatory compliance.

4. IMPLEMENTATION AND RESULTS

The proposed Real Estate Management System (REMS) was
deployed and tested on the Ethereum Sepolia Testnet to simulate
a live decentralized environment. The system was evaluated
based on three key performance metrics: transaction execution
integrity, cost efficiency, and resistance to data tampering.

A. Transaction Execution and Immutable Record-Keeping
The primary objective of automating property transfers was
successfully achieved through the deployment of the Property
Registry and Transaction Escrow smart contracts. Functional
testing demonstrated that the system correctly handles the entire
lifecycle of a property transaction:

1. Registration: Property details and IPFS hashes were
successfully mapped to owner addresses.

2. Locking: Funds were securely locked in the Escrow
contract upon buyer deposit.

3.  Transfer: Ownership was atomically transferred only
after mutual confirmation, and the blockchain state was
updated instantly.

Crucially, the system produced a verifiable audit trail for every
action. Unlike traditional paper deeds which can be forged,
every state change in the REMS resulted in a transaction hash.
This hash serves as cryptographic proof of ownership history.
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Figure 4 Land Regisiry & Title Transfer Confemation

B. Cost and Efficiency Analysis A comparative analysis was
conducted to measure the efficiency gains of the proposed
blockchain solution against traditional real estate processes.

e Financial Cost: Traditional real estate transactions
often incur intermediary fees (brokers, legal
verification, registration agents) ranging from 2% to
5% of the property value. In contrast, the REMS
operates on a "Gas Fee" model. Regardless of the
property's value (e.g., $100,000 vs. $1,000,000), the
cost to execute the transferOwnership function remains

constant, determined only by network congestion. This

results in a cost reduction of over 90% for high-value
transactions.

e Time Efficiency: Manual verification and deed
registration typically take 15-45 days due to
bureaucratic delays. The proposed system reduced this
processing time to the block confirmation time of the
Ethereum network (approximately 15-20 seconds)
once the Government Authority verified the initial
input.

C. Security and Data Integrity Verification The system's
security ~was rigorously tested against common
vulnerabilities.

e  Tamper Resistance: Attempts to alter property records
directly were rejected by the Ethereum Virtual
Machine (EVM) as they violated the consensus rules.

e Document Integrity: By using IPFS for storage, the
system ensured that any modification to a stored
document would alter its cryptographic hash. Since the
smart contract only stores the original hash, any
mismatch immediately flags the document as invalid.

e Access Control: The Role-Based Access Control
(RBAC)  mechanism prevented
unauthorized users from calling restricted functions.
Only the wallet address designated as Government
Authority could invoke approve. Property, verifying
that the decentralized model still supports necessary

successfully

regulatory oversight.

D. Comparison with Existing Systems The analysis confirms
that the REMS outperforms traditional centralized databases
in terms of transparency and trust. While centralized systems
are prone to the "Single Point of Failure," the distributed
nature of the REMS ensures that the land registry remains
accessible and verifiable 24/7, even if individual nodes in the
network go offline.

E. Comparative Analysis
Table 1: Comparison of Traditional vs. Blockchain Systems

Traditional
Feature raditiona Proposed REMS
System
Data Storage Centralized Servers||Distributed Ledger
g (Silos) (Nodes)
I iari hic Proof
Trust Model ntermediaries Cryptographic Proof &
(Agents) Code
Settlement Minutes (Block
Time 30-60 Days Confirmation)
Low (Opaque||High (Publicly
T
ransparency records) auditable)
. L Gas + Platf
Cost High (6-10% fees) Ozeg as — Hatiorm
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The results highlight that the REMS architecture drastically
reduces the "friction costs" associated with real estate. By
removing the need for title insurance and broker commissions,
the total cost of transaction is reduced to the network fees.

5. CONCLUSION

The Real Estate Management System (REMS) developed in this
research represents a significant technological advancement
over traditional, centralized land registration frameworks. By
synthesizing the immutable nature of the Ethereum Blockchain
with the efficiency of Smart Contracts and the storage
capabilities of IPFS, the project successfully addresses the
systemic inefficiencies plaguing the current real estate market.

This study has demonstrated that decentralized ledger
technology (DLT) effectively mitigates the "Double-Spending"
problem in property sales, ensuring that a single asset cannot be
fraudulently sold to multiple buyers. The implementation of the
TransactionEscrow smart contract eliminates the need for
trusted third parties, thereby reducing the high operational costs
associated with brokers and legal intermediaries. Furthermore,
the integration of IPFS for document storage solves the critical
scalability issue of blockchain, proving that it is possible to
maintain a lightweight, efficient ledger without compromising
data integrity.

In conclusion, this project validates the hypothesis that
blockchain technology can democratize real estate access. It
shifts the paradigm from a system reliant on fallible human
intermediaries to one governed by transparent, automated code.
The resulting platform offers a secure, verifiable, and globally
accessible marketplace for property transactions, laying a solid
foundation for the future of digital asset management.

6. FUTURE SCOPE

While the current implementation of REMS provides a robust
foundation for secure property management, the platform
creates several avenues for future research and technological
expansion. The following areas have been identified for the next
phase of development:

A. Fractional Ownership and Tokenization Future iterations
of the system can introduce Tokenization of real estate assets.
By dividing a property into fungible digital tokens (using the
ERC-20 standard), high-value assets can be fractured into
smaller, affordable shares. This would lower the barrier to entry
for retail investors, allowing them to own a fraction of a property
and trade it on a secondary market, thereby bringing
unprecedented liquidity to the traditionally illiquid real estate
market.

B. Al-Driven Property Valuation Integrating Artificial
Intelligence (AI) and Machine Learning (ML) models with
the blockchain's historical transaction data can automate
property valuation. An Al oracle could analyze market trends,
location data, and previous sale prices stored on the ledger to
provide real-time, unbiased property estimations, protecting
buyers from inflated pricing and market manipulation.

C. Cross-Chain Interoperability To further reduce gas fees
and improve transaction speed, future work will explore
deploying the smart contracts on Layer-2 scaling solutions (like
Polygon or Arbitrum) or ensuring interoperability with other
blockchains. This would allow assets to bridge across networks,
ensuring the system remains commercially viable even during
periods of high network congestion on Ethereum.

D. Integration with IoT and Smart Cities The system can be
extended to interact with Internet of Things (IoT) devices within
a "Smart City" infrastructure. For instance, "Smart Locks" on a
property could be directly linked to the blockchain. Upon the
successful execution of a transfer function in the smart contract,
the digital access codes to the property could automatically
update and be sent to the new owner's digital wallet, achieving a
truly automated physical handover.
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