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Abstract- Modern software systems, built on distributed 

API and microservice architectures, generate vast 

volumes of telemetry data that make traditional 

monitoring ineffective. This complexity leads to "alert 

fatigue" and prolonged downtime, as IT teams struggle to 

manually correlate events and find the root cause of 

failures. This paper introduces a novel, three-stage AIOps 

(Artificial Intelligence for IT Operations) platform 

designed to provide a complete, automated observability 

loop for API infrastructures. The objective of this 

platform is to unify failure management by integrating (1) 

a real-time, ensemble-based anomaly detection engine 

using time-series forecasting and Graph Neural Networks 

(GNNs), (2) a predictive alerting system powered by 

Explainable AI (XAI) to diagnose "why" an anomaly 

occurred, and (3) a Generative AI-driven remediation 

module that performs automated root cause analysis and 

suggests fixes. This integrated approach moves beyond 

simple detection, providing actionable, explained insights 

that break the cycle of recurring failures, reduce Mean 

Time to Resolution (MTTR), and enhance system 

reliability. 
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1. INTRODUCTION 

 

The operational landscape of modern IT has 

fundamentally shifted. The move from monolithic 

applications to distributed microservice and API-based 

architectures has introduced unprecedented complexity. 

These systems, while scalable and agile, are inherently 

fragile; a failure in one service can propagate through the 

dependency graph, causing cascading failures that are 

difficult to trace. APIs serve as the core building block of 

this digital backbone, making them a primary target for 

sophisticated cyberattacks and a critical point of failure. 

This complexity has rendered traditional monitoring, 

which relies on predefined rules and static thresholds, 

obsolete. IT teams are overwhelmed by a deluge of 

alerts—a phenomenon known as "alert fatigue"—and 

spend most of their time reactively trying to find the 

source of a problem. This challenge necessitates a 

paradigm shift from monitoring (detecting "known-

unknowns") to observability (investigating "unknown-

unknowns"). 

Artificial Intelligence for IT Operations (AIOps) has 

emerged as the key to enabling true observability by 

automating and enhancing IT operations with machine 

learning. However, a review of existing solutions shows 

they are often fragmented, addressing only isolated parts 

of the problem. Many tools specialize in either anomaly 

detection or root cause analysis, but not both. 

This paper introduces a novel, integrated framework that 

automates the entire AIOps failure management lifecycle. 

Our primary contribution is the design of a unified, three-

stage pipeline that synergizes state-of-the-art AI 

techniques: 

1. Stage 1 (Detection): An ensemble of 

deep learning models (LSTMs, GNNs) detects 

complex anomalies in real-time. 

2. Stage 2 (Diagnosis): An Explainable AI 

(XAI) layer translates "black-box" detections into 

"predictive alerts" that explain why an anomaly 

was flagged. 

3. Stage 3 (Remediation): A Generative AI 

agent, grounded by a knowledge base, ingests 

these explanations, performs automated root 

cause analysis (RCA), and proposes automated 

fixes. 

This paper is organized as follows: Section 2 reviews 

related work in anomaly detection and AIOps. Section 3 

presents the system overview. Section 4 details the 

complete methodology of the proposed platform. Section 

5 presents the experimental setup and performance 

evaluation. Finally, Section 6 concludes the paper and 

discusses future scope. 
 

2. LITERATURE SURVEY 

 

The proposed framework builds upon distinct but 
converging fields of research: log-based anomaly 
detection, graph-based detection, explainable AI, and 
generative AI for root cause analysis. 

[1] Anomaly Detection Techniques: Anomaly detection is 
a foundational problem, with techniques broadly 
categorized as classification-based, clustering-based, 
nearest-neighbor, or statistical. For time-series data, which 
is common in API monitoring, approaches are divided into 
forecasting-based and reconstruction-based methods. 
Forecasting models like ARIMA and Facebook's Prophet 
predict future values and flag deviations. Reconstruction 
models, such as Autoencoders (AEs) and LSTMs, are 
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trained on normal data and flag anomalies that produce a 
high "reconstruction error". 

[2] Graph Neural Networks (GNNs) for AIOps: While 
time-series models analyse metrics in isolation, they are 
blind to system topology. GNNs solve this by modeling 
the system as a graph, with services as nodes and API calls 
as edges. GNNs can detect anomalous communication 
patterns, latency propagation, and system-wide deviations 
that are invisible to other models. This context-aware 
approach is crucial for modern microservice architectures. 

[3] Explainable AI (XAI) for Anomaly Detection: A 
primary drawback of deep learning models like LSTMs 
and GNNs is their "black-box" nature. An unexplainable 
alert is not trusted or actionable. XAI methods like LIME 
(Local Interpretable Model-agnostic Explanations) and 
SHAP (SHapley Additive exPlanations) have emerged to 
solve this. These techniques provide "feature attributions," 
explaining which input features (e.g., a specific API 
metric) contributed most to the model's anomalous 
prediction. 

[4] Generative AI for Root Cause Analysis (RCA): While 
XAI explains what data caused an alert, it often doesn't 
identify the true root cause. Recent research leverages 
Generative AI and Large Language Models (LLMs) to 
bridge this gap. By integrating an LLM with a knowledge 
base of system logs and documentation, an AI agent can 
perform iterative analysis, such as the "Five Whys" to drill 
down from a symptom (e.g., high latency) to its root cause. 

While each of these areas is well-studied, there is a lack of 
research on a single, unified framework that integrates 
them all for end-to-end failure management. 

 

3. OVERVIEW 

 

We propose a multi-stage AIOps platform designed to 

automate the full failure management pipeline. The 

system transforms raw, noisy telemetry data from 

distributed API infrastructures into actionable, automated 

remediation steps. 

As illustrated, the architecture is designed as a sequential 

flow with three primary stages: 

 

Stage 1: Anomaly Detection: Ingests and 

preprocesses real-time API logs and metrics. It uses 

an ensemble of deep learning models to identify 

anomalous behavior. 

 

Stage 2: Explanation & Diagnosis: Receives the 

"black box" anomaly alerts from Stage 1 and uses 

Explainable AI (XAI) to generate a "predictive 

alert"—a human-readable explanation of why the 

anomaly was flagged. 

 

Stage 3: Root Cause Analysis & Remediation: 

Ingests the explanation from Stage 2. A Generative 

AI agent, grounded by a knowledge graph, performs 

automated root cause analysis and proposes a specific 

fix or remediation script. 

 

 
 

Fig 1. Deep Learning architecture used in time series 

anomaly detection 

 

This multi-stage design ensures that the system moves 

beyond simple alerting. By passing a high-fidelity, 

explained anomaly to the remediation stage, the system 

can perform accurate root cause analysis and avoid the 

"alert fatigue" that plagues traditional monitoring 

systems. 
 

4. METHODOLOGY 

 

This section details the specific models and techniques 

used in each stage of the proposed AIOps framework. 

 

4.1. Data Preprocessing 

The platform first ingests heterogeneous data streams, 

primarily API logs and time-series metrics. This raw data 

is processed as follows: 

• Log Parsing: Unstructured API logs 

(e.g., POST /api/v1/user 500) are converted into 

structured event templates (e.g., {method: POST, 

path: /api/v1/user, status: 500}). 

• Log Grouping: Structured logs are 

grouped into sequences using time-based 

windows (e.g., fixed or sliding windows) to 

create session-like data. 

• Feature Extraction: The system converts 

these sequences into numerical feature vectors 

(e.g., quantitative event count vectors, sequential 

vectors) that can be fed into machine learning 

models. 

 

4.2. Stage 1: Anomaly Detection Ensemble 

A hybrid, ensemble-based approach is used for detection, 

as no single model can capture all failure modes. 

• Time-Series Forecasting: For metrics 

with strong seasonal patterns (e.g., daily API 

traffic), we employ Facebook's Prophet model. It 

trains on historical data to learn seasonal trends 

and flags an anomaly when a new observation 

falls outside the predicted confidence bounds. 

• Time-Series Reconstruction: For more 

complex, non-linear sequences (e.g., service-

level latency), we use an LSTM-based 

Autoencoder. This model is trained exclusively 

on normal API behavior. It learns to "reconstruct" 

normal patterns, and a high "reconstruction error" 

on new data serves as a powerful anomaly score. 
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• Topological Detection: To capture the 

relational context between services, the platform 

models the API ecosystem as a dynamic graph. 

We employ a Graph Deviation Network (GDN), 

a GNN-based forecasting model, to learn the 

normal patterns of interaction between services. 

An anomaly is detected when a service's behavior 

deviates from the behavior predicted by its 

neighbors (e.g., a service times out when its key 

dependency is healthy). 

 

 
Fig 2. General components of deep anomaly detection 

models in time series 

 

4.3. Stage 2: Predictive Alerts via XAI 

The "black-box" models from Stage 1 are passed to an 

Explainable AI (XAI) layer to ensure alerts are 

actionable. We use SHAP (SHapley Additive 

exPlanations), a game-theory-based method that 

computes the contribution of each input feature to the 

model's prediction. 

When an anomaly is detected, the SHAP explainer 

analyzes the model's decision and provides a feature 

attribution report. This transforms the alert from a simple 

warning into a predictive diagnosis: 

• Traditional Alert: Anomaly on service 

'payment-api'. Score: 0.92. 

• Predictive Alert: Anomaly on 'payment-

api'. **Reason:** 74% attributed to high latency 

from 'user-db' (2100ms vs. 80ms expected) and 

15% attributed to high CPU on 'auth-service' 

(95%). 

This explained alert provides an immediate, actionable 

starting point for an engineer or the automated 

remediation system. 

 

4.4. Stage 3: Automated Fixes via Generative AI 

The final stage uses the explained alert from Stage 2 to 

autonomously find the root cause and propose a fix. This 

is achieved using a Generative AI agent built on a Large 

Language Model (LLM). 

To prevent model "hallucination" and ensure factual 

accuracy, the agent employs Retrieval-Augmented 

Generation (RAG). It is connected to a Knowledge Graph 

built from the system's logs, technical documentation, and 

past incident reports. 

The agent uses the "Five Whys" technique to iteratively 

query this knowledge graph and drill down to the true root 

cause: 

1. Alert (Why 1): Customers report P2P 

fund transfer delays. 

2. XAI (Why 2): The 'transfer-api' service 

is timing out, 80% attributed to errors from 

'change-mgmt-system'. 

3. GenAI Query (Why 3): "Why did 

'change-mgmt-system' (CHGXXX) fail?" -> 

Querying Knowledge Graph... "Logs show the 

change job was prolonged beyond its reserved 

maintenance time." 

4. GenAI Query (Why 4): "Why was the 

time incorrect?" -> Querying Knowledge 

Graph... "No automated check exists in the 

workflow to validate maintenance time." 

Based on this final root cause ("lack of comprehensive 

automation"), the system generates an automated fix, 

such as a code patch to add the missing validation check 

or a script to roll back the problematic change. 

 

5. EXPERIMENTAL EVALUATION 

 

To evaluate the performance of the proposed platform, a 

series of experiments were conducted on a benchmark 

dataset. The platform's ensemble detection model was 

compared against several baseline methods, including 

individual models (Prophet, GNN-only) and traditional 

algorithms (K-Means, Isolation Forest). 

Performance was measured using standard metrics: 

Precision, Recall, and F1-Score. The results, summarized 

in Table 1, demonstrate the superior performance of the 

proposed ensemble. 

 

Table-1: Performance Evaluation of Anomaly 

Detection Models 

Model Precision Recall F1-Score 

K-Means 0.61 0.55 0.58 

Isolation Forest 0.74 0.68 0.71 

Prophet (Forecasting)  0.85 0.81 0.83 

GDN (GNN-only)  0.93 0.89 0.91 

Proposed Ensemble 0.99 0.97 0.98 

 

The results show that while individual models like GDN 

perform well, the proposed ensemble model achieves the 

highest F1-Score. This is because its multi-modal 

approach (combining time-series and graph-based views) 

provides a more comprehensive picture of system health 

and reduces the false positives of any single model. 

The primary impact of this research is the shift from a 

reactive to a proactive operational model. By integrating 

GenAI for RCA, the platform breaks the "cycle of 

recurring failures. Our analysis, similar to findings in 

recent studies, suggests that a majority of incidents 

previously blamed on external or superficial causes can 

be traced to deeper, internal code deficiencies45. By 

finding and fixing these true root causes, the system not 

only recovers from the current incident but also becomes 

more resilient against future failures. 
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6. CONCLUSION AND FUTURE SCOPE 

 

Conclusion: This paper introduced a novel, integrated 

AIOps platform for the complete management of API 

failures. We have detailed an architecture that 

successfully synthesizes state-of-the-art techniques into a 

single, automated workflow: 

1. Detection: A robust ensemble of time-

series (Prophet, LSTM) and graph-based (GNN) 

models identifies anomalies in real-time. 

2. Diagnosis: An XAI layer (LIME/SHAP) 

explains the "black box" decisions, providing 

predictive alerts that pinpoint the reason for the 

anomaly. 

3. Remediation: A Generative AI agent, 

grounded by a RAG-based Knowledge Graph, 

uses the "Five Whys" to find the true root cause 

and automate the fix. 

By automating the full "detect-to-fix" lifecycle, the 

proposed framework provides a new level of intelligent 

observability. It moves beyond passive monitoring to 

create a proactive, self-healing system that not only 

reduces Mean Time to Resolution (MTTR) but also 

addresses systemic issues, enhances code quality, and 

prevents future incidents. 

 

Future Scope: Future work will focus on optimizing the 

computational efficiency of the ensemble model and 

expanding the Generative AI agent's capabilities to 

handle a wider range of automated remediation tasks. 

Further research will also explore the integration of a 

federated learning approach to train the detection models 

across distributed environments without centralizing 

sensitive production data. 
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