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ABSTRACT 

 

Real-time detection of suspicious roadside objects is an important task 

for improving public safety and preventing potential threats in urban 

environments. This system focuses on automatically identifying 

unusual or potentially dangerous objects such as unattended bags, 

boxes, or debris from surveillance camera footage. By using advanced 

computer vision and deep learning techniques, the model analyzes live 

video streams and detects objects placed near roadsides in real time. The 

detected objects are classified and monitored to determine whether they 

pose a potential risk. When a suspicious object is identified, the system 

can generate alerts to assist security personnel and authorities in taking 

timely action. This approach helps enhance surveillance efficiency, 

reduces manual monitoring efforts, and supports faster response to 

possible security threats. 
 

               The rapid growth of urban environments and transportation 

networks has increased the need for intelligent surveillance systems to 

ensure public safety. This project presents a system for real-time 

detection of suspicious roadside objects in surveillance imagery using 

advanced computer vision and deep learning techniques. The proposed 

system analyzes live video streams from roadside surveillance cameras 

to automatically identify unusual or potentially dangerous objects such 

as abandoned bags, unattended packages, or hazardous materials. A 

deep learning–based object detection model is employed to accurately 

detect and classify objects in real time, while additional contextual 

analysis helps determine whether the object is suspicious based on its 

location, duration of presence, and surrounding activity. The system 

continuously monitors the scene and generates alerts to authorities when 

a suspicious object is detected, enabling faster response and preventive 

action. By integrating automated detection with surveillance 

infrastructure, the proposed approach enhances situational awareness, 

reduces the need for constant human monitoring, and improves the 

overall efficiency of public safety systems. 
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CHAPTER 1 

  

INTRODUCTION   

1. INTRODUCTION 

           Surveillance systems play an important role in maintaining public safety 

and security in places such as roads, highways, airports, railway stations, and 

public areas. With the increasing number of vehicles and people, it has become 

difficult for humans to manually monitor all surveillance cameras continuously. 

Suspicious roadside object detection is a technology that uses computer vision 

and artificial intelligence (AI) to automatically detect unusual or abandoned 

objects on roadsides. These objects may include unattended bags, suspicious 

packages, or unknown items that could potentially cause danger or accidents. 

The system analyzes video footage captured from surveillance cameras and 

identifies objects that remain in the same place for an unusual amount of time or 

appear in restricted areas. Once a suspicious object is detected, the system can 

send alerts to security personnel or authorities for immediate action. 

This technology helps in preventing security threats, improving traffic safety, and 

assisting law enforcement agencies. By automating the monitoring process, it 

reduces human effort and increases the efficiency of surveillance systems. 

 

 1.1 NECESSITY  

The necessity of Artificial Intelligence (AI) in detecting suspicious roadside 

objects has grown significantly due to increasing security concerns, rising traffic 

density, and the limitations of human surveillance. Roads, highways, and public 

spaces often experience situations where unattended bags, fallen cargo, hazardous 

materials, or deliberately placed harmful objects pose risks to commuters and 

infrastructure. Traditional monitoring methods rely heavily on manual inspection, 

which can be slow, inconsistent, and prone to error, especially in large or crowded 

areas. AI-powered systems, however, can continuously analyze video footage 

https://ijsrem.com/
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from CCTV cameras, recognize unusual patterns, detect anomalies in object 

behavior or placement, and immediately alert authorities. 

1.2 CURRENT SITUATION 

The current situation of AI in detecting suspicious roadside objects shows 

rapid progress but also several practical limitations. Today, many smart cities and 

transportation departments have started integrating AI-powered video analytics 

into CCTV networks, traffic cameras, and roadside surveillance systems. These 

AI systems are capable of continuously scanning roads for anomalies such as 

unattended bags, dropped cargo, potholes, debris, or any object that appears 

unusual or potentially dangerous. In several cities across the world—and 

increasingly in India—AI is already being used to identify hazards, alert 

authorities, and reduce manual monitoring. Research in 2025 has focused heavily 

on improving accuracy through deep learning and edge computing, allowing real-

time alerts even in low-light or crowded environments. However, despite 

technological advancement, widespread implementation is still limited because of 

the need for high-quality camera infrastructure, strong network connectivity, and 

consistent power supply. AI models also struggle with unpredictable 

environments, such as cluttered roadside areas, weather changes, and moving 

objects. Privacy concerns and regulatory restrictions further slow adoption in 

public spaces. Overall, while AI-based roadside anomaly and suspicious object 

detection is becoming more reliable and actively tested, it is still transitioning 

from experimental deployments to large-scale, everyday use. As infrastructure 

improves and models become more robust, the technology is expected to become 

a standard part of urban safety and intelligent transportation systems  

1.3 RELATED WORK  

Several related works focus on detecting abandoned or suspicious objects in 

public surveillance environments, which is closely connected to roadside safety. 

Researchers have developed systems using advanced deep-learning models such 

https://ijsrem.com/
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as YOLOv8, YOLOv11, and RetinaNet to identify objects like bags, luggage, or 

packages that remain unattended for a certain period. These methods usually 

combine object detection with temporal analysis to track whether the object moves 

or if the person associated with it leaves the scene. Studies published in recent 

years demonstrate that such systems can achieve high accuracy, often exceeding 

85–95% for medium-sized objects in real-time CCTV footage. Although 

originally intended for airports, bus stands, and public transit areas, these methods 

are now being adapted for roadside surveillance, where detecting unattended or 

suspicious objects can help prevent accidents or security threats.  

 1.4 PROBLEM STATEMENT 

 

The increasing number of security threats, accidents, and road hazards has 

highlighted the urgent need for a reliable system to detect suspicious or foreign 

objects along roadsides. Traditional surveillance methods depend heavily on 

manual monitoring, which is time-consuming, inconsistent, and prone to human 

error—especially in busy highways, urban streets, and low-visibility 

environments. Many roadside objects such as unattended bags, fallen cargo, 

debris, or unusual packages often go unnoticed until they cause traffic obstruction, 

accidents, or potential security risks. Existing monitoring systems lack the 

intelligence to automatically identify these anomalies in real time. Therefore, 

there is a critical need for an automated, AI-powered detection system capable of 

continuously analyzing video feeds, recognizing abnormal or suspicious objects, 

and sending instant alerts to authorities. Such a solution must be robust enough to 

work under varying weather, lighting, and traffic conditions while maintaining 

high accuracy and low false alarms. Addressing this problem will significantly 

improve public safety, reduce accidents, and enhance the efficiency of road 

surveillance systems. 

 

https://ijsrem.com/
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 1.5 OBJECTIVES OF THE WORK   

• To develop an AI-powered system capable of detecting suspicious or foreign 

objects along roadsides in real time. 

• To analyze and process continuous video feeds from CCTV or traffic cameras 

using advanced computer vision techniques. 

• To accurately identify unattended items, debris, fallen objects, or any unusual 

roadside anomalies. 

• To reduce reliance on manual surveillance and minimize human error in 

monitoring large road networks. 

• To generate instant alerts for authorities when a suspicious object is detected. 

• To improve detection accuracy under varying lighting, weather, and traffic 

conditions. 

CHAPTER 2  

  

LITERATURE SURVEY  

  

 2.1 INTRODUCTION  

 

The rapid growth of urbanization and transportation networks has made roadside 

safety a critical concern, prompting researchers to explore advanced technologies 

for intelligent monitoring. Traditional surveillance methods, which depend 

heavily on human operators, are often inefficient in detecting hazardous or 

suspicious objects due to fatigue, limited attention, and large monitoring areas. 

Recent advancements in Artificial Intelligence, particularly in computer vision 

and deep learning, have enabled automated systems to analyze video streams and 

identify unusual objects or activities with greater accuracy and speed. 

 

 

https://ijsrem.com/


           
               International Journal of Scientific Research in Engineering and Management (IJSREM) 

                 Volume: 10 Issue: 04 | April - 2026                          SJIF Rating: 8.659                                    ISSN: 2582-3930                                                                                                                                               

 

 

© 2026, IJSREM      | https://ijsrem.com                        DOI: 10.55041/IJSREM62007                            |        Page 7 
 

  

         2.2 LITERATURE SURVEY  

  

The study contributes significantly to the field of AI-based vision systems 

operating in low-visibility environments. The authors focus on enhancing object 

detection accuracy under foggy conditions by jointly integrating image restoration 

and domain adaptation techniques, allowing detectors trained on clear-weather 

datasets to perform reliably in adverse weather scenarios. Their approach improves 

visual clarity, reduces domain shift, and enhances feature extraction without 

requiring extensive retraining. While the work advances object detection 

performance in challenging environments, it does not address higher-level 

functionalities such as automated threat analysis or real-time response 

mechanisms. Nevertheless, it provides valuable insights into improving detection 

robustness under degraded visibility, which can serve as a foundational component 

for systems dealing with roadside hazards or suspicious objects. (1) 

 

The work presents a comprehensive survey on video anomaly detection using deep                            

learning techniques, highlighting the growing necessity of automated systems 

capable of recognizing unusual events in real time. Their survey examines various 

deep learning models—such as CNNs, RNNs, autoencoders, and GAN-based 

frameworks—used for detecting irregular patterns across surveillance footage. 

The authors emphasize the importance of automatic anomaly detection for 

enhancing public safety, especially in scenarios where manual monitoring is 

inefficient or impractical. They also discuss the challenges posed by complex 

environments, varying motion patterns, and limited annotated datasets, while 

underscoring the need for robust models that can generalize across diverse real-

world conditions. Although the survey provides valuable insights into real-time 

anomaly detection, it mainly focuses on behavioral anomalies rather than domain-

specific threats, but its findings are highly relevant for systems requiring rapid 

identification of suspicious or hazardous road side events. (2)                                               

https://ijsrem.com/
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The study on Integrating AI with Public Safety Portals explores how artificial 

intelligence can be embedded within authority dashboards to enhance situational 

awareness and streamline emergency responses. The work primarily focuses on 

system-level integration, where AI algorithms assist in aggregating data, 

identifying emerging issues, and enabling faster decision-making through 

centralized public safety platforms. By improving data flow between field sensors, 

citizen reports, and administrative portals, the system helps authorities detect 

problems earlier and respond more efficiently. However, the study does not delve 

deeply into advanced computer vision or real-time object detection techniques; 

instead, it emphasizes the operational benefits of AI-enabled dashboards for 

monitoring incidents, coordinating responders, and improving overall public 

safety management. Despite its limitations regarding visual detection capabilities, 

the work provides valuable insights into how AI-driven interfaces can strengthen 

emergency response frameworks and support rapid identification of suspicious or 

hazardous situations when integrated with real-time surveillance systems. (3) 

 

The study introduces an attribute-driven modulation framework designed to 

enhance object detection accuracy by incorporating example-specific attributes 

into the prediction process. Their method improves feature representation and 

enables detectors to better adapt to variations across object classes, visual contexts, 

and scene complexities, ultimately increasing detection robustness. The research 

demonstrates significant performance gains over conventional deep learning 

detectors, particularly in challenging scenarios with diverse object attributes. 

However, while the approach strengthens detection precision, it does not address 

real-time integrations with large language models (LLMs) or automated 

recommendation systems, nor does it focus on autonomous threat interpretation or 

emergency response. Still, the paper contributes valuable advancements in 

adaptive detection mechanisms, offering insights that can support more intelligent 

https://ijsrem.com/
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and context-aware systems for tasks such as identifying suspicious roadside 

objects. (4) 

 

It provides a comprehensive examination of 3D object detection and tracking 

methods using deep learning for various computer-vision applications, 

highlighting how modern neural architectures significantly improve the accuracy 

and robustness of 3D perception tasks. Their study compares different deep 

learning models and detection pipelines, emphasizing advancements that enhance 

spatial understanding and object localization in complex scenes. However, despite 

offering valuable insights into algorithmic performance, the work notes a gap in 

the integration of these 3D tracking methods with real-time roadside surveillance 

systems, where constraints such as processing speed, environmental variability, 

and deployment scalability remain underexplored. Overall, the literature reinforces 

that deep learning has substantially advanced 3D object detection and tracking, yet 

practical, real-time implementations in surveillance contexts require further 

research. (5) 

 

 

The study investigates the use of Faster R-CNN for roadside surveillance,  

demonstrating that the model delivers strong detection accuracy and reliable 

vehicle tracking performance under varied traffic conditions. The work highlights 

Faster R-CNN’s effectiveness in identifying vehicles with high precision, 

reinforcing its suitability for intelligent transportation and monitoring systems. 

However, the study also acknowledges a key limitation: slower inference times, 

which hinder its deployment in real-time roadside surveillance scenarios that 

demand rapid processing and immediate response. Overall, the literature suggests 

that while Faster R-CNN offers robust accuracy for vehicle detection and tracking, 

its computational latency presents challenges for real-time operational use. (6) It 

proposes an edge detection–based bounding box construction algorithm designed 

https://ijsrem.com/
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to enhance the precision of object detection in YOLOv3, demonstrating that 

integrating edge information can significantly refine object boundaries and reduce 

localization errors. Their work shows that incorporating edge cues leads to more 

accurate and stable detection outputs, particularly in scenes with complex object 

contours or low-contrast conditions. While the study effectively improves 

YOLOv3’s detection precision, it does not extend its contributions toward higher-

level functionalities such as automated decision-making or recommendation 

systems, focusing instead solely on architectural improvements to the detection 

pipeline. Overall, the literature indicates that edge-based enhancements can 

meaningfully boost YOLOv3 performance but leave opportunities for integrating 

advanced intelligence or automation features. (7) 

 

It presents an embedded real-time object detection system capable of identifying 

objects and accurately measuring their size on resource-constrained devices, 

demonstrating the feasibility of performing efficient detection and measurement 

directly on embedded hardware. Their approach emphasizes low-latency 

processing and practical implementation, making it suitable for applications where 

portability and on-device computation are essential. However, while the system 

performs well in detecting objects and determining their dimensions, it does not 

extend its functionality to higher-level analytical tasks such as suspicious object 

classification or contextual decision-making. Overall, the literature shows that 

real-time embedded detection and measurement systems can achieve reliable 

performance, though their scope often remains limited to basic detection rather 

than advanced interpretive capabilities. (8) 

  

  

  

  

  

  

https://ijsrem.com/
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 CHAPTER 3  

METHODOLOGY  

  

 3.1 METHODOLOGY  

  

Module 1 -   Data Collection and Surveillance Input Module 

Module 2 -   Object Detection, Training and validation 

Module 3 -   Performance evaluation 

Module 4 -   LLM-Based Recommendation Module 

Module 5 -   Alert & Communication Module 

Module 6 -   Data Storage & Analytics Module 

 

  

3.2 EXISITING SYSTEM:  

 In the existing surveillance systems used for monitoring roads and public 

areas, the detection of suspicious roadside objects is largely dependent on 

manual observation and traditional CCTV monitoring. Security personnel or 

traffic operators must continuously watch live video feeds to identify unusual 

items such as unattended bags, debris, fallen objects, or any foreign materials on 

the roadside. This manual process is highly inefficient because human operators 

can easily miss critical events due to fatigue, distraction, or the overwhelming 

number of cameras installed in modern smart cities. Most existing systems lack 

intelligent automation and operate only as recording tools, not analysis tools. 

Additionally, traditional object detection systems—if present—use older 

techniques such as motion detection, background subtraction, or simple 

threshold-based algorithms. These methods work poorly in real-world 

environments because changing weather, shadows, moving vehicles, night-time 

lighting, and crowded backgrounds cause false alarms. They cannot distinguish 

between normal roadside objects and suspicious ones, nor can they provide real-

time alerts with high accuracy. 

https://ijsrem.com/
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The absence of AI-based detection models in these existing systems means 

they cannot recognize specific object types, track how long an object has been 

stationary, or analyze whether it poses a risk. As a result, timely detection of 

hazardous or suspicious roadside items becomes slow and unreliable. This 

creates safety risks for travelers and delays emergency responses. Therefore, the 

limitations of the existing system highlight the need for an intelligent, automated, 

real-time AI solution. 

3.3 PROPOSED SYSTEM:  

 

The proposed system aims to improve roadside surveillance by integrating 

advanced computer vision and AI-based decision-making. It uses a hybrid CNN–

YOLO model, where CNN helps extract important visual features and YOLO 

performs fast, real-time detection of objects. This combination ensures that 

suspicious or abnormal objects on the roadside are identified with high accuracy 

and minimal delay. The system continuously monitors the environment and 

instantly flags any potentially dangerous object. After detection, the information 

is passed to a Large Language Model (LLM), which interprets the scenario in a 

more human-like manner. The LLM analyzes the context, understands the risk 

level, and generates suitable recommendations or actions. These may include 

alerting authorities, sending warnings, or suggesting preventive steps. By merging 

vision-based detection with intelligent reasoning, the system offers a more 

reliable, proactive, and automated approach to roadside safety and security. 

 

     3.3 LIMITATIONS OF EXISTING METHOD:  

● Heavily dependent on manual monitoring, which leads to human fatigue, 

slow response time, and a high chance of missing suspicious objects. 

● Traditional CCTV systems lack intelligence and only record video without 

analyzing or detecting anomalies automatically. 

https://ijsrem.com/
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● Older computer vision techniques like motion detection and background 

subtraction give poor accuracy in real-world roadside environments. 

● High number of false alarms due to shadows, lighting changes, weather 

conditions, and moving vehicles interfering with detection. 

    

3.4 ADVANTAGES:  

● The combination of CNN feature extraction and YOLO’s detection 

capability improves the precision of identifying suspicious objects. 

● YOLO enables fast processing, making the system suitable for continuous 

roadside monitoring. 

● The LLM provides intelligent reasoning and understands the scenario 

beyond just detection. 

● Contextual analysis by the LLM helps eliminate unnecessary alerts by 

evaluating the situation more accurately. 

● Minimizes human involvement, reducing manual monitoring effort and 

chances of human error. 
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 3.4 BLOCK DIAGRAM:  

      

 

 

           

  

        Fig 3.1 Block Diagram – Real-Time Detection of Suspicious Roadside  

                                    Objects In Surveillance Imagery 
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 CHAPTER 4  

  

  

4.1 SYSTEM REQUIREMENTS 

Programming Language : Python 

Dataset : Anomaly Dataset 

Frameworks & Libraries : TensorFlow, PyTorch, OpenCV, YOLOv8, 

Transformers (Hugging Face) 

Hardware : High-resolution surveillance cameras, GPU-enabled server 

(NVIDIA) 

Software Tools : Jupyter Notebook, Flask, Docker, Git, Government API 

integration tools ,Processor, RAM, Hard Disk, Operating System, Display 

 

4.2 Programming Language: Python 

Python serves as the primary programming language for developing the 

Surveillance Suspicious Roadside Object Detection System. It is widely used 

in artificial intelligence and machine learning applications because of its simple 

syntax, readability, and extensive library support. Python enables developers to 

efficiently process images, train deep learning models, and build backend systems. 

In this project, Python supports modules for video processing, machine learning 

model integration, and alert generation. Its large ecosystem allows seamless 

integration with libraries such as TensorFlow, PyTorch, and OpenCV. Python also 

enables quick experimentation and model optimization, making it highly suitable 

for building intelligent surveillance systems. 

 

4.3 Dataset: Anomaly Dataset 

The system uses an Anomaly Dataset containing images and video samples of 

both normal roadside scenes and unusual or suspicious situations. These datasets 

https://ijsrem.com/
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include examples of abandoned bags, unknown packages, or objects placed in 

unusual locations near roads or public areas. 

The dataset is used to train and test the machine learning models so that the system 

can learn to distinguish between normal objects and suspicious activities. By 

analyzing patterns in the dataset, the model improves its detection accuracy and 

becomes capable of identifying potential threats in real-time surveillance footage. 

 

4.4 Frameworks and Libraries 

The system relies on several powerful frameworks and libraries to perform deep 

learning and computer vision tasks. Libraries such as TensorFlow and PyTorch are 

used to develop and train neural network models capable of recognizing objects in 

video frames. 

OpenCV is used for image and video processing operations such as frame 

extraction, noise reduction, and object tracking. The object detection algorithm 

used in this project is YOLOv8, which enables fast and accurate real-time detection 

of objects in surveillance footage. Additionally, Hugging Face Transformers are 

used to enhance intelligent reasoning and contextual understanding within the 

system. 

 

4.5 Hardware: Surveillance Cameras and GPU Server 

High-resolution surveillance cameras are used to continuously monitor roadside 

environments and capture real-time video data. These cameras act as the primary 

input source for the system, providing visual information that can be analyzed by 

the AI model. 

A GPU-enabled server powered by NVIDIA graphics processors is used to handle 

the computational workload of deep learning models. GPUs significantly 

accelerate the processing of large volumes of image data and improve the speed of 

object detection algorithms, making real-time monitoring possible. 

 

https://ijsrem.com/
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4.6 Software Tools 

Several software tools are used to develop, test, and deploy the system. Jupyter 

Notebook is used for building and experimenting with machine learning models 

and analyzing datasets. 

The web framework Flask is used to create APIs and backend services that manage 

alerts and communication with authorities. Docker is used for containerizing the 

application to ensure consistent deployment across different environments. 

Version control is managed using Git, which allows developers to track changes 

and collaborate effectively. 

 

4.7 Processor: Intel Core i3 or Higher 

A processor such as Intel Core i3 or any equivalent multi-core CPU is sufficient 

for running the surveillance detection system. The processor executes Python 

scripts, processes video frames, and performs object detection tasks. 

Higher-performance processors such as Core i5 or Core i7 can improve system 

efficiency, especially when handling multiple camera feeds or processing large 

video datasets. 

 

4.8 RAM: Minimum 8 GB 

A minimum of 8 GB RAM is recommended for running deep learning models and 

video processing applications efficiently. The system requires memory to load 

datasets, run object detection models, and process video frames simultaneously. 

Higher RAM capacity allows faster processing and better multitasking 

performance when working with high-resolution images and large volumes of 

surveillance data. 
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4.9 Hard Disk: 500 GB or Above 

The system requires sufficient storage space to store surveillance videos, training 

datasets, and generated reports. A hard disk of 500 GB or more is recommended 

to maintain logs, model files, and detection records. 

Using a Solid State Drive (SSD) can significantly improve system performance by 

providing faster read and write speeds when handling large video files. 

 

4.10 Operating System: Windows 10/11 or Ubuntu 20.04+ 

The system can run on both Windows and Linux operating systems. Windows 10 

or Windows 11 provides a user-friendly environment for development and testing. 

Linux distributions such as Ubuntu 20.04 or later provide excellent performance 

for AI-based applications and are commonly used for deploying machine learning 

systems on servers. 

 

4.11 Display: 15.6-inch Monitor with 1366×768 Resolution or Higher 

A display with at least 1366×768 resolution is required to clearly view the system 

interface and surveillance outputs. Higher resolution displays allow better 

visualization of detected objects, alert notifications, and monitoring dashboards. 

This ensures that security personnel or authorities can easily monitor detected 

suspicious activities and respond quickly to potential threats. 

 

  

 CHAPTER 5  

MODULE DESCRIPTION  

  

5.1 DATASET DESCRIPTION 

 

• An anomaly dataset is a collection of data used in machine learning to 

identify rare items, events, or observations that deviate significantly from 

the norm or expected behavior. 

https://ijsrem.com/
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• https://www.kaggle.com/datasets/odins0n/ucf-crime-dataset 

 

Field Details 

Dataset Name UCF Crime Dataset 

Source Kaggle 

Original 

Provider 
University of Central Florida (UCF) 

Kaggle 

Uploaded By 
odins0n 

Dataset Type Video Dataset 

Domain Computer Vision / Video Analysis 

Purpose Crime & Anomaly Detection 

Total Videos 1900+ 

Normal Videos ~950 

Crime Videos ~950 

Number of 

Classes 
13 Crime Categories 

Crime 

Categories 

Abuse, Arrest, Arson, Burglary, Explosion, Fighting, 

Robbery, Shooting, Stealing, Vandalism, 

RoadAccidents, Shoplifting, Assault 

Video Format MP4 

Annotation Type Video-level labels 

Typical Usage 
Deep Learning, CNN, LSTM, 3D CNN, Anomaly 

Detection 

Difficulty Level Intermediate to Advanced 

Kaggle Link 
https://www.kaggle.com/datasets/odins0n/ucf-crime-

dataset 

https://ijsrem.com/
https://www.kaggle.com/datasets/odins0n/ucf-crime-dataset
https://www.kaggle.com/datasets/odins0n/ucf-crime-dataset
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5.2 DATA COLLECTION 

 

• Gather and preprocess relevant data for training the detection model. 

• Datasets are sourced from platforms like Kaggle, containing images of 

roadside scenarios, suspicious objects, and normal roadside environments. 

• Data preprocessing includes resizing, normalization, augmentation 

(rotations, flips, brightness adjustments), and labeling objects for supervised 

learning. 

https://ijsrem.com/
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• Proper data preparation ensures that the model can generalize well to real-

world scenarios. 

   

 
 

 

 

 
 

5.3  TRAINING AND VALIDATION 

 

• Build and fine-tune the hybrid CNN + YOLO object detection model. 

• CNN layers extract features from images, while YOLO (You Only Look Once) 

performs real-time object detection. 

• The dataset is split into training and validation sets to optimize model 

performance. 

https://ijsrem.com/
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• The model is trained iteratively with techniques like transfer learning and 

hyperparameter tuning. 

• Validation ensures that the model correctly detects suspicious objects without 

overfitting. 

 

 
 

 

 
5.4  PERFORMANCE EVALUATION 

 

• Assess the accuracy and reliability of the trained model. 

• Metrics such as Precision, Recall, F1-score, and mAP (mean Average 

Precision) are used to evaluate detection accuracy. 

• The system is tested on unseen images to check generalization and robustness 

in real-world scenarios. 

https://ijsrem.com/
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• Evaluating performance ensures the model is ready for integration with the 

next stage—LLM-based recommendation. 
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5.5  LLM-BASED RECOMMENDATION 

 

• Receives object detection results and time-based behavior data. 

• Understands scene context and identifies suspicious or abnormal activities. 

• Converts detection outputs into high-level insights. 

• Generates alerts and action recommendations for security personnel. 

• Acts as an intelligent reasoning layer to support faster decision-making. 
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5.6  ALERT AND COMMUNICATION 

 

• Triggers alerts based on suspicious or abnormal activities detected by the 

system. 

• Communicates alerts to security personnel through notifications, messages, or 

alarms. 

• Provides essential details such as event type, camera location, and time. 

• Ensures quick response and timely intervention. 

     Enhances situational awareness and overall surveillance effectiveness 
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5.7  DATA STORAGE AND ANALYSIS 

 

• Stores detection results, images, and system recommendations for 

auditing and training purposes. 

• Maintains historical records to support compliance, review, and 

traceability. 

• Enables performance analysis by tracking accuracy, false positives, and 

false negatives. 

• Supports continuous improvement through data-driven model retraining 

          Ensures data integrity and accessibility for long-term analysis 

https://ijsrem.com/
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CHAPTER 6  

CONCLUSION  

  

6.1 CONCLUSION  

           

• Detects suspicious activities in real time and sends instant alerts with key 

details, enabling quick response and effective intervention. 

• Securely stores surveillance data and supports analysis, pattern recognition, 

and historical review. 

• Enhances situational awareness and aids informed decision-making for 

continuous system improvement. 

• It combines precise, real-time object detection with intelligent, automated 

recommendations, ensuring that authorities can respond swiftly to threats. 
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 APPENDIXA 
import streamlit as st 

import cv2 

import numpy as np 

from PIL import Image 

import tempfile 

import time 

from ultralytics import YOLO 

import av 

from streamlit_webrtc import webrtc_streamer, VideoTransformerBase, 

WebRtcMode 

import pandas as pd 

from datetime import datetime 

import plotly.graph_objects as go 

import threading 

import queue 

# ─── Module-level queue (safe to access from any thread, no 

session_state) ──── 

_ALERT_QUEUE: queue.Queue = queue.Queue(maxsize=50) 

 

# Page configuration 

st.set_page_config( 

    page_title="RoadGuard - AI Roadside Object Detection", 

    page_icon="    ", 

    layout="wide", 

    initial_sidebar_state="expanded" 

) 

 

st.markdown(""" 

https://ijsrem.com/
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<style> 

@import 

url('https://fonts.googleapis.com/css2?family=Rajdhani:wght@400;600;700&d

isplay=swap'); 

html, body, [class*="css"] { font-family: 'Rajdhani', sans-serif; } 

.title-container { 

background: linear-gradient(135deg, #0f2027 0%, #203a43 50%, #2c5364 

100%); 

padding: 2rem; border-radius: 12px; text-align: center; 

margin-bottom: 1.5rem; border: 1px solid #00e5ff33; 

box-shadow: 0 0 40px rgba(0,229,255,0.08); 

} 

.main-title { 

color: #00e5ff; font-size: 2.8rem; font-weight: 700; 

letter-spacing: 4px; text-transform: uppercase; margin: 0; 

text-shadow: 0 0 20px rgba(0,229,255,0.5); 

} 

.subtitle { 

color: #80cbc4; font-size: 1rem; letter-spacing: 2px; 

margin-top: 0.4rem; text-transform: uppercase; 

} 

.alert-container { padding: 1.2rem 1.5rem; border-radius: 10px; margin: 

0.8rem 0; } 

.alert-danger { 

background: linear-gradient(135deg, #1a0000 0%, #3d0000 100%); 

border: 2px solid #ff1744; box-shadow: 0 0 20px rgba(255,23,68,0.3); 

animation: danger-pulse 1.2s infinite; 

} 

.alert-safe { 

https://ijsrem.com/


           
               International Journal of Scientific Research in Engineering and Management (IJSREM) 

                 Volume: 10 Issue: 04 | April - 2026                          SJIF Rating: 8.659                                    ISSN: 2582-3930                                                                                                                                               

 

 

© 2026, IJSREM      | https://ijsrem.com                        DOI: 10.55041/IJSREM62007                            |        Page 32 
 

background: linear-gradient(135deg, #001a0f 0%, #00251a 100%); 

border: 2px solid #00e676; box-shadow: 0 0 15px rgba(0,230,118,0.15); 

} 

@keyframes danger-pulse { 

0%   { box-shadow: 0 0 20px rgba(255,23,68,0.3); } 

50%  { box-shadow: 0 0 40px rgba(255,23,68,0.7); } 

100% { box-shadow: 0 0 20px rgba(255,23,68,0.3); } 

} 

.stButton > button { 

background: linear-gradient(135deg, #006064 0%, #00838f 100%); 

color: #e0f7fa; border: 1px solid #00e5ff44; padding: 0.6rem 1.5rem; 

border-radius: 6px; font-family: 'Rajdhani', sans-serif; font-weight: 600; 

font-size: 0.95rem; letter-spacing: 1.5px; text-transform: uppercase; 

transition: all 0.25s ease; 

} 

.stButton > button:hover { 

transform: translateY(-2px); box-shadow: 0 6px 20px rgba(0,229,255,0.25); 

border-color: #00e5ff99; 

} 

.section-header { 

color: #00e5ff; font-size: 1rem; font-weight: 700; letter-spacing: 3px; 

text-transform: uppercase; border-bottom: 1px solid #00e5ff33; 

padding-bottom: 0.4rem; margin-bottom: 1rem; 

} 

</style> 

""", unsafe_allow_html=True) 

 

https://ijsrem.com/


           
               International Journal of Scientific Research in Engineering and Management (IJSREM) 

                 Volume: 10 Issue: 04 | April - 2026                          SJIF Rating: 8.659                                    ISSN: 2582-3930                                                                                                                                               

 

 

© 2026, IJSREM      | https://ijsrem.com                        DOI: 10.55041/IJSREM62007                            |        Page 33 
 

# ─── Session State Init 

───────────────────────────────────────────────

───────── 

if 'detection_stats' not in st.session_state: 

st.session_state.detection_stats = { 

'elephant': 0, 'tiger': 0, 'bear': 0, 'lion': 0, 

'person': 0, 'car': 0, 'truck': 0, 'dog': 0 

} 

if 'stop_live_feed' not in st.session_state: 

st.session_state.stop_live_feed = False 

if 'live_mode_active' not in st.session_state: 

st.session_state.live_mode_active = False 

DANGER_ANIMALS = ['elephant', 'bear', 'tiger', 'lion'] 

# ─── Detector 

───────────────────────────────────────────────

─────────────────── 

class RoadsideDetector: 

def __init__(self, model_path='yolov8n.pt', conf=0.25): 

self.model = YOLO(model_path) 

self.class_names = self.model.names 

self.conf = conf 

 

def detect(self, image): 

return self.model(image, conf=self.conf, iou=0.45, verbose=False) 

def draw_boxes(self, image, results): 

""" 

Annotates image. Returns (img, danger_bool, danger_list, counts_dict). 

Never touches st.session_state — safe from any thread. 

""" 

https://ijsrem.com/
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danger_detected  = False 

detected_dangers = [] 

local_counts     = {} 

for result in results: 

boxes = result.boxes 

if boxes is None: 

continue 

for box in boxes: 

x1, y1, x2, y2 = map(int, box.xyxy[0]) 

conf_val   = float(box.conf[0]) 

cls_id     = int(box.cls[0]) 

class_name = self.class_names[cls_id] 

is_danger = class_name in DANGER_ANIMALS 

if is_danger: 

danger_detected = True 

detected_dangers.append(class_name) 

color, thickness = (0, 0, 255), 3 

else: 

color, thickness = (0, 230, 118), 2 

cv2.rectangle(image, (x1, y1), (x2, y2), color, thickness) 

label = f"{class_name} {conf_val:.2f}" 

(lw, lh), _ = cv2.getTextSize(label, cv2.FONT_HERSHEY_SIMPLEX, 0.65, 

2) 

cv2.rectangle(image, (x1, y1 - lh - 8), (x1 + lw + 4, y1), color, -1) 

cv2.putText(image, label, (x1 + 2, y1 - 4), 

cv2.FONT_HERSHEY_SIMPLEX, 0.65, (255, 255, 255), 2) 

local_counts[class_name] = local_counts.get(class_name, 0) + 1 

return image, danger_detected, detected_dangers, local_counts 
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# ─── WebRTC Transformer 

─────────────────────────────────────────────

─────────── 

class VideoTransformer(VideoTransformerBase): 

""" 

Background thread — uses module-level _ALERT_QUEUE only. 

Never reads or writes st.session_state. 

""" 

def __init__(self): 

self.detector = RoadsideDetector()   # loads YOLO once per connection 

def transform(self, frame): 

img = frame.to_ndarray(format="bgr24") 

results = self.detector.detect(img) 

img, danger, dangers, counts = self.detector.draw_boxes(img, results) 

try: 

_ALERT_QUEUE.put_nowait({'danger': danger, 'animals': dangers, 

'counts': counts}) 

except queue.Full: 

pass   # drop silently — never block the video thread 

return img 

# ─── Helpers 

─────────────────────────────────────────────

────────────────────── 

def alert_html(animal_name: str) -> str: 

return f""" 

<div class="alert-container alert-danger"> 

<h2 style="color:#ff1744;margin:0;font-family:'Rajdhani',sans-serif;letter-

spacing:3px;"> 

⚠ DANGER ALERT</h2> 

https://ijsrem.com/
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<h3 style="color:#ff8a80;margin:8px 0 4px;font-family:'Rajdhani',sans-

serif;"> 

{animal_name.upper()} DETECTED ON ROADSIDE</h3> 

<p style="color:#ffcdd2;margin:0;font-size:0.95rem;"> 

Slow down · Keep windows closed · Contact forest dept.</p> 

</div>""" 

def safe_html() -> str: 

return """ 

<div class="alert-container alert-safe"> 

<h2 style="color:#00e676;margin:0;font-family:'Rajdhani',sans-serif;letter-

spacing:3px;"> 

✔ ROADSIDE CLEAR</h2> 

<p style="color:#b9f6ca;margin:4px 0 0;font-size:0.95rem;"> 

No dangerous wildlife detected. Drive safely.</p> 

</div>""" 

def play_alert_sound(): 

try: 

import winsound 

winsound.Beep(1000, 300); time.sleep(0.05); winsound.Beep(1500, 300) 

except Exception: 

pass 

def refresh_stats(placeholder): 

s = st.session_state.detection_stats 

placeholder.markdown( 

f"       Elephant: **{s['elephant']}**  \n                        Tiger: **{s['tiger']}**  \n" 

f"           Bear: **{s['bear']}**  \n          Lion: **{s['lion']}**  \n" 

f"     Person: **{s['person']}**  \n         Car: **{s['car']}**  \n" 

f"        Truck: **{s['truck']}**  \n         Dog: **{s['dog']}**" 

https://ijsrem.com/
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) 

def drain_queue(): 

"""Drain _ALERT_QUEUE. Call ONLY from main thread.""" 

latest_danger, latest_animals, merged_counts = False, [], {} 

while True: 

try: 

msg = _ALERT_QUEUE.get_nowait() 

if msg['danger']: 

latest_danger  = True 

latest_animals = msg['animals'] 

for k, v in msg.get('counts', {}).items(): 

merged_counts[k] = merged_counts.get(k, 0) + v 

except queue.Empty: 

break 

return latest_danger, latest_animals, merged_counts 

# ─── Main 

─────────────────────────────────────────────

───────────────────────── 

def main(): 

st.markdown(""" 

<div class="title-container"> 

<h1 class="main-title">     RoadGuard AI</h1> 

<p class="subtitle">Roadside Object &amp; Wildlife Detection System · 

Powered by YOLOv8</p> 

</div>""", unsafe_allow_html=True) 

with st.sidebar: 

st.markdown('<div class="section-header">Control Panel</div>', 

unsafe_allow_html=True) 

https://ijsrem.com/
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confidence_threshold = st.slider("Confidence Threshold", 0.10, 1.0, 0.25, 

0.05) 

# Stop live feed when switching modes 

detection_mode = st.radio( 

"Input Source", 

["         Live Camera", "   Upload Image", "      Upload Video"], 

on_change=lambda: st.session_state.update(stop_live_feed=True) 

) 

st.markdown('<div class="section-header" style="margin-

top:1rem;">Alerts</div>', 

unsafe_allow_html=True) 

enable_sound  = st.checkbox("Sound Alert (Windows only)", value=False) 

enable_visual = st.checkbox("Visual Alert Banner", value=True) 

st.markdown('<div class="section-header" style="margin-

top:1rem;">Stats</div>', 

unsafe_allow_html=True) 

stats_ph = st.empty() 

refresh_stats(stats_ph) 

col_feed, col_right = st.columns([3, 1]) 

with col_feed: 

st.markdown('<div class="section-header">Detection Feed</div>', 

unsafe_allow_html=True) 

status_ph = st.empty() 

# ── LIVE CAMERA 

─────────────────────────────────────────────

───────── 

if detection_mode == "         Live Camera": 

st.session_state.stop_live_feed = False 

https://ijsrem.com/
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st.session_state.live_mode_active = True 

webrtc_streamer( 

key="roadguard-detection", 

mode=WebRtcMode.SENDRECV, 

video_transformer_factory=VideoTransformer, 

async_processing=True, 

media_stream_constraints={"video": True, "audio": False}, 

) 

# Create a container for live updates 

live_status = st.empty() 

# Main thread: continuously drain queue and update UI 

try: 

while not st.session_state.stop_live_feed: 

danger, animals, counts = drain_queue() 

# Update session state with new counts if any detections 

if counts: 

for k, v in counts.items(): 

if k in st.session_state.detection_stats: 

st.session_state.detection_stats[k] += v 

# Update UI based on danger status 

if enable_visual: 

if danger: 

animal = animals[0] if animals else "Wild Animal" 

status_ph.markdown(alert_html(animal), unsafe_allow_html=True) 

if enable_sound: 

play_alert_sound() 

else: 

# Don't overwrite danger alert immediately 

current_status = status_ph.empty() 

https://ijsrem.com/
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# Only show safe if we haven't had a danger in the last few seconds 

if not danger: 

status_ph.markdown(safe_html(), unsafe_allow_html=True) 

 

# Refresh stats display 

refresh_stats(stats_ph) 

# Small delay to prevent overwhelming the UI 

time.sleep(0.3) 

except Exception as e: 

st.error(f"Live feed error: {e}") 

finally: 

st.session_state.live_mode_active = False 

# ── IMAGE UPLOAD 

─────────────────────────────────────────────

──────── 

elif detection_mode == "   Upload Image": 

st.session_state.stop_live_feed = True 

st.session_state.live_mode_active = False 

 

uploaded = st.file_uploader("Choose image", type=['jpg', 'jpeg', 'png']) 

if uploaded: 

image       = Image.open(uploaded).convert("RGB") 

image_array = np.array(image) 

detector    = RoadsideDetector(conf=confidence_threshold) 

results     = detector.detect(image_array) 

proc, danger, dangers, counts = detector.draw_boxes(image_array.copy(), 

results) 

for k, v in counts.items(): 

if k in st.session_state.detection_stats: 

https://ijsrem.com/
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st.session_state.detection_stats[k] += v 

c1, c2 = st.columns(2) 

with c1: 

st.markdown("**Original**"); st.image(image, use_container_width=True) 

with c2: 

st.markdown("**Detected**"); st.image(proc, use_container_width=True) 

if enable_visual: 

if danger: 

animal = dangers[0] if dangers else "Wild Animal" 

status_ph.markdown(alert_html(animal), unsafe_allow_html=True) 

if enable_sound: play_alert_sound() 

else: 

status_ph.markdown(safe_html(), unsafe_allow_html=True) 

refresh_stats(stats_ph) 

# ── VIDEO UPLOAD 

─────────────────────────────────────────────

──────── 

elif detection_mode == "      Upload Video": 

st.session_state.stop_live_feed = True 

st.session_state.live_mode_active = False 

uploaded_video = st.file_uploader("Choose video", type=['mp4', 'avi', 

'mov']) 

if uploaded_video: 

tfile = tempfile.NamedTemporaryFile(delete=False, suffix=".mp4") 

tfile.write(uploaded_video.read()); tfile.flush() 

if st.button("        Start Detection"): 

cap         = cv2.VideoCapture(tfile.name) 

stframe     = st.empty() 

https://ijsrem.com/
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progress    = st.progress(0) 

frame_count = int(cap.get(cv2.CAP_PROP_FRAME_COUNT)) or 1 

detector    = RoadsideDetector(conf=confidence_threshold) 

frame_idx   = 0 

 

while True: 

ret, frame = cap.read() 

if not ret: break 

if frame_idx % 2 == 0:   # process every other frame 

results = detector.detect(frame) 

proc, danger, dangers, counts = detector.draw_boxes( 

frame.copy(), results) 

for k, v in counts.items(): 

if k in st.session_state.detection_stats: 

st.session_state.detection_stats[k] += v 

rgb = cv2.cvtColor(proc, cv2.COLOR_BGR2RGB) 

stframe.image(rgb, use_container_width=True) 

if enable_visual: 

if danger: 

animal = dangers[0] if dangers else "Wild Animal" 

status_ph.markdown(alert_html(animal), unsafe_allow_html=True) 

if enable_sound: play_alert_sound() 

else: 

status_ph.markdown(safe_html(), unsafe_allow_html=True) 

progress.progress(min((frame_idx + 1) / frame_count, 1.0)) 

frame_idx += 1 

cap.release() 

refresh_stats(stats_ph) 

st.success("   Video processing complete!") 
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with col_right: 

st.markdown('<divclass="section-header">Analytics</div>', 

unsafe_allow_html=True) 

stats = st.session_state.detection_stats 

if sum(stats.values()) > 0: 

labels = list(stats.keys()) 

values = list(stats.values()) 

colors = ['#ff1744','#ff6d00','#8d4513','#ffd600', 

'#00e5ff','#69f0ae','#40c4ff','#ea80fc'] 

fig = go.Figure(go.Bar(x=labels, y=values, 

marker_color=colors[:len(labels)], 

text=values, textposition='auto')) 

fig.update_layout(template="plotly_dark", height=260, 

margin=dict(l=0,r=0,t=20,b=0), 

paper_bgcolor='rgba(0,0,0,0)', 

plot_bgcolor='rgba(0,0,0,0)', 

showlegend=False, 

xaxis=dict(tickfont=dict(size=9))) 

st.plotly_chart(fig, use_container_width=True) 

else: 

st.info("No detections yet.") 

st.markdown('<div class="section-header" style="margin-

top:1rem;">Quick Actions</div>', 

unsafe_allow_html=True) 

if st.button("       Emergency Alert", use_container_width=True): 

st.error("    Emergency protocol activated!"); play_alert_sound() 

if st.button("   Forest Dept Helpline", use_container_width=True): 

st.info("   Toll-free: 1800-123-4567") 
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if st.button("    Share Location", use_container_width=True): 

st.info("    Location shared with authorities.") 

st.markdown('<divclass="section-header"style="margin 

top:1rem;">Safety Tips</div>',unsafe_allow_html=True) 

st.info("  Slow down near forests\n  Keep windows closed\n" 

"  Don't honk at animals\n  Never feed wildlife\n" 

"  Report sightings immediately") 

st.markdown("---") 

st.markdown( 

"<div style='text-align:center;color:#546e7a;font-family:Rajdhani,sans-

serif;" 

"letter-spacing:2px;font-size:0.85rem;'>" 

"     ROADGUARD AI · ROADSIDE OBJECT & WILDLIFE 

DETECTION · POWERED BY YOLOv8</div>", 

unsafe_allow_html=True) 

if __name__ == "__main__": 

main()  
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