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Abstract--This paper presents the design and implementation of a 3D Real-Time Flight Tracking and

continues Updates System, incorporating deep learning and block-chain technology, aimed at providing live
updates on flight status, delays, and cancellations. The system also sends automated notifications via SMS or
email for flight status changes. By leveraging advanced technologies, the system ensures data integrity, security
and scalability, making it suitable for the aviation industry’s future needs. The aviation industry relies heavily
on accurate and timely flight tracking for safety and operational efficiency. Traditional Systems, while effective,
often lack predictive capabilities and robust data security measures. This paper proposes a hovel approach that
integrates deep learning algorithms for secure and immutable data logging. By leveraging Automatic
Dependent Surveillance-Broadcast (ADS-B) data, Our system enhances real-time flight tracking with higher
accuracy and reliability. We present a comprehensive system development and testing framework,
demonstrating the effectiveness of our approach in a simulated environment. solution for real-time flight
tracking and updates.

The innovative aspects of this system include the use of deep learning algorithms for accurate prediction of
flight delays and cancellations based on real-time data from multiple sources, such as weather conditions, air
traffic, and historical flight data. Block-chain technology is utilized to create a decentralized and tamper- proof
ledger for recording flight data, ensuring the integrity and security of information shared among stakeholders,
including airlines, airports. And passengers.

Keywords ~ Real-time flight tracking, deep learning, block-chain, automated notifications, aviation technology,
predictive analytics.

I.INTRODUCTION

The aviation industry is highly dependent on accurate and timely information to ensure smooth operations and
customer satisfaction. However, flight delays and cancellations are common issues that can lead to significant
disruptions, financial loses, and passenger dissatisfaction. Traditional systems for flight tracking and updates often rely
on centralized databases that can be vulnerable to data tampering and are limited in their ability to predict disruptions.
This paper process an advanced real time flight tracking and updates system that integrates deep leaning and block-
chain technology to address these challenges. By leveraging deep learning algorithms, the system can accurately
predict flight delays and cancellations based on real time data from various sources. Block-chains technology ensures
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the integrity, security, and transparency of flight data, creating a decentralized and tamper proof ledger that is
accessible to all stakeholders.

Real-time flight tracking is essential for ensuring the safety, efficiency, and reliability of aviation operations. The
advent of ADS-B technology has revolutionized the ability to monitor aircraft positions accurately. However, the need
for enhanced predictive capabilities and secure data management remains critical. This paper explores the integration
of deep learning algorithms and block-chain technology to address these challenges, providing a robust solution for the
aviation industry’s evolving needs

I1. Problem Statement
Flight tracking systems face several challenges

A) Scalability issues: Traditional flights tracking systems often struggle to handle massive amounts of data generated

from thousands of flights. B) Inaccurate predictions: Current flight
tracking systems rely on historical data or basic algorithms, often leading to inaccuracies in predicting flight
pathsordelays. C) Security concerns: With sensitive flight data being shared

across different platforms, the risk of tampering or data breaches increases significantly. D) Lack of real-time updates:
Existing systems may experience latency in updates, causing delays in providing accurate flight status to passengers
and air traffic controllers. The need for an efficient, scalable, and secure flight tracking system is critical in addressing
these issues.

I11. Methodology

Our proposed system integrates advanced deep learning models and blockchain technology to improve the accuracy
and security of flight tracking. The methodology is structured into the following phases:

A) Data Collection: Collect real-time flight data using the ADS-B System and public APIs, enriched with historical
flight data for model training.

B) Preprocessing: Clean and preprocess the data to remove outliers, normalize variables, and prepare it for deep
learning models.

C) Deep Learning Model: Implement a convolutional Neural Network (CNN) and Long Short-Term Memory
(LSTM) network hybrid for flight path prediction. Utilize a Transformer-based model for capturing long-range
dependencies and improving time-series predictions. Train the model on labeled flight data to predict the aircraft’s
future position and detect potential anomalies in real-time.

Block-chain technology: Hyper-ledger fabric
A.Hyper-ledger fabric works

1)Hyper-ledger fabric is a permissioned block-chain platform designed for enterprise use. It provides a modular
architecture, allowed for flexibility and scalability in implementing block-chain solutions.

2)Decentralizes ledger: Hyper-ledger fabric maintains a decentralized ledger where all flight data is recorded. This
ledger is shared among all stakeholders, including airlines, airports, and regulatory bodies, ensuring transparency and
trust.
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3)Smart Contracts: Smart contracts are self-executing contracts with the terms directly written into code. In this
system, smart contracts are used to automate processes such as sending notifications to passengers when a flight status
changes.

4)Consensus Mechanism: Hyper-ledger Fabric uses a consensus mechanism to validate transactions and ensure data
integrity. This prevents unauthorized modifications to the flight data and maintains the accuracy of the information.

6)Data Privacy and Security: The platform provides robust security features, including encryption and access controls,
ensuring that sensitive flight data is protected against unauthorized access and tampering.

B. Implementation Method

Data Acquisition

Flight Data: expanded_flight_data.csv

collect real-time data from airline systems, flight tracking services, and onboard sensors.

A) Weather Data: integrate data from meteorological services to account for weather-related disruptions.
B) Air Traffic Data: Access data from air traffic control system to monitor congestion and potential delays.

C) Model Development and Training: Algorithm Selection: Utilize LSTM networks for their ability to handle
sequential data and CNNs for feature extraction from large datasets.

D) Training: train the models on historical flight data, including factors like departure times, flights routes, weather
conditions, and air traffic patterns.

E) Continuous Learning: Implement a feedback loop to continuously update the models with real- time data,
improving their predictive capabilities over times.

F) Block-chain Integration: Ledger Design: Design a block-chain ledger to security store flight data. Ensure the ledger
supports scalability and fast transaction processing.

G) Smart Contracts: Develop smart contracts to automate notifications and enforce data integrity rules.

H) Data Sharing: Implement a consensus mechanism to ensure data integrity and facilitate secure data sharing among
stakeholders.

I) System Architecture: Current flight tracking systems primarily rely on technologies such as ADS-B (Automatic
Dependent Surveillance-Broadcast) and radar for tracking the real time position of aircraft. These systems provide
basic flight information including aircraft location, altitude, speed, and heading. However, they often lack advances
predictive analytics and comprehensive data security measures.
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Existing System Block Diagram

Fig .1 Existing System architecture
C. Components

ADS-B and Radar tracking Automatic Dependent Surveillance-Broadcast (ADS-B) is used to gather real-time flight
data like position, altitude, speed, and flight ID.

Data Types: Latitude, Longitude, Altitude, ground speed, vertical speed, heading.
Formula for Distance Between Two Coordinates:

Use the Haversine Formula to calculate the distance between two points on the Earth’s surface given their latitude and

longitude:
. 2 AO : : . h AA
0= | = + cos(ay) - cos(dn) - sin’ >
i b
¢=2-atan? (\;ﬂ,vl - u)
i=R-c

Where,
o A@ = difference in latitude (radiance)
o A = difference in longitude (radiance)
o R =radius of Earth (mean radius = 6,371 km)
o d = distance between two coordinates
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Block chain integration:

Data Integrity: Every time a flight update is received (e.g.,latitude, longitude, speed), it is stored as a transaction on a
blockchain. Each block contains:

Flight ID : Identifier for the flight.
Flight Data: Position, speed, altitude, etc.
Timestamp: Time of data capture.
Hashing: Use the SHA-256 algorithm to generate a hash for each block to ensure the data’s immutability.
SHA-256 Hash:
h = SHA256(flight_ data + timestamp)
This has is stored in the block’s header, ensuring that no changes can be made to the data without altering the hash.
Smart Contracts: These can be used for automatic validation od incoming data and anomaly section.
A) Technologies: ADS-B receivers, radar systems.
B) Features: Real-time aircraft tracking, basic flight data (position, altitude, speed).
C) Limitations: limited predictive capabilities, potential data integrity issues, lack of automated notifications.
Flight information Display systems (FIDS)

Centralized databases, display terminals at airports technology and Display flight schedules, departure/arrival
times, gate information-features and static information display, manual updates, no predictive analytics.

The proposed system architecture aims to overcome the limitations of existing systems by integrating deep learning
models for predictive analytics and block-chain technology for data security. This system will provide real- time
updates, predictive insights, and secure data management, ensuring a seamless experience for passengers and enhanced
operational efficiency for airlines.

User Interface (React.js/React Native)

J User registration/login
o Flight data visualization
o Notification settings
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Flight search

Proposed System Architecture

Deep Learning Module

Blockchain Module

Jata Collection User Interface

Fig.2 proposed system architecture

The proposed system architecture is designed to handle large volumes of real-time data while ensuring security and
scalability. The architecture consists of several key components: a frontend user interface, a backend server, a deep
learning model, a block-chain network, and a notification service. Each component is described in detail below.

A) Frontend: The frontend provides the user interface for passengers and administrators to interact with the system.
B) Technologies: React.js for web applications React native for mobile applications.

C) Features: Real-time flight data visualization, user registration and login, notification settings, and flight search
functionality.

D) Data Collection: Collect ADS-B data from public sources such as Flightradar24.
E) Data Processing: Use ‘pandas’ to clean and preprocess the data

F) Deep Learning Model: Implement a CNN using ‘tensorflow / keras’ to detect anomalies and predict flight paths.
deep learning for flight path prediction ,Neural Networks (especially Recurrent Neural Networks(RNN) and Long
Short-Term Memory (LSTM)) are ideal for time series prediction in flight tracking.

LSTM Model: LSTM cells are used to predict future coordinates (latitude, longitude) and other parameters such as
altitude, speed, etc.

Input: Historical data points (Latitude, longitude, altitude, speed) for a flight over a certain period.
Output: Predicted position and speed at the next timestamp.

Loss Function: Use Mean Squared Error (MSE) to measure the accuracy of the predictions:
_ n( _ . 2
MSE=1n} _ yi— "yi)

Anomaly detection: U se deep learning models for detecting anomalies, such as a deviation in flight paths or abnormal
speed
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Anomaly detection formula:

Anomaly Score = |y predicted-y actual| / y actual

If the score exceeds a certain threshold (e.g., 5-10%) it can be flagged as an anomaly.
G) Block-chain Integration: Use ‘web3.py’ to log data onto the Ethereum blockchain.

H) Visualization: Use ‘matplotlib’ to plot flight paths and tracking details.

System Architecture for Real-Time Flight Tracking and Updates

| Data Collection |4>| Collect Real-Time Data ‘

| Deep Learning Model |—>

Predict Delays and Cancellations

| Blockchain Ledger | Record Data on Blockchain

Automated Notification System |—————————|Send Notifications to Passengers

Fig.3 Tracking and Update System

I) Backend Server: In Backend Node.js, Express.js technologies used and the features are APl handling, data
processing, communication with deep learning models and block-chain network.

J) Methodology: Historical flight data, including departure and arrival times, delays, and cancellations, were collected
from publicly available datasets and airline APls. This data was used to train the deep learning model.

K) Model Training: The deep learning model was trained using an LSTM neural network, which is well-suited for
time-series prediction tasks. The model was Evaluated using metrics such as mean Absolute Error (MAE) and Root
Mean Squared Error (RMSE).

L) Block-chain Implementation: A private Ethereum block-chain network was set up to log flight data. Smart contracts
were developed to automate the recording of Flight status changes and ensure data integrity.

IV. Results and analysis

System Integration: The backend server integrates all components, ensuring semless data flow between the frontend,
deep learning model, block-chain network, and notification system. RESTful APIs were developed to facilitate
communications between these components.

A.Results and Analysis
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"flight": {
"flightNumber": "AA10@",
"status": "Delayed",
"departureAirport”: "JFK",
"arrivalAirport": "LAX",
"departureTime": "2024-87-20708:00:007",
"arrivalTime": "2024-@7-20T11:00:007",
"estimatedDepartureTime”: "2024-67-20708:30:007",
"estimatedArrivalTime": "2024-07-20T711:30:00Z",
"delay": 30

B.Predictive Model Performance

The LSTM model was evaluated on a test dataset to assess its predictive accuracy.
Mean Absolute Error (MAE): 5 minutes
Root Mean Squared Error (RMSE): 7 MINUTES

The model demonstrated high accuracy in predicting flight delays, Making it a valuable tool for proactive flight
management.

1) Notification System: The notification system sends automated alerts to users about flight status changes.
2) Technologies: Twilio for SMS, Send-Grid for emails.

3) Functions: Trigger notifications based on flight status updates and user preferences.

SMS to +917659094029
Flight AAL00 is delayed by 30 minutes. New departure time is 08:30 AM.

Email to meeravarmaa@gmail.com
Subject: Flight Delay Notification for AAL00

Dear Passenger,
We regret to inform you that Flight AA100 is delayed by 30 minutes. The new departure time is 08:30 AM.
We apologize for the inconvenience.

Best regards,
Flight Tracking Team

Fig.5 Email/SMS text message
The system’s performance was evaluated in terms of scalability and security.

Scalability: The system was tested to handle up to 10,000 concurrent users with minimal latency, demonstrating its
ability to scale efficiently.

4) Security: The use of block-chain technology ensured data integrity and providing a secure and transparent platform
for flight tracking.

C.User Feedback
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User feedback was collected through surveys to assess satisfaction with the system’s features and notification system.

User Satisfaction Survey Results

Neutral
Dissatisfied

Satisfied

Fig.4 User Feedback pie chart

Data Visualization: The system includes various data visuvalization to help users and administrators understand flight
status and trends.

D.Flight Delay Predictions

Flight Delay Predictions

Percentage (%)
g &

N
=]

=
5]

o

0-5 mins 6-10 mins 11-15 mins
Delay Range

Fig.6 Flight Delay Prediction
System Development and Testing,Data Collection and Preprocessing

Example flight delay details: expanded_flight_data.csv

*Flight_delay_dota.csv’

ActualDelay
{minutes)
AA100 IFK LAX 20
»
AAID AX S0 20 15
20!
AATD2 0 £A 202 10
207
AATD3 SEA ORD 202 45
201
AATM ORD MiA 024-0 2024-0 0
60000 20113:00:00
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Table.1 flight data .csv

ADS-B Data Collection: ADS-B data is collected from sources such as Flightradar24. This data includes the aircraft’s
unique identifier, latitude, longitude, altitude, speed, heading, and timestamp.

1)Preprocessing: Using pandas, the collected data is cleaned and preprocessed. This step involves: Removing duplicate
records and handling missing values. Converting time stamps to a standard format. Normalizing flight parameters for
consistency

E.Deep learning model development

1) Model-selection: A Convolutional neutral network (CNN) is chosen for its ability to capture spatial patters in flight
data.

2) Training: the CNN is trained on historical flight data to learn patterns and make predictions about future flight paths
and potential anomalies.

3) Evalution: the models performance is evaluated using metrics such as accuracy, precision, recall, and F1-score.
F.Blockchain integration

Ethereum block-chain: using web3.py, the system interacts with the ethereum block-chain to log flight data. Each
flight record is stored as a transaction, ensuring immutability and security. Smart contracts: smart contracts can be
deployed to automate the logging and retrieval of flight data, enhancing efficiency and transparency.

G.Visualization

1) Matplotlib: the matplotlib library is used to visualize flight paths and tracking details. This includes plotting the real
time positions of aircraft on a world map and highlighting delays or anomalies.

2) Testing: Testing involving validating each component of the system:

3) Unit testing: each module (data collection, preprocessing, model, block-chain integration, visualization) is tested
individually to ensure correctness.

4) Integration testing: the interaction between different modules is tested to ensure seamless data flow and
functionality.

5) Performance testing: the systems performance is evaluated under different load conditions to ensure it can handle
real time data and provide timely updates.6) Security testing: the block-chain integration is tested for data security,
ensuring that the flight data logged onto the block-chain is immutable and tamper proof.
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Fig.7 System architecture

V.CONCLUSION &FUTURE WORK

The proposed system integrates deep learning and block-chain technology to enhance real time flight tracking. By
leveraging ADS-B data, the system provides accurate and reliable updates, predicts future flight paths, detects
anomalies, and ensures secure data logging. The visualization component helps in monitoring and managing flight
operations effectively. Expansion of dataset size- Using a larger dataset from different regions and weather conditions
for further improvement in model robustness.

Real-time implementation- Testing the system in real-time performance and scalability. Integration of IOT-
Incorporating IOT sensors from aircraft to provide additional real-time data for model input. Enhanced blockchain
scalability- Investigating the use of sharing and other scaling techniques to improve blockchain efficiency for handling
large-scale data in real-time scenarios.
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