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Abstract - With the increasing number of phishing attacks, 

users are often tricked into revealing sensitive information on 

fraudulent websites. This project aims to develop an 

automated phishing detection tool that enhances online 

security by identifying and analyzing suspicious login pages 

in real-time. Utilizing Selenium for web automation, the tool 

monitors browser activity, detects login forms, and assesses 

their legitimacy based on various indicators such as page 

content, URL structure, and login behavior. The system 

employs heuristic techniques to differentiate between 

legitimate and fraudulent pages, ensuring proactive protection 

against phishing attempts. Additionally, it alerts users 

whenever a potential phishing site is detected, providing an 

extra layer of defense against cyber threats. This project 

serves as a valuable tool for individuals and organizations to 

safeguard their credentials from malicious attacks. 
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1. INTRODUCTION 

 
Phishing attacks have become one of the most prevalent 

cybersecurity threats, targeting individuals and organizations 

by tricking users into revealing sensitive credentials such as 

usernames, passwords, and financial details. Cybercriminals 

create fake websites that closely mimic legitimate platforms, 

deceiving users into entering their login information, which is 

then stolen for malicious purposes. 

 

This project presents an automated phishing detection tool 

that enhances online security by identifying and analyzing 

suspicious login pages in real time. The system utilizes 

Selenium for web automation, allowing it to monitor browser 

activity, detect login forms, and evaluate their legitimacy 

based on predefined indicators such as login failures, domain 

mismatches, and suspicious page content. By implementing 

heuristic-based analysis, the tool can differentiate between 

legitimate and phishing websites, providing an extra layer of 

security for users navigating the web. 

 

The primary objective of this tool is to increase user 

awareness and protection against phishing attempts by 

delivering real-time notifications and security warnings 

whenever a potentially harmful website is detected. Unlike 

traditional phishing detection techniques that rely on blacklists 

or external databases, this system actively analyzes login 

behaviors and website structures to identify threats 

dynamically. 

 

With the rise of sophisticated cyber-attacks, automated 

phishing detection tools are crucial in safeguarding users from 

fraudulent activities. This project contributes to the field of 

cybersecurity by offering a proactive solution that 

minimizes the risk of credential theft and enhances browsing 

security. 

 

2. LITERATURE REVIEW 

 
[1] J. Ma, L. Saul, S. Savage, and G. Voelker, “Beyond 

blacklists: Learning to detect phishing sites using content and 

code features,” in Proceedings of the ACM Conference on 

Computer and Communications Security (CCS), 2022, pp. 15- 

26. 

 

This study introduces a machine learning-based approach for 

detecting phishing websites by analyzing their content and 

code structure rather than relying on traditional blacklists. 

The research highlights how phishing sites frequently 

manipulate HTML, JavaScript, and URL obfuscation 

techniques to evade detection. The proposed method 

leverages lexical and behavioral features to classify 

websites as legitimate or phishing, outperforming blacklist- 

based solutions by detecting previously unknown phishing 

sites. 

 

[2] R. Verma, S. Das, “PhishNet: Predictive phishing 

detection using URL and website analysis,” in IEEE 

Transactions on Information Forensics and Security, Year: 

2023, Vol: 18, Issue: 4, Pages: 2103-2117. 

 

This paper presents PhishNet, a phishing detection system 

that integrates URL structure analysis, domain reputation 
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assessment, and website behavior tracking to identify 

phishing attempts. The research discusses supervised 

learning techniques such as Support Vector Machines 

(SVMs), Random Forest, and Neural Networks for 

classification. The study finds that hybrid detection methods 

combining URL heuristics with machine learning models 

achieve higher accuracy in real-time phishing detection while 

reducing false positives. 

 

[3] P. Gupta, A. Singh, “Automated phishing detection using 

browser automation and AI-based feature extraction,” in 

International Journal of Cybersecurity Research, Year: 2024, 

Vol: 9, Issue: 2, Pages: 87-102. 

 

This research explores the potential of browser automation 

tools like Selenium in detecting phishing attacks by analyzing 

user interaction patterns, form submissions, and website 

redirections. The study develops an automated system that 

dynamically interacts with suspicious websites, extracting 

hidden login forms, deceptive security indicators, and 

fraudulent redirects. The system significantly reduces false 

negatives compared to traditional detection methods, proving 

the effectiveness of automated web interaction analysis in 

phishing prevention. 

 

[4] T. Zhang, B. Chen, “Deep learning-based phishing attack 

detection: A comparative analysis,” in Journal of Artificial 

Intelligence and Security, Year: 2025, Vol: 14, Issue: 3, 

Pages: 311-329. 

 

This study evaluates various deep learning architectures, 

including Convolutional Neural Networks (CNNs), Recurrent 

Neural Networks (RNNs), and Transformer models, for 

phishing detection. The findings indicate that CNN-based 

models perform well in analyzing website screenshots, while 

RNN-based models are more effective for sequential data 

such as URL logs and text-based phishing emails. The 

research highlights the challenges of deep learning 

approaches, such as data imbalance, high computational 

costs, and adversarial attacks that attempt to bypass 

detection models. 

 

3. EXISTING SYSTEM 

 
In the traditional phishing detection approach, blacklists and 

rule-based techniques are commonly used to identify 

fraudulent websites. These methods rely on maintaining a 

predefined list of known phishing URLs, which are updated 

manually or through crowdsourced reporting. While blacklist- 

based systems are effective in detecting previously identified 

phishing sites, they struggle with zero-day attacks, where 

newly created phishing websites remain undetected until 

reported. 

 

Another conventional approach involves heuristic-based 

detection, where predefined rules analyze URL structures, 

domain age, and SSL certificate validity. However, these 

methods can generate high false positives and often fail to 

detect phishing sites that mimic legitimate websites with 

carefully crafted URLs and webpage designs. 

 

Furthermore, some organizations deploy spam filters and 

email security gateways to detect phishing emails. These 

filters analyze email headers, sender authenticity, and 

embedded links to classify emails as legitimate or phishing. 

However, phishing attackers continuously evolve their 

techniques by using shortened URLs, dynamic content 

generation, and social engineering tactics, making it 

difficult for rule-based systems to keep up with emerging 

threats. 

 

Due to these limitations, automation and machine learning- 

based phishing detection systems have become necessary to 

enhance detection accuracy and reduce dependency on manual 

updates. 

 

4. PROPOSED SYSTEM 

 
The proposed Phishing Detection Automation Tool is 

designed to enhance cybersecurity by real-time URL analysis 

to detect and prevent phishing attacks efficiently. Unlike 

traditional approaches that rely solely on blacklists or rule- 

based detection, this system integrates intelligent feature 

extraction techniques to analyze multiple attributes of a 

website, including its URL structure, domain information, and 

content patterns. By incorporating Selenium automation, the 

tool classifies websites as legitimate or phishing based on a 

dynamically updated dataset. 

 

The system consists of several key components that work 

together to provide real-time phishing detection: 

 

1. Feature Extraction Module – This module analyzes 

various characteristics of URLs, such as domain age, 

HTTPS usage, URL length, presence of special 

characters, subdomains, and lexical patterns. It 

extracts essential features to identify anomalies 

associated with phishing websites. 

2. Real-Time Detection – The system provides instant 

classification of URLs before the user accesses 

them. This prevents phishing attempts in real-time, 

protecting users from potential threats. 

3. Automated Reporting & Logging – The system 

maintains a database of identified phishing sites 

and continuously updates its knowledge base. It also 

logs detected threats, enabling security analysts to 

monitor phishing trends and refine detection models. 

4. User Interface & API Integration – The system is 

designed with an intuitive dashboard that allows 

users to view phishing reports and security alerts. 

Additionally, it integrates with email security tools 

and web browsers for automated scanning, ensuring 

seamless protection. 

5. Continuous Model Training – The tool employs 

automated retraining using the latest phishing 

datasets, ensuring the detection system remains 

effective against newly emerging threats. 

http://www.ijsrem.com/
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Advantages : 

 

1. High Detection Accuracy – Machine learning-based 

models outperform traditional methods by 

detecting phishing attacks even before they are 

widely reported. 

2. Real-Time Protection – Unlike blacklists that may 

take time to update, this tool provides immediate 

threat detection, preventing users from accessing 

fraudulent websites. 

3. Automated Learning & Adaptability – The system 

evolves continuously by analyzing new phishing 

patterns, improving its accuracy with time. 

4. Reduced False Positives – By leveraging advanced 

feature engineering, the system minimizes 

incorrect classifications, making phishing detection 

more reliable. 

5. Scalability & Enterprise Integration – The system 

is scalable and can be integrated with enterprise 

security solutions to protect organizations from 

phishing attacks. 

6. User Awareness & Reporting Mechanism – The 

tool generates detailed reports and security alerts, 

helping organizations educate users about potential 

threats, enhancing cybersecurity awareness. 

7. Protection Against Evolving Phishing Attacks – 

The system is designed to detect new and 

sophisticated phishing techniques, ensuring long- 

term protection against cyber threats. 

 

By implementing this intelligent phishing detection tool, 

individuals and organizations can significantly enhance their 

cybersecurity defenses, reducing financial losses and 

preventing sensitive data breaches caused by phishing attacks. 

The ability to identify and neutralize threats in real-time 

makes this system a powerful solution in the fight against 

cybercrime. 

 

5. SYSTEM OVERVIEW 

 
The Enhanced Phishing Detector is a browser-based 

phishing detection system that actively monitors login pages 

in real time. It leverages Selenium WebDriver with 

Microsoft Edge to analyze web pages and detect potentially 

fraudulent login attempts. The system focuses on identifying 

phishing attempts by analyzing multi-step authentication 

flows, detecting unexpected redirections, and scanning for 

known legitimacy indicators in webpage content. 

 

Features: 

 

1. Real-Time Monitoring: 

o The system continuously tracks all open 

browser tabs and detects login pages 

dynamically. 

o It identifies traditional login forms as well 
as single-field authentication flows. 

2. Multi-Step Login Handling: 

o The system can process login forms that 

require a username first before revealing the 

password field. 

o It submits a dummy email and checks for 
legitimacy indicators based on the response. 

3. Phishing Detection Mechanism: 

o If a login page redirects to a different 

domain after entering credentials, it flags 

the site as suspicious. 

o Checks for common phishing indicators, 

such as error messages suggesting fake 

login attempts. 

4. Automated Alerts & Notifications: 

o Displays a warning notification if a site is 
detected as suspicious or phishing. 

o Shows a confirmation message if a site 
appears legitimate. 

5. Domain & URL Tracking: 

o Maintains a memory of tested domains to 
avoid redundant analysis. 

o Blacklists known phishing domains to 
prevent users from interacting with them. 

6. User-Friendly & Non-Intrusive: 

o The system runs in the background without 
disrupting the user's browsing experience. 

o Lightweight implementation ensures 
minimal impact on browser performance. 

 

This anti-phishing detection system enhances online security 

by identifying potential threats before users unknowingly 

enter their credentials on fraudulent websites. It provides an 

efficient and proactive approach to mitigating phishing 

attacks using automated detection techniques. 

 

6. SYSTEM IMPLEMENTATION 

 
The Enhanced Phishing Detector is implemented using 

Python and Selenium WebDriver with Microsoft Edge. The 

system continuously monitors browser activity, identifies 

login pages, and detects phishing attempts by analyzing 

authentication flows and domain changes. 

 

 

1. Technology Stack 

 

• Programming Language: Python 

• Automation Framework: Selenium 

• Browser: Microsoft Edge 

• WebDriver: msedgedriver.exe 

• Libraries Used: 

o selenium – Automates web interaction 

o time – Handles delays and waiting 
mechanisms 

o urllib.parse – Extracts domain details from 
URLs 

 

http://www.ijsrem.com/


       
     International Journal of Scientific Research in Engineering and Management (IJSREM) 

                         Volume: 09 Issue: 04 | April - 2025                            SJIF Rating: 8.586                                   ISSN: 2582-3930                                                                                                                                               

 

© 2025, IJSREM      | www.ijsrem.com                                         DOI: 10.55041/IJSREM44027                                         |        Page 4 
 

2. System Modules 

 

2.1 Browser Monitoring Module 

 

• Initiates the Edge WebDriver in a guest session to 

monitor browsing activity. 

• Periodically scans all open tabs and identifies login 

pages dynamically. 

 

Implementation Steps: 

 

1. Configure the Selenium Edge WebDriver and 

launch a browser session. 

2. Continuously monitor open browser tabs. 

3. Detect new login pages by analyzing URL 

patterns, titles, and form elements. 

 

def monitor_tabs(driver, page_memory): 

"""Main monitoring loop with enhanced login 

detection""" 

while True: 

try: 

current_handles = driver.window_handles 

for handle in current_handles: 

driver.switch_to.window(handle) 

current_url = driver.current_url 

if not page_memory.has_page(current_url) 

and is_login_page(driver): 

result = test_login_page(driver, 

page_memory) 

page_memory.add_page(current_url) 

driver.refresh() 

if result == "safe": 

show_notification(driver, "✓ Verified 

legitimate login flow") 

elif result == "suspicious": 

show_notification(driver, "⚠ Suspicious 

login behavior", is_warning=True) 

elif result == "phishing": 

print(f"       Phishing detected: 

{current_url}") 

time.sleep(1) 

except KeyboardInterrupt: 

break 

except Exception as e: 

print(f"Monitoring error: {str(e)}") 

time.sleep(1) 
 

 

2.2 Login Page Detection Module 

 

• Identifies login pages using HTML structure 

analysis and keyword detection in the URL 

and page title. 

• Handles both single-step and multi-step login 

flows. 

Implementation Steps: 

 

1. Extracts login page indicators from the URL and 

title. 

2. Checks for the presence of username/email 

input fields and password fields. 

3. Determines whether the login page follows a 

single-field or traditional approach. 

 

def is_login_page(driver): 

"""Detect login pages including single-field forms""" 

try: 

current_url = driver.current_url.lower() 

title = driver.title.lower() 

login_indicators = ["login", "signin", "auth", 

"account", "password"] 

if any(indicator in current_url for indicator in 

login_indicators): 

return True 

if any(indicator in title for indicator in 

login_indicators): 

return True 

if driver.find_elements(By.XPATH, 

"//form[.//input[@type='text' or @type='email']]"): 

return True 

return False 

except: 

return False 
 

 

2.3 Phishing Detection Module 

 

• Checks for unexpected redirections after 

submitting login details. 

• Scans  webpage text  for  error messages 

suggesting fake login attempts. 

• Maintains a memory of tested pages and known 

phishing domains. 

 

Implementation Steps: 

 

1. Submit a dummy email and password to the 

detected login form. 

2. Monitor for redirections to different domains 

after submission. 

3. Analyze error messages on the page for 

phishing indicators. 

 

def test_login_page(driver, page_memory): 

"""Test both single-field and traditional login 

forms""" 

try: 

original_url = driver.current_url 

original_domain = urlparse(original_url).netloc 

has_username_field = 

driver.find_elements(By.XPATH, "//input[@type='text' 

or @type='email']") 

http://www.ijsrem.com/
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has_password_field = 

driver.find_elements(By.XPATH, 

"//input[@type='password']") 

if has_username_field and has_password_field: 

username_field = 

driver.find_element(By.XPATH, "//input[@type='text' 

or @type='email']") 

password_field = 

driver.find_element(By.XPATH, 

"//input[@type='password']") 

username_field.send_keys(DUMMY_EMAIL) 

 

password_field.send_keys(DUMMY_PASSWORD) 

password_field.send_keys(Keys.RETURN) 

time.sleep(1.5) 

current_url = driver.current_url 

current_domain = urlparse(current_url).netloc 

if current_domain != original_domain: 

page_memory.add_phishing(current_url) 

return "phishing" 

if check_legitimacy(driver): 

return "safe" 

return "suspicious" 

except Exception as e: 

print(f"Login test note: {str(e)}") 

return "error" 
 

 

2.4 Notification System 

 

• Displays real-time alerts based on login page 

analysis results. 

• Alerts are color-coded: 

o Green for legitimate login pages. 

o Red for suspected phishing sites. 

 

Implementation Steps: 

 

1. Injects a JavaScript-based alert system into 

the webpage. 

2. Displays a popup notification with a warning 

or verification message. 

 

def show_notification(driver, message, 

is_warning=False): 

"""Display notification after page stabilizes""" 

time.sleep(1) 

notification_js = f""" 

const notification = document.createElement('div'); 

notification.className = 'phishguard-notification'; 

notification.style.cssText = ` 

position: fixed; 

top: 20px; 

right: 20px; 

padding: 15px; 

border-radius: 5px; 

background-color: {"#ffebee" if is_warning else 

"#e8f5e9"}; 

color: {"#d32f2f" if is_warning else "#2e7d32"}; 

border: 1px solid {"#d32f2f" if is_warning else 

"#2e7d32"}; 

z-index: 9999; 

max-width: 300px; 

font-family: Arial, sans-serif; 

transition: opacity 0.3s; 

`; 

notification.innerHTML =  ̀

<div style="margin- 

bottom:10px;">{message}</div> 

<button  style="padding:5px 15px; 

background:{"#d32f2f" if is_warning else "#2e7d32"}; 

color:white; border:none; border-radius:3px; 

cursor:pointer;">OK</button> 

`; 

notification.querySelector('button').onclick = 

function() { 

notification.style.opacity = '0'; 

setTimeout(() => notification.remove(), 300); 

}; 

document.body.appendChild(notification); 

setTimeout(() => notification.style.opacity = '1', 10); 

setTimeout(() => { 

notification.style.opacity = '0'; 

setTimeout(() => notification.remove(), 300); 

}, 10000); 

""" 

driver.execute_script(notification_js) 
 

 

2.4 System Execution 

 

• Initializes Selenium WebDriver with required 

configurations. 

• Launches the tab monitoring loop to track 

browser activity. 

 

def main(): 

page_memory = PageMemory() 

edge_options = Options() 

edge_options.add_argument("--guest") 

edge_options.add_argument("--disable-infobars") 

 

edge_options.add_experimental_option("excludeSwitch 

es", ["enable-automation"]) 

service = 

Service(r"C:\Users\Adal\Desktop\antiphishing\msedgedr 

iver.exe") 

driver = webdriver.Edge(service=service, 

options=edge_options) 

try: 

driver.get("about:blank") 

print("Enhanced Phishing Detector Running...") 

monitor_tabs(driver, page_memory) 

http://www.ijsrem.com/
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finally: 

driver.quit() 

 

if  name == " main ": 

main() 

 

 

 

 

 

 

Flowchart: 

 

 

 

 

Main Features of the Project: 

A.Automated Phishing Detection 

• Monitors browser activity in real-time. 

• Detects suspicious login pages automatically. 

 

B. Multi-Step Login Form Handling 

 

• Supports traditional login forms (username + 

password). 

• Detects single-field logins and analyzes their 

response. 

 

C. Legitimacy Analysis 

 

• Checks for known phishing indicators (e.g., 

“invalid,” “not found”). 

• Identifies suspicious redirects after login 

attempts. 

 

D. Dynamic Phishing Notification System 

 

• Displays real-time alerts when phishing 

behavior is detected. 

• Warnings are color-coded for quick recognition. 

 

E. Domain-Based Phishing Detection 

 

• Tracks suspicious login pages by domain. 

• Prevents repeated interactions with known 

phishing sites. 

 

F. Non-Intrusive Browser Monitoring 

 

• Runs in the background without interfering with 

regular browsing. 

• Detects login forms without modifying website 

functionality. 

 

G. Cross-Page Security Checks 

 

• Ensures login pages don’t redirect users to 

malicious sites. 

• Verifies if password fields appear after entering 

the username. 

 

H. User Behavior Logging (Optional for Debugging) 

 

• Keeps track of tested pages and potential 

phishing attempts. 

• Prevents redundant testing on previously 

analyzed sites. 

 

2.5 Recommendations 

 

To enhance the effectiveness of the anti-phishing 

detection system, several improvements can be made. 

First, the accuracy of phishing detection can be 

enhanced by incorporating advanced heuristics and 

maintaining a database of known phishing domains for 

real-time cross-checking. Although the current system 

does not use machine learning, future versions could 

integrate AI-based models to analyze website behavior 

and improve detection accuracy over time. Expanding 

browser compatibility is another essential improvement, 

as currently, the system is designed for Microsoft Edge. 

http://www.ijsrem.com/
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Support for other popular browsers like Chrome and 

Firefox, along with a dedicated browser extension, 

would improve accessibility and usability. 

 

Additionally, the user interface for phishing warnings 

can be refined by incorporating clearer notifications, 

pop-ups, or even sound alerts to ensure users are 

immediately aware of potential threats. Implementing 

multi-factor authentication (MFA) alerts would also be 

beneficial, as phishing websites rarely support MFA, 

making it an essential indicator of legitimacy. Another 

key improvement is introducing a whitelist feature, 

allowing users to mark trusted websites and reducing 

false positives. 

 

To enhance security, data encryption should be 

implemented for storing detection logs to prevent any 

sensitive information from being compromised. Finally, 

integrating a real-time phishing site reporting 

mechanism, such as connecting with cybersecurity 

databases like Google Safe Browsing, would help in 

automatically reporting confirmed phishing sites. These 

improvements would make the system more reliable, 

accurate, and user-friendly, thereby increasing its 

effectiveness in protecting users from phishing attacks. 

 

7. RESULTS AND ACTIONS 

 

7.1 Demonstration of the Phishing Link Detector 

System in Action 

 

7.1.1 Original Instagram Login Page with Auto- 

Filled Credentials 

 

 

 

When the script detects a login page, such as the original 

Instagram login page, it automatically fills in the 

username and password fields with predefined dummy 

credentials. This is done to analyze the page’s response 

to incorrect login attempts, which serves as a key 

indicator  of  legitimacy.  Since  real  login  pages 

implement strict authentication mechanisms, an 

incorrect login attempt should typically result in an error 

message such as “Incorrect password” or “Username not 

found.” The script utilizes Selenium to locate the 

necessary input fields and simulate user input before 

submitting the credentials. This step allows the system 

to observe how the website processes login attempts and 

assess whether it follows a standard authentication flow. 

 

7.1.2 Verification of the Original Page and Page 

Refresh 

 

 

Once the credentials are submitted, the script monitors 

the website’s response to determine whether it is a 

legitimate login page. In the case of the real Instagram 

login page, the system expects to see an error message 

indicating incorrect login details, as no valid credentials 

were provided. The presence of such messages, which 

are predefined in the system’s legitimacy indicators list 

(e.g., "invalid," "incorrect," "wrong password"), signals 

that the page follows expected behavior. Once this is 

verified, the script refreshes the page to reset the login 

attempt and displays a notification using a custom CSS- 

based popup. This notification informs the user that the 

login page has been verified as legitimate, providing 

reassurance that the website is authentic and safe to use. 

http://www.ijsrem.com/
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7.1.3 Fake Instagram Phishing Page with Auto-Filled 

Credentials 

 

 

When the script encounters a phishing page disguised as 

Instagram’s login page, it performs the same process of 

automatically filling in the username and password 

fields. However, phishing pages do not have actual 

authentication mechanisms in place; instead, they are 

designed to steal credentials. Unlike the real Instagram 

page, these phishing pages will not display an error 

message after a failed login attempt. Instead, they often 

redirect the user to the original Instagram login page 

after capturing the entered credentials. The script 

carefully observes this redirection behavior as an 

indicator of phishing activity, as legitimate websites 

would not immediately navigate to another login page 

without first verifying user details. 

 

7.1.4 Detection of Phishing Activity and Display of 

Warning Notification 

 

 

Upon detecting a suspicious redirection to the original 

Instagram login page, the script classifies the website as 

potentially fraudulent. Since the real Instagram page 

does not redirect users in such a manner after entering 

credentials, this behavior strongly suggests that the 

website is designed to harvest login information. At this 

point, the script triggers a warning notification using its 

built-in CSS-styled popup system. The notification 

informs the user that the login page is suspicious and 

advises them to proceed with caution. This immediate 

feedback mechanism ensures that users are made aware 

of potential phishing attempts in real-time, helping them 

avoid falling victim to credential theft. 

 

By implementing this automated phishing detection 

mechanism, the system provides an additional layer of 

security for users who may not always recognize 

fraudulent login pages. The use of Selenium for 

automated login attempts, real-time behavior analysis, 

and popup notifications makes this an effective tool for 

identifying and mitigating phishing threats. 

 

7.2 Detection of Phishing Links Using Multi- 

Step Authentication Pages 

7.2.1 Evolution of Phishing Attacks and Multi-Step 

Authentication 

 

In response to increasing security measures, major tech 

companies like Google, Microsoft, and Apple have 

adopted a multi-step authentication process for signing 

in users. Instead of requesting both the email and 

password on a single page, these companies now verify 

the email address first before prompting for the 

password. If the entered email address exists in their 

database, the user is redirected to the password entry 

page. If not, an error message is displayed, indicating 

that the email is invalid or does not exist. 

Cybercriminals have adapted their phishing techniques 

to mimic this behavior, making it more difficult for 

users to distinguish between legitimate and fraudulent 

login pages. These phishing sites first prompt for an 

email and then redirect users to a password entry page, 

regardless of whether the email exists, allowing 

attackers to steal both credentials in separate steps. 

 
7.2.2 Automated Detection of Phishing Pages Using the 

Script 

http://www.ijsrem.com/
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The script is designed to counteract these evolved 

phishing tactics by simulating the login process and 

analyzing the website’s response. Instead of entering 

both an email and password at once, the script follows 

the same approach used by real authentication systems: 

it first enters only a dummy email address. In the first 

screenshot, the script automatically fills in the email 

field with predefined test credentials and submits the 

form. This is a critical step in determining the 

authenticity of the website. 

 

If the website is legitimate, it will validate the email 

address against its database and return an error message 

indicating that the email does not exist. This serves as 

confirmation that the website follows standard 

authentication practices. However, if the website 

redirects the user to a password entry page without 

checking whether the email exists, this is a strong 

indication that the page is a phishing attempt. A 

fraudulent website does not have access to a real user 

database and will always assume that the entered email 

exists in order to move the user to the next step of 

stealing credentials. 

 
7.2.3 Verification Process and User Alert System 

Once the script submits the email, it waits for the 

website’s response. If an error message is detected, the 

script determines that the website is legitimate and 

refreshes the page. The second screenshot captures this 

moment, showing the refreshed login page along with a 

popup notification confirming that the website has been 

verified. This notification is built using CSS and 

JavaScript, ensuring that the user is immediately alerted 

to the website’s authenticity. 

 

On the other hand, if the website proceeds to the 

password entry page without validating the email, the 

script flags it as a phishing attempt. In such cases, 

instead of refreshing the page, the script triggers a 

warning notification alerting the user that the page is 

suspicious. This proactive security mechanism ensures 

that users do not unknowingly enter their credentials on 

fraudulent websites, protecting them from potential data 

theft. 

 

By leveraging this advanced phishing detection system, 

users can navigate the web with greater confidence, 

knowing that even sophisticated phishing tactics can be 

detected and prevented in real-time. 

 

8. CONCLUSION 

 

The anti-phishing detection project using Selenium and 

Python provides an innovative and automated approach 

to identifying fraudulent login pages. By mimicking user 

interactions and analyzing the website’s behavior, the 

script effectively distinguishes between genuine and 

phishing websites. It verifies authenticity based on error 

messages, page redirections, and form submission 

responses, making it a robust security tool against 

evolving cyber threats. 

 

One of the key strengths of this project is its ability to 

detect phishing pages that use modern multi-step 

http://www.ijsrem.com/
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authentication methods. By first entering the email and 

observing the website’s response, the script determines 

whether a login page is legitimate. If the website 

proceeds to a password entry page without verifying the 

email, it is flagged as suspicious. Additionally, custom- 

built CSS notifications enhance user awareness by 

providing instant feedback about the security of the 

page. 

 

This project highlights the importance of proactive 

cybersecurity measures, especially as phishing 

techniques become more sophisticated. It can be further 

improved by integrating AI-based anomaly detection, 

expanding its capabilities to detect phishing beyond 

login pages. Overall, this solution serves as a powerful 

first line of defense for users, preventing credential theft 

and enhancing online security in an increasingly 

vulnerable digital landscape. 

 

9. FUTURE ENHANCEMENTS 

 

Future enhancements for this project include integrating 

AI and machine learning to improve phishing detection 

accuracy by analyzing page elements, URLs, and user 

behavior. A continuously updated database of verified 

and suspicious URLs can enable real-time comparison 

for faster detection. Expanding the script to support 

authentication mechanisms like CAPTCHA, multi-factor 

authentication (MFA), and biometrics will enhance its 

effectiveness against evolving threats. Developing a 

browser extension for real-time protection and making 

the tool compatible with mobile devices can extend its 

usability. Additionally, integrating with cybersecurity 

tools such as VirusTotal and Google Safe Browsing can 

further validate suspicious pages. Implementing an 

automated reporting and logging system will help track 

phishing attempts, while incorporating NLP-based 

content analysis can detect deceptive language patterns 

used by phishing sites. These enhancements will make 

the project a more robust and intelligent phishing 

detection system, ensuring greater security for users 

online. 
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