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ABSTRACT

In the era of increasing security challenges, traditional surveillance systems are often limited by manual monitoring and
delayed response. This project, AlertCam, presents a smart security solution that leverages machine learning to enable
real-time monitoring and automated threat detection. By using live video feeds and intelligent algorithms such as facial
recognition and motion analysis, the system can accurately identify unauthorized access or suspicious behavior. Upon
detection, it immediately sends alerts through SMS or cloud-based notifications to ensure swift action. AlertCam is a
scalable and efficient security system suitable for campuses, homes, and workplaces, aiming to enhance safety through
automation and intelligent decision-making.

Keywords: Real-time Monitoring, AlertCam, Machine Learning, Facial Recognition, Automated Alert, Smart campus
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1. INTRODUCTION

In today’s rapidly evolving technological landscape, ensuring the safety and security of institutional and organizational
environments has become increasingly critical. Conventional surveillance systems often rely on manual monitoring or
rudimentary access control mechanisms, which are not only labour-intensive but also prone to human error and delayed
responses. To address these limitations, the adoption of intelligent systems that leverage machine learning and computer
vision technologies has gained significant traction. Among these, facial recognition stands out as a powerful tool for non-
intrusive and real-time identification of individuals, offering a seamless and automated layer of security.

This paper presents the design and implementation of a real-time facial recognition system powered by machine
learning algorithms, specifically tailored to enhance the surveillance capabilities of educational campuses and secure
facilities. The system employs a structured workflow that begins with capturing facial data through a system-integrated
camera, followed by preprocessing and dataset generation. A custom machine learning model is trained to accurately
recognize known individuals, and the system is deployed to monitor live video feeds continuously. Upon detecting a
face that does not match the trained dataset, it instantly issues alerts via SMS using Twilio and emails the intruder’s
snapshot to the designated authority, enabling timely and effective responses.

By moving away from reliance on prebuilt libraries and focusing on a customized ML-driven approach, the project
achieves greater control, interpretability, and academic relevance. The system demonstrates high accuracy, precision,
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and recall under real-time conditions, even with varying facial expressions and environmental settings. Furthermore, its
modular design allows for future expansion, including integration with CCTV streams and cloud-based analytics. This
paper underscores the potential of machine learning in building proactive, intelligent security solutions that are both
scalable and adaptable to diverse operational environments.

2. LITERATURE SURVEY

Recent advancements in machine learning (ML) and deep learning (DL) have significantly transformed the landscape of
surveillance and intrusion detection systems. Saranya et al. [1] introduced a secure TinyML-powered framework for the
Internet of Medical Things (MloT), highlighting the viability of lightweight ML for real-time emergency alerts and
intrusion detection in resource-constrained environments. Similarly, Mukto et al. [2] proposed a crime monitoring
system utilizing DL, demonstrating strong real-time accuracy in detecting criminal activities through visual data
analysis. Multiple studies have focused on optimizing video surveillance systems for timely response. Kumar et al. [3]
and Sreejith et al. [4] developed real-time video alert architectures that effectively balance sensitivity and performance
using ML-based motion and anomaly detection. Thomas et al. [5] advanced this further by incorporating crowd behavior
and anomaly detection using DL algorithms, proving its utility in public surveillance and emergency management.
Additionally, Selvi et al. [6] employed enhanced convolutional neural networks (CNNSs) to identify suspicious actions in
surveillance video with high precision. End-to-end surveillance pipelines such as E2E- VSDL by Gandapur [7]
demonstrated the benefits of integrated DL models for autonomous criminal activity detection. Rahimi et al. [8]
addressed both technical and ethical dimensions of Al-based surveillance, emphasizing policy frameworks for public
safety. Use cases beyond public safety—Ilike emotion-aware baby monitoring systems [9] and automotive safety via
facial detection [10]— underscore the versatility of ML in real-time monitoring applications. On the cybersecurity front,
real-time intrusion detection systems (IDS) have made progress through explainable Al and efficient architectures. Chen
et al. [11] and Zhou et al. [12] presented hardware-accelerated and transformer- based IDS solutions that offer
interpretability and speed. Vishwakarma and Kesswani [13] demonstrated the application of deep neural networks
(DNNs) for detecting novel threats in 10T networks, while Kale et al. [14] and Laghrissi et al. [15] showed that hybrid
models and LSTM-based frameworks can achieve high anomaly detection rates across varied attack scenarios.
Collectively, the reviewed literature confirms that ML and DL methods are not only effective in detecting anomalies and
intrusions across domains but also capable of real-time deployment in constrained environments. These studies provide a
strong foundation for developing lightweight, accurate, and responsive ML- based facial recognition systems for
surveillance applications.

3. PROPOSED SYSTEM

The Real-Time Security Monitoring System is an advanced, machine learning-based facial recognition solution
designed to enhance institutional security. It integrates with existing CCTV infrastructure (RTSP/HTTP streams) to
capture and process live video, performing face detection and preprocessing. A core innovation is its custom-trained ML
model, built from scratch for transparency, customizability, and educational value, distinguishing it from conventional
pre-built solutions. This model extracts and compares facial embeddings against a secure database of authorized
individuals. Upon detecting an unfamiliar or unauthorized face, the system immediately triggers automated SMS alerts
via Twilio API and emails a snapshot of the intruder to administrators. Designed for scalability and validated by strong
performance metrics, this system provides a robust, adaptable, and proactive solution to modern surveillance challenges.
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Figure 3.1 System Architecture
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The Figure 3.1 describes the comprehensive architecture of the Real-Time Security Monitoring System, commencing
with CCTV Camera Feeds as the primary data source, which then undergoes an initial Preprocessing stage utilizing
OpenCV and NumPy for fundamental image and video cleaning. These prepared frames are subsequently fed into a
more advanced "Preprocessing” phase that refines them for the custom-trained Machine Learning Model, the system's
core, which intelligently detects unknown persons or unusual activities by classifying faces against a known database.
Upon identifying an unauthorized individual, the Real-Time Monitoring component immediately triggers Instant Alerts
through the Alert System, dispatching notifications via Twilio for SMS and sending emails with captured snapshots to
designated personnel. This seamless, automated flow ensures prompt security awareness, allowing for timely Admin
Review and response to potential threats.

TP+ TN
Accuracy =

TP + FP + FN + TN

Equation 3.1 Accuracy Formula

The Equation 3.1 illustrates the Accuracy which serves as a fundamental evaluation metric that quantifies the overall
correctness of a classification model's predictions. It is calculated as the ratio of the number of correctly classified
instances (both true positives and true negatives) to the total number of instances in the dataset. While widely used for
its simplicity and intuitive understanding, accuracy indicates the proportion of all predictions that the model got right,
providing a quick summary of performance. However, it's important to note that accuracy alone can sometimes be

misleading, especially in scenarios with highly imbalanced datasets where a model might achieve high accuracy by
simply predicting the majority class.

1
TP + FP

Precision =

Equation 3.2 Precision
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The Equation 3.2 demonstrates Precision in ML which is a crucial evaluation metric that quantifies the accuracy of a
classification model's positive predictions. It specifically measures the proportion of correctly identified positive
instances out of all instances that the model classified as positive. This metric is particularly vital in applications like
security monitoring, medical diagnostics, or spam detection, where the occurrence of a False Positive—an incorrect
positive classification—can lead to significant costs, unnecessary interventions, or system inefficiencies. A high precision
value indicates that when the model asserts a positive identification, it is highly likely to be correct, thereby minimizing
false alarms and enhancing the trustworthiness of positive classifications.

Equation 3.3 Recall

The Equation 3.3 highlights Recall as a crucial evaluation metric in machine learning, measuring a model's ability to
identify all relevant positive instances by quantifying the proportion of actual positive cases correctly found. This metric
is particularly vital in applications like your security monitoring system or medical diagnosis, where the high cost of a
False Negative—failing to detect an actual positive event, such as missing an intruder—is exceptionally high. A high
recall value indicates the model is highly effective at capturing nearly all true positive cases, thus minimizing missed
risks.

4. RESULT AND DISCUSSION
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Figure 4.1 Capturing of Frames

The Figure 4.1 illustrates a critical phase of the Real-Time Security Monitoring project: the systematic data collection and
enrollment process for authorized individuals. Specifically, it depicts the execution of the "Face Capture Program",
engineered to acquire comprehensive facial data for known personnel. The interface demonstrates the system's prompt for
a unique individual identifier, followed by the subsequent capture of a defined sequence of video frames (e.g., 44 frames
at 3 FPS). This meticulously controlled capture procedure is fundamental for constructing the robust foundational
database of facial profiles, which serves as the reference against which live video feeds are compared, thereby enabling the
machine learning model to accurately differentiate between authorized personnel and potential unauthorized intruders in a
real-time operational environment.
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© Startbackup > Documents > AlertCam > known_faces

Figure 4.2 Pickle File of Known Faces

The Figure 4.2 illustrates a critical step in preparing the dataset for your machine learning model: the efficient storage of
known facial data. The known_faces.pkl file, located within the AlertCam/known_faces directory, signifies that the
collected facial datasets—Ilikely including processed images and their corresponding facial embeddings or encodings—
have been serialized into a pickle (.pkl) format. This conversion is essential as it allows for the rapid and convenient
loading of the entire dataset into memory for the training phase of your custom machine learning model. By storing the
data in this optimized format, the system streamlines the process of feeding pre-processed and ready-to-use information
to the model, significantly improving the efficiency of model development and subsequent recognition tasks.

Figure 4.3 Training Dataset

The Figure 4.3 details a crucial step in the ongoing development and maintenance of your Real-Time Security
Monitoring system: the enrollment and training of new authorized individuals. It captures the execution of the
face_recognize.py script, specifically demonstrating the process of "Training new person.” The output indicates that the
system processed 43 frames for this individual, rejecting 15 frames where no face could be reliably detected, but
successfully accepting and training on the remaining 28 frames. This automated training process is vital for continuously
updating the machine learning model's database with new facial profiles, ensuring that the system can accurately
recognize all authorized personnel as they are added, thereby enhancing the precision and effectiveness of the overall
security surveillance.

A CIDLE Shell 3125

Aug 62024, 20:45:27) [MSC v.1940 64 bit (AMD64)] on wm32

Figure 4.4 Detecting and Alerting Admin

The Figure 4.4 vividly demonstrates the real-time operational phase and core alerting capability of your security
monitoring system. It shows the notifying.py script actively "Scanning for unknown faces," indicating the continuous
surveillance process. Crucially, the console output "Unknown face detected! Sending alerts..." confirms the successful
classification of an unauthorized individual by the machine learning model. This detection immediately triggers the
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system's proactive response mechanisms, with the subsequent messages "SMS Sent !!!" and "Email sent !!!" validating
the successful dispatch of multi-channel alerts via the integrated Twilio API for SMS and the configured email service.
This output provides direct evidence of the system's ability to not only identify threats in real-time but also to promptly
notify designated administrators, thereby fulfilling its primary objective of intelligent and proactive security.

- Performance Metrics of Facial Recognition System
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Graph 4.1 Accuracy, Precision, Recall Graph

The Graph 4.1 visually represents the empirical validation of the developed machine learning model's effectiveness. The
results showcase the system's robust capabilities in identifying individuals within a real-time surveillance context,
quantified across three critical metrics. An Accuracy of 85.0% indicates a high overall rate of correct classifications,
signifying that the model correctly identified both authorized and unauthorized individuals in the vast majority of cases.
The Precision of 83.3% is particularly strong for a security application, demonstrating that when the system identifies a
face as "unknown" or unauthorized, it is correct over 83% of the time, thereby minimizing disruptive false alarms.
Lastly, a Recall of 71.4% illustrates the model's ability to detect a significant proportion of actual unauthorized
individuals present. While strong, the balance between precision and recall is crucial, and these metrics collectively
validate the system's practical utility and reliability in enhancing security monitoring.

5. CONCLUSION

The developed system unequivocally demonstrates the effective deployment of a lightweight, machine learning-based
facial recognition model within demanding real-time surveillance environments, fundamentally enhancing proactive
security infrastructure. Its modular architecture and high adaptability render it exceptionally well-suited for diverse
institutional settings seeking intelligent and responsive security solutions. This implementation not only validates the
capability for rapid, accurate identification but also showcases the system's potential for seamless integration with
existing surveillance frameworks, delivering immediate actionable alerts. Looking forward, future work will focus on
further augmenting the system's capabilities through significant deep learning upgrades, which could encompass more
sophisticated neural network architectures to improve recognition under challenging conditions such as varying
illumination, angles, and partial occlusions. Additionally, efforts will be directed towards expanded integration with
cloud-connected CCTV systems, enabling more scalable data processing, centralized management, and potentially
leveraging cloud Al services for enhanced analytical insights and resilience.
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