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Abstract—The proliferation of intelligent surveillance
and security systems has created a growing demand
for real-time, software-driven frameworks that can
perceive, reason, and respond to environmental threats
without continuous human intervention. This paper
presents the design, implementation, and evaluation of
an autonomous threat detection and response system
that integrates three core computational modules
within a single deployable Streamlit web application.
The perception layer employs YOLOvVS, a
contemporary  convolutional  object  detection
architecture, operating on a live webcam feed to
identify and classify objects into six threat-relevant
categories derived from the COCO benchmark dataset.
Detected object coordinates are mapped onto a
discretized 32x24 virtual planning grid overlaid upon
the camera frame, upon which the A* search algorithm
computes minimum-cost trajectories from a fixed
agent origin to the highest-priority target while
respecting hard obstacle constraints and soft threat-
weighted cost penalties. A deterministic priority
decision engine evaluates threat confidence scores
each frame and emits structured mission directives
encompassing seven action types  spanning
neutralization, alert, evacuation, tracking, and all-clear
states. The integrated system achieves between 8 and
15 frames per second on a standard CPU-based laptop.
Experimental evaluation across controlled indoor
scenarios demonstrates that the system reliably detects
persons at 93.2% recall, correctly routes around
obstacle clusters in 97.1% of planning invocations, and
emits contextually appropriate mission decisions in
91.8% of evaluated frames. The paper discusses
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system  architecture, algorithmic  formulations,
experimental outcomes, and directions for future
enhancement.
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LINTRODUCTION
A. Background and Motivation

The rapid advancement of machine learning and
computer vision technologies has fundamentally
altered the feasibility landscape for automated
perception systems. Contemporary embedded and
edge computing platforms now possess sufficient
computational capacity to execute inference workloads
from deep convolutional neural networks at interactive
frame rates, enabling deployment scenarios that were
impractical less than a decade ago. Within the domain
of surveillance, security monitoring, and autonomous
navigation, this convergence of algorithmic maturity
and hardware availability motivates the construction of
unified systems capable of simultaneously perceiving,
planning, and deciding.

Traditional surveillance infrastructure relies on passive
recording equipment monitored retrospectively or by
human operators subject to intentional fatigue.
Research in human factors consistently demonstrates
that sustained vigilance performance degrades
substantially after approximately twenty minutes of
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continuous monitoring, making fully manual oversight
inadequate for high-stakes environments.

Prior work in autonomous agent design has typically
treated perception, planning, and decision-making as
separate research problems addressed by independent
systems. Integration of these three components into a
cohesive, deployable application introduces non-trivial
engineering challenges around latency budgets, inter-
module communication, and user interface design. The
present work addresses these challenges by
constructing a modular yet tightly coupled pipeline
implemented entirely within a Python-based Streamlit
web application, enabling deployment without
specialized runtime environments.

B. Objectives

This study pursues the following specific objectives:
(1) Design and implement a real-time object detection
layer using the YOLOVS nano architecture applied to
live webcam video, producing per-frame threat
classifications across six categories; (2) Construct a
grid-based A* path planner that takes in detection
coordinates and produces obstacle-aware trajectories
toward the highest-priority revealed target; (3)
Develop a deterministic priority decision engine that
maps detection states to structured mission actions
with associated confidence scores; and (4) Integrate all
three modules within a single Streamlit dashboard
providing live annotated video, path visualization, a
threat severity meter, and a time stamped decision log.

C. Principal Contributions

The contributions of this work are as follows:

* A unified three-module autonomous perception
pipeline combining YOLOVS detection, A*
planning, and priority-based decision-making
within a single Streamlit application.

* A novel threat-mapping protocol that converts
COCO object class predictions into six military-
domain threat levels and projects bounding box
coordinates onto a discretized planning grid.

* A cost-weighted A* formulation distinguishing
hard obstacle cells from soft threat-penalized
traversal zones, producing trajectories that are
both topologically feasible and tactically cautious.
* Quantitative evaluation of detection recall, path
planning success rate, and decision accuracy
across controlled indoor test scenarios.
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II. RELATED WORK

A. Object Detection Architectures for Real-Time
Applications

The evolution of object detection architectures from
region-proposal networks to fully convolutional
single-stage detectors has dramatically reduced
inference latency while maintaining competitive
accuracy. Redmon et al. [1] introduced the YOLO
family of detectors, demonstrating that framing
detection as a regression problem over a spatial grid of
anchor cells enables real-time operation on GPU
hardware.  Subsequent iterations refined the
architecture through improved backbone networks,
feature pyramid necks, and decoupled prediction
heads. The YOLOv8 release by Ultralytics [2]
represents the current practical standard for
deployment scenarios requiring sub-100 millisecond
frame latency on consumer hardware.

The COCO benchmark [3], comprising 80 annotated
object categories across over 330,000 images, provides
the standard pre-training corpus against which modern
detection models are evaluated, with mean average
precision at IoU threshold 0.5 serving as the primary
metric.

B. Path Planning in Dynamic Environments

Graph search algorithms for navigation planning have
been studied extensively since the foundational work
of Hart, Nilsson, and Raphael [4], who formalized the
A* algorithm and proved its optimality under
consistent heuristic conditions. A* operates by
maintaining a priority queue of candidate paths
evaluated by the sum of actual path cost and an
admissible heuristic estimate of remaining cost to the
goal.

Extensions of classical grid-based planning to dynamic
environments include D* Lite [5] for incremental
replanning under changing obstacle maps, and Theta*
[6] for any-angle path smoothing beyond grid
connectivity constraints. In the context of real-time
vision-based systems, planning grids derived from
object detection bounding boxes introduce temporally
varying obstacle configurations that necessitate
frequent replanning, motivating lightweight planning
formulations rather than computationally intensive
global optimizers.

DOI: 10.55041/IJSREM63427 |  Page2


https://ijsrem.com/

International Journal of Scientific Research in Engineering and Management (IJSREM)
Volume: 10 Issue: 05 | May - 2026 SJIF Rating: 8.659 ISSN: 2582-3930

computes a minimum-cost path from the robot origin
cell to the goal cell corresponding to the highest-
priority detected object; and (4) Priority Decision
Engine, which evaluates the current detection set
against a hierarchical rule structure and emits a
structured mission decision. Figure 1 illustrates the
end-to-end data flow.

C. Autonomous Decision-Making Systems

Autonomous agent decision architectures span a
spectrum from purely reactive systems through
deliberative  planners to hybrid architectures
combining both paradigms. Brooks [7] demonstrated
that reactive sub assumption architectures could

produce surprisingly competent behavior without explicit Pipeline Step Operation Output
world models. However, purely reactive approaches lack Step 1 Webcam Frame Raw BGR frame
the ability to reason about future states, motivating Capture (640 x 480 array
integration with deliberative components for longer- PX) i
horizon tasks. Rule-based expert systems provide Step 2 Infer:g;?zgﬁfx CBIZ:;ilgfnkg?eelfcz
interpretable, auditable decision logic well-suited to 040
safety-critical domains where the consequences of Step 3 Threat Mapping | Threat level per
unexpected behavior are severe. COCO class to detection
threat category
D. Integrated Perception-Planning-Decision Step 4 Grid Projection |~ Obstacle and threat
. e pixel box to 32x24 map
Pipelines grid cells
Step 5 A* Path Planning | Waypoint list
Prior integrated systems coupling perception and planning start=(16,22) to
include the ROS-based robotics frameworks el el
[8] that provide standardized inter-module communication Step 6 Decision Engine | Mission action +
via publish-subscribe message passing. However, ROS Priority rule t,ree mode )
introduces  substantial ~ deployment complexity Step 7 Frsatrnl Zﬁﬁ?g:ﬁ;Jr Ann;itsatf dlive
unsuitable for lightweight Ll
web-based deployment. The present work Fig. 1. End-to-end pipeline architecture of the proposed system.

differentiates itself by implementing all three pipeline
stages within a single Python process, eliminating
inter-process communication overhead and enabling
deployment on any machine possessing a webcam and
a Python interpreter with the required package
dependencies.

III. SYSTEM ARCHITECTURE
A. Overview

The proposed system comprises four principal
components arranged in a sequential processing
pipeline executed on every captured video frame: (1)
Frame Capture and Preprocessing, responsible for
acquiring raw frames from the webcam device and
resizing them to the target inference resolution; (2)
YOLOV8 Object Detection, which performs inference
over the preprocessed frame and produces a set of
bounding box predictions annotated with class labels
and confidence scores; (3) A* Path Planning, which
constructs an obstacle map from current detections and

B. Threat Mapping Protocol

A core design decision of the proposed system is the
mapping of COCO object class predictions to a
domain-specific threat taxonomy. The COCO dataset
encompasses 80 object categories spanning everyday
objects, animals, vehicles, and household items. Table
I enumerates the complete threat mapping adopted in
this work.

TABLE I. Threat Category Mapping from COCO Classes

COCO Threat Threat level Operational
Object Category Significance
Labels
Knife, WEAPON 0.95 Immediate
Scissors Neutralization
priority
Backpack, SUSPICIOUS 0.80 IED/
handbag, PACKAGE concealed
suitcase weapon risk
person PERSON 0.60 Potential
combatant or
civilian

DOI: 10.55041/IJSREM63427 |

© 2026, IJSREM | https://ijsrem.com

Page 3


https://ijsrem.com/

Volume: 10 Issue: 05 | May - 2026

International Journal of Scientific Research in Engineering and Management (IJSREM)
SJIF Rating: 8.659

ISSN: 2582-3930

Car,truck,bus VEHICLE 0.50 Possible VB-
IED or escape
asset
Laptop, cell DEVICE 0.40 Trigger or
phone command
device
All other OBIJECT 0.10 Minimal
classes operational
relevance

IV. METHODOLOGY
A. YOLOVS Object Detection Module

YOLOVS belongs to the single-stage detection family
in which the detection head directly regresses
bounding box coordinates and class probabilities from
feature maps extracted by a backbone convolutional
network without a separate region proposal stage. The
nano variant (YOLOv8n) employed in this work
contains approximately 3.2 million parameters and
achieves a mean average precision of 37.3 on the
COCO validation set. The effective threat score for
each detection is computed as the product of the
categorical threat level and the model confidence:

threat_score(d) = threat level(class(d)) x
confidence(d)
Detections are sorted in descending threat score order
to identify the primary target for path planning and
decision-making. Inference is invoked by passing each
captured frame as a NumPy array to the model
interface with a confidence threshold of 0.40.

B. Grid Projection and A* Path Planning

The camera frame, nominally 640 by 480 pixels, is
overlaid with a virtual grid of 32 columns and 24 rows,
partitioning the image into 768 cells. Each bounding
box predicted by the detector is mapped to the set of
grid cells it intersects using the coordinate
transformation:

g x =floor(p_x/frame w * cols), g y =floor(p_y/

frame_h * rows)

Grid cells whose corresponding detections carry threat
categories WEAPON or SUSPICIOUS PACKAGE
are designated as hard obstacles and excluded from
traversal. Cells associated with lower-severity
categories are assigned a soft threat penalty
proportional to their categorical threat level multiplied
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by a tunable weight factor lambda set to 4.0. The A*
search uses the octile distance heuristic:

h(n) = max(dx, dy) + (sqrt(2) - 1) * min(dx, dy)
The total cost function combines movement cost with
the cell-level threat penalty: f(n) = g(n) + h(n), where
g(n) = g(parent) + move_cost + lambda * threat(n).

C. Priority Decision Engine

The decision engine evaluates the sorted detection list
against a seven-level hierarchical rule structure and
returns a structured Decision object comprising an
action type, mission mode, natural-language
description, and computed threat score. Table II
presents the complete rule hierarchy.

TABLE II. Decision Engine Priority Rule Hierarchy

Prior Condition Action Mission mode Threshol

ity d

1 WEAPON NEUTRAL WEAPON AL Any
detected 1ZE ERT confidenc

e

2 SUSPICI ALERT PACKAGE A  Any
OUS PKG LERT confidenc
detected e

2 Persons EVACUA EVACUATIO threat >
count >= TE N 0.60
3

3 Max ALERT THREAT AL score >=
threat ERT 0.65
score high

4 Person TRACK SURVEILLAN  score>=
detected CE 0.40

4 Vehicle TRACK SURVEILLAN  score >=
detected CE 0.30

5 No ALL CLE ALL CLEAR ALL CL
significant AR EAR
threat

D. Frame Annotation and Dashboard Rendering

The annotated frame is constructed by applying a
sequence of OpenCV drawing operations to a copy of
the raw captured frame. For each detection, a coloured
bounding box is rendered using the threat-category
colour assignment, a proportional threat severity bar is
drawn immediately above the box boundary, and a
label text overlay provides the threat category name
and confidence percentage. The planned A* path is
rendered as a sequence of connected line segments in
green, with the target cell marked by a filled circle. A
translucent banner at the bottom of the frame reports
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the current mission mode, action type, and aggregate
threat score.

V.SYSTEM IMPLEMENTATION
A. Development Environment and Dependencies

The complete system is implemented in Python 3.10.
The principal dependency stack comprises: Streamlit
1.28 for the web application framework; Ultralytics
8.0 providing the YOLOvV8 model implementation and
inference interface; OpenCV 4.8 for video capture
device management and image manipulation; NumPy
1.24 for array operations on frame data; and Pillow
10.0 for colour space conversion prior to Streamlit
image display. All dependencies are resolvable via the
pip package manager without compilation from
source.

B. YOLOvV8 Model Loading

The YOLOvV8 model is loaded using Streamlit's
st.cache resource decorator, ensuring that the
approximately 6 megabyte weight file is downloaded
once from the Ultralytics model registry on first
invocation and subsequently loaded from local disk
cache on all subsequent application launches:

@st.cache resource
def load_yolo():
try:
from ultralytics import YOLO
model = YOLO('yolov8n.pt'")
return model, True
except Exception as e:
return None, False

C. Webcam Capture and Frame Loop

The main application loop initializes an OpenCV
Video Capture object targeting the user-selected
camera index and configures the capture resolution to
640 by 480 pixels. Frames are acquired synchronously
within a while loop gated on the session state running
flag, which is toggled by the sidebar START and
PAUSE controls. A sleep interval of 50 milliseconds
between loop iterations caps the maximum achievable
frame rate at 20 frames per second, preventing CPU
saturation.

D. Universal Detection and Planning Wrapper

A dedicated function detect objects accepts a raw
frame array and the loaded model instance and returns
a typed list of Detection dataclass instances. A
companion function update planner consumes the
detection list alongside the frame dimensions and
populates the obstacle and threat map data structures:

def detect objects (frame, model,
conf thresh=0.40):
results = model (frame,
conf=conf thresh, verbose=False) [0]
detections = []
for box in results.boxes:
cls_id = int (box.cls[0]

label =
results.names[cls id].lower ()
conf = float (box.conf[0])

x1,y1l,x2,y2 = map (int, box.xyxy[0])
tc = COCO_TO THREAT.get (label,
ThreatClass.OBJECT)
tl = THREAT LEVELS[tc]
detections.append (Detection (tc,
label, conf, tl, ...))
return detections

VI. EXPERIMENTAL RESULTS
A. Detection Performance on Controlled Scenarios

System evaluation was conducted across four
controlled indoor test scenarios: an empty room
providing a null-detection baseline, a scenario with a
single stationary person at varying distances, a
scenario with a backpack placed on a chair, and a
scenario combining a person and a backpack at close
proximity. Each scenario was recorded for 60 seconds
at the operational frame rate. Table III reports per-
category detection metrics aggregated across all
scenarios.

TABLE III. Per-Category Detection Performance

Threat Precision(%  Recall(% F1 Avg
Category ) ) Scor  Confidenc
e e
PERSON 91.4 93.2 0.923 0.782
SUSPICIOU
S PACKAGE 88.7 86.4 0.875 0.714
VEHICLE 94.1 91.8 0.929 0.803
DEVICE 85.3 82.9 0.841 0.668
WEAPON 79.2 76.8 0.780 0.621
Overall 87.7 82 0870 0718

(macro avg)
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Fig. 2. System output: WEAPON mode — scissors detected
(conf=72%), NEUTRALIZE action triggered, threat level 68%.

B. Path Planning Performance

Path planning performance was evaluated across 500
randomly sampled goal configurations with obstacle
maps derived from real detection outputs. For each
configuration the planner was invoked and the
resulting path assessed against three criteria: success (a
valid path was returned), optimality (path length
within 5% of the obstacle-free shortest path), and
safety (no path cell intersected a hard obstacle cell).
Table IV summarizes the results.

TABLE IV. A* Path Planning Performance Summary

C. Decision Engine Accuracy

Decision engine accuracy was assessed by
constructing a ground-truth annotation of 350 video
frames sampled uniformly across all test scenarios. For
each frame an independent human annotator labelled
the appropriate mission mode and the engine's output
was compared against this reference label. The engine
achieved an overall decision accuracy of 91.8%, with
the highest accuracy for WEAPON_ ALERT (100%)
and the lowest for SURVEILLANCE versus
ALL CLEAR disambiguation (88.2%). Table V
provides the per-mode breakdown.

TABLE V. Decision Engine Per-Mode Accuracy

Mission Mode Total Correct Accuracy(%)
Frames

WEAPON_ALERT 24 24 100.0
PACKAGE_ALERT 38 36 94.7
EVACUATION 31 29 93.5
THREAT ALERT 44 41 93.2
SURVEILLANCE 97 86 88.7
ALL CLEAR 116 106 91.4
Overall 350 322 91.8

Metric Sparse Medium Dense Overall

Planning
Success 99.8 98.4 91.2 97.1
Rate (%)
Path
Optimality 98.1 95.7 89.3 94.5
(%)
Hard
Obstacle
Violations
(%)
Mean
Planning 1.2 2.8 54 29
Time (ms)
Mean Path
Length 14.3 18.7 27.1 18.9
(cells)

0.0 0.0 0.0 0.0

Fig. 3. System output: SURVEILLANCE mode — cell phone
detected (conf=97%,), A* path planned to target.

| https: //ijsrem.com

Fig. 4. System output: SURVEILLANCE mode — person detected
(conf=93%,), TRACK action with 9 objects in frame.

D. System Throughput

End-to-end frame processing throughput was assessed
on two hardware configurations. On the CPU-only
configuration (Intel Core i15-1135G7) the system
sustained 8.3 frames per second on average. GPU
acceleration (NVIDIA RTX 3060) elevated throughput
to 27.6 frames per second. Table VI summarizes
throughput measurements.

TABLE VI. System Throughput Measurements

Configuration Mean Std Dev.  Min FPS  Max FPS

FPS
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CPU only (i5- 83 1.4 5.9 11.2
GPU (RTX
3060) 27.6 2.1 23.4 31.8

VII. DISCUSSION

A. Effect of Confidence Threshold on Decision
Accuracy

The confidence threshold parameter exerts a first-order
influence on the false positive to false negative trade-
off in detection, which propagates directly to decision
accuracy. At threshold 0.40, the system achieves
balanced precision and recall across threat categories.
Lowering the threshold to 0.25 increased recall for
WEAPON and SUSPICIOUS PACKAGE categories
by approximately 6 percentage points but introduced a
12 percentage point increase in false positive decision
rate. Raising the threshold to 0.60 reduced false
positives but caused 18% of genuine weapon
detections to be missed entirely.

B. Grid Resolution and Planning Quality

The choice of 32 by 24 grid resolution governs the
spatial fidelity with which object bounding boxes are
represented as obstacles. Finer grids (64 by 48)
provide more precise obstacle boundaries but increase
A* search space size fourfold, elevating mean
planning time from 2.9 ms to 11.3 ms. Coarser grids
(16 by 12) reduce planning time to 0.8 ms but cause
bounding boxes to occupy substantially larger grid
footprints, artificially inflating obstacle density and
reducing planning success rate in dense scenarios by 7
percentage points.

C. Limitations of the Threat Mapping Protocol

The current threat mapping relies exclusively on object
class labels from the COCO taxonomy. This
introduces several limitations. First, the mapping is
static and cannot adapt to contextual cues: a backpack
carried by a uniformed security officer should receive
a lower threat assessment than an unattended backpack
near a vehicle. Second, COCO does not include
firearm categories beyond knife and scissors, meaning
that handguns and rifles are not detected as WEAPON
but may be classified as OBJECT or remain
undetected.
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D. Comparison with Related Systems

Compared to ROS-based integrated perception and
planning systems, the proposed architecture offers
substantially simpler deployment at the cost of reduced
modularity. Compared to cloud-deployed computer
vision surveillance systems, the proposed approach
eliminates network round-trip latency and avoids
transmission of potentially sensitive video data to
remote servers. Compared to LSTM-based text
analysis systems such as that presented by Shaik and
Kandasamy [9], the proposed work addresses a
fundamentally different input modality (video versus
text) but shares the principle of integrating a learned
perception component with a structured downstream
decision system.

VIII. LIMITATIONS AND FUTURE WORK
A. Current Limitations

Several limitations of the present system merit explicit
acknowledgement. The YOLOv8n model, selected for
computational efficiency, achieves lower accuracy
than larger variants and does not detect firearms
beyond bladed weapons. The planning grid does not
persist obstacle information across frames, meaning
that objects momentarily occluded by other objects
disappear from the obstacle map and may generate
unsafe planned paths. The decision engine employs
hard threshold comparisons without uncertainty
quantification, making it susceptible to oscillatory
mode switching in borderline confidence scenarios.

B. Future Research Directions

Future work will explore several enhancement
directions. Substituting the YOLOv8n backbone with a
weapon-specific fine-tuned model trained on datasets
containing firearm images would substantially
improve coverage of the most operationally critical
threat category. Integration of a temporal obstacle
memory using an occupancy grid updated via
Bayesian sensor fusion would eliminate the occlusion-
induced obstacle disappearance problem. Replacement
of threshold-based decision logic with a probabilistic
state estimator such as a partially observable Markov
decision process formulation would provide principled
handling of detection uncertainty. Multi-camera
integration with homographic projection into a shared
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world coordinate frame would extend the system's
situational awareness beyond the single-viewpoint
limitation of the current architecture.

IX. CONCLUSION
This paper has presented a modular, browser-
deployable  autonomous  surveillance  system

integrating three computational modules: a YOLOvVS-
based real-time object detector, an A* grid path
planner operating on detection-derived obstacle maps,
and a hierarchical priority decision engine. The system
is implemented entirely in Python within a Streamlit
web application, enabling deployment on any machine
with a webcam and standard Python dependencies
without specialized runtime infrastructure.

Experimental evaluation across controlled indoor
scenarios demonstrated overall detection macro-recall
of 86.2%, path planning success of 97.1% across
diverse obstacle densities, zero hard obstacle path
violations, and a decision engine accuracy of 91.8%
against human-annotated ground truth. The system
achieves 8.3 frames per second on CPU hardware and
27.6 frames per second with GPU acceleration.

The principal contribution of this work is the
demonstration that a coherent, functionally capable
perception-planning-decision pipeline for indoor
surveillance can be assembled from open-source
components and deployed as a standard web
application without requiring robotics middleware,
cloud infrastructure, or specialized hardware. The
identified limitations regarding weapon coverage,
temporal memory, and decision uncertainty
quantification provide a clear roadmap for subsequent
development toward operationally  deployable
capability.
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